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WEDNESDAY, APRIL 20 
ROOM MORNING

140A
9:30 - 4:00

Electromagnetic Spectrum Summit **

140B
9:30 - 10:30

Cybersecurity of 
Control Systems *

10:45 - 11:45
Cybersecurity’s Role in 
Mission Assurance *

143A/B
9:30 - 10:30  

Defense Business System 
(DBS) Certification

10:45 - 11:45
Mobility in the DON

143C
9:30 - 10:30

How the DON is  
Protecting Your Privacy

10:45 - 11:45
Update on FOIA & 

FOIAonline

144A/B

8:15 - 9:15
DON CIO Town Hall 
& DON IM/IT Awards  

Ceremony 
(7:45 Navy Band Brass 

Quintet Kickoff)

9:30 - 11:00
DON IT Strategic Sourcing Overview: 

Enterprise Agreements

144C
9:30 - 4:00

Navy Reserve IT Forum
(Open to Navy Reserve Total Force members only)

WEDNESDAY, APRIL 20
ROOM AFTERNOON

140A
9:30 - 4:00

Electromagnetic Spectrum Summit **

140B
1:45 - 2:45

DON Insider Threat Program Update *
3:00 - 4:00

Internal Use Software Audit Readiness

143A/B
1:45 - 2:45

MPTE Mobile Initiatives
3:00 - 4:00

PEO EIS Innovation Cell

143C
1:45 - 2:45

Preventing and Mitigating Identity Theft *
3:00 - 4:00

Navy Risk Management Framework *

144A/B

1:45 - 3:15
DON Cyber Information Technology and 
Cybersecurity Workforce Way Forward *

144C

9:30 - 4:00
Navy Reserve IT Forum

(Open to Navy Reserve Total Force members only)

THURSDAY, APRIL 21 
ROOM MORNING

140A
9:00 - 4:00

Electromagnetic Spectrum Summit **

140B

9:00 - 10:00
DON CIO Cybersecurity Directorate 

Update

10:15 - 11:15
DoD Cybersecurity Discipline  
Implementation Plan & DoD 

Cybersecurity Scorecard Initiatives *  
(Open to Government, military, & 

support contractors - CAC required)

143A/B

9:00 - 10:00
Records Management and DON 

TRACKER

10:15 - 11:45
Enterprise IT Controls and Financial 

Management Overlay for Systems in Scope 
for Financial Statement Audit

143C

10:15 - 11:45
DON IT Strategic Sourcing Training: Strategic 
Vendor Management, Commercial Software 

Licensing, and DON ESL Agreements

144A/B
9:00 - 10:00

DON Civilian Cyber IT &
Cybersecurity Workforce *

10:15 - 11:45
DON Cloud Update

144C

9:00 - 4:00
Navy Reserve IT Forum

(Open to Navy Reserve Total Force members only)

THURSDAY, APRIL 21
ROOM AFTERNOON

140A
9:00 - 4:00

Electromagnetic Spectrum Summit **

140B

1:30 - 2:30
DON PKI Program and 

SHA-256 Migration Updates *

2:45 - 3:45
Cybersecurity Range v2.0

Architecture and Capability *

143A/B

1:30 - 2:30
Naval Enterprise Networks 
Update (NMCI-NGEN) *

2:45 - 3:45
DON Cyber IT and Cybersecurity 

Workforce Open House

143C

1:30 - 4:00
Knowledge Management Track

144A/B

1:30 - 3:00
DON’s Enterprise Architecture Vision and Alignment to DoD 

Information Enterprise and JIE Architecture

144C

9:00 - 4:00
Navy Reserve IT Forum

(Open to Navy Reserve Total Force members only, except for sessions on Microsoft 
Office 365 Cloud at 1:00pm and the Ready to Serve (R2S) App at 2:00pm)

*
 
Sessions qualify for CompTIA Continuing Education Units and/or GIAC

     All of the sessions qualify for CLUs 

*
 
Sessions qualify for CompTIA Continuing Education Units and/or GIAC

     All of the sessions qualify for CLUs

2:45 – 4:00
AFCEA (Hall E) Panel Session: Services CIO Panel

Mr. Robert W. Foster; Lt Gen Michael J. Basla; LTG Susan S. Lawrence; 
Lt Gen William J. Bender; Mr. Kenneth W. Bible

** Electromagnetic Spectrum Summit will continue Friday April 22, 9:00-4:00 in room 140A.
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SESSION DESCRIPTIONS
AUDIT READINESS

Internal Use Software Audit Readiness 

Wednesday, April 20, 2016	 3:00-4:00 p.m.

Room: 140B
Internal Use Software (IUS) is a Mission Critical Asset and must be reported on 
the DON’s annual audited financial statement. In accordance with the FY2010 
National Defense Authorization Act (NDAA), Section 1003, the DON must 
achieve complete financial statement audit readiness of IUS by September 30, 
2017. DON CIO and FMO co-lead the DON’s IUS audit readiness efforts and, as 
such, worked jointly with DoD CIO and OUSD(C) to develop the ‘OSD Strategy 
for IUS Audit Readiness’ (DCFO Memo of 30 Sept 2015). DON CIO and FMO 
have further coordinated with the DDCIO(N) and DDCIO(MC) to establish an 
efficient and effective plan for implementing OSD’s IUS audit readiness strategy 
across the DON. 

The goal of this session is to provide information and clarity to the user 
community on the DON’s IUS strategy for audit readiness overall, how this 
strategy is being addressed at the Navy and Marine Corps level, and address 
any questions and concerns about Internal Use Software in general.  

Speakers: Molly Johnson (DON CIO); James Koranda (FMO)

Enterprise IT Controls and Financial Management Overlay for 
Systems in Scope for Financial Statement Audit 

Thursday, April 21, 2016	 10:15-11:45 a.m.

Room: 143 A/B
The DON CIO and the Office of Financial Operations (FMO) have developed 
DON Enterprise IT standards for those systems that impact financial statements 
and will be subject to annual  scrutiny of financial auditors. With a goal to 
streamline the Risk Management Framework (RMF) and Audit preparedness, 
system owners will be following the Financial Management (FM) Overlay based 
on Enterprise IT standards that meet audit readiness requirements as they 
transition to RMF. The goal of this session is to provide more guidance and 
clarity of that process.  

Speakers: Amira Tann (DON CIO); Danny Chae (ASN FMC FMP)
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CYBERSECURITY

Cybersecurity of Control Systems 

Wednesday, April 20, 2016	 9:30-10:30 a.m.

Room: 140B
Ensuring the networks on which control systems are monitored, operated, 
and maintained requires close coordination with base public works personnel, 
individual facility managers, and IT administrators. Determining how this team 
is formed and led is in it’s infancy. This session addresses the issue of how we 
overcome the challenges and ensure that gaps don’t get missed as we move 
away from legacy systems.  

Speakers: CDR Steve Johnson (ASN(EI&E)); CDR Constance Solina 
(OPNAV(N46)); Nick Spurling (HQMC (I&L))

Certifications: 1 CEU CompTIA A+, Net+, Sec+, CASP+; 1 GIAC CMU

Cybersecurity’s Role in Mission Assurance 

Wednesday, April 20, 2016	 10:45-11:45 a.m.

Room: 140B
This session provides an overview of DoD Mission Assurance and Service-level 
implementation. Mission Assurance seeks to integrate the efforts of DoD risk 
management programs, including cybersecurity, with the goal of protecting 
and ensuring the continued function and resilience of capabilities and assets 
that are critical to the performance of mission-essential functions.  

Speakers: Shannon Lorimer (DUSN P); Eric Hammett (OPNAV(N46)); Doug 
Phelps (HQMC(PP&O))

Certifications: 1 CEU CompTIA A+, Net+, Sec+, CASP+; 1 GIAC CMU

DON Insider Threat Program Update 

Wednesday, April 20, 2016	 1:45-2:45 p.m.

Room: 140B
The Deputy Undersecretary of the Navy for Policy (DUSN(P)), Security 
Directorate, is the oversight office for the DON Insider Threat Program. This 
session provides Insider Threat Program background information (i.e., policies 
and standards), a DON Implementation Plan update, U.S. Navy and U.S. Marine 
Corps program activity observations (by DUSN(P) representatives), a DoD 
Insider Threat Management and Analysis Center (DITMAC) overview, and future 
Program insights.  

Speaker: Shannon Lorimer (DUSN P)

Certifications: 1 CEU CompTIA A+, Net+, Sec+, CASP+
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DON Cyber Information Technology and Cybersecurity Workforce 
Way Forward 

Wednesday, April 20, 2016	 1:45-3:15 p.m.

Room: 144 A/B
This session offers  a panel discussion of the DON Cyber IT and Cybersecurity 
Workforce Qualification Program. Topics addressed include the latest policy, as 
stated in the new SECNAVINST 5239.20a, “Department of the Navy Cyberspace 
Information Technology and Cybersecurity Workforce Management and 
Qualification” of February 10, 2016. The session also includes an overview of 
the Navy and Marine Corps way forward, followed by a question and answer 
period.  

Speakers: Chris Kelsall (DON CIO); Mike Knight (NAVCYBERFOR); Andrej Stare 
(OPNAV N2/N6BC4); MGySgt Leroy Hall

Certifications: 1 CEU CompTIA A+; 1 GIAC CMU

Navy Risk Management Framework  

Wednesday, April 20, 2016	 3:00-4:00 p.m.

Room: 143C
This session provides an update on the status and way ahead for Navy 
Implementation of the Risk Management Framework (RMF). Specific topics 
include Authorizing Official Structure, Security Control Assessor Structure, RMF 
Process Flow, Platform IT and Control Systems designation and Authorization.  

Speakers: Kristen Taylor (OPNAV N2/N6BC4)

Certifications: 1 CEU CompTIA A+, Net+, Sec+, CASP+; 1 GIAC CMU

DON CIO Cybersecurity Directorate Update 

Thursday, April 21, 2016	 9:00-10:00 a.m.

Room: 140B
This session provides a high-level overview of the Department of Navy CIO’s  
primary cybersecurity focus areas and a status of current initiatives.  

Speaker: David Tillman (DON CIO)

DON Civilian Cyber IT and Cybersecurity Workforce 

Thursday, April 21, 2016	 9:00-10:00 a.m.

Room: 144 A/B
This session features a discussion of Cyber IT and Cybersecurity Workforce 
program specifics for civilians. It also addresses Federal and DoD Cyber IT and 
Cybersecurity initiatives and their impact on the DON workforce.  

Speakers: Chris Kelsall (DON CIO); Pete Gillis (USMC C4)

Certifications: 1 CEU CompTIA A+; 1 GIAC CMU
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DoD Cybersecurity Discipline Implementation Plan and DoD 
Cybersecurity Scorecard Initiatives  
(Open to Government, military, and support contractors - CAC required)  

Thursday, April 21, 2016	 10:15-11:15 a.m.

Room: 140B
The DoD Cybersecurity Discipline effort, led by the DoD CIO and U.S. Cyber 
Command, established multiple tasks to focus on key defensive measures, 
including authentication, device hardening, and reducing the attack surface. 
The DoD Cybersecurity Scorecard enables senior leadership to monitor the 
Department’s cybersecurity status through multiple metrics on a monthly 
basis. In this session, a panel of representatives from the DoD and DON discuss 
the current status and future vision for these initiatives.  

Speaker: Linderman Burkhart (DoD CIO)

Certifications: 1 CEU CompTIA A+, Net+, Sec+, CASP+

DON PKI Program and SHA-256 Migration Updates 

Thursday, April 21, 2016	 1:30-2:30 p.m.

Room: 140B
This session provides information about continuing DON Public Key 
Infrastructure/Public-Key Enabling (PKI/PKE) implementation; Secure Hash 
Algorithm - 1 (SHA) depreciation and Internet browser impacts; and DoD-DON 
SHA-256 migration plan milestones.  

Speakers: Roddy Staten (DON CIO); Kristen Taylor (OPNAV N2/N6BC4)

Certifications: 1 CEU CompTIA A+, Net+, Sec+; 1 GIAC CMU

Cybersecurity Range v2.0 Architecture and Capability 

Thursday, April 21, 2016	 2:45-3:45 p.m.

Room: 140B
The Cybersecurity Range (CSR) mission is to provide the DoD enterprise with 
an operationally-realistic replication of the DoD Information Network (DoDIN) 
to support exercising, training, and testing needs.  This session discusses the 
development and deployment of the CSR v2.0 architecture, a cloud-based 
solution that leverages Software Defined Networks, allowing the creation of a 
customer required network in days instead of weeks.  

CSR v2.0 is able to manage a hybrid solution of physical hardware and virtual 
machine components,  which is entirely transparent to the user.  This allows us 
to leverage hardware more efficiently, and deploy more virtual equivalents to 
substantially reduce cost.  

Speakers: James Curry (DISA); Timothy Schaad (DISA Support)

Certifications: 1 CEU CompTIA A+, Net+, Sec+, CASP+
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DON Cyber IT and Cybersecurity Workforce Open House 

Thursday, April 21, 2016	 2:45-3:45 p.m.

Room: 143 A/B
This is an interactive, open session with workforce representatives from 
the DON CIO, USN and USMC to provide DON Cyber IT and Cybersecurity 
workforce personnel an opportunity to ask questions, identify issues and 
concerns, and provide recommendations.  

Speakers: Mike Knight (NAVCYBERFOR); Andrej Stare (OPNAV N2/N6BC4); 
Pete Gillis (USMC C4); MGySgt Leroy Hall

ENTERPRISE ARCHITECTURE

DON’s Enterprise Architecture Vision and Alignment to DoD 
Information Enterprise and JIE Architecture 

Thursday, April 21, 2016	 1:30-3:00 p.m.

Room: 144 A/B
This session focuses on the DON’s Enterprise Architecture (EA) Vision and 
the associated strategic initiatives. Discussion includes the relationship of the 
DON EA to various DoD EAs and solution architectures at the system-level. 
Additionally, an introduction is provided on the DoD EA, DoD Information 
Enterprise Architecture (IEA), and the Joint Information Enterprise (JIE) 
architectures.  

Speakers: Henry Lopez (DON CIO); Sean Tzeng (DON CIO); Michael Wayson 
(DoD CIO)

ENTERPRISE LICENSING

DON IT Strategic Sourcing Overview: Enterprise Agreements 

Wednesday, April 20, 2016	 9:30-11:00 a.m.

Room: 144 A/B
This session provides information on: identifying and defining software 
licensing rights, negotiating the proper software license terms and conditions, 
staying on top of current trends and best practices for software licensing, and 
ensuring consistency in licensing approaches. It also covers the DoD’s efforts 
to function as an enterprise as we try and operate with the same commercial 
licensing strategies and contractual frameworks. This session specifically 
discusses: the foundational knowledge of End User License Agreements 
(EULAs), the procedural aspects of Software Licensing, the Structural 
Framework of a software license agreement, and key Terms and Conditions  
of software licensing efforts.  

Speakers: Floyd Groce (DON CIO); Chris Pratt (DON CIO)
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DON IT Strategic Sourcing Training: Strategic Vendor 
Management, Commercial Software Licensing, and DON ESL 
Agreements 

Thursday, April 21, 2016	 10:15-11:45 a.m.

Room: 143C
This session introduces Strategic Vendor Management (SVM), which is a 
comprehensive, structured and repeatable strategic vendor engagement and 
analysis process that combines market research, vendor interaction, demand 
management and requirements/funding identification with IT vendors whose 
technologies are of strategic importance to the DoD and Federal Government.  
SVM strengthens collaboration between the CIO, acquisition, funding and 
customer communities, resulting in improved acquisition outcomes based 
on established goals.  There is growing interest in SVM across the Federal 
Government, DoD, and commercial sector to effectively manage key IT vendor 
relationships throughout the IT life cycle.  

Speakers: Floyd Groce (DON CIO); Chris Pratt (DON CIO)

FOIA

Update on FOIA & FOIAonline 

Wednesday, April 20, 2016	 10:45-11:45 a.m.

Room: 143C
The first half of the session is intended for DON Freedom of Information Act 
(FOIA) processors and reviews important FOIA guidance, FOIA backlog metrics, 
and upcoming FOIA training. The second half of the session focuses on use of 
FOIAonline and new functionality recently added to the system.  

Speakers: Christopher Julka (DON CIO)

INNOVATION

PEO EIS Innovation Cell 

Wednesday, April 20, 2016	 3:00-4:00 p.m.

Room: 143 A/B
This session provides an overview of the Innovation Cell, including the status 
of initial Enterprise Challenges and the way ahead for the Innovation Cell.  

Speakers: Dan DelGrosso (PEO EIS); Bradley Punch (Innovation Cell)
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IT INFRASTRUCTURE

Mobility in the DON 

Wednesday, April 20, 2016	 10:45-11:45 a.m.

Room: 143 A/B
DON enterprise mobility is an essential element of our future warfighting 
capability, providing DON personnel access to information anytime, anyplace 
and from any device. This session discusses current and future enterprise 
mobility efforts, ensuring the fulfillment of the DON’s critical information 
requirements is achieved. This session is an interactive Q&A, allowing audience 
members to ask questions about DON, Navy, and Marine Corps mobility 
strategy, planning, programs and projects.  

Speakers: Dan DelGrosso (PEO EIS); Neal Miller (FLTCYBERCOM); Marc Wason 
(USMC C4)

MPTE Mobile Initiatives 

Wednesday, April 20, 2016	 1:45-2:45 p.m.

Room: 143 A/B
This presentation includes information on Manpower, Personnel, Training, 
and Education (MPTE) efforts surrounding mobility, to include My Navy Portal 
(MNP), eSailor, NeL, Reserves ‘Ready to Serve’ app, and Navy Bring Your Own 
Device (BYOD) Mobile Apps. The focus is on development and deployment.  

Speakers: Kevin Burnett (PMW 240)

DON Cloud Update 

Thursday, April 21, 2016	 10:15-11:45 a.m.

Room: 144 A/B
Topics of this session include: cloud transition, lessons learned, and where 
we are headed with enterprise cloud computing. It also includes a panel 
discussion on topics including: the Intake/ITPR/Business Case Analysis (BCA) 
approval process; DCAO: “Navy Cloud Store Is This Much Open;” plus the 
additional topics of governance, What is MilCloud+, and a Portal update.  

Speakers: Sue Shuryn (DON CIO); Joe Salazar (OPNAV N2/N6BC4); Craig 
Riddle (DCAO); Hank Costa (USMC C4); Erle Marion (SPAWAR); Chris Wilsey 
(OPNAV N2/N6BC); Michael Sydla (NAVSEA 04)
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Naval Enterprise Networks Update (NMCI-NGEN) 

Thursday, April 21, 2016	 1:30-2:30 p.m.

Room: 143 A/B
This session includes a general overview and status of the Navy Marine Corps 
Intranet (NMCI) program. NMCI is the network that the enterprise and business 
applications run on - serving over 700,000 personnel across the Navy and 
Marine Corps every day.  

Speakers: CAPT Michael Abreu (PMW 205); Phil Anderson (PMW 205)

Certifications: 1 CEU CompTIA A+, Net+

KNOWLEDGE  MANAGEMENT

Records Management Update and DON TRACKER 

Thursday, April 21, 2016	 9:00-10:00 a.m.

Room: 143 A/B
The DON Records Management (RM) landscape is shifting significantly. 
The new Department-wide task and records management system, the 
DON Tasking, Records and Consolidated Knowledge Enterprise Repository 
(TRACKER), reaches Initial Operational Capability (IOC) in April 2016. Also, 
National Archives and Records Administration (NARA) Capstone email 
guidance will allow the DON to simplify and automate email management. 
This session provides an overview of these and other topics that are included 
in the revised SECNAV RM policy.  

Speakers: Dean Wence (DON CIO); Bill Decker (PMW 240)

Knowledge Management Track 

Thursday, April 21, 2016	 1:30-4:00 p.m.

Room: 143C
The Knowledge Management (KM) Track shares insights from a variety of DON 
KM experiences.  The presentations also address how commands are taking 
advantage of KM. The perspectives of the presenters include that of a fleet 
commander, a warfare center, an intel command, combat development, and 
the Navy Judge Advocate General. The information and shared lessons from 
these presentations will benefit every KM program and practitioner.  

Speakers: Jim Knox (DON CIO); Shawn O’Rourke (OJAG); Jim Roche (NSWC 
Carderock Division); Dennis Schultz (COMTHIRDFLT); Joe Abel (USMC DC, 
CD&I); Bernard Rogan (MCIA)



12

NAVY RESERVE

Navy Reserve IT Forum 

Wednesday, April 20, 2016	 9:30 a.m.-4:00 p.m.
Thursday, April 21, 2016	 9:00 a.m.-4:00 p.m.

Room: 144C
This breakout forum includes a mixture of closed and open sessions, 
primarily focusing on issues relating specifically to Navy Reserve IT Policy 
and Operations.  Each topic consists of approximately 30-45 minutes for 
presentation and discussion.  
 
Open to Navy Reserve Total Force members only, except for sessions on 
Microsoft Office 365 Cloud (April 21, at 1:00 p.m.) and the Ready to Serve (R2S) 
App (April 21, at 2:00 p.m.)  

Speakers: CAPT David Herschel (OCNR CIO); CAPT David Britt (CNRFC CTO); 
Mr. Tim Bentjen (CNRFC N6); CDR Phil Reed (CNRFC N6); LCDR Thomas Hall 
(CNRFC N6); LCDR Chad Adler (CNRFC N6); ITC William Walker (CNRFC N6)

PORTFOLIO MANAGEMENT 

Defense Business System (DBS) Certification 

Wednesday, April 20, 2016	 9:30-10:30 a.m.

Room: 143 A/B
Investment certification of defense business systems (DBS) is required by 
statute, and continues to evolve.  This session will shed light on the DBS 
investment certification process and the potential impacts from changes in the 
FY16 National Defense Authorization Act.  The presentation will also identify 
relationships between DBS investment certification, IT acquisition, portfolio 
management and other areas.  The intended audience is all defense business 
system stakeholders.  

Speakers: Stephen Nolan (DUSN (M))

PRIVACY 

How the DON is Protecting Your Privacy 

Wednesday, April 20, 2016	 9:30-10:30 a.m.

Room: 143C
The session explores privacy trends, best practices and policies, innovation 
initiatives, and emerging technologies within the DON that are helping to 
protect your privacy. The session will also explore your responsibilities in 
protecting your privacy.  

Speakers: Steve Muck (DON CIO)
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Preventing and Mitigating Identity Theft 

Wednesday, April 20, 2016	 1:45-2:45 p.m.

Room: 143C
This session offers attendees important information regarding identity theft 
including steps you can take to prevent identity theft, what you can do if you’re 
a victim of identity theft, and useful resources available from the Federal Trade 
Commission (FTC) for DON activities and individuals.  

Speakers: John Krebs (FTC)

Certifications: 1 GIAC CMU

SPECTRUM

USN - USMC Spectrum Summit 

Wednesday, April 20, 2016 	 9:30 a.m.-4:00 p.m. 
Thursday, April 21 - Friday, April 22, 2016	 9:00 a.m.-4:00 p.m. 

Room: 140A
This session aligns USN - USMC spectrum management communities on 
critical military, national and international spectrum issues. It brings the 
community together under a common voice, and educates on current issues 
and procedures. It also enables the entire community-- including local 
spectrum managers; program spectrum managers; and regional, service, 
and secretariat personnel--to raise issues in an open forum, providing an 
opportunity to debate what actions should be taken.  

Speakers: Tom Kidd (DON CIO); Art Deleon (DON CIO)

TOWN HALL 

DON CIO Town Hall and DON IM/IT Excellence Awards Ceremony 

Wednesday, April 20, 2016	 8:15-9:15 a.m.

Room: 144 A/B
DON CIO Robert Foster discusses his views on DON IT, policy changes he has 
enacted to support those views, emerging initiatives, and opportunities. This 
is followed by a question and answer session and presentation of DON IM/IT 
Excellence Awards.  

Speakers: Robert Foster (DON CIO)
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Navy Band Brass Quintet 

Wednesday, April 20, 2016	 7:45-8:15 a.m.
(DON CIO Town Hall Kickoff)

Room: 144 A/B
The United States Navy Band is the premier musical organization of the U.S. 
Navy.  Comprised of six primary performing groups as well as a host of smaller 
ensembles, “The World’s Finest” is capable of playing any style of music in any 
setting. 

Since its inception in 1925, the Navy Band has been entertaining audiences 
and supporting the Navy with some of the best musicians in the country.  
From national concert tours to presidential inaugurals to memorial services at 
Arlington National Cemetery, the Navy Band proudly represents the men and 
women of the largest, most versatile, most capable naval force on the planet 
today: America’s Navy. For more information regarding the Navy Band, visit: 
http://www.navyband.navy.mil. 
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Visit the DON CIO website for the latest DON IT 
policy, news, and information.

www.doncio.navy.mil 




