ACC Int’l Community of Practice (ICOP) Q & A

Date:  February 12, 2015

Question:  Can the Prime Contractor award a subcontract to a company that is Foreign Owned or Controlled? Does it have to be reported to the Contractor Officer for approval prior to the Prime awarding a subcontract?  (Note:  The Contract does not involve dealing or working around any classified materials and the solicitation did not include any FAR reference such FAR 25, DFARS 225, DFAR 209.104-7(b) and 252.209-7002).

Answer:  In this situation, the Prime Contractor can award a subcontract to a company that is subject to Foreign Ownership, Control, or Influence (FOCI).  The Prime Contractor should report this subcontracting action involving FOCI to the Contractor Officer. As noted in the attachment (which provides additional details) FOCI subcontract reporting is a requirement for classified subcontracts and a best practice for subcontracts involving release or generation of DoD Controlled Unclassified Information (CUI) to the subcontractor(s). Since the “Question Background” indicates that the Prime Contract does not involve any classified information or materials, a Prime Contractor notification to the Contracting Officer that there will be a subcontractor that is subject to FOCI is sufficient. Upon such notification, DAU also recommends that the Requiring Activity and the Contracting Officer confirm with the Prime Contractor that: 

a) no DoD CUI will be released or generated by this subcontractor; or, 

b) the safeguarding of any DoD CUI released to or generated by this subcontractor shall conform with the provisions of DFARS Subpart 204.73 -- Safeguarding of Unclassified Controlled Technical Information and DFARS clause 252.204-7012 -- Safeguarding of Unclassified Controlled Technical Information and DoDM 5200.01, Volume 4, “DoD Information Security Program: Controlled Unclassified Information (CUI)”.

[bookmark: _GoBack]For reference, a DAU Teaching Note on FOCI policy and practice is also attached to provide additional insights and information on this subject. (Frank Kenlon, DSMC-Int’l)
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Foreign Ownership, Control, or Influence (FOCI)
Foreign Ownership, Control, or Influence (FOCI) occurs when a foreign interest has the power to direct or decide matters affecting the management or operations of a company in a manner that may result in unauthorized access or adversely affect the performance of classified contracts.  From the early years of the industrial security program, the United States has had a FOCI policy relative to U.S. contractors who require a facility security clearance.  Normally, a U.S. company under FOCI would not be eligible for a clearance. However, there is recognition that some foreign-owned companies have expertise that is important to U.S. defense needs and may need a facility security clearance. Under the FOCI policy, such companies may be given a facility security clearance when an arrangement can be put in place to negate or sufficiently mitigate the effects of FOCI.
Policy:
FOCI policy is an element of the National Industrial Security Program (NISP).  It was designed to ensure that classified (or controlled unclassified) information in the custody of U.S. domestic companies is not placed in jeopardy as the result of their being acquired by, controlled by, or influenced by foreign interests.  A U.S. company is considered to be under FOCI when a foreign interest has the power, direct or indirect, whether or not exercised, and whether or not exercisable, to decide or direct matters affecting the management or operations of the company in a manner that may result in unauthorized access to classified (or controlled unclassified) information or adversely affect the performance of classified contracts.
The Defense Security Service (DSS) issues facility security clearances that enable firms to undertake contracts involving classified information and technology.  If a U.S. company that has a facility security clearance under the NISP is approached by a foreign interest regarding an acquisition or merger, or if other FOCI factors come into play (e.g., foreign indebtedness, revenues from contracts with foreign interests, etc.), the U.S. firm is required under the NISPOM to report the facts to DSS.  If there is a U.S. Government need to continue a clearance, DSS will work with the firm and the foreign party to develop an appropriate FOCI negation or mitigation arrangement.
Best Practices:

The Prime Contractor should always notify the U.S. Government (i.e. Contracting Officer) of any potential U.S. sub-contractor that may be in a FOCI situation.


