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Guidance: 
(Extracted from The 2015 DoD Risk, Issue, and Opportunity (RIO) Management Guide for Defense Acquisition Programs, AFI 63-101, and AFPAM 63-128.)
AFI 63-101 states that “PMs shall pursue a comprehensive integrated risk analysis throughout the life cycle and shall prepare and maintain a risk management plan [RMP]."  Risks include, but are not limited to, cost, schedule, performance, technical, product data access, technology protection, integration, and Environment, Safety, and Occupational Health (ESOH) risks. The PM has primary responsibility for risk management and the RMP; the program's Lead Systems Engineer (LSE) / Chief Engineer (CE) takes direction from the PM and ensures that technical risks are incorporated into both the program’s overall risk management effort and its life-cycle systems engineering (SE) strategy.
The DoD RIO Management Guide states that "The practice of risk management draws from many disciplines, including program management, systems engineering, requirements definition, earned value management (EVM), production planning, quality assurance, and logistics. Programs should strive to follow sound risk management processes as outlined; however, the Department recognizes some tailoring will be required as programs adapt to fit within program-specific circumstances."  Industry also plays a central role in executing the management necessary for delivery of acquisition products, so a close collaboration between government and industry is an essential ingredient of productive and economic risk, issue and opportunity management. 
Because of the requirements and expectations described above, this RMP template is primarily designed to describe the types of information and considerations that a plan, tailored to a specific program of record, might contain. While the template is most applicable to an ACAT I or II program, ACAT III programs can also use it as a guide to write a more tailored plan to meet their program needs. Additionally, while not currently required, System Program Managers (SPMs) and related system maintenance / sustainment organizations may also benefit from using this template as part of a formal risk management program for their production operations (aside from what they may already be doing as part of safety/occupational risk governed by AFI 90-802, AFI 91-202 and MIL-STD-882).
The Air Force has provided direction in AFI 63-101, and non-directive guidance in AFPAM 63-128, to define the steps of the life cycle risk management (LCRM) process.  AFPAM 63-128 also provides examples and considerations for risk management throughout the life cycle of a program, describing a standardized 5x5 risk reporting matrix, risk likelihood ranges, consequence rating criteria, and the role that risk management plays at each milestone.  See AFI 63-101 Chapter 4 and AFPAM 63-128 Chapter 12 for more details.


Regardless of the particular RMP format, the Risk Management Plan should:
Explain how the program manages risks to achieve cost, schedule and performance goals.
Document an organized, comprehensive and integrated approach for managing risks.
Define the goals, objectives, and the program office’s risk management processes.
Define an approach to identify, analyze, handle and monitor risks across the program.
Document the process to request and allocate resources (personnel, schedule, and budget) to handle risks.
Define the means to monitor the effectiveness of the risk management process.
Document the integrated risk management processes as they apply to contractors, subcontractors and teammates.
The RMP can be incorporated into the Acquisition Strategy (AS) or other appropriate planning document.  The RMP shall be linked to the risk management activities described in other planning documents (e.g., Source Selection Plan, Life Cycle Sustainment Plan [LCSP], Systems Engineering Plan [SEP], Programmatic Environmental, Safety and Occupational Health Evaluation [PESHE]).  
FOUO Guidance: Determine whether FOUO is applicable per DoDM 5200.01, Volume 4, “DoD Information security Program: Controlled Unclassified Information (CUI),” February 24, 2012.
FOUO Guidance Source: http://dtic.mil/whs/directives/corres/pdf/523024p.pdf
Instructions: PEO-specific instruction will be added here.
References: 
Acquisition Document Development and Management (ADDM) System (Risk Management Plan template), https://www.aekm.wpafb.af.mil/Addm/General/AddmHomePage.jsf. 
Active Risk Manager / AF Enterprise-wide Risk Management System (ARM/AFERMS), https://cs.eis.afmc.af.mil/sites/eisusersupport/arm/default.aspx.
Air Force Acquisition Excellence & Change Office (AQXC) Schedule Risk Analysis (SRA) Process, 18 Jan 2012, https://www.my.af.mil/gcss-af/USAF/ep/browse.do?categoryId=pE3494DD044FCC168014508FDA39C015C&channelPageId=s6925EC13430A0FB5E044080020E329A9. 
Air Force Life Cycle Management Center Standard Process for Risk and Issue Management (RIM) in Acquisition Programs, Nov 2013, https://cs4.eis.afmc.af.mil/sites/1534/ProcDir/APD/Forms/UserView.aspx.
AFI 63-101/20-101, Integrated Life Cycle Management, 7 March 2013 (incorporating through Change 2, 23 February 2015), http://www.e-publishing.af.mil/. 
AFPAM 63-128, Integrated Life Cycle Management, 10 July 2014, http://www.e-publishing.af.mil/. 
CJCSI 3170.01I, Joint Capabilities Integration and Development System (JCIDS), 23 Jan 2015, http://www.dtic.mil/cjcs_directives/cjcs/instructions.htm. 
Defense Acquisition Guidebook (DAG), Section 4.3.6, Risk Management Process, https://acc.dau.mil/CommunityBrowser.aspx?id=638335&lang=en-US. 
Defense Acquisition University - Acquisition Community Connection (ACC) - Risk and Issue Management (RIM) Process, https://acc.dau.mil/CommunityBrowser.aspx?id=715391. 
Defense Acquisition University (DAU) - Program Manager's Toolkit, https://pmtoolkit.dau.mil/.   See Chapter 1, Risk Management section.
DoD Life-Cycle Sustainment Plan (LCSP) Sample Outline, v1.0, 10 Aug 2011, http://www.acq.osd.mil/se/docs/LCSP-Sample-Outline-10Aug2011.pdf.
DoD Risk, Issue, and Opportunity [RIO] Management Guide for Defense Acquisition Programs, June 2015, Office of the Deputy Assistant Secretary of Defense for Systems Engineering (ODASD(SE)), http://www.acq.osd.mil/se/docs/RIO-Guide-Jun2015.pdf. 
DoDI 5000.02, Operation of the Defense Acquisition System, 7 Jan 2015, http://www.dtic.mil/whs/directives/corres/pdf/500002p.pdf. 
Joint Agency Cost Schedule Risk and Uncertainty Handbook, 12 Mar 2014, https://www.ncca.navy.mil/tools/csruh/index.cfm. 
Manual for the Operation of the Joint Capabilities Integration and Development System (JCIDS Manual, with errata), 12 Jun 2015, https://intellipedia.intelink.gov/wiki/JCIDS_Manual#Latest_Approved_JCIDS_Documents . 
MIL-STD-882E, System Safety, 11 May 2012, https://assist.dla.mil/online/start/. 
USAF Cost Risk and Uncertainty Analysis Handbook, Apr 2007, https://acc.dau.mil/CommunityBrowser.aspx?id=316093. 
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PROGRAM SUMMARY
Click here to enter text.
Guidance:  This section contains a description of the program, including the acquisition strategy and the program management approach, i.e. how the government manages the program with different stakeholders.  It should describe the program/system top-level requirements, major activities being accomplished for the phase(s) of the life cycle that this RMP covers, and key program measurements/metrics.   It should also briefly cover the existing program structure, i.e. integrated product teams (IPTs), technical review boards (TRBs), program review boards (PRBs), etc.  The section should address the connections between the Acquisition Strategy, the technical strategy, and the risk management strategy (part of which involves this RMP).  

DEFINITIONS
Click here to enter text.
Guidance: DoD and USAF policies allow program managers flexibility in constructing their risk management programs.  However, definitions used by the program office should be consistent with DoD/USAF definitions (such as those in the DAG, the DoD RIO Guide and AFPAM 63-128) for ease of understanding and consistency.  For the specific case of likelihood criteria and consequence criteria, AFI 63-101 refers the PM to the definitions in AFPAM 63-128 Chapter 12.

RISK MANAGEMENT STRATEGY
Click here to enter text.
Guidance:  This section provides an overview of the strategy to implement continuous risk management, to include communication between stakeholders and training of the program team in risk management process and procedures.  It explains how the overall risk management strategy integrates with the program management approach.  The strategy should include the intent to identify root causes / contributing causes / cause & effect chains, and should address all risk areas/events that may have a critical impact on the program.  The strategy should address both technical and non-technical areas to be evaluated to identify possible risk events that may cause cost, schedule, or performance impacts.  Although predictive in nature, the strategy should also address contingency planning when negative events do occur.  
Note:  The DoD RIO Management Guide states that, as part of the overall risk management strategy, "programs may include aspects of issue and opportunity management planning, as appropriate."  However, the USAF currently does not require opportunity management as part of risk management strategy, and has not implemented policy or tools beyond those covered in “Should Cost Initiative” processes.



RESPONSIBLE/EXECUTING ORGANIZATIONS
Click here to enter text.
Guidance: This section describes the organizations' roles, responsibilities, and authorities within the program risk management process for:
Identifying, adding, modifying, and reporting risks.
Providing resources to handle risks.
Developing criteria to determine whether a candidate risk is accepted.
Changing likelihood and consequence of a risk.
Closing/retiring a risk.
The section describes the formation, leadership, membership, and purpose of the risk management groups.  Several options are available and are tailorable by the program: 
Conduct the risk analysis as part of the normal IPT activity of the program office; 
Establish a risk analysis team as a temporary team or permanent organization; 
Establish a government-industry team; or
Request an outside team or combined program office-outside team. 
Note:  AFPAM 63-128 Chapter 12 states that "LCRM is not an exclusively technical activity.  It is an integrated approach to managing all of the program's cost, schedule and performance risks.  That is why within each program office, LCRM must be executed by cross-functional teams that could include cost analysts, contracting officers, acquisition intelligence analysts, sustainment planners, schedulers, sub-system managers, and other specialists in addition to engineering."  
Throughout the duration of each program, risk analyses will regularly be accomplished (at a minimum, annually) to identify, analyze, and prioritize risk.  Risk analysis will be an iterative process conducted throughout the design, development, and sustainment of each system. 
Responsibilities for Specific Risk Areas
Click here to enter text.
Guidance:  This section will assign responsibilities for specific areas and identify additional technical expertise needed.  Some examples of unique risk sources addressed by DoD and Service policies include environment, safety and occupational health (ESOH) hazards, and cybersecurity risks.  Programs should map these specialized risks or issues into their overall risk/issue management processes.

RISK MANAGEMENT PROCESS AND PROCEDURES
Click here to enter text.
Guidance: This section describes the program's risk management process and areas to consider, which includes delineating considerations for risk handling planning, dictating the reporting and documentation needs, and establishing report requirements.  The section includes an explanation of the steps to be employed; i.e., risk planning, identification, analysis, handling planning & execution, tracking, and documentation.  If possible, the guidance should be as general as possible to allow the program’s risk management organization(s) (e.g., Working Groups or IPTs) flexibility in managing the program risk, yet specific enough to ensure a common and coordinated approach to the program's life-cycle risk management.  
The section should address how the information associated with each element of the risk management process will be documented and made available to all participants in the process, and how risks will be tracked, to include the identification of specific metrics if possible.  The section should list the risk tools that the program (program office and contractor[s]) uses to perform risk management.  Preferably, the program office and contractor(s) should use the same tool.  If they use different tools, the tools should be capable of exchanging needed data.  This section would include a description of how the information would be transferred.

RISK MANAGEMENT PLANNING
Click here to enter text.
Guidance: This section describes the risk management planning process and provides guidance on how it will be accomplished.  Guidance on updates of the RMP and the approval process to be followed should also be included.  Typically, updates are not always required but should at least be considered (1) whenever the acquisition or support strategy  changes or there is a major change in program emphasis; (2) in preparation for major decision points; (3) concurrent with the review and update of other program plans if necessary; (4) from results and findings from event-based technical reviews; and (5) in preparation for a Program Objective Memorandum (POM) submission.  

RISK IDENTIFICATION
Click here to enter text.
Guidance: This section of the plan describes the process and procedures for examining the critical risk areas to identify and document the associated risks.  The section should provide areas of consideration and explain how the program will determine the chain(s) of cause and effect, contributing causes, and/or the root cause(s), (e.g., by decomposing the program to the lower levels of activity or by asking the “5 Whys”).  This section should also explain how each identified risk will be assigned ownership and responsibility. 

PMs should generally focus government and contractor efforts on risks over which they have or can influence control, and elevate risks for which they do not have control to the next level.  

RISK ANALYSIS
Click here to enter text.
Guidance: Risk analysis answers the questions, "What are the likelihood and consequence of the risk?" and "How big is this risk compared to others?"  During risk analysis, the program will:
Estimate the likelihood the risk event will occur, in the context of its dependencies, timeframes, etc.
Estimate the possible consequences in terms of cost, schedule, and performance.
Prioritize the risk.
This section summarizes the analyses process for each of the risk areas that lead to the determination of risk prioritization.  The priority is a reflection of the potential impact of the risk in terms of its variance from known best practices or probability of occurrence, its consequence, and its relationship to other risk areas or processes.  This section may include an overview and scope of the analysis process; sources of information; information to be reported and formats; description of how risk information is retained; and analysis techniques and tools (such as  parametric analysis, Monte Carlo simulation, reliability calculations, Program Evaluation & Review Technique (PERT) analysis for schedules, etc.).  
Optimally, the analysis would be based upon scientific calculations (fault tree analysis) or historic data, but it may have to rely upon expert judgment in many cases.  Typically, only the most severe consequence from a cause or causes is placed on the risk reporting matrix for program reviews.  Programs should use the standard Life Cycle Risk Management 5x5 reporting matrix, likelihood criteria and consequence criteria to report program risk (ref. AFI 63-101 and AFPAM 63-128).   
All moderate and high risks must be reported, and should use the standard 5x5 risk reporting matrix, as a part of program, technical, and Milestone decision reviews.  In addition, a collection of low risks that have a compounding effect equal to a single moderate or high risk should be presented on the reporting matrix1.  Mission assurance and system safety risks identified using the MIL-STD-882E will be translated and reported as described in AFPAM 63-128 Figure 12.3.  Program managers may develop additional consequence criteria if needed, but must describe these in the RMP.  The risk analysis and reporting should also contain the results of the Failure Modes, Effects and Criticality Analysis (FMECA) per AFMCI 63-1201.  If the likelihood or consequence cannot be reasonably assessed, it may be separately reported as a “concern.”
1 AFPAM 63-128, Chapter 12.

RISK HANDLING PLANNING AND IMPLEMENTATION
Click here to enter text.
Guidance: This section explains the process for conducting risk handling planning, which describes actions to eliminate or reduce the identified risks, as well as risk measures, indicators, and trigger levels for use in tracking the effectiveness of the handling actions.
Note:  After identification and analysis of risks, programs often refer to ongoing baseline program activities as risk handling activities, without the requisite changes to the planning, requirements, or program budget/resource allocation.  This approach is typically insufficient.  In most situations, relying on previously planned program activities results in a program’s de facto acceptance of the risk.
Risk Handling Plan(s)
Click here to enter text.
Guidance:  In accordance with AFPAM 63-128, options for addressing risks include accepting, tracking, transferring, mitigating, and avoiding.  The risk handling plans to address individual risks are separately developed from the RMP and are "tactical" in nature.  The defined "strategic" processes in the RMP should explain how the program will select from the various risk handling options, and list all assumptions used in the process.  Recommended handling actions that require resources outside the scope of a contract or official tasking should be clearly identified; and the functional areas, the risk category, or other handling plans that may be impacted should be listed.
 Program activities that can be considered for risk handling include but are not limited to:
Multiple Development Efforts: Create competing systems in parallel that meet the same performance requirements.
Alternative Design: Create an off-ramp design option that uses a lower risk approach.
Trade Studies: Arrive at a balance of engineering requirements in the design of a system.
Early Prototyping: Build and test prototypes early in the system development.
Incremental Development: Defer capability to a follow-on increment.
Reviews, Walk-throughs and Inspections: Reduce the probability/likelihood and potential consequences/impacts of risks through timely analysis of actual or planned events.
Design of Experiments: Identify critical design factors that are sensitive, therefore potentially high risk, to achieve a particular user requirement.
Open Systems, Standard Items, or Software Reuse: Select commercial specifications and standards, or use existing and proven hardware and software, where applicable.
Mockups: Explore design options using mockups, especially for man-machine interface.
Key Parameter Control Boards: Establish a control board for a parameter when a particular feature (such as system weight) is crucial to achieving the overall program requirements.
T&E: Plan a period of dedicated testing to identify and correct deficiencies.
Demonstration Events: Establish knowledge points that demonstrate whether risks are being abated.
The risk handling plan can include a risk burn-down plan, consisting of time-phased handling activities with specific success criteria.  This detail allows the program to track progress to plan to reduce the risk to an acceptable level or to closure.  Burn-down charts should be used to track actual progress against the planned reduction of risk levels as part of risk tracking.  The figure below shows a sample risk burn-down chart:

Contigency Plan(s)
Click here to enter text.
Guidance: Risk handling plans are needed for moderate and high risks.  Formal decisions to proceed (e.g. Milestone Decisions, Acquisition Strategy Panels, etc.) constitute approval of a program’s current risk analysis and its handling plans. Inherent with this step is developing contingency plans for when a risk becomes an issue.  Contingency plans typically require definition of a specific triggering event for implementation of a particular contingency plan.  The level of detail for the triggering event and the contingency plan depends on the program life cycle phase and the nature of the risks to be addressed; however, there should be enough detail to allow an estimate of the effort required and technical scope needed based on system complexity.  Note that contingency planning is not a response to a failure of risk handling--  sometimes the best way to handle a risk is to monitor it and develop a contingency plan with a trigger point.

Implementation Plan(s)
Click here to enter text.
Guidance:  This section answers the question “How can the planned risk handling be implemented?”  It determines what planning, budget, requirements and contractual changes are needed; provides a coordination vehicle with management and other stakeholders; directs the teams to execute the defined and approved risk handling plans; outlines the risk reporting requirements for ongoing tracking; and documents the change history. 
The documented information from implementation of risk handling actions should be focused on supporting event-driven technical reviews, to help identify risk areas and the effectiveness of ongoing risk handling efforts. Formal decisions to proceed (e.g. Systems Engineering Technical Reviews, Milestone decisions, Acquisition Strategy Panels, etc.) constitute approval of a program’s current risk analysis and handling plans. Decisions to implement handling actions or acceptance of risks will be documented in program review documentation. 

RISK TRACKING
Click here to enter text.
Risk tracking answers the question, "How has the risk changed," or "How are the risk handling plans working?"  Risk tracking includes a continuous process to systematically track and evaluate the performance of risk handling plans against established metrics throughout the acquisition process.  Not all risk handling will be successful-- the program office should reevaluate the risk handling implementation approach and associated activities to determine effectiveness and whether or not changes are needed.

Risk tracking includes recording, maintaining and reporting of risks, risk analyses, risk handling, and tracking results.  It is performed as part of technical reviews, WG/IPT meetings and program reviews, using a risk management tool.  Documentation includes all plans and reports for the PM and decision authorities.  Risk burn-down charts are also one method to track risks.

Note:  The latest USAF guidance calls this activity "tracking," but the DoD RIO Guide refers to it "monitoring."

RISK MANAGEMENT INFORMATION SYSTEM (RMIS) AND REPORTS
Click here to enter text.
Guidance:  This section describes the RMIS structure, rules, and procedures that will be used to document the results of the risk management process.  It also identifies the risk management documentation and reports that will be prepared; specifies the format and frequency of the reports; and assigns responsibility for their preparation.  Per AFPAM 63-128, programs must track all risks and handling in a database that archives risk management across each program‘s life cycle.  This is especially important to support the seamless transition of risk management between life cycle phases, responsible organizations, and contractors.
The DoD RIO Management Guide recommends that programs, as part of their RMIS, use a "risk register" as a central repository for all risks identified by the program team and for actions approved by the senior Risk Manager/IPT/Board. The table below shows a sample format for a risk register. 


Government and contractor risk registers can contain more information than shown in the table. For example, a program should capture the rationale for the selection of risk handling options, and that info could be added to the register.  Programs should regularly update and maintain the risk register as the status of risks change due to actual versus planned progress for implemented risk handling strategies.  The register should be a source for valuable management metrics such as the numbers and types of risks, and risk management program efficiency/effectiveness.
Risk Management Tool
Click here to enter text.
Guidance:  The previous section introduced the overall RMIS content, structure, rules and procedures; this section provides information on the risk management tool or application used by risk management stakeholders to access the RMIS data and provide results of analysis.  The tool is a subcomponent of the RMIS.
The AF Enterprise-wide Risk Management System (the AF-tailored version of the COTS software "Active Risk Manager (ARM)") is the current standard AF tool to manage and track program risks across the life cycle.1 The Air Force Enterprise Risk Management System (AFERMS) Program Management Office (PMO) is part of AFLCMC/HIBB, which has personnel stationed at Maxwell Gunter Annex, AL and Wright-Patterson AFB, OH.  Prior to expending resources for development or purchase of another risk management tool, contact the AFIT/LSS (DSN 785-7777) or the AFERMS PMO (DSN 787-8927) for help with determining the tool‘s suitability for a specific program.  Other tools may be available at no additional cost-- see DAU URL on Risk Tools, https://acc.dau.mil/CommunityBrowser.aspx?id=17735.
1 http://www.gunter.af.mil/units/hibdivision-businesssystemssustainment/hibbbranch/index.asp
  https://arm.eis.afmc.af.mil/arm/Startup/SplashIndex.html?armFver=5.0.1441.00
  AFLCMC Standard Process A06,  Risk and Issue Management (RIM) in Acquisition Programs, provides additional info on risk management tools and procedures for AFLCMC programs.  See URL:  https://cs4.eis.afmc.af.mil/sites/1534/ProcDir/APD/Forms/UserView.aspx?View={61C252B5-886B-4B9D-B10F-A1D781DB1DC7}&FilterField1=Category&FilterValue1=Standard%20Process
  AFI 63-101 and AFPAM 63-128 identify ARM as the standard (expected) AF program risk management tool.
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MAJESTIC Program

1.  PROGRAM SUMMARY

1.1.  Program Requirements.  The MAJESTIC program was initiated in response to Initial Capabilities Document (ICD) AAA, dated DD-MM-YYYY, and  Capability Development Document (CDD) BBB, dated DD-MM-YYYY.  It is required to support the fundamental objective of U.S. defense policy as stated in current Defense Planning Guidance (DPG) and the National Military Strategy (NMS).  The MAJESTIC system is based on the need for an integrated combat system to link battlefield decision makers.  The MAJESTIC mission areas are: (delineate applicable areas).

1.1.1.  The MAJESTIC program will develop and procure 120 advanced platforms to replace the aging platforms currently in the inventory.  In order to meet force structure objectives, the MAJESTIC system must reach Initial Operational Capability (IOC) (four platforms) by FY26.  The program is commencing a five-year EMD phase that will be followed by a three-year production and deployment phase.  The objectives of the EMD phase are to (discuss the specific objectives of this phase).  The program has Congressional interest and is restricted to a Research and Development funding ceiling of $350M.  

1.2.  System Description.  MAJESTIC will be an affordable yet capable platform, taking advantage of technological simplification and advancements.  The MAJESTIC integrated combat system includes all non-propulsion electronics and weapons.  Subsystems provide capabilities in combat control, electronic warfare support measures (ESM), defensive warfare, navigation, radar, interior communications, monitoring, data transfer, tactical support device, exterior communications, and Identification Friend or Foe (IFF).  Weapons systems are to be provided by the program offices that are responsible for their development.  The Mechanical and Electrical (M&E) system comprises...  The Combat System, M&E systems, and subsystems provide the MAJESTIC system with the capability and connectivity to accomplish the broad range of missions defined in the ICD, CDD, and Capability Production Document (CPD).

1.3.  Acquisition Strategy.  The MAJESTIC program initial strategy is to contract with one prime contractor in Integrated System Design for development of two prototype systems for test and design validation.  Due to the technical complexity of achieving the performance levels of the power generation systems, the prime contractor will use two sub-contractors for the engine development and then down-select to one producer prior to Low Rate Initial Production (LRIP), which is scheduled for FY24.  Various organizations such as the Air Force Research Laboratory (AFRL) will be funded to provide experts for analysis of specific areas of risk.  The program has exit criteria (see Annex A) that must be met before progressing to the next phase.

1.4.  Program Management Approach.  The MAJESTIC program is managed using the Integrated Product and Process Development (IPPD) concept, with program integrated product teams (PIPTs) established largely along the hierarchy of the product work breakdown structure (WBS).  There are also cost, performance and test IPTs established for vertical coordination up the chain of command.  The PM chairs a Program Integrating IPT (PIIPT) that addresses issues that are not resolved at the PIPT level.

[image: ]Figure 1.1.  MAJESTIC Program Organization


1.5.  Program and Technical Review Boards (PRBs/TRBs).  Review boards for the EMD phase are shown in Figure 1.2.

Figure 1.2.  MAJESTIC PRBs/TRBs
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1.6.  Risk Management Approach.  This RMP describes the program methodology for identifying, analyzing, prioritizing and tracking risk drivers; developing risk-handling plans; and planning for adequate resources to handle risk.  It assigns specific responsibilities for the management of risk and prescribes the documenting, tracking, and reporting processes that program stakeholders will follow.  It serves as a basis for identifying alternatives to achieve cost, schedule, and performance goals; assist in making decisions on budget and funding priorities; provide risk information for Milestone (MS) decisions; and enable effective risk tracking as the program proceeds.  

1.6.1.  This version of the RMP for the MAJESTIC program concentrates on the EMD phase tasks leading to Milestone C.  Subsequent updates to this RMP will shift focus to the later acquisition and sustainment phases.
   

2.  DEFINITIONS

2.1.  Risk.  A future event that, if it occurs, may cause a negative outcome or an execution failure in a program within defined performance, schedule, and cost constraints.  For MAJESTIC program purposes, risk likelihood will range from 5 to 99% (less than 5% is insignificant; greater than 99% is a certainty).  A risk must have all of the following three components: 1) it is a future event, 2) it has a likelihood, as assessed at the present time, of that future event occurring, and 3) it has a defined negative consequence.

	2.1.1.  Technical Risk.  A risk that may prevent the end item from performing as intended or from meeting performance expectations. Technical risks can be internally or externally generated.  They typically emanate from areas such as requirements, technology, engineering, integration, test, manufacturing, quality, logistics, system security/cybersecurity, and training.

	2.1.2.  Programmatic Risk.  A non-technical risk that is generally within the control or influence of the program manager or Program Executive Office.  Programmatic risks can be associated with program estimating (including cost estimates, schedule estimates, staffing estimates, facility estimates, etc.), program planning, program execution, communications, and contract structure.

	2.1.3.  Business Risk.  A non-technical risk that generally originates outside the program office, or is not within the control or influence of the program manager. Business risks can come from areas such as program dependencies; resources (funding, people, facilities, suppliers, tools, etc.); priorities; regulations; stakeholders (user community, acquisition officials, etc.); market; and weather.

	2.1.4.  Cost Risk.  This is the risk associated with the ability of the program to achieve its life-cycle cost objectives.  Two risk areas bearing on cost are (1) the risk that the cost estimates and objectives are accurate and reasonable, and (2) the risk that program execution will not meet the cost objectives as a result of a failure to handle technical risks.

	2.1.5.  Schedule Risk.  This is the risk associated with the adequacy of the time estimated and allocated for the development, production, and fielding of the system.  Two risk areas bearing on schedule risk are (1) the risk that the schedule estimates and objectives are realistic and reasonable, and (2) the risk that program execution will fall short of the schedule objectives as a result of failure to handle technical risks.

2.2.  Risk Event.  A "trigger" event within the MAJESTIC program that, if it does occur, can result in problems in the development, production, fielding and/or sustainment of the system.  If the risk event actually occurs, the risk can be realized (i.e., the risk can become an issue).  Risk events will be defined to a level such that the risk and causes are understandable and can be accurately analyzed in terms of likelihood/probability and consequence to establish the level of risk.  For processes, risk events are analyzed in terms of process variance from known best practices and potential consequences of the variance.

2.3.  Issue.  A negative event that has occurred (came to fruition), is occurring (happening in present time), or is certain to happen in the future (100 percent probability of occurring) and has a detrimental impact on at least one dimension of consequence. (performance, schedule, cost).

2.4  Concern.  A potential future event for which the risk management team does not have sufficient information to quantify a likelihood or consequence.  The concern will be periodically monitored and reevaluated for likelihood and/or consequence.  Once likelihood and consequence can be quantified by the team, the concern will become a risk.

2.5.  Stakeholder.  A person, group, or organization that has responsibility and influence over the success of a program or system.  Stakeholders include, but are not limited to, the program manager, the Milestone Decision Authority, acquisition commands, contractors, contract managers, suppliers, and test communities.

2.6.  Risk Rating.  The value that is given to a risk event (or the program overall) based on the analysis of the likelihood/probability and consequences of the event.  For the MAJESTIC program, risk ratings of Low, Moderate or High will be assigned based on the risk rating criteria from AFPAM 63-128.  

2.7.  Independent Risk Assessor.  An independent risk assessor is an individual or group which is not in the management chain or directly involved in performing the tasks being analyzed.  Use of independent risk assessors is a valid technique to ensure that all risk areas are identified and that the consequence and likelihood/probability (or process variance) are properly understood.  The technique can be used at different program levels, e.g., Program Office, Service Field Activities, Contractors, etc.  The Program Manager will approve the use of independent assessors, as needed.

2.8.  Templates and Best Practices.  A template is a standardized, disciplined approach for the application of critical engineering and manufacturing processes that are essential to the success of most programs.  A "best practice" outlines an ideal or low-risk approach, and serves as a baseline from which risk for some MAJESTIC processes can be analyzed.

2.9.  Metrics.  These are measures used to indicate progress or achievement.

2.10.  Critical Program Attributes.  Performance, cost, and schedule properties/values that are vital to the success of the program.  They are derived from various sources such as the Acquisition Program Baseline (APB), exit criteria for the next program phase, Key Performance Parameters (KPPs), test plans, the judgment of program experts, etc.  The MAJESTIC program will track these attributes to determine the progress in achieving the final required value.  See Annex A for a list of the MAJESTIC Critical Program Attributes.


3.  RISK MANAGEMENT STRATEGY
3.1.  AFI 63-101 identifies the minimum standardized attributes for any Air Force program‘s risk management effort. Life Cycle Risk Management (LCRM) is the Air Force term for the standardized risk management approach.  AFI 63-101 states that PMs on all programs must analyze and handle risks of all kinds as a routine part of program management and must clearly
identify risk during program reviews.  Furthermore, “The PM shall pursue a comprehensive integrated risk analysis throughout the life cycle and shall prepare and maintain a risk management plan.”  The MAJESTIC Chief Engineer will work closely with the Program Manager to ensure the proper implementation and integrity of the program’s Systems Engineering processes, which include risk management for both technical and non-technical areas.

Figure 3.1.  Risk Management and the Acquisition Process.
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3.2.  The MAJESTIC program will use a centrally developed risk management strategy throughout the acquisition process and decentralized risk planning, analysis, handling, and tracking.  MAJESTIC risk management is applicable to all acquisition functional areas.

3.3.  The results of the Materiel Solution Analysis (MSA) and Technology Maturation Risk Reduction (TMRR) phases of the program identified potential risk events, and the Acquisition Strategy (AS) reflects the program’s risk-handling approach.  Overall, the risk of the MAJESTIC program for Milestone B was assessed as moderate but acceptable.  Moderate risk functional areas were threat, manufacturing, cost, funding, and schedule.  The remaining functional areas of technology, design and engineering (hardware and software), support, (schedule) concurrency, human systems integration, intelligence data/infrastructure support, and environmental impact were assessed as low risk.

3.4.  The basic risk management strategy is intended to identify critical areas and risk events, both technical and non-technical, and take necessary action to handle them before they can become problems (issues), causing serious cost, schedule, and/or performance impacts.  This program will make extensive use of modeling and simulation (M&S), technology demonstrations and prototype testing to handle risk.

3.5.  Risk management will be accomplished using an integrated Government-Contractor IPT organization.  The IPTs will use a structured analysis approach to identify and analyze those processes and products that are critical to meeting the program objectives.  They will then develop risk-handling plans and monitor the effectiveness of the selected handling options.  Key to the success of the risk management effort is the identification of the resources required to implement the developed risk-handling options.

3.6.  Risk information will be captured by the IPTs in the Air Force's standard risk management information system (RMIS), the Active Risk Manager / AF Enterprise-wide Risk Management System (ARM/AFERMS), using a standardized Risk Information Form (RIF).  AFERMS will provide standard reports, and is capable of preparing ad hoc tailored reports.  See Annex D for a description of AFERMS and the IPTs' standardized RIF.

3.7.  Risk information will be included in all program reviews.  As new information becomes available, the MAJESTIC program office and contractor will conduct additional reviews to ascertain if new risks exist.  The goal is to be continuously looking to the future for areas that may significantly impact the program.

3.8.  Risk handling efforts have the potential of not being completely successful.  In many cases, risk handling efforts are not possible (i.e. when risks are accepted).  For these types of risks, especially those of high concern, contingency plans will be developed that describe the plan that will be implemented if these risk events occur.  Contingency funds, resources and schedule will be identified to handle these known risk events. 


4.  RESPONSIBLE/EXECUTING ORGANIZATIONS.  The risk organization for the MAJESTIC program is shown in Figures 4.1 and 4.2.  This is not a separate organization, but rather shows how risk is integrated into the program’s existing organization and shows risk relationships among members of the program team.  The MAJESTIC program's PIIPT/PIPT risk management structure generally matches the tiered Risk Management Board (RMB) / Risk Working Group (RWG) structure recommended in the DoD RIO Management Guide (group names are different, but functions are essentially the same).

Figure 4.1.  MAJESTIC Risk Management Hierarchy
[image: ]


Figure 4.2.  MAJESTIC Risk Management Organization
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4.1.  Risk Management Coordinator.  The Risk Management Coordinator, the MAJESTIC Technology Analysis and R&D Manager, is overall coordinator of the Risk Management Program.  The Risk Management Coordinator is responsible for:
· Maintaining the Risk Management Plan;
· Maintaining the Risk Management Database;
· Briefing the PM and Chief Engineer on the status of MAJESTIC program risk;
· Tracking efforts to reduce moderate and high risk to acceptable levels;
· Providing risk management training;
· Facilitating risk analyses; and
· Preparing risk briefings, reports, and documents required for program reviews and the acquisition Milestone decision processes.

4.2.  Program Integrating Integrated Product Team.  The PIIPT is responsible for complying with the DoD/USAF risk management policy and for structuring an efficient and effective MAJESTIC risk management approach.  The Program Manager is the Chair of the PIIPT, with the Chief Engineer as the principle technical and systems engineering risk management advisor.  The PIIPT membership may be adjusted but is initially established as the chairs of the Program IPTs, designated sub-tier IPTs, and the heads of program's functional offices.

4.3.  PIPTs.  The Program IPTs are responsible for implementing risk management tasks per this plan.  This includes the following responsibilities:
· Review and recommend to the Risk Management Coordinator changes on the overall risk management approach based on lessons learned.
· Semi-annually or as directed, update the program risk analyses made during earlier phases.
· Review and be prepared to justify the risk analyses made and the risk handling plans proposed.
· Report risks to the Risk Management Coordinator via RIFs.
· Ensure that risk is a consideration at each Program and Design Review.
· Ensure design, build, test, and sustainment team responsibilities incorporate appropriate risk management tasks.

4.4.  MAJESTIC Independent Risk Assessors.  Independent Assessors made a significant contribution to the MAJESTIC Milestone B risk analyses.  The use of independent analysis as a means of ensuring that all risk areas are identified will continue, when deemed necessary by the PM.

4.5.  Other Risk Analysis Responsibilities.  The Risk Analysis responsibilities of other operations and acquisition stakeholders will be as described in Memoranda of Agreement (MOAs), Memoranda of Understanding (MOUs), MAJCOM tasking, and/or contracts.  This RMP will be used as a guide for MAJESTIC program risk management efforts.

4.6.  User Participation.  The requirements organization (specific office code) is the focal point for providing the Program Executive Officer and/or the Project Manager with user-identified risk analyses.

4.7.  Risk Training.  A key to the success of the risk efforts is the degree to which all members of the team (both Government and contractor personnel) are properly trained.  The MAJESTIC Program Office will provide risk training, or assign members to training classes.  Key personnel with MAJESTIC management or analysis responsibilities are required to attend.  All members of the team will receive, at minimum, basic risk management training.  MAJESTIC sponsored training is planned to be presented according to the schedule provided in Annex X [not provided].


5.  RISK MANAGEMENT PROCESS AND PROCEDURES

5.1.  Overview.  This section describes MAJESTIC program’s risk management process and provides an overview of the MAJESTIC risk management approach.  Risk management includes overall planning, identification, analysis, handling/tactical planning, plan implementation, and tracking.  Tracking addresses the effectiveness of the handling options and the risks themselves to determine how risks have changed.  Figure 5.1 shows, in general terms, the overall risk management process that will be followed in the MAJESTIC program.  This process follows DoD and Service guidelines and incorporates ideas found in other sources.  Each of the risk management functions shown in Figure 5.1 is discussed in the following paragraphs, along with specific procedures for executing them.

Figure 5.1.  The AF Risk Management Process.
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5.1.1.  The MAJESTIC program's risk management process and teams will continuously define, implement, and document a tailored risk management approach that is organized, comprehensive and iterative, by addressing the following questions:
· Risk Management Planning:  What is the program’s risk management process?
· Risk Identification:  What can go wrong?
· Risk Analysis:  What are the likelihood and consequence of the risk?
· Risk Handling:  Should the risk be accepted, avoided, transferred, or handled?
· Risk Tracking:  How has the risk changed?

5.2.  Risk Metrics.  Metrics related to the risk management process are shown in Annex C.


6.  RISK MANAGEMENT PLANNING (STEP 1) 

6.1.  Planning Process.  MAJESTIC risk management planning consists of the up-front activities necessary to execute a successful risk management program.  It is an integral part of normal program planning and management, and links a program’s risk management effort to life cycle planning by answering “who, what, where, when, and how” risk management should be performed. The product of risk management planning is the RMP.  The planning will address each of the other risk management functions, assign responsibilities for specific risk management actions, and establish risk reporting and documentation requirements.  

6.2. Planning Procedures.

[bookmark: _Toc425508908][bookmark: _Toc427049060][bookmark: _Toc427049327][bookmark: _Toc432762699][bookmark: _Toc433012464][bookmark: _Toc433023079][bookmark: _Toc436139669]6.2.1.  Responsibilities.  Each IPT is responsible for conducting risk planning, using this RMP as the basis.  The planning will cover all aspects of risk management to include identification, analysis, handling planning, handling implementation, and tracking of risk handling activities.  The Program Risk Management Coordinator will monitor the planning activities of the IPTs to ensure that they are consistent with this RMP and that appropriate revisions to this plan are made when required to reflect significant changes resulting from the IPT planning efforts.

[bookmark: _Toc425508909][bookmark: _Toc427049061][bookmark: _Toc427049328][bookmark: _Toc432762700][bookmark: _Toc433012465][bookmark: _Toc433023080][bookmark: _Toc436139670]6.2.2.  Each person involved in the design, production, operation, support, and eventual disposal of the MAJESTIC system or any of its systems or components is a part of the risk management process.  This involvement is continuous and should be considered a part of the normal management process.

[bookmark: _Toc425508910][bookmark: _Toc427049062][bookmark: _Toc427049329][bookmark: _Toc432762701][bookmark: _Toc433012466][bookmark: _Toc433023081][bookmark: _Toc436139671]6.2.3.  Resources and Training.  An effective risk management program requires resources.  As part of its planning process, each IPT will identify the resources required to implement the risk management actions.  These resources include time, material, personnel, and cost.  Training is a major consideration.  All IPT members should receive instruction on the fundamentals of risk management and special training in their area of responsibility, if necessary. 

[bookmark: _Toc425508911][bookmark: _Toc427049063][bookmark: _Toc427049330][bookmark: _Toc432762702][bookmark: _Toc433012467][bookmark: _Toc433023082][bookmark: _Toc436139672]6.2.4.  Documentation and Reporting.  This RMP establishes the basic documentation and reporting requirements for the program.  IPTs will identify any additional requirements that might be needed to effectively manage risk at their level.  Any such additional requirements must not conflict with the basic requirements in this RMP.

[bookmark: _Toc425508912][bookmark: _Toc427049064][bookmark: _Toc427049331][bookmark: _Toc432762703][bookmark: _Toc433012468][bookmark: _Toc433023083][bookmark: _Toc436139673]6.2.5.  Metrics.  Each IPT will establish metrics that will measure the effectiveness of their planned risk-handling options.  See Annex C for an example of metrics that may be used.

[bookmark: _Toc425508913][bookmark: _Toc427049065][bookmark: _Toc427049332][bookmark: _Toc432762704][bookmark: _Toc433012469][bookmark: _Toc433023084][bookmark: _Toc436139674]6.2.6.  Risk Planning Tools.  The Majestic program will use the following tools for risk management and analyses:

6.2.6.1.  To manage and track program risks across the life cycle, the MAJESTIC program office and contractor will use the AF standard tool for risk tracking, AF Enterprise-wide Risk Management System (AFERMS), which is the AF-tailored version of the COTS Active Risk Manager (ARM) software.

6.2.6.2.  The MAJESTIC program office and the contractors will also utilize the @Risk for Excel application to performs analysis of special risk cases using @Risk's Monte Carlo simulation to show possible outcomes and how likely they are to occur. 

6.2.7.   Plan Update.  IAW DoDI 5000.02 and AFI 63-101, the RMP will be reviewed and may be updated (1) when the acquisition strategy changes or there is a major change in program emphasis; (2) in preparation for major decision points; (3) in preparation for and immediately following technical audits and reviews; (4) concurrent with the review and update of other program plans; and (5) in preparation for a POM submission. 


7.   RISK IDENTIFICATION AND ANALYSIS (STEPS 2 & 3).  The risk analysis process includes the identification of significant risk events/processes which could have an adverse impact on the program, and the analyses of these events/processes to determine the likelihood of occurrence/process variance and consequences.  These are the most demanding and time-consuming activities in the MAJESTIC risk management process.

7.1.  Identification/Analysis Processes

7.1.1.  Risk identification involves searching through the entire MAJESTIC program to determine those events which would prevent the program from achieving its objectives.  All identified risks will be documented in the RMIS, with a statement of the risk, a description of the conditions or situations causing concern, and the context of the risk.

7.1.1.1.  Risks will be identified by all IPTs and by any individual in the program.  Lower-level IPTs can identify significant concerns earlier than otherwise might be the case and identify those events in critical areas that must be dealt with to avoid adverse consequences.  Likewise, individuals involved in the detailed and day-to-day technical, cost and scheduling aspects of the program are most aware of the potential problems (risks) that need to be managed.  Each team will determine the root cause(s), contributing cause(s), and/or cause & effect chain(s) for each identified risk (e.g., decomposing the program to the lower levels of activity or by asking the “5 Whys”).  

7.1.2.  MAJESTIC program risk analysis involves identification of WBS elements, evaluation of the elements using the risk areas to determine risk events, assignment of likelihood and consequence to each risk event to establish a risk reporting rating, and prioritization of risk events relative to others.

7.1.2.1.  Risk analysis will be supported by a study, test results, modeling and simulation, trade study, the opinion of qualified experts, and/or other accepted analysis techniques.  Evaluators will identify the assumptions made in analyzing each risk.  When appropriate, and within schedule, budget and resource constraints, a sensitivity analysis will be done on assumptions.

7.1.2.2.  Current probability and impact estimates will be based upon the status of the item or event as assessed, not upon projected or planned activities. For example, the risk consequence will be evaluated as the impact if the risk were to be realized without further handling, avoidance, etc.

7.1.2.3.  Systems engineering analysis, risk analysis and manpower-related analysis provide additional information for consideration.  This includes, among other things, environmental impact, system safety and health analysis, and security considerations.  Certain aspects of MAJESTIC are classified-- since classified programs can experience difficulties in access, facilities, and visitor control that can introduce risk, these will be considered in MAJESTIC risk analysis.

8.1.2.4.  The analysis of a risk will be the responsibility of the IPT identifying the risk, or the IPT to which the risk has been assigned.  They may use external resources for assistance, such as field activities, Service laboratories, and/or contractors.  The results of the analysis of all identified risks will be documented in the RMIS.

[bookmark: _Toc425508914][bookmark: _Toc427049066][bookmark: _Toc427049333][bookmark: _Toc432762705][bookmark: _Toc433012470][bookmark: _Toc433023085][bookmark: _Toc436139675]7.2.  Identification/Analysis Procedures

7.2.1.  Analysis—General.  Risk analysis is an iterative process, with each analysis building on the results of previous analysis.  The current MAJESTIC baseline analysis is a combination of the risk analysis delivered by the contractors as part of the technology development phase, the program office risk analysis done before Milestone B, and the post-award Integrated Baseline Review (IBR).

7.2.1.1.  For the program office, unless otherwise directed in individual tasking, program level risk analysis will be presented at each Program Review meeting with a final update not later than 6 months before the next scheduled Milestone decision.  The primary sources of information for the next analysis will be the current analysis baseline, plus current documentation such as materiel solution and technology development study results, the design mission profile, the IBR, the contract WBS (usually part of the IBR), industry best practices as described in the PMWS Knowledgebase (http://www.bmpcoe.org/pmws/), the CDD, the Acquisition Program Baseline (APB), and any contractor design/specification documents.

7.2.1.2.  IPTs will continually analyze the risks in their areas, reviewing risk handling actions and the critical risk areas whenever necessary to analyze progress.  For contractors, risk analysis updates will be made periodically and IAW contract specifications.

7.2.1.3.  The risk analysis process is intended to be flexible enough so that field activities, service laboratories and contractors may use their judgment in structuring procedures considered most successful in identifying and analyzing all risk areas.

7.2.2.  Identification.  Following is a description of step-by-step procedures that evaluators will use as a guide to identify MAJESTIC program risks.

7.2.2.1.  Step One—Understand the requirements and the program performance goals, which are defined as thresholds and objectives.  Describe the operational (functional and environmental) conditions under which the values must be achieved by referring or relating to design documents.  

7.2.2.2.  Step Two—Determine the engineering and manufacturing processes that are needed to design, develop, produce, and support the system.  Obtain industry best practices for these processes.

7.2.2.3.  Step Three—Identify contract WBS elements (to include products and processes).

7.2.2.4.  Step Four—Evaluate each WBS element against sources/areas of risk described in the DoD RIO Management Guide.

7.2.2.5.  Step Five—Perform a root cause analysis to determine and describe the risk using the “If negative event A occurs, then consequence B will result.”  Root cause can be determined by using the “5 Whys” technique, fault tree analysis, affinity diagram, Pareto, Fishbone, and/or Control Charts.  Reference the DoD Office of Performance Analysis and Root Cause Analyses (PARCA) for additional information:  http://www.acq.osd.mil/parca/.

7.2.2.6.  Factors for IPTs to consider in identifying and analyzing risk can include, but are not limited to:
· Threat Capabilities, Data, and Intelligence Support.  The sensitivity of the program to uncertainty in the threat description, the degree to which the system design would have to change if the threat's parameters change, or the vulnerability of the program to foreign intelligence collection efforts.  An intelligence supportability IPT and/or Threat Working Group (TWG) can identify the intelligence data and infrastructure needed to ensure intelligence data are available, supplied, formatted correctly, etc., to support the program.  
· Requirements.  The sensitivity of the program to uncertainty in the system description and requirements, excluding those caused by threat uncertainty.  Requirements include operational needs, attributes, performance and readiness parameters, constraints, technology, design processes, and WBS elements. 
· Management Baseline.  The degree to which program plans and strategies exist and are realistic and consistent.  The government’s acquisition and support team should be qualified and sufficiently staffed to manage the program. 
· Technical Baseline.  The ability of the system configuration to achieve the system technical specifications and program engineering objectives based on the available technology, design tools, design maturity, etc.  Program uncertainties and the processes associated with the “ilities” (reliability, supportability, maintainability, etc.) must be considered.  Also, the degree to which the technology proposed for the program has demonstrated sufficient maturity to be realistically capable of meeting all of the program's objectives. 
· Cost.  The ability of the system to achieve the program's life-cycle support objectives.  This includes the effects of budget and affordability decisions and the effects of inherent errors in the cost estimating technique(s) used (given that the technical requirements were properly defined and taking into account known and unknown program information). 
· Budget.  The sensitivity of the program to budget variations and reductions and the resultant program turbulence. 
· Schedule.  The sufficiency of the time allocated for performing the defined acquisition tasks.  This factor includes the effects of programmatic schedule decisions, the inherent errors in schedule estimating, the sensitivity of the program to uncertainty resulting from the combining or overlapping of life-cycle phases or activities, and any external constraints. 
· Test and Evaluation (T&E).  The adequacy and capability of the test and evaluation program, and T&E infrastructure, to assess attainment of significant performance specifications and determine whether the system is operationally effective, operationally suitable, and interoperable. A test failure may indicate corrective action is necessary, and some corrective actions may contain risk.
· Modeling and Simulation (M&S).  The adequacy and capability of M&S to support all life-cycle phases of a program using verified, validated, and accredited M&S. 
· Industrial Capabilities.  The abilities, experience, resources, and knowledge of the contractors to design, develop, manufacture, and support the system. Can include the adequacy of the contractor’s Earned Value Management (EVM) process and the realism of the integrated baseline for managing the program. 
· Production/Facilities.  The ability of the system configuration to achieve the program's production objectives based on the system design, manufacturing processes chosen, and availability of manufacturing resources (repair resources in the operations and support phase). 
· Logistics and Supply.  The ability of the system configuration and associated documentation to achieve the program's logistics and supply objectives based on the system design, maintenance concept, support system design, and availability of support data and resources. 

7.2.3.  Analysis.   Risk analysis is an evaluation of the identified risk events to determine possible outcomes, critical process variance from known best practices, the likelihood of those events occurring, and the consequences of the outcomes.  Once this information has been determined, the MAJESTIC risk event will be rated against the Air Force’s standardized criteria and an overall analysis of low, moderate, or high assigned.  Tables 7.1 through 7.5 depict the MAJESTIC risk reporting matrix and definitions (from AFPAM 63-128).

	
Table 7.1.  MAJESTIC 5x5 Risk Reporting Matrix.
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Table 7.2.  MAJESTIC Risk Probability Criteria.

	Level
	Likelihood
	Probability of Occurrence


	1

	Not Likely
	5-20%

	2

	Low Likelihood
	21-40%

	3

	Likely
	41-60%

	4

	Highly Likely
	61-80%

	5

	Near Certainty
	81-99%





Table 7.3.  MAJESTIC Risk Consequence Levels.

	Level
	Technical Performance 
	Schedule 
	Cost 

	1 
	Minimal consequence to technical performance,   but no overall impact to the program success.  A successful outcome is not dependent on this issue; the technical performance goals will still be met.  
	Negligible program or project schedule slip.
	For A-B Programs:  <1% increase from MS A or last approved Development or
Production cost estimate.

For Post-B and Other Programs:  <1% increase from MS A or last approved
Development or Production cost estimate.

	2 
	Minor reduction in technical performance or supportability, can be tolerated with little impact program success.  Technical performance will be below the goal or technical design margins will be reduced, but within acceptable limits.
	Schedule slip, but:
Able to meet MS and other key dates (e.g. CDR, FRP).
No significant decrease in program total float.
Does not impact the critical path to program or project completion date.
	For A-B Programs:  1% to <3% increase from MS A or last approved
Development or Production cost estimate.

For Post-B and Other Programs: 1% to <3% increase from MS A or last approved Development or Production cost estimate.

	3 
	Moderate shortfall in technical performance or supportability with limited impact on program success.  Technical performance will be below the goal, but approaching unacceptable limits; or, technical design margins are significantly reduced and jeopardize achieving the system performance threshold values.
	Schedule slip that requires closely monitoring the schedule due to:
Impacting the ability, but still able to meet MS and/or other key dates (e.g. CDR, FRP, FOC).
Significant decrease in program total float.
Impacting the critical path to program/project completion date.
	For A-B Programs: 3% to <5% increase from MS A or last approved
Development or Production cost estimate.

For Post-B and Other Programs:  3% to <5% increase in Development, or >1.5%
increase to Program Acquisition Unit Cost (PAUC) or Average Unit
Procurement Cost (APUC) from last approved baseline estimate, or >3%
increase to PAUC or APUC from original baseline. (1/10 of Nunn-McCurdy
‘significant’ breach.)

	4 
	Significant degradation in technical performance or major shortfall in supportability with a moderate impact on program success.  Technical performance is unacceptably below the goal; or, no technical design margins available and system performance will be below threshold values.  
	Schedule slip that requires schedule changes due:*
Significantly impacting the ability to meet MS and/or other key dates (e.g. CDR, FRP, FOC).
Significantly impacting the ability to meet the program or project completion date.
	For A-B Programs:  5% to <10% increase from MS A or last approved
Development or Production cost estimate.

For Post-B and Other Programs:  5% to <10% increase in Development, or >3%
increase to PAUC or APUC from last approved baseline estimate, or >6%
increase to PAUC or APUC from original baseline. (1/5 of Nunn-McCurdy
‘significant’ breach.)

	5 
	Severe degradation in technical/ supportability threshold performance; will jeopardize program success; or will cause one of the triggers listed below 
	Schedule slip that requires a major schedule re-baseline due to:*
Failing to meet MS and/or other key dates (e.g. CDR, FRP, FOC).
Failing to meet the program or project completion date.
	For A-B Programs:  >10% increase from MS A or last approved Development or
Production cost estimate.

For Post-B and Other Programs:  >10% increase in Development or >5%
increase to PAUC or APUC from last approved baseline estimate, or >10%
increase to PAUC or APUC from original baseline. (1/3 of Nunn-McCurdy
‘significant’ breach.)

	
Any root cause that, when evaluated by the cross-functional team, has a likelihood of generating one of the following consequences must be rated at Consequence Level 5 in Performance:
- Will not meet Key Performance Parameter (KPP) Threshold
- Critical Technology Element (CTE) will not be at Technical Readiness level (TRL) 4 at MS A
- CTE will not be at TRL 6 at MS B
- CTE will not be at TRL 7 at MS C
- CTE will not be at TRL 8 at the Full-rate Production Decision point
- Manufacturing Readiness Level (MRL)* will not be at 8 by MS C
- MRL** will not be at 9 by Full-rate Production Decision point
- System availability threshold will not be met

* Exhibit awareness to exceeding Nunn-McCurdy threshold breach for schedule.
** MRLs will be calculated in accordance with the DoD Manufacturing Readiness Analysis Deskbook.





Table 7.4.  MIL-STD-882E, System Safety, Risk Reporting Matrix.
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Table 7.5.  Translation of MIL-STD-882 Matrix to MAJESTIC 5x5 Matrix.
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7.2.3.1.  Critical Process Variance.  For each critical process risk-related event identified, the variance of the critical process from known standards or best practices will be determined.  As shown in Table 7.1, there are five levels (1-5) in the MAJESTIC risk analysis process. If there is no variance from known standards / best practices then there is no risk.

7.2.3.2.  Likelihood/Probability.  For each risk area identified, the likelihood the risk will happen will be estimated.  As shown in Table 7.2, there are five levels in the MAJESTIC risk analysis process, with the corresponding criteria of Not Likely, Low Likelihood, Likely, Highly Likely, and Near Certainty.  If there is zero likelihood of an event, there is no risk per our definition.

7.2.3.3.  Consequence.  For each risk area identified, the following question must be answered: Given the event occurs, what is the magnitude of the consequence?  As shown in Table 7.3, there are five levels of consequence (1-5).  “Consequence” is a multifaceted issue.  For this program, there are five areas that we will evaluate when determining consequence: technical performance, schedule, cost, safety, and impact on other system/program teams.  At least one of the five consequence areas needs to apply for there to be risk; if there is no adverse consequence in any of the areas, there is no risk.
· Performance:  This category includes all requirements that are not included in the other metrics of the Consequence table.  The wording of each level is oriented toward design processes, production processes, operation, life cycle support, and retirement of the system.  
· Schedule:  The words used in the Schedule column, as in all columns of the Consequence table, are meant to be universally applied.  Avoid excluding a consequence level from consideration just because it doesn’t match your team’s specific definitions.  In other words, phrases such as need dates, key milestones, critical path, and key team milestones are meant to apply to all IPTs.
· Cost:  Since costs vary from component to component and process to process, the percentage criteria shown in the table may not strictly apply at the lower levels of the WBS.  These team leaders can set the percentage criteria that best reflect their situation.  However, when costs are rolled up at higher levels (e.g., Program), the standardized definitions will be used.
· Environment, Safety, Occupational Health (ESOH) / MIL-STD-882 hazards:  The program manager is required to present ESOH and acquisition risks together at all program reviews, typically by utilizing the 5x5 Risk Reporting Matrix.  Although ESOH uses a separate management methodology, these risks cano be translated from the MIL-STD-882 Risk Reporting Matrix (Table 7.4) into the Acquisition 5x5 matrix (Table 7.5) per AFI 63-101 and AFPAM 63-128.  The rationale is that the DoD system safety process employs a unique methodology for mishap risk analysis and prevention; by using the standardized risk analysis and identification processes as outlined in MIL-STD-882, ESOH risks are identified, handled and tracked throughout the life cycle.
· Impact on Other System/Program Teams:  Both the consequence of a risk and the handling actions associated with reducing the risk may impact another team.  This may involve additional coordination or management attention (resources) and may therefore increase the level of risk. 

7.2.3.4.  Those risk events that are analyzed as moderate or high will be submitted to the MAJESTIC Risk Management Coordinator on a RIF.  In addition, a collection of low risks that have a compounding effect equal to a single moderate or high risk will also be submitted on a RIF.

7.2.4.  Table 7.1 is useful to quickly convey information to decision makers and will be used primarily for that purpose.  The Program Office will use the Risk Tracking Report and Watchlist.  (See Annex E.)


8.  RISK HANDLING PLANNING AND IMPLEMENTATION (STEP 4)

8.1.  Handling Processes.  Per AFPAM 63-128, options for handling risks include accept, monitor, transfer, handle (control), and avoid.  For all identified risks, the various handling techniques will be evaluated in terms of feasibility, expected effectiveness, cost and schedule implications, and the effect on the system’s performance.  AFPAM 63-128 and the DoD RIO Management Guide contain information on the risk-handling techniques and various actions that can be used to implement them.  The results of the evaluation and the selection of a handling plan for a particular risk will be documented in the RMIS using the RIF.  Contingency plans will be developed to address the necessary resources when critical handling strategies fail.  



8.2.  Handling Procedures

8.2.1.  The IPT that analyzed the risk is responsible for evaluating and recommending to the PM the risk-handling plans that are best fitted to the program’s circumstances.  Once approved, these will be included in the program’s acquisition strategy or management plans as appropriate.

8.2.2.  For each selected handling option the responsible IPT will develop specific tasks that, when implemented, will handle the risk.  The task descriptions should explain required actions, the level of effort, and necessary resources.  It should also provide a proposed schedule to accomplish the actions including the start date, the time phasing of significant risk reduction activities, the completion date, and their relationship to significant program activities/milestones (an example is provided in Annex B), and a cost estimate.  The description of the handling options should list all assumptions used in the development of the handling tasks.  Assumptions should be included in the RIF.  Recommended actions that require resources outside the scope of a contract or official tasking should be clearly identified; and the IPTs, the risk area, or other handling plans that may be impacted should be listed.

8.2.3.  Reducing requirements as a risk avoidance technique will be used only as a last resort, and then only with the participation and approval of the user’s representative.

8.2.4.  Best practices are useful in developing risk-handling actions for design, test, and manufacturing process risks.

8.2.5.  Regarding contingency planning, a Monte Carlo simulation technique that takes into account the probability of occurrence of the risk after handling plans have been implemented will be used to develop both cost and schedule reserves for contingency.  The reserves are sized based on an 80% confidence level for both cost and schedule.  The cost reserve is added to the overall budget of the program and the schedule reserve is added to the project reserve in the integrated schedule.

8.3. Implementing Processes.  MAJESTIC risk handling (plan) execution ensures acceptable risk handling occurs.  It answers the question “How will the planned risk handling be implemented?”  It determines what planning, budget, requirements and contractual changes are needed; provides a coordination vehicle with management and other stakeholders; directs the teams to execute the defined and approved risk handling plans; outlines the risk reporting requirements for on-going tracking, and documents the change history.

8.4. Implementing Procedures.  Executing the MAJESTIC risk handling plan involves determining:  necessary actions, level of effort, materials required, estimated cost, and a proposed schedule.  The schedule will show the proposed start date, the time phasing of significant risk reduction activities, the completion date, and the relationship to significant program activities/milestones (an example is provided in Annex B).  The handling plans will also include recommended metrics for tracking the action, a list of assumptions, and the person responsible for implementing and tracking the selected option.


9.  RISK TRACKING (STEP 5)

[bookmark: _Toc425508915][bookmark: _Toc427049067][bookmark: _Toc427049334][bookmark: _Toc432762706][bookmark: _Toc433012471][bookmark: _Toc433023086][bookmark: _Toc436139676]9.1.  Tracking Processes

9.1.1.  MAJESTIC risk tracking systematically monitors and evaluates the performance of risk-handling actions.  It is part of the program office responsibility and will not become a separate discipline.  Essentially, it compares predicted results of planned actions with the results actually achieved to determine status and the need for any change in risk-handling actions.  The effectiveness of the risk tracking process depends on the establishment of a management indicator system (metrics) that provides accurate, timely, and relevant risk information in a clear, easily understood manner (see Annexes C and D).  

9.1.2.  To ensure that moderate to high risks are effectively monitored, risk-handling actions (which include specific events, schedules, and “success” criteria) will be reflected in integrated program planning and scheduling.  Identifying these risk-handling actions and events in the context of Work Breakdown Structure (WBS) elements establishes a linkage between them and specific work packages, making it easier to determine the impact of actions on cost, schedule, and performance.  The detailed information on risk-handling actions and events will be included in the RIF for each identified risk, and thus be resident in the RMIS.

9.2.  Tracking Procedures

9.2.1.  The functioning of IPTs is crucial to effective risk tracking.  They are the “front line” for obtaining indications that risk-handling efforts are achieving their desired effects.  Each IPT is responsible for tracking and reporting the effectiveness of the handling actions for the risks assigned.  Overall MAJESTIC program risk analysis reports will be prepared by the MAJESTIC Risk Management Coordinator working with the appropriate IPT(s).

9.2.2.  Many techniques and tools are available for tracking the effectiveness of risk-handling actions, and IPTs must ensure that they select those that best suit their needs.  No single technique or tool is capable of providing a complete answer—a combination must be used.  At a minimum, each IPT will maintain a watch list of identified high priority risks.  

9.2.3.  Risks rated as Moderate or High risk will be reported to the MAJESTIC Risk Management Coordinator, who will also track them using information provided by the appropriate IPT until the risk is considered Low and/or recommended for “Close Out.”  The IPT that initially reported the risk retains ownership and cognizance for reporting status and keeping the database current.  Ownership means implementing handling plans and providing periodic status of the risk and of the handling plans.  Risk will be made an agenda item at each management or design review, providing an opportunity for all concerned to offer suggestions for the best approach to managing risk.  Communicating risk increases the program’s credibility and allows early actions to minimize adverse consequences.

9.2.4.  The risk management process is continuous.  Information obtained from the tracking process is fed back for reanalysis and evaluations of handling actions.  When a risk area is changed to Low, it is put into a “Historical File” by the Risk Management Coordinator and it is no longer tracked by the MAJESTIC Program Office.  The “owners” of all Low risk areas will continue tracking Low risks to ensure they stay Low.

9.2.5.  The status of the risks and the effectiveness of the risk-handling actions will be reported to the Risk Management Coordinator:
· Semi-annually;
· When the IPT determines that the status of the risk area has changed significantly (as a minimum when the risk changes from high to moderate to low, or vice versa); and
· When requested by the Program Manager.


10.  RISK MANAGEMENT INFORMATION SYSTEM AND DOCUMENTATION.  The MAJESTIC program will use ARM/AFERMS as its Risk Management Information System (RMIS).  The system will contain all of the information necessary to satisfy the program documentation and reporting requirements.

10.1.  Risk Documentation Requirements.  The following paragraphs provide guidance on documentation requirements for the various MAJESTIC risk management functions.

10.1.1.  Risk analysis form the basis for many program decisions.  From time to time, the PM will need a detailed report of any analysis of a risk event.  It is critical that all aspects of the risk management process are documented.

10.1.2.  Risk-handling documentation will be used to provide the PM with the information he needs to choose the preferred handling option.

10.1.3.  The PM needs a summary document that tracks the status of high and moderate risks.  The Risk Management Coordinator will produce a risk tracking list that uses information that has been entered from the RMIS.  This document will be produced on a monthly basis.

10.2.  Risk Management Information System.  The system will contain all of the information necessary to satisfy the program documentation and reporting requirements.

10.2.1.  The MAJESTIC RMIS stores and allows retrieval of risk-related data.  It provides data for creating reports and serves as the repository for all current and historical information related to risk.  This information will include risk analysis documents, contract deliverables (if appropriate), and any other risk-related reports.  The program office will use data from the RMIS to create reports for senior management and retrieve data for day-to-day management of the program.  The program produces a set of standard reports for periodic reporting and has the ability to create ad hoc reports in response to special queries.  See Annex D for a detailed discussion of the RMIS.

10.2.2.  Data are entered into the RMIS using the MAJESTIC Risk Information Form (RIF).  The RIF gives members of the project team, both Government and contractors, a standard format for reporting risk-related information.  The RIF should be used when a potential risk event is identified and will be updated as information becomes available as the analysis, handling, and tracking functions are executed.

10.3.  Report Requirements.  Reports are used to convey information to decision-makers and team members on the status of the MAJESTIC program and the effectiveness of the risk management program.  Every effort will be made to generate reports using the data and capabilities resident in the RMIS.

10.3.1.  Standard Reports.  The RMIS will have a set of standard reports.  If IPTs or functional managers need additional reports, they will work with the Risk Management Coordinator to create them.  Access to the reporting system will be controlled; however, any member of the Government or contractor team may obtain a password to gain access to the information.  See Annex E for a description of the MAJESTIC program reports.

10.3.2.  Ad Hoc Reports.  In addition to standard reports, the Program Office will be able to create ad hoc reports in response to special queries.  The Risk Management Coordinator will be responsible for these reports.



Annex A (for Sample RMP) - Critical Program Attributes and Exit Criteria.

	Category
	Description
	Responsible IPT
	Remarks

	Performance/Physical
	Speed
	
	

	
	Weight
	
	

	
	Endurance
	
	

	
	Crew Size
	
	

	
	Survivability
	
	

	
	Maneuverability
	
	

	
	Size
	
	

	
	Receiver Range
	
	

	
	Transmitter Range
	
	

	
	Data Link Operations
	
	

	
	Recovery Time
	
	

	
	Initial Setup
	
	

	
	Identification Time
	
	

	
	Accuracy Location
	
	

	
	Probability of Accurate ID
	
	

	
	Reliability
	
	

	
	Maintainability
	
	

	
	Availability 
	
	

	
	Etc.
	
	

	Cost
	Operating and Support Costs
	
	

	
	Etc.
	
	

	Processes
	Requirements Stable
	
	

	
	Test Plan Approved
	
	

	Exit Criteria
	Engine Bench Test
	
	

	
	Accuracy Verified by Test Data and Analysis
	
	

	
	Tool proofing Completed
	
	

	
	Logistics Support Reviewed by User
	
	

	
	Intelligence Support Reviewed by User
	
	



Annex B (for Sample RMP) - Risk Handling/Reduction (Burn-Down) Schedule.

[image: ]


Annex C (for Sample RMP) - Program Metrics.

Table C.1.  Examples of Product-Related Metrics.

	Engineering
	Requirements
	Production
	Support

	Key Design Parameters
Weight
Size
Endurance
Range
Design Maturity
Open problem reports
Number of engineering change proposals
Number of drawings released
Failure activities
Computer Resource Utilization
Etc.  
	Req'ts Traceability
Requirements Stability
Threat Stability
Design Mission Profile
	Manufacturing Yields
Incoming Material Yields
Delinquent Requisitions
Unit Production Cost
Process Proofing
Waste
Personnel Stability
	Special Tools and Test Equipment Requirements
Support Infrastructure Footprint
Manpower Estimates
Data Availability (Intel)






Table C.2.  Examples of Process-Related Metrics.

	
Design Requirements
	
Trade Studies
	
Design Process
	
Integrated Test Plan
	Failure Reporting System
	
Manufacturing Plan 

	Development of requirements traceability plan

Development of specification tree

Specifications reviewed for:
Definition of all use environments
Definition of all functional requirements for each mission performed
	User needs prioritized

Alternative system configurations selected

Test methods selected
	Design req'ts stability

Producibility analysis conducted

Design analyzed for:
Cost
Parts reduction
Manufacturability
Testability
	All developmental tests at system and subsystem level identified

Identification of who will do test (Gov't, contractor, supplier)
	Contractor corporate-level management involved in failure reporting and corrective action process

Responsibility for analysis and corrective action assigned to specific individual with close-out date
	Plan documents methods by which design to be built

Plan contains sequence and schedule of events at contractor and subcontractor that defines use of materials, fabrication flow, test equipment, tools, facilities, and personnel

Reflects manufacturing inclusion in design process

Includes identification and analysis of design facilities




Table C.3.  Examples of Cost and Schedule Metrics.

	Cost
	Schedule

	Cost variance
Cost performance index
Estimate at completion
Management reserve
	Schedule variance
Schedule performance index
Design Schedule Performance
Manufacturing Schedule Performance
Test Schedule Performance





Annex D (for Sample RMP) - Risk Management Information System and Documentation.

D.1.   Description

D.1.1.  In order to manage program risk, MAJESTIC requires a database management system that stores and allows retrieval of risk-related data.  The Risk Management Information System (RMIS) provides data for creating reports and serves as the repository for all current and historical information related to risk.  This information may include risk analysis documents, contract deliverables, if appropriate, and any other risk-related reports.  The Risk Management Coordinator is responsible for the overall maintenance of the RMIS; he and his designee(s) are the only persons who may enter data into the database-- see Figure D.1.

D.1.2.  The RMIS will have a set of standard reports.  If IPTs or functional managers need additional reports, they will work with the Risk Management Coordinator to create them.  Access to the reporting system will be controlled; however, any member of the Government or contractor team may obtain a password to gain access to the information.

D.1.3.  In addition to standard reports, the Program Office will need to create ad hoc reports in response to special queries etc.  The Risk Management Coordinator will be responsible for these reports.  Figure D.1 shows a concept for a management and reporting system.

Figure D.1.  MAJESTIC Risk Management and Reporting System.

[image: ]

D.2.   Risk Management Reports.  The following are examples of basic reports that the MAJESTIC Program Office may use to manage its risk program.  Each office should coordinate with the Risk Management Coordinator to tailor and amplify them, if necessary, to meets its specific needs.

D.2.1.  Risk Information Form.   The MAJESTIC RIF serves the dual purpose of a source of data entry information and a report of basic information for the IPTs, etc.  It gives members of the project team, both Government and contractors, a format for reporting risk-related information.  The RIF will be used when a potential risk event is identified and updated over time as information becomes available and the status changes.  As a source of data entry, the RIF allows the database administrator to control entries. 

D.2.2.  Risk Analysis Report.  Risk analysis form the basis for many program decisions, and the PM may need a detailed report of analysis of a risk event that has been done.  A Risk Analysis Report (RAR) is prepared by the team that analyzed a risk event and amplifies the information in the RIF.  It documents the identification, analysis, and handling processes and results.  The RAR amplifies the summary contained in the RIF, is the basis for developing risk-handling plans, and serves as a historical recording of program risk analysis.  Since RARs may be large documents, they may be stored as files.  RARs should include information that links it to the appropriate RIF.

D.2.3.  Risk-Handling Documentation.  Risk-handling documentation may be used to provide the PM with information he needs to choose the preferred handling option and is the basis for the handling plan summary contained in the RIF.  This document describes the examination process for risk-handling options and gives the basis for the selection of the recommended choice.  After the PM chooses an option, the rationale for that choice may be included.  There should be a time-phased plan for each risk-handling task.  Risk-handling plans are based on results of the risk analysis.  This document should include information that links it to the appropriate RIF.

D.2.4.  Risk Tracking Documentation.  The PM needs a summary document that tracks the status of high and moderate risks.  The MAJESTIC program will use a risk-tracking list that contains information that has been entered from the RIF.  

D.3.  Database Management System (DBMS)

D.3.1.  The MAJESTIC RMIS provides the means to enter and access data, control access, and create reports.  Key to the RMIS is the data elements that reside in the database.  Listed below are the types of risk information that will be included in the database.  “Element” is the title of the database field; “Description” is a summary of the field contents.  The Risk Management Coordinator will create the standard reports such as, the RIF, Risk Tracking, etc.  The RMIS also has the ability to create ad hoc reports, which can be designed by users and the Risk Management Coordinator.

Table D.1.  DBMS Elements.

	Element
	Description

	Risk Identification (ID) Number
	Identifies the risk and is a critical element of information, assuming that a relational database will be used by the Program Office.  (Construct the ID number to identify the organization responsible for oversight.)

	Risk Event
	States the risk event and identifies it with a descriptive name.  The statement and risk identification number will always be associated in any report.

	Priority
	Reflects the importance of this risk priority assigned by the Program Office compared to all other risks, e.g., a one indicates the highest priority.

	Date Submitted 
	Gives the date that the RIF was submitted.

	Major System/ Component
	Identifies the major system/component based on the Work Breakdown Structure (WBS).

	Subsystem/
Functional Area
	Identifies the pertinent subsystem or component based on the WBS.

	Category
	Identifies the risk as technical/performance cost or schedule or combination of these.

	Statement of Risk
	Gives a concise statement (one or two sentences) of the risk.

	Description of Risk
	Briefly describes the risk; lists the key processes that are involved in the design, development, and production of the particular system or subsystem.  If technical/performance, include how it is manifested (e.g., design and engineering, manufacturing, etc.

	Key parameters
	Identifies the key parameter, minimum acceptable value, and goal value, if appropriate.  Identifies associated subsystem values required to meet the minimum acceptable value and describes the principal events planned to demonstrate that the minimum value has been met.

	Analysis
	States if an analysis has been done.  Cites the Risk Analysis Report (see next paragraph), if appropriate.

	Analysis
	Briefly describes the analysis done to analyze the risk; includes rationale and basis for results

	Process Variance


	States the variance of critical technical processes from known standards or best practices, based on definitions in the program’s risk management plan.


	Probability of Occurrence
	States the likelihood of the event occurring, based on definitions in the program’s risk-management plan.

	Consequence
	States the consequence of the event, if it occurs, based on definitions in the program’s risk-management plan.

	Time Sensitivity
	Estimates the relative urgency for implementing the risk-handling option.

	Other Affected Areas
	If appropriate, identifies any other subsystem or process that this risk affects.

	Risk Handling Plans
	Briefly describes plans to handle the risk.  Refers to any detailed plans that may exist, if appropriate.

	Risk Tracking Activity
	Measurement and metrics for tracking progress in implementing risk-handling plans and achieving planned results for risk reduction.

	Status
	Briefly reports the status of the risk-handling activities and outcomes relevant to any risk-handling milestones.

	Status Date
	Lists date of the status report.

	Assignment
	Lists individual assigned responsibility for handling activities.

	Reported By
	Records name and phone number of individual who reported the risk.



 


Annex E (for Sample RMP) - Example Risk Tracking Forms and Reports.

Figure E.1.  Risk Information Form (RIF)

[image: Figure A3.12.1..TIF] 



Figure E.2.  Example Risk Tracking Report. 

[image: Figure A3.12.2..TIF]



Table E.1.  Example Watchlist.

	Potential 
Risk Event
	Risk Reduction Actions
	Action Code
	Due Date
	Date Completed
	Explanation

	  Accurately predicting shock environment equipment will experience.
	Use multiple finite element codes & simplified numerical models for early analysis.
Shock test simple isolated structure, simple isolated deck, and proposed isolated structure to improve confidence in predictions.
	SE03



SE03
	31 Aug 17



31 Aug 17
	
	

	  Evaluating acoustic impact of ship systems that are not similar to previous designs.
	Concentrate on acoustic modeling and scale testing of technologies not demonstrated successfully in large scale tests or full scale trials.
Factor acoustic signature handling from isolated modular decks into system requirements.  Continue model tests to validate predictions for isolated decks.
	SE031





SE032
	31 Aug 17





31 Aug 17
	
	






Table E.2.  Standard reports from ARM/AFERMS Reporting Services

The ARM/AFERMS program automatically creates the following reports:

	List/Data Reports
	Analysis Reports
	Administrative Reports

	Risk Register
Risk Detail
Risk List with Responses
Summary Detail
Response Register
Response Detail
Evaluation Report
Incident Report
Loss Register
Loss Detail
Accident Register
Accident Detail
Full Risk Data Dump
Item Register
Item Detail
Item Browser
	PID
Risk Metrics Summary
Risk Metrics
Risk Heat Map
Risk Staleness
Total Risk List
Impact Probability
Analysis
Impact Cost Chart
Dashboard
Corporate Report
Risk Performance Report
Risk Process Report
Risk Process Health
Risk Tracker
Losses Summary
Return On Investment
Trend
	Resource Register
Resource Detail
User Access/Audit Log
System usage
Report Usage
Scoring Schemes
Role Rights
System Security
System Preferences
System Maintenance
System Integration
System Configuration
System Filters
Alert Management Configuration





Table E.3.  Available Crystal Reports from ARM/AFERMS.

	Management Reports
	Metric Reports
	Administrative Reports

	Breakdown of Impacts by Ownership
Business Analysis
Data Sheet
Detailed Register
Evaluation Tests
Impact Category Summary
Index List
Performance Against Individual Response Owners
Qualitative Impact Record
Qualitative Register
Qualitative Summary
Quantitative Register
Report Against Business Structure
Response Effectiveness Register
Response Evaluation Register
Scoring Schemes
Severity By Status
Summary Detail Relationships
	Impact Snapshot Chart
Impact Trend Chart
Increased and Decreased Impacts Chart
New and Changed Risks, Issues, etc. Chart
New Risks, Issues, etc. Chart
Score Changes Report
Status Changes Chart
Status Changes Report


	Database Schema
Folder Access List
Risk, Issue etc. Access List
User Groups and their Users
User register
Users and their User Groups
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