HERO TEST GUIDE UPDATED
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MIL-HDBK-240A, “Hazards of Electromagnetic Radiation to Ordnance Test Guide,” has been approved and was published on March 10, 2011.  The handbook, depicted in Figure 1, was prepared under the sponsorship of the Joint Ordnance Commander’s Group Hazards of Electromagnetic Radiation to Ordnance (HERO) Subgroup. It supplements MIL-STD-464C by providing guidance for assessing the HERO requirements in the standard. It is concerned with HERO testing for all Air Force, Army, Navy, Marine Corps, and Coast Guard ordnance items and support equipment for all mission areas.

The handbook promotes a standardized, joint-Service approach for conducting HERO testing. The four main objectives of the handbook are to: 1) document HERO Joint-Service test methodology; 2) promote test standardization; 3) identify alternative techniques and instrumentation; and 4) facilitate the exchange of HERO test data.

HERO testing is conducted to determine the maximum allowable environment (MAE) that an ordnance or weapon system containing electrically initiated devices (EIDs) can withstand and still remain safe and reliable. MAE information is used to assess HERO risks and develop effective control measures to minimize those risks. EIDs are single unit devices or subassemblies that use electrical energy to produce an explosive, pyrotechnic, thermal, or mechanical output. EIDs perform a variety of functions, such as initiating rocket motors, arming and detonating warheads, and ejecting chaff and flares. Examples include electro-explosive devices such as hot bridge wires (HBW), semiconductor bridges, carbon bridges, and conductive composition, as well as exploding foil initiators (EFIs), laser initiators, burn wires, and fusible links. Figure 2 shows a typical HBW circuit.
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Ordnance Stockpile-to-Safe Separation Sequence (S4). HERO safety issues stem from incompatibilities between the EID firing circuits contained within ordnance items and the external radiated EME that the ordnance encounters during its life cycle or stockpile-to-safe separation sequence also known as S4 progression, which is described below. The inadvertent actuation of an EID can create an immediate catastrophic event with the potential to either destroy equipment or injure personnel or increases the probability of a future catastrophic event by removing or otherwise disabling a safety feature of the ordnance item. Performance degradation can be any condition that does not have safety implications and is referred to as “reliability”. This may occur because an EID may have been desensitized as a result of multiple low-level exposures, which would prevent it from firing when needed, or because it already had been unknowingly functioned. “Safety” and “reliability” consequences must be determined by the procuring activity and not the HERO test engineer.

HERO testing emphasizes exposure of the ordnance to the maximum EME levels that are associated with each phase of an ordnance item’s stockpile-to-safe-separation sequence (S4), which is defined as the progressive stages (phases) that begin at the time the ordnance is manufactured and continues until the ordnance is expended or reaches a safe distance from the launch vehicle or platform/system. This progression may consist of up to six distinct stages as illustrated in Figure 3, in which varying degrees of susceptibility can result from unique physical configurations or operational EMEs. As the item transitions from one phase to another; significant differences in the ordnance item’s configuration can be expected. 
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HERO Test Levels. MIL-STD-464C defines the HERO EME levels in terms of frequency and field strength levels. Guidance for tailoring the EME levels is included in the standard’s appendix and MIL-HDBK-235-1C and 7. In order to get a HERO classification of "HERO SAFE ORDNANCE" the ordnance must be evaluated against and comply with the HERO EME levels for ordnance in MIL-STD-464C. Ordnance should be tested to the full range of test environments (i.e. near-field and far-field). The test methodology assumes that the objective of joint certification is to determine maximum EID responses for ordnance that is physically representative of real-world usage, and operated or exercised with defined, standardized, procedures while being subjected to the specified HERO EME levels.

The test should simulate the operational EME to the maximum extent possible. This requires appropriate representation of the EME with respect to frequency, field strength or power density, field polarization, and illumination angle. For radars, representative pulse widths, pulse repetition frequencies, and beam dwell periods should be chosen to maximize response by the ordnance. In the high frequency range, transmitting antennas should be the same type used to generate the fields in operation. (MIL-HDBK-235-7 provides guidance in determining radar and antenna characteristics).

Test Approaches and Procedures. HERO testing involves exposing ordnance to the expected maximum EME in all life-cycle configurations to determine the susceptibility at each test frequency. During HERO testing, the ordnance is exposed to the EME levels associated with each phase of the ordnance item’s S4. Different physical configurations can be expected to offer different levels of protection. It is especially important to test all ordnance configurations. The three parameters associated with each phase are the physical configuration of the ordnance system, the specific operating procedures used to exercise the ordnance item, and the EME levels the ordnance is expected to encounter. Safety is of paramount importance in the handbook. Appropriate procedures to minimize risks during the conduct of the test, the handling of the ordnance, and generation of the EME test levels are identified.

HERO Test Data. Each Service is required to provide HERO test data to the Joint Spectrum Center for entry into a DoD-wide HERO data repository. The importance of sharing HERO data was recently emphasized by the Joint Ordnance Commanders Group in their Joint Agreement on Data Sharing, dated February 2, 2011 as highlighted in Figure 4. This agreement advocates that Service organizations collect, maintain and, upon request, share munitions data, evaluations and other technical data with all Military Services. The data is used to populate the JSC Ordnance E3 Risk Assessment Database (JOERAD) to assist in deconfliction of ordnance and emitters employed in a joint integrated operation or exercise. JOERAD provides the capability to view, query, and store HERO susceptibility data and various characteristics of emitters. JOERAD also contains an Impact Analysis module to assists in the risk assessment process by comparing ordnance MAE data with the emitter data for operational platform/systems. 
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Conclusion. MIL-HDBK-240A prescribes recommended methodology and procedures that should be adopted by all DoD activities responsible for HERO testing. The HERO EME levels for design and performance verification are in MIL-STD-464C and are tailorable by using the guidance of MIL-HDBK-235 Parts 1C and 7. Copies of MIL-HDBK-240A are available at ASSIST Online: https://assist.daps.dla.mil/quicksearch/ or from the Standardization Document Order Desk, 700 Robbins Avenue, Building 4D, Philadelphia, PA 19111-5094. Instructions for obtaining copies of the other documents cited above are contained in MIL-HDBK-240A.
