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DISTRIBUTION STATEMENT Click here to enter distribution letter and explanation (e.g.; “A.  Approved for public release; distribution is unlimited”).  Distribution statement reference http://www.dtic.mil/dtic/submit/guidance/distribstatement.html.
Guidance: 
The policy on Technology Assessment/Control Plan (TA/CP) is in DoD Directive 5530.3.
Prior to formal negotiation, the program manager prepares a TA/CP, or similar document, as part of the Program Protection Plan (PPP) for all acquisition programs with international involvement. The TA/CP is included in the PPP when it is determined that there is likely to be foreign involvement in the development program or when there will be foreign access to the resulting system or related Critical Program Information, by virtue of foreign sales, co-production, follow-on support, exchange program, training, or multinational exercises or operations. Much of the information required for the preparation of the TA/CP can be obtained from the Initial Capabilities Document / Capability Development Document, the Analysis of Alternatives (AoA), the Acquisition Strategy, and the justification and supporting information used in preparing those documents.
Purpose: The Program Manger (PM) uses the Technology Assessment/Control Plan (TA/CP) to do the following: 
Assess the feasibility of U.S. participation in joint programs from a foreign disclosure and technical security perspective. 
Prepare guidance for negotiating the transfer of classified information and critical technologies involved in international agreements. 
Identify security arrangements for international programs. 
Provide a basis for the Delegation of Disclosure Authority Letter that contains specific guidance on proposed disclosures. 
Support the acquisition decision review process. 
Support decisions on foreign sales, co-production, or licensed production, commercial sales of the system, or international cooperative agreements involving U.S. technology or processes. 
Support decisions on the extent and timing of foreign involvement in the program, foreign sales, and access to program information by foreign interests. 
When it is likely there will be foreign involvement in the program, or foreign access to the resulting system or related information, it is advantageous for the program manager to prepare the TA/CP after completing the identification of CPI and Security Classification Guide (SCG). The TA/CP analysis often assists in developing vulnerabilities and proposed RTP countermeasures. Policies governing the foreign disclosure of intelligence information are in Intelligence Community Directive (ICD) 301 and Director of Central Intelligence Directive (DCID) 6/7*, and nuclear information governed by the Atomic Energy Act. These documents must be consulted when these types of information are involved in an acquisition program. * This document may be found at Director of National Intelligence SIPRNET website: http://capco.dssc.sgov/frames/dcid/new/DCID%206-7/DCID%206-7.htm.
FOUO Guidance: Determine whether FOUO is applicable per DoDM 5200.01, Volume 4, “DoD Information security Program: Controlled Unclassified Information (CUI),” February 24, 2012.
FOUO Guidance Source: http://dtic.mil/whs/directives/corres/pdf/523024p.pdf
Content: The Technology Assessment/Control Plan (TA/CP) is composed of four sections: the "Program Concept"; the "Nature and Scope of the Effort and the Objectives"; the "Technology Assessment"; and the "Control Plan." Those TA/CP subsections are the basis for preparing the Delegation of Disclosure Authority Letter.
Instructions:  PEO-specific instructions will be added here.
References:
DoDD 5530.3, “International Agreements,” Enclosure 7, “Technology Assessment/Control Plan (TA/CP) International Agreements.”  11 Jun 1987, Certified Current 21 Nov 2003.  http://www.dtic.mil/whs/directives/corres/pdf/553003p.pdf 
DAG, Chapter 8, as of SEP 2012, https://cs3.eis.af.mil/sites/AF-AQ-00-04/AFKN_Docs/2.%20ADDM%20Acquisition%20Document%20Templates/Acquisition%20References/TA_CP/TA_CP%20Background%20Info.docx 




Program Concept
Click here to enter text.
Guidance:  Briefly describe the basic concept of the program in terms of the overall technical, operational, and programmatic concept, including, as appropriate, a brief summary of the requirement or threat addressed.  If possible, use official military designations.  When applied to R&D cooperative programs not related to specific systems, the technical objectives and limits of the cooperative effort should be defined.

Nature and Scope of Effort and the Objectives

Nature and Scope of the Activity
Click here to enter text.
Guidance:  State the operational and technical objectives of the proposed program. 
Country or Country Groups Participating
Click here to enter text.
Guidance:  Identify country or country groups participating and the anticipated extent of participation by each, including identification of foreign contractors/subcontractors, if known.  Differentiate between those that are committed participants and those that are only potential participants.
Program Phases
Click here to enter text.
Guidance:  Identify program phases involved and, if applicable, quantities to be developed/produced or tested.
Projected Benefits
Click here to enter text.
Guidance:  Provide a summary of the projected benefits to U.S. and other participants: Technology, production bases, and military capability.
Points of Contact
Click here to enter text.
Guidance:  Identify points of contact within the DoD Component headquarters and/or program management organizations.
Milestone Dates
Click here to enter text.
Guidance:  Identify major milestone(s) or date(s) by which the assessment will require review or revision.

Technology Assessment
Products/Technologies
Click here to enter text.
Guidance:  Identify the products or technologies involved in the program.  Discuss the topics listed below using the Military Critical Technologies List (MCTL) and other applicable DoD technology transfer policies as guides.
Design and manufacturing know-how and equipment used for development and production;
Systems or components or information used for other purposes (e.g., maintenance or testing) that would allow a recipient to achieve a major operations advance.
When applicable cite other specific U.S. programs and projects from which technical information or hardware will be provided.
Classification Category
Click here to enter text.
Guidance:  State the classification and NDP category (e.g., Category 3 (R&D)) of U.S. technical data and design and/or manufacturing know-how to be contributed. 
Availability of Comparable Foreign Systems
Click here to enter text.
Guidance:  Provide an evaluation of the foreign availability of comparable systems (considering quality, production capability and cost, if known) and comparable/competing technologies, including:
Current/projected capabilities of Warsaw Pact nations; 
Current/projected capabilities of proposed participants/recipients; and
Availability of technologies to either Warsaw Pact or allied participants/recipients from other Free World nations. 
Releases/Programs Involving Transfer/Exchanges
Click here to enter text.
Guidance:  Identify any previous releases or current programs (e.g., sales, cooperative programs, information exchange) involving the transfer/exchange of this or comparable equipment and technologies.
Impact on U.S. and Foreign Military Capability
Click here to enter text.
Guidance:  Describe the impact on U.S. and foreign military capability as a result of participation in this program:
Identify and describe the extent to which the U.S. system/technology contributes to an advance in the state of the art, or a unique operational advantage.  Include, if known, a summary of U.S. investment and R&D/operational lead-time represented; and
State the specific contributions of foreign participants to program objectives, project resources, and enhancements of the U.S. military capability and technology base.
Potential Damage to U.S. Technology and Military Capability
Click here to enter text.
Guidance:  Describe the potential damage to the U.S. technology position and military capability in the event of a compromise (without regard to potential participants).  Explicitly address the impact of loss or diversion of the system/technology.  Specify assumptions and discuss the following:
Transfer of a military capability the loss of which would threaten U.S. military effectiveness (e.g., a missile seeker for which we have no countermeasures, or information allowing the development of effective countermeasures negating a primary U.S. technological advantage);
Potential compromise of sensitive information revealing systems’ weaknesses that could be exploited to defeat or minimize the effectiveness of U.S. systems;
Susceptibility to reverse engineering of sensitive design features or fabrication methods;
Extent to which the technology that is to be transferred can be diverted and/or exploited for purposes other than the one intended under the specific program (e.g., a technological capability to fabricate ring laser gyros translates into an ability to implement advanced long-range missiles, precision land and sea navigation, etc.); or
Potential impact of participation on U.S. competitive position or U.S. industrial base, if any.  (The conclusions of the Industrial Base Factors Analysis may be incorporated by reference.)
Risk of Compromise
Click here to enter text.
Guidance:  Estimate the risk of compromise considering:
Susceptibility of the technology to diversion or exploitation, and its priority as a target for Warsaw Pact collection, if known.  (The degree of susceptibility will depend to a great extent on the exact nature of the technology in question, the form of transfer, and the indigenous capability of the recipient.);
The potential participants/recipients, including: 
An evaluation of their security and export control programs (including reference to any specifically related agreements with the U.S.); and 
Their past record of compliance with such agreements and in protecting sensitive/classified information and technology.

Control Plan
Guidance:  This section of the TA/CP is the basis for negotiating guidance for agreements, and ultimately will be implemented in the DDL.  Specifically, this section will identify measures proposed to minimize both the potential risks and damage due to loss, diversion, or compromise of the critical/classified elements identified in the section above and will clearly identify any specific limitations/conditions required to protect unique U. S. military operational and technological capabilities.
Phased Release of Information
Click here to enter text.
Guidance:  Identify the phased release of information to ensure that information is disseminated only when and to the extent required to conduct the program.  (Specifically, production technology should not be released prior to a program decision requiring the use of the technology in question.)
Restrictions on Releases on Specific Information
Click here to enter text.
Guidance:  Identify restrictions on releases of specific information to protect U.S. national security interests.  Be specific with regard to details of design and production know-how and software, including software documentation, development tools and know-how. 
Release of Hardware or Software
Click here to enter text.
Guidance:  Discuss the release of specific hardware or software components in modified form, or as completed, tested items.
Special Security Procedures
Click here to enter text.
Guidance:  Discuss special security procedures (both government and industrial) to control access to restricted material and information.  Also consider:
Controls on access of foreign nationals at U.S. facilities; and
Procedures to control releases by U.S. personnel at foreign facilities.
Other Limitations
Click here to enter text.
Guidance:  Identify other legal or proprietary limitations on access to and licensed uses of technology in implementing technical assistance agreements. 
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