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Definition:  Program Protection is the Department's holistic approach for delivering trusted systems. The purpose of the Program Protection Plan (PPP) is to ensure that programs adequately protect their technology, components, and information throughout the acquisition process during design, development, delivery and sustainment. The scope of information includes information that alone might not be damaging and might be unclassified, but that in combination with other information could allow an adversary to clone, counter, compromise or defeat warfighting capability. 
The process of preparing a PPP is intended to help program offices consciously think through what needs to be protected and to develop a plan to provide that protection. Once a PPP is in place, it should guide program office security measures and be updated as threats and vulnerabilities change or are better understood.
Process Artifacts (Mandatory):
· Document Streamlining - Program Protection Plan (PPP), Memorandum for Secretaries for the Military Departments Directors of the Defense Agencies
· The Program Protection Plan (PPP), Section 13.2, Defense Acquisition Guidebook*
· Program Protection Plan Evaluation Criteria, Version 1.1, February 2014
· AFPAM 63-113, Program Protection Planning for Life Cycle Management, 17 October 2013
BES Clarification/Supplemental Guidance (Mandatory):
· Program Protection Plan Outline & Guidance -Tailored for Defense Business Systems, BES Supplement
Other Artifacts (Optional): None
Tools: 
Additional Sources of Information (Optional):
AFLCMC Acquisition Program Protection Planning*
POC:  Nick Phillips
Click here to return to the BES Process Directory (BPD) home page.
*Access to this site requires a DoD Common Access Card (CAC)

