
PROGRAM PROTECTION GUIDE FOR DEVELOPING
THE PROGRAM PROTECTION PLAN 


GUIDANCE:
Program Protection protects technology, components, and information from compromise through the cost-effective application of countermeasures to mitigate risks posed by threats and vulnerabilities. Program Protection seeks to defend warfighting capability by keeping secret things from getting out and keeping malicious things from getting in. Program Protection mitigates the risk that design vulnerabilities or supply chains will be exploited to degrade system performance. The Program Protection Plan (PPP) is the milestone acquisition document that describes the plan, responsibilities, and decisions for all Program Protection activities.  The PPP is approved by the MDA.

The scope of information includes information that alone might not be damaging and might be unclassified, but that in combination with other information could allow an adversary to clone, counter, compromise or defeat warfighting capability.

The process of preparing a PPP is intended to help program offices consciously think through what needs to be protected and to develop a plan to provide that protection.

It is important that an end-to-end system view be taken when developing and executing the PPP.  External, interdependent, or government furnished components that may be outside a program managers' control must be considered.

INSTRUCTIONS:
Instructions are in italic red-font.  Enter applicable verbiage in each blue-font “click here to enter text” field.  If you follow the instructions in this document, you should be able to extract your PPP document upon completing all instructions.  

Instruction:  Use the attached cover sheet for the PPP.
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PURPOSE AND UPDATE PLAN
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INSTRUCTION:
The purpose of the Program Protection Plan (PPP) is to ensure that programs adequately protect their technology, components, and information throughout the acquisition process during design, development, delivery and sustainment.
Provide a program description/overview and address the questions/comments below:
· Who will use the PPP?
· What aspects of Program Protection will you ask the contractor to do?
· Summarize how the PPP will be updated and the criteria for doing so to include:
· Timing of PPP updates (e.g. prior to milestone, following a major enhancement, etc.)
· Update authority
· Approval authority for different updates

Table 0.  PPP Update Record (mandated)
	Revision Number
	Date
	Changes
	Approved By

	1.0
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INSTRUCTION: 
· Who is responsible for Program Protection on the program?  
· Include contact information for Program Protection leads/resources/SMEs.  

Enter the above information in the table 2 below



Table 2: Program Protection Responsibilities (mandated) (sample)
	Title/Role
	Name
	Location
	Contact Info

	Program Manager
	
	
	

	Lead Systems Engineer
	
	
	

	Program Protection Lead
	
	
	

	Info. Assurance Lead
	
	
	

	Software Assurance Lead
	
	
	

	SCRM Lead
	
	
	

	<Insert additional roles here and repeat rows as needed>
	
	
	




NOTE:
Program Protection is an iterative risk management process within system design and acquisition, composed of the following activities. 

•	Critical Program Information (CPI) Identification and Criticality Analysis
•	Threat Analysis 
•	Vulnerability Assessment
•	Risk Assessment 
•	Countermeasure Implementation  
•	Horizontal Protection  
•	Foreign Involvement  

Critical Program Information (CPI) Identification and Criticality Analysis

Critical Program Information (CPI), mission-critical functions and components are the foundations of Program Protection. They are the technology, components, and information that provide mission-essential capability to our defense acquisition programs.  

DoDI 5200.39 defines Critical Program Information (CPI) as Elements or components of a research, development, and acquisition (RDA) program that, if compromised, could cause significant degradation in mission effectiveness; shorten the expected combat-effective life of the system; reduce technological advantage; significantly alter program direction; or enable an adversary to defeat, counter, copy, or reverse engineer the technology or capability.  It includes information about applications, capabilities, processes, and end-items; elements or components critical to a military system or network mission effectiveness; technology that would reduce the US technological advantage if it came under foreign control.  So we must protect them from compromise in the development environment and on fielded systems.

Critical Program Information (CPI) Identification

CPI determination is done with decision aids and Subject Matter Experts (SMEs). As general guidance, PMs should identify an element or component as CPI if:

•	Critical technology components will endure over its lifecycle
•	A critical component which supports the warfighter is difficult to replace
•	A capability depends on technology that was adjusted/adapted/calibrated during testing and there is no other way to extrapolate usage/function/application
•	The component / element was identified as CPI previously and the technology has been improved or has been adapted for a new application
•	The component / element contains a unique attribute that provides a clear warfighting advantage (i.e. automation, decreased response time, a force multiplier)
•	The component / element involves a unique method, technique, application that cannot be achieved using alternate methods and techniques
•	The component / elements performance depends on a specific production process or procedure
•	The component / element affords significant operational savings and/or lower operational risks over prior doctrine, organization, training, materiel, leadership and education, personnel, and facilities (DOTMLPF) methods
•	The Technology Protection and/or Systems Engineering (SE) Team recommends that the component/element is identified as CPI
•	The component / element will be exported through Foreign Military Sales (FMS)/Direct
Commercial Sales (DCS) or International Cooperation

In some cases (dependent on the PM's determination) a commercial-off-the shelf (COTS) technology can be designated CPI if the COTS element is determined to fulfill a critical function within the system and the risk of manipulation needs mitigation.

PMs should contact their Component research and development acquisition protection community for assistance in identifying CPI.

Mission-Critical Functions and Components

Mission-critical functions are those functions of the system being acquired that, if corrupted or disabled, would likely lead to mission failure or degradation. Mission-critical components are primarily the elements of the system (hardware, software, and firmware) that implement critical functions. In addition, the system components which implement protections of those inherently critical components, and other components with unmediated access to those inherently critical components, may themselves be mission-critical.

Mission-critical functions and components are equal in importance to Critical Program Information (CPI) with respect to their inclusion in comprehensive program protection, it’s planning (documented in the Program Protection Plan (PPP)), and it’s execution, including:

•	Trade-space considerations (including cost/benefit analyses)
•	Resource allocations (staffing and budget)
•	Countermeasures planning and implementation
•	Adjustment of countermeasures, as appropriate, for variations in the planned use or environment of inherited critical components
•	Summary of consequences if compromised
•	Residual risk identification after countermeasures are implemented, including follow-up mitigation plans and actions

Efforts to identify mission-critical functions and components and their protection must begin early in the lifecycle and be revised as system designs evolve and mature.


Criticality Analysis (CA)

Criticality Analysis is the primary method by which mission-critical functions and components are identified and prioritized. It is an end-to-end functional decomposition of the system which involves:

•	Identifying and prioritizing system mission threads;
•	Decomposing the mission threads into their mission-critical functions; and
•	Identifying the system components (hardware, software, and firmware) that implement those functions; i.e., components that are critical to the mission effectiveness of the system or an interfaced network.

The detailed procedural steps in performing a CA are below.  Document the results of each step and include rationale.  Information from this process will be used to complete Table 3

	Identify Missions and Mission-Essential Functions
	Sources of Information

	1. Identify mission threads and principle system
functions.

•	Derived first during pre-Milestone A and revised as needed for successive development milestones.
	Joint Capabilities Integration
Development System (JCIDS) Documents: Initial Capabilities Documents (ICD), Capability Development Documents (CDD), Capability Production Documents (CPD)
Concept of Operations

	2. If possible or necessary, group the mission
capabilities by relative importance. Training or reporting functions may not be as important as core mission capabilities.
	Operational Representative

Subject Matter Expertise (Integration
Experts, Chief Engineers)

	3. Identify the systems mission-critical functions based
on mission threads and the likelihood of mission failure if the function is corrupted or disabled. (Mission-
critical functions may include navigating, targeting, fire control, etc.).
	Activity Diagrams

Use Cases

Functional Decomposition

Potential Department of Defense Architecture Framework (DODAF) Sources

•	OV-5 (Operational Activity
Model)
•	SV-4 (System Functionality
Description)

Subject Matter Expertise

	Identify Critical Subsystems, Configuration Items, and Components
	

	4. Map the mission threads and functions to the system architecture and identify critical subsystems, Configuration Items, and sub-Cis (components).

Note : Focus on Configuration Items and components containing Information and Communications Technologies (ICT). Logic-bearing components have been singled out as often implementing critical functions and as susceptible to lifecycle corruption.
	System/Segment Design Document

Architecture Description Document

Requirements Traceability/Verify. Matrix

Potential Department of Defense Architecture Framework (DODAF) Sources

•	SV-5a (Operational Activity to System Function Traceability Matrix)

	5. Assign levels of criticality (I, II, III, IV) to the
identified Configuration Items or components. Factors or criteria may include:

•	Frequency of component use across mission threads
•	Presence of redundancy triple-redundant designs can indicate critical functions.
•	Subject matter expertise
	Subject Matter Expertise

•	Systems Engineer
•	Operators Representative
•	Program Office

	6. Identify any Configuration Items or components that
do not directly implement critical functions, but either have unmediated communications access (i.e., an open access channel) to one or more critical functions or protect a critical function.

•	Which components give or receive information to/from this the critical components?
  Note: a non-critical component may communicate with a critical function in a way that exposes the critical function to attack. In some cases, the architecture may need to include defensive functions or other countermeasures to protect the critical functions.
	Architecture Diagrams

Subject Matter Expertise

Data Flow Diagram

	Initial Start Conditions
	

	7. Identify critical conditions/information required to initialize the system to complete mission-essential functions.

a.   What information is needed to successfully execute capabilities? How is this information obtained, provided, or accessed by the system?
b.   How quickly must information be received to be useful?
c.   Does the sequence in which the system initializes itself (power, software load, etc.) have an impact on performance?
	Data Flow Diagram

Information Support Plan

	8. Based on the answers to the questions above,
identify these functions or components to be included in Program Protection risk management.
	

	Operating Environment
	

	9. Identify the system functions or components
required to support operations in the intended environment. This may include propulsion (the system has to roll, float, fly, etc.), thermal regulation (keep warm in space, keep cool in other places, etc.) or other environmentally relevant subsystems that must be operational before the system can perform its missions.
	Architecture Diagrams

	10. Identify the Information and Communications
Technologies (ICT) implementing those system functions and any associated vulnerabilities with the design and implementation of that Information and Communications Technologies (ICT).
	

	Critical Suppliers
	

	11. Identify suppliers of critical configuration items or
Information and Communications Technologies (ICT)
components.
	Manufacturing Lead

	Note: Repeat this process as the system architecture is refined or modified, such as at System Engineering Technical Reviews and major acquisition milestone decision points

•	Design changes may result in adding or removing specific Configuration Items and sub- Configuration Items from the list of critical functions and components


· Use SE tools to support the analysis; for example: 
· Fault-tree analysis can be useful in determining critical components.
· What information is needed to successfully execute capabilities?
· How is this information obtained, provided, or accessed by the system?
· How quickly must information be received to be useful?
· Does the sequence in which the system initializes itself (power, software load, etc.) have an impact on performance?
· Example: These may include propulsion (the system has to roll, float, fly, etc.), thermal regulation (keep warm in space, keep cool in other places, etc.), or other environmentally relevant subsystems that must be operational before the system can perform its missions.
· Use available artifacts to inform the CA; for example: 
· SE artifacts such as architectures/designs and requirements traceability matrices
· Available threat and vulnerability information
· Residual vulnerability risk assessments to inform follow-up CAs
· In isolating critical functions/components, identify critical conditions/information required to initialize the system to complete mission-critical functions
· Identify the subsystems or components required to support operations in the intended environment
What is the CA output? The expected output of an effective CA process is:
· A complete list of mission-critical functions and components
· Criticality Level assignments for all items in the list
· Rationale for inclusion or exclusion from the list
· Supplier information for each critical component
· Identification of critical elements for inclusion in a Defense Intelligence Agency (DIA) Threat Assessment Center (TAC) Request
The identification of critical functions and components and the assessment of system impact if compromised are documented in the Program Protection Plan. 

The prioritization of the system impact (levels 1-4) components for expending resources and attention is also documented in the PPP. 


INSTRUCTION:
· Document the results of the most recent Criticality analysis in table 1 below.  The CA should be updated regularly (e.g. at each SE Technical Review)
· Early in the program lifecycle, the CA may only be able to identify missions or missions and critical functions.
· Criticality should be assessed in terms of relative impact on the system’s ability to complete its mission if the component fails. 

Level of System Impact:
Level I is total mission failure - Program protection failure that results in total compromise of mission capability

 Level II is significant/unacceptable degradation - Program protection failure that results in unacceptable compromise of mission capability or significant mission degradation

 Level III is partial/acceptable - Program protection failure that results in partial compromise of mission capability or partial mission degradation

Level IV is negligible - Program protection failure that results in little or no compromise of mission capability

· Once you complete the CA, fill out the Defense Intelligence Agency (DIA) Threat Assessment Center (TAC) Request to submit via SIPRNET.

· If you do not have a SIPRNET Account, follow the instructions below:
1. Complete the Derivative Classification Training at http://cdsetrain-stg.dtic.mil/derivative/.
2. Complete Part I and II of the DD 2875 form (be sure to annotate completion date of Derivative Training in Block 27) and send to Security Manager along with a copy of your Derivative Classification Certificate.  The Security Manager will fill out Part III and send it back to you.
3. Once you receive the DD2875 form from the Security Manager, you will then send the form to AFLCMC/HIZBC Cyber Surety (Cyber.Surety@us.af.mil).  
4. Cyber Surety will sign Block 22 on the DD2875 form and return the form back to you.  
5. When you receive the form back from Cyber Surety, they will tell you to answer 5 questions located in Block 27 before sending to Comm Focal Point (CFP).
6. CFP will send you an email notification letting you know they have received your form with the ticket number. (Be sure when you send the form to CFP, it is marked as FOUO since you will be picking 5 security questions and providing answers for them)
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EXAMPLE
Table C‑1: Criticality Analysis Part 1 - Missions, Functions, and Components
	Missions
	Critical Functions
	Supporting  Logic-Bearing Components
(Include HW/SW/Firmware)
	System Impact
(I, II, III, IV)

	Mission 1
	Data Fusion 
	Processor X
	II

	
	
	SW Module Y
	I

	
	Fire Control 
	Database Z
	III

	
	
	SW Module A
	I

	
	Critical Function 3 
	Processor X
	II

	
	
	Sensor A
	IV

	Mission 2
	Critical Function 4
	Sensor B
	I

	
	
	Radar A
	I

	
	Critical Function 5
	Processor Y
	II

	
	
	SW Module B
	II

	
	Critical Function 6
	Database Y
	III

	
	
	Integrated Circuit A
	I

	Mission 3 
	Data Fusion
	Processor X
	II

	
	
	SW Module Y
	I


 


(Complete this form with your program information)
Criticality Analysis Table 3 – Missions, Functions, and Components
	Missions
	Critical Functions
	Supporting  Logic-Bearing Components
(Include HW/SW/Firmware)
	System Impact
(I, II, III, IV)

	Mission 1
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Mission 2
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Mission 3 
	
	
	

	
	
	
	


The Level I and Level II components identified in Table 3 above are loaded in the Table 4 below, then prioritized for resources and attention based on a variety of factors.  

Note:  Additional blank columns are provided for program-specific analysis/prioritization variables.  The program manager is ultimately responsible for prioritizing effort/resources against critical components, and the purpose of this table is to capture the rationale for that prioritization.

EXAMPLE
Table C‑2: Critical Component Prioritization A
	Critical Components (Level I-IV from
Part1)
	Missions Supported (#)
	Source of Item or Component
	Integrated Circuit? (Y/N
If Y: what kind?)
	Specifically
Designed for Military Use?
(Y/N)
	…
	…
	Overall CC Priority (H/M/L)

	
	
	COTS/ GOTS/ Developmental Item
	Legacy/ New
	
	
	
	
	

	
Processor X
	2
	Development
	New
	Y, ASIC
	Y
	
	
	H

	
SW Module Y
	2
	Development
	Legacy
	N
	Y
	
	
	M

	
SW Module A
	1
	COTS
	Legacy
	N
	N
	
	
	M

	
Sensor B
	1
	GOTS
	Legacy
	N
	Y
	
	
	M

	
Radar A
	1
	GOTS
	New
	N
	Y
	
	
	M

	
Processor Y
	1
	Development
	New
	N
	Y
	
	
	H

	
SW Module B
	1
	COTS
	Legacy
	N
	N
	
	
	M

	
Integrated
Circuit A
	1
	Development
	New
	Y: ASIC
	Y
	
	
	H





(Complete this form with your program information)
Table 4: Critical Component Prioritization A
	Critical Components (Level I-IV from Part 1)
	Missions Supported (#)
	Source of Item or Component
	Integrated Circuit? (Y/N
If Y: what kind?)
	Specifically
Designed for Military Use?
(Y/N)
	…
	…
	Overall CC Priority (H/M/L)

	
	
	COTS/ GOTS/ Developmental Item
	Legacy/ New
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


The components from the CA are used as inputs to the threat assessment, vulnerability assessment, risk assessment, and countermeasure assessment which are included in the “Program Protection Plan Outline & Guidance, Tailored for Defense Business Systems (June 13, 2013)”
