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consistent with the OSD Administration and Management memo dated June 5, 2009
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o Emphasis on the relationship between the item unique identification (lUID) registry and
related policy (DoDD 8320.03) (TAB D) with property accountability.

o The expansion of acceptable physical inventory methods to include alternative and
electronic techniques.

• Fonnal coordination may begin upon your approval by signing the SD 106 at TAB A. The
action officer is Amber Barber, (703) 699-0164, amber.barber@osd.mil.
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Department of Defense

INSTRUCTION

NUMBER 5000.64

USD(AT&L)

SUBJECT: Accountability and Management of DoD Equipment and Other Accountable
Property

References: See Enclosure 1

1. PURPOSE. This Instruction:

a. Reissues DoD Instruction (DoDI) 5000.64 (Reference (a)) in accordance with the
authority in DoD Directive (DoDD) 5134.01 (Reference (b)), to establish accountability and
management policy for tangible DoD-owned equipment and other accountable property.

b. Establishes policy and procedures to comply with title 40 of United States Code (U.S.C.)
and section 901 of title 31, U.S.C. (References (c) and (d)); and outlines requirements that reflect
the accountability perspective of property management, which supports the lifecycle
management of items to include the documentation of lifecycle events and transactions.

c. Establishes policy, assigns responsibilities, and provides procedures for DoD-owned
equipment and other accountable property; assists DoD property managers, accounting and
financial managers, and other officials in understanding their roles and responsibilities.

d. Complements the accounting and financial reporting requirements contained in DoD
7000. 14-R (Reference (e)).

2. APPLICABILITY. This Instruction:

a. Applies to OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs
of Staff and the Joint Staff, the Combatant Commands, the Office of the Inspector General of the
Department of Defense, the Defense Agencies, the DoD Field Activities, and all other
organizational entities within the Department of Defense (hereafter referred to collectively as the
"DoD Components").
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b. DOES NOT apply to intellectual property, software, real property, or property and
materiel for which accountability and inventory control requirements are prescribed in DoDI
4165.14, DoD 4140.1-R, and DoD 4000.25-2-M (References (t), (g), and (h)).

3. DEFINITIONS. See Glossary.

4. POLICY. It is DoD policy that:

a. All persons entrusted with the management of Government property shall:

(1) Possess and continually demonstrate an appropriate level of competence and
proficiency in property accountability and management.

(2) Be held to the highest ethical standards in accordance with DoDD 5500.07
(Reference (i)).

(3) Be responsible for the proper use, care, physical protection, and disposal or
disposition of all Government property. This responsibility includes:

(a) Using Government property for official business only.

(b) Complying with all applicable regulations.

(c) Contacting the appropriate authority if property is subjected to undue risk of loss,
damage, destruction, theft, fraud, waste, abuse, or mismanagement.

(d) Reporting property loss.

(e) Reporting any misuse of Government property to appropriate investigative
organizations through proper channels.

(t) Directing the appropriate disposition or disposal of Government property,
including reutilization and sale, in accordance with all applicable laws and regulations.

b. Property management policies and systems shall be consistent with the ASTM
International E 2279-03 (Reference 0)).

5. RESPONSIBILITIES. See Enclosure 2.

6. PROCEDURES. See Enclosure 3.

2
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7. RELEASABILITY. UNLIMITED. This Instruction is approved for public release and is
available on the Internet from the DoD Issuances Website at http://www.dtic.mil/whs/directives.

8. EFFECTIVE DATE. This Instruction is effective upon its publication to the DoD Issuances
Website.

Ashton B. Carter
Under Secretary of Defense for
Acquisition, Technology, and Logistics

Enclosures
1. References
2. Responsibilities
3. Procedures
Glossary
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ENCLOSURE 1

REFERENCES

(a) DoD Instruction 5000.64, "Accountability and Management of DoD-Owned
Equipment and Other Accountable Property," November 2,2006 (hereby cancelled)

(b) DoD Directive 5134.01, "Under Secretary of Defense for Acquisition, Technology,
and Logistics (USD(AT&L))," December 9,2005

(c) Title 40, United States Code
(d) Section 901 of title 31, United States Code
(e) DoD 7000. 14-R, "DoD Financial Management Regulation," as amended
(f) DoD Instruction 4165.14, "Real Property Inventory," March 31, 2006
(g) DoD 4140.1-R, "DoD Supply Chain Materiel Management Regulation," May 23,

2003
(h) DoD 4000.25-2-M, "Military Standard Transaction Reporting and Accounting

Procedures," September 2001
(i) DoD Directive 5500.07, "Standards of Conduct," November 29,2007.
G) ASTM International E-2279-03, "Standard Practice for Establishing the Guiding

Principles of Property Management"!
(k) ASTM International E-2452-05e1, "Standard Practice for Equipment Management

Process Maturity (EMPM) Model"!
(1) DoD Directive 8320.03, "Unique Identification (UID) Standards for a Net-Centric

Department of Defense," March 23, 2007
(m) DoD 4100.39-M, Volume 10, "Federal Logistics Information System Procedures

Manual," as amended
(n) DoD Directive 5015.2, "DoD Records Management Program," March 6,2000
(0) Office of Management and Budget Memorandum M-06-19, "Reporting Incidents

Involving Personally Identifiable Information and Incorporating the Cost for
Security in Agency Information Technology Investments," July 12,2006

(P) Office of Management and Budget Memorandum M-06-16, "Protection of Sensitive
Agency Information," June 23, 2006

(q) DoD Instruction 4715.4, "Pollution Prevention," June 18, 1996
(r) DoD 4160.21-M, "Defense Materiel Disposition Manual," August 1997
(s) DoD 5220.22-M, "National Industrial Security Program Operating Manual

(NISPOM)," February 1995
(t) ASTM International E2132-01, "Standard Practice for Physical Inventory of

Durable, Moveable Property"!
(u) DoD Instruction 5010.40, "Managers' Internal Control Program (MICP)

Procedures," July 29,2010
(v) ASTM International E-2135-01, "Standard Terminology for Property and Asset

Management"!

1 Available via Internet at http://www.astm.org

5 ENCLOSURE 1
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ENCLOSURE 2

RESPONSIBILITIES

1. UNDER SECRETARY OF DEFENSE FOR ACQUISITION, TECHNOLOGY, AND
LOGISTICS (USD(AT&L)). The USD(AT&L) shall:

a. Establish property management policies, standards, and performance measures and
monitor and evaluate DoD-wide performance to achieve and sustain effective accountability,
management, control, and accurate accounting of Government property.

b. Establish procedures to grant waivers to this Instruction, where appropriate.

c. Establish a DoD Property Council. The DoD Property Council shall:

(1) Provide a forum for the discussion of major property accountability and management
issues and problem resolution.

(2) Ensure the DoD property management goals and expectations are clearly
communicated throughout the Department of Defense.

(3) Address the practical implementation of policy by:

(a) Providing, in an enterprise context, direction on uniformity in the identification,
classification, and reporting of DoD property.

(b) Facilitating communication across the Department of Defense.

(c) Promoting successful system interfaces through the use of standardized
terminology, policies, and procedures.

(d) Encouraging and promoting the use of best practices for property accountability
and management.

2. HEADS OF THE DOD COMPONENTS. The Heads of the DoD Components shall:

a. Manage all property acquired, leased, or otherwise obtained throughout an asset's
lifecycle: from initial acquisition and receipt, through accountability and custody, until formally
relieved of accountability by authorized means, including disposition, or through a completed
evaluation and investigation for property.

b. Establish accountable property systems of record (APSR); ensure the integration with core
financial and other systems and processes, particularly those for logistics and acquisition.

6 ENCLOSURE 2
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c. Establish implementing regulations and procedures, including the assessment and
reporting of its overall property management maturity level. The property management maturity
level should meet the minimum standards as defined by ASTM E2452-05el (Reference (k)).

d. Develop and maintain effective and meaningful performance measures.

e. Perform periodic internal reviews and audits necessary to assess property accountability,
management system effectiveness, and policy compliance and effectiveness.

f. Require that all persons entrusted with Government property are made aware of and
understand their responsibilities, which includes proper care and stewardship, as well as potential
legal ramifications for misuse or loss.

g. Require that personnel are properly trained to their level of functional responsibility.

h. Appoint, in writing, accountable property officers (APOs). Ensure that APOs:

(1) Establish and maintain an organization's accountable property records, systems, and
financial records, in connection with Government property, irrespective of whether the property
is in the individual's or DoD Component's possession. This includes the requirement for
maintaining a complete trail of all transactions, suitable for audit (see paragraph 2.c. of
Enclosure 3 of this Instruction), and the ability to implement and adhere to associated internal
controls. These responsibilities cannot be delegated.

(2) Post changes to the property records for all transactions as required (e.g., loan, loss,
damage, disposal, inventory adjustments, item modification, transfer, sale).

(3) Designate custodial areas within an accountable area and appoint property
custodians, in writing, for each custodial area designated.

(4) Monitor the acquisition, storage, utilization, transfer, and disposal of property.

(5) Properly and uniquely identify and mark property received and issued as appropriate.

(6) Issue custody receipts or similar documents for all property assigned to an individual
or organization.

(7) Evaluate culpability when property loss has been reported; report and recommend
appropriate action and assist in investigations, as required; process reports of survey and liability
investigations according to established procedures (see Chapter 7 of Volume 12 of Reference
(e)).

(8) Certify that property assigned to a unit or organization is properly inventoried;
perform a joint physical inventory (with the gaining organization) when transferring the
organization's property account; properly execute and sign the required documentation.

7 ENCLOSURE 2
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(9) Develop physical inventory plans and procedures, schedule physical inventories, and
assist in their completion, in accordance with section 11 of Enclosure 3 of this Instruction.

8 ENCLOSURE 2
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ENCLOSURE 3

PROCEDURES

1. ACCOUNTABILITY. Accountability of property shall:

a. Be established upon receipt, delivery, or acceptance.

b. Be enabled by item unique identification (IUID) for identification, tracking, and
management in accordance with DoDD 8320.03 (Reference (1)).

c. Be established and maintained using information technology. The use of automatic
identification technologies (AIT) to assist in property accountability is mandatory unless
demonstrably proven through cost benefit or other analysis that implementation would not be
practicable.

d. Not be compromised by virtue of its status within the (property) life cycle (e.g., excess,
obsolete or unserviceable, surplus) or physical location (e.g., loading platform, in-transit, in
theater).

e. Be maintained through accountable property records within an APSR.

2. ACCOUNTABLE PROPERTY RECORDS

a. Accountable property records shall be established in an APSR for all Government
property purchased, or otherwise obtained, having a unit acquisition cost of $5,000 or more;
property of any value that is controlled or managed at the item level; leased items (capital leases)
of any value; and assets that are sensitive or classified (see Table 61 of Volume 10 of DoD
4100.39-M (Reference (m)).

b. Accountable property records shall be kept current and reflect the current status, location,
and condition of the asset until authorized disposition of the property occurs. The property
records shall provide a complete trail of all transactions suitable for audit and will be the
authoritative source for validating the existence and completeness of an asset.

c. Documentation (original documents and/or hard or electronic copies of original
documentation) shall be maintained in a readily available location, during the applicable
retention period, to permit the validation of information pertaining to the item such as the
purchase cost, purchase date, and cost of improvements. Supporting documentation may
include, but is not limited to, purchase invoices or sales and procurement contracts and receiving
documents. In the event historical information is not available, the record should be
appropriately annotated. Records and supporting documentation shall be maintained in
accordance with DoD Directive 5015.2 (Reference (n)) and the DoD Component Records
Disposition Schedule.

9 ENCLOSURE 3
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d. At any point in time, an asset property record shall only be reported in a single APSR.

3. PROPERTY FURNISHED TO A THIRD PARTY. Although the Department of Defense
may not have physical custody, in order to maintain effective property accountability and for
financial reporting purposes, DoD Components shall establish and maintain records and
accountability for property (of any value) furnished to contractors as Government furnished
property (GFP). This requirement also includes property that is loaned to outside entities such as
Federal agencies, State and local governments, and foreign governments.

4. PROPERTY IN THE POSSESSION OF A THIRD PARTY (OUTSIDE THE
DEPARTMENT OF DEFENSE)

a. Third parties outside the Department of Defense (to include contractors) have stewardship
responsibility, consistent with the terms and conditions of the accountable contract or third party
agreement, for the Government property in their care. This includes DoD property loaned to
outside entities and GFP, for which DoD records are required under paragraph 2.a, of this
enclosure and contractor acquired property (CAP), for which the Department of Defense has
taken title but has not yet been delivered. Accountable property records shall not be established
for CAP until delivery to the Department of Defense has occurred.

b. Third party property management or accountability systems, such as custodial systems,
shall not supersede or replace the APSR or the accountable property records maintained by the
Department of Defense.

5. OTHER PROPERTY MANAGEMENT RECORDS. Accountable property records shall also
be established when management has determined that, notwithstanding its acquisition cost, an
item must be controlled and managed to protect against unauthorized use, disclosure, or loss; or
when otherwise required by law, policy, regulation, or agency direction. Examples include:

a. Information technology property such as desktops, laptops, and mobile computing
devices, including but not limited to mobile information storage devices ("thumb drives") and
auxiliary hard drives, regardless of cost, containing personally identifiable information (see
Office of Management and Budget (OMB) Memorandum M-06-19 (Reference (0)) and OMB
Memorandum M-06-16 (Reference (P))) or other sensitive agency information.

b. Pilferable property, i.e., designated by each DoD Component as especially subject to theft.

c. Property hazardous to public health, safety, or the environment; such property is typically
regulated by Federal or State environmental and safety laws.

d. Small arms. See Reference (g) for additional small arms management information.

e. Property designated as heritage assets.

10 ENCLOSURE 3
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f. Seized and confiscated property.

g. Property with national security implications.

h. Scrap, including records for managing scrap sales under qualified recycling programs.
See DoDI 4715.4 (Reference (q)) for additional information.

1. Property obtained via operating lease.

j. Property of any value that is controlled or managed at the item level not already covered
by Reference (g).

6. DATA ELEMENTS. The following data elements, at a minimum, are required of an APSR:

a. Name, part number and description (noun, nomenclature), model number, and national
stock number (NSN), if known.

b. Owner (both the accountable and custodial organization).

c. Status (e.g., active or inactive (retired), staged, stored, in-transit, transferred, declared
excess, awaiting disposal, disposed of).

d. Quantity (e.g., received, fabricated, issued, and on-hand) and unit of measure.

e. Genera11edger classification (e.g., military or general equipment, loaned, or leased, or a
means to apply business rules for making such a determination).

f. Value at full cost and depreciation information, if applicable; or original acquisition cost if
the property does not require capitalization.

g. Estimated usefu11ife (years or activity based for capitalized property).

h. Unique item identifier (UII) or DoD recognized IUID equivalent, if available and
necessary for unique identification.

i. Date placed in service.

J. Location.

k. Current condition. Information on supply condition codes is contained in Appendix 2.5 of
Reference (h).

1. Posting reference (e.g., receiving report number, contract, purchase order, or other
procurement identification number, invoice number).

11 ENCLOSURE 3
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m. Transaction type (e.g., received, accepted, inventoried, transferred, shipped, retired,
disposed).

n. Transaction date.

7. ACCOUNTING FOR PROPERTY IN-TRANSIT. Organizations shall retain accountability
for property they place in an in-transit status, until such time as the consignee formally
acknowledges receipt and acceptance (including resolution of shipping and other discrepancies).
DoD Components shall maintain accountability for property, including GFP, furnished to third
parties, in accordance with section 3 of this enclosure. Business rules for establishing receipt
and acceptance should be in writing between consignee and consignor. At a minimum,
procedures shall require records of:

a. Part number, NSN, serial number, UII, or DoD recognized IUID equivalent if available
and necessary for unique identification, nomenclature, quantity, and value of items shipped from
contractors or vendors for which title has passed to the Government.

b. Part number, NSN, serial number, UII, or DoD recognized IUID equivalent if available
and necessary for unique identification, nomenclature, quantity, and value of items shipped from
one organization to another organization, for which accountability is retained by the accountable
organization until receipt and acceptance by the consignee.

c. Part number, NSN, serial number, UII, or DoD recognized IUID equivalent if available
and necessary for unique identification, nomenclature, quantity, and value of items being moved
from one location to another location within an organization.

8. VALUATION. Property shall be capitalized at full cost. Property not requiring capitalization
shall be valued at acquisition cost. When acquisition cost is unknown, estimates based on the
latest cost of similar items (at the time of acquisition) should be used, or the latest cost of similar
items discounted for inflation since the time of acquisition. Such methods and/or sources, when
used, shall be applied consistently.

9. EXCESS AND FOREIGN EXCESS PERSONAL PROPERTY. Information on excess
property accountability and disposition is contained in DoD 4160.21-M (Reference (r)).

10. SCRAP. Scrap property should be accounted for by classification of type and quantitative
units of weight.

11. PHYSICAL INVENTORIES

12 ENCLOSURE 3
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a. General

(1) Properly planned and executed physical inventories and location surveys serve to
continuously improve accountable property record accuracy. However, the scheduling, type,
method, and scope ofthe physical inventory process depend largely on the Component's
management expectations. Such expectations include ensuring readiness, testing for existence
and completeness, maintaining internal controls, or meeting other mission objectives. Physical
inventories may take different forms, including wall-to-wall, cyclic, sampling, and "by
exception" methodologies (see paragraph (6) below).

(2) Physical inventory plans shall provide a schedule for completion of all physical
inventories and must include an awareness of an item's acquisition or replacement cost, security
classification, and its criticality. At a minimum, property shall be inventoried at least every 3
years; classified or sensitive property shall be inventoried at least annually in accordance with
DoD 5220.22-M (Reference (s)). Property loss shall be calculated by using the number of items
reported under procedures, such as reports of survey, set forth in Reference (e).

(3) A minimum 98 percent physical inventory accuracy rate (100 percent for classified or
sensitive property) shall be achieved and maintained. The parameters for inventory accuracy
shall be established in the inventory plan. Physical inventory results shall be measured by annual
loss and overage rates, in accordance with ASTM International E 2132-01 (Reference (t)).

(4) Sampling methods may be used, where appropriate, provided they achieve
statistically valid results. Such methods shall not be used for classified or sensitive property.

(5) Favorable physical inventory results do not eliminate the need for compliance with
internal controls and/or the need for continuous improvement. Internal controls and procedures
should be regularly evaluated for effectiveness and improvement.

(6) Inventory by exception may be authorized by the DoD Component APO. This type
of inventory uses actions or transactions, (e.g., move orders, maintenance actions, calibration
checks, usage logs (or flight logs)) where the items are "touched" by disinterested parties (i.e.,
persons without stewardship responsibilities), with supporting documentation directly associated
with an accountable asset. Toward the end of the inventory cycle, an inventory is then
performed on items not already inventoried by an action or transaction during the inventory
period. If applicable, these types of inventories must be documented as part of the inventory
plan and are subject to documented internal control procedures to ensure the validity of
accountable property records.

b. The concepts of preparation, physical count, and reconciliation, as defined in the
Glossary, apply to all types of physical inventories.

13 ENCLOSURE 3
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12. PROPERTY DISPOSITION. Property shall be disposed according to the policies
established in References (P) and (q).

13. INTERNAL CONTROLS. Internal controls shall be established and maintained according
to DoD Instruction 5010.40 (Reference (u)).

14 ENCLOSURE 3
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GLOSSARY

PART 1. ABBREVIATIONS AND ACRONYMS

AIT

APO

APSR

CAP

DoDD

DoDI

EMPM

GFP

IUID

NSN

PP&E

UII

U.S.C.

USD(AT&L)

automatic identification technologies

accountable property officer

accountable property system of record

contractor acquired property

Department of Defense Directive

Department of Defense Instruction

Equipment Management Process Maturity

Government furnished property

item unique identification

national stock number

property, plant, and equipment

unique item identifier

United States Code

Under Secretary of Defense for Acquisition, Technology, and Logistics

PART II. DEFINITIONS

These terms and their definitions are for the purpose of this Instruction.

acceptance. A formal certification that the goods or services have been received and that they
conform to the terms of the contract.
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accountability. The obligation imposed by law, lawful order, or regulation, accepted by an
organization or person for keeping accurate records, to ensure control of property, documents or
funds, with or without physical possession. The obligation, in this context, refers to the fiduciary
duties, responsibilities, and obligations necessary for protecting the public interest; however, it
does not necessarily impose personal liability upon an organization or person.

accountable property. Property that meets accountability requirements. This property is
recorded in the APSR.

APO. An individual who, based on his or her training, knowledge, and experience in property
management, accountability and control procedures, is appointed by proper authority to establish
and maintain an organization's accountable property records, systems, and/or financial records,
in connection with Government property, irrespective of whether the property is in the
individual's possession. Comparable terms include: Army -- Supply Support Accountable
Officer/Property Book Officer; Navy -- Personal Property Manager; Air Force -- Accountable
Officer/Chief of Supply/Chief of Material Management; Marine Corps -- Accountable Officer;
Defense Logistics Agency -- Accountable Property Officer.

accountable property record. The record contained within the APSR.

APSR. The Government system used to control and manage accountable property records; a
subset of existing organizational processes related to the lifecycle management of property; the
system that is integrated with the core financial system.

acquisition

The act of acquiring.

Acquiring hardware, supplies, or services through purchase, lease, or other means, including
transfer or fabrication, whether the supplies or services are already in existence or must be
created, developed, demonstrated, and evaluated. Also, acquiring by contract with appropriated
funds of supplies or services.

acquisition cost. The amount, net of both trade and cash discounts, paid for the property, plus
transportation costs and other ancillary costs. See "full cost."

administrative property. A subcategory of personal property, used for grouping property that is
operationally distinct from military and other equipment. Administrative property is typically
less than mission critical. Examples include: desktop computers and peripherals, furniture, and
office equipment.

AlT. The family of technologies that improves the accuracy, efficiency, and timeliness of
material identification and data collection. AIT media and devices include, but are not limited
to, linear and two-dimensional bar code symbols and their readers; magnetic stripe cards;
integrated cards, (i.e., smart cards; optical memory cards); radio frequency identification (active
and passive); contact memory-button devices; and magnetic storage media.
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CAP. Any property acquired, fabricated, or otherwise provided by the contractor for performing
a contract, and to which the Government has title. CAP that is subsequently delivered and
accepted by the Government for use on the same or another contract is considered GFP. See
"GFP."

capitalize. To record and carry forward into one or more future periods any expenditure the
benefits from which will then be realized.

capital lease. Leases that transfer substantially all the benefits and risks of ownership to the
lessee. If at its inception, a lease meets one or more of the following criteria, the lease is
considered a capital lease:

The lease transfers ownership of the property to the lessee by the end of the lease term.

The lease contains an option to purchase the leased property at a bargain price.

The lease term (non-cancelable portion, plus all periods, if any, representing renewals or
extensions that can reasonably be expected to be taken) is equal to than 75 percent of the
estimated economic life of the leased property.

The present value of rental and other minimum lease payments, excluding that portion of the
payments representing executory cost, equals or exce~ds 90 percent of the fair value of the leased
property. See Volume 4, Chapter 6, of Reference (e).

contract. Any enforceable agreement, including rental and lease agreements and purchase
orders, between an agency and a business concern for the acquisition of property or services.

controlled inventory items. Property with characteristics that may require them to be identified,
accounted for, secured, segregated, or handled in a special manner to ensure their safekeeping
and integrity. See Reference (g) and Table 61, Volume 10 of Reference (m). Controlled
inventory items include (in descending order of the degree of control normally exercised):

classified items. Property requiring protection in the interest of national security.

sensitive items. Property requiring a high degree of protection and control due to statutory
requirements or regulations (e.g., narcotics and drugs, precious metals, high value or highly
technical assets, hazardous assets, or small arms, ammunition, explosives, and demolition
material).

pilferable items. Property that has a ready resale value or application to personal possession
and that are, therefore, especially subject to theft.

custodial area. A segment of the accountable area (e.g., a ward in a hospital, a division in an
organization, within an accountable area); there may be as many custodial areas and officers as
are required to execute effective property management. See "property custodian."
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equipment. Personal property that is functionally complete for its intended purpose, durable, and
nonexpendable. Equipment generally has an expected service life of 2 years or more; is not
intended for sale; does not ordinarily lose its identity or become a component part of another
article when put into use; has been acquired or constructed with the intention of being used.

full cost. A baseline value that includes all (material) costs incurred to acquire and bring the
property to a form and location suitable for its intended use and, as applicable, depreciated over
its useful life. See paragraph 8 of Enclosure 3.

GFP. Property in the possession of, or directly acquired by, the Government and subsequently
furnished to the contractor (includes sub-contractors and alternate locations) for performance of a
contract. See "CAP."

heritage assets. Property, plant, and equipment (PP&E) of historical, natural, cultural,
educational or artistic significance (e.g., aesthetic); or with significant architectural
characteristics. Heritage assets are expected to be preserved. Heritage assets consist of items
whose physical properties resemble those of general PP&E and are traditionally capitalized in
commercial-type financial statements. The nature of these items, however, differ from general
PP&E in that their values may be indeterminable or may have little financial meaning (e.g.,
museum collections, monuments, assets acquired in the formation of the nation), or that
allocating the cost of such assets (e.g., military weapons systems) to accounting periods that
benefit from the ownership of such assets is not meaningful.

internal controls. The plan of an organization and all its methods and measures adopted within
an organization to safeguard its assets, check the accuracy and reliability of its data, promote
operational efficiency, and encourage adherence to prescribed managerial policies.

inventory adjustments. Changes made to the accountable property record when the record and a
physical count do not agree. All such changes require specific approval and documentation to
support the adjustment, normally to include the results of reconciliation efforts to determine and
resolve the cause of such disagreement, or a completed evaluation and investigation for lost,
damaged, destroyed, or stolen property.

NSN. The term used for the 13-digit stock number consisting of the four-digit Federal Supply
Class and the nine-digit National Item Identification Number. Each NSN is assigned to identify
an item of supply and equipment within the material management functions. Only one NSN is
assigned to an item. See Reference (g) for additional information.

operating lease. A lease that is not a capital lease. An agreement conveying the right to use
property for a limited time in exchange for periodic rental payments.

personal property. All property (systems and equipment, materials, and supplies) except real
property (land and improvements to facilities), and records of the Federal Government.
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personally identifiable information. Any information about an individual maintained by an
agency, including, but not limited to, education, financial transactions, medical history, and
criminal or employment history and information which can be used to distinguish or trace an
individual's identity, such as their name, social security number, date and place of birth, mother's
maiden name, biometric records, etc., including any other personal information which is linked
or linkable to an individual.

physical count. The process of physically counting the item(s) in order to verify the accountable
property record's posted balance. Physical counts may be performed using AlT.

physical inventory. The verification of property existence, accountable property record
completion, location, and quantity. The process may also involve verifying additional
information, performing reconciliations, and modifying the accountable property records. Also
see ASTM International E-2135-01 (Reference (v».

pilferable property. See controlled inventory items.

preparation. The process of preparing records and training of personnel to perform the physical
count.

property. All references to property contained herein include equipment, military equipment,
and other accountable property (e.g., administrative property, special tools, special test
equipment). Other types ofpersonal property, such as supplies, material, and records, are not
included unless expressly stated as being included.

property custodian. An individual appointed by the APO, who accepts custodial responsibility
for property, typically by signing a hand-receipt. The property custodian is directly responsible
for the physical custody of accountable property under their control. See "custodial area."

property loss. Unintended, unforeseen, or accidental loss, damage or destruction to Government
property that reduces the Government's expected economic benefits of the property. Loss does
not include purposeful destructive testing, obsolescence, normal wear and tear, or manufacturing
defects. Loss includes, but is not limited to:

Items that cannot be found after a reasonable search;

Theft;

Damage resulting in unexpected harm to property requiring repair to restore the item to
usable condition; or

Destruction resulting from incidents that render the item useless for its intended purpose or
beyond economical repair.

property management. A monitoring and control function, charged with assuring that
organization processes related to the lifecycle of property support organization objectives,
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represent sound business practice, and are compliant with applicable standards, policies,
regulations, and contractual requirements. Also, the system of acquiring, maintaining, using and
disposing of the personal property of an organization or entity.

receipt. A transmission or other acknowledgment made by a receiving entity to indicate that a
message, good, or service has been satisfactorily received. Receipt is often denoted by signing a
situation specific form, such as DD 250, DD 1149, or DD 1348-1.

reconciliation. The process of aligning the physical count with the quantity posted to the
accountable property records, researching discrepancies, and determining inventory accuracy,
i.e., calculation of loss or overage rates.
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OFFICE OF THE SECRETARY OF DEFENSE
19!50 DEFENSE PENTAGON

WASHINGTON. DC 20301-19150

JUN C 5 2009
ADMINISTRATION AND

MANAGEMENT

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DEPUTY CHIEF MANAGEMENT OFFICER
COMMANDERS OF THE COMBATANT COMMANDS
ASSISTANT SECRETARIES OF DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRECTOR. NET ASSESSMENT
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Safeguarding Against and Responding to the Breach of Personally
Identifiable Information (PH)

The Department of Defense (000) has a continuing affirmative responsibility to
safeguard PH in its possession and to prevent its theft, loss. or compromise. It is essential
that all DoD personnel, to include contractors and business partners, ensure their actions
do not contribute to, nor result in, a compromise occurring if the Department is to retain
the trust of those individuals on whom information is maintained. Please find attached
the established guidance as reminder of our statutory obligations related to PII.

The Office of Management and Budget (OMB) issued guidelines in the OMB
Memorandum M-07-16, (http://wv.·''....whitehousc.gov/omb/mcmoranda/f'v2007/m07
16.pdf). They are intended to augment, and thereby strengthen, existing agency programs.

My point of contact is Mr. Samuel P. Jenkins, Director, Defense Privacy Office.
who can be contacted at (703) 607-2943 or email atsam.jcnkinsl(iJosd.mil.

L~c:.:;2__
Michael L. Rhodes
Department of Defense Senior Privacy Official

Attachment:
As stated
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Policy on Safeguarding Personally Identifiable Information and Breach Notification

The Department ofDefemie (DoD), through the requirements provided in this attachment,
hereby establishes new privacy policyfor the Department. These policies are intended to strengthen
existing standards for the protection ofpersonally identifiable information while at the same time
improving the decision malcing process relative to breach notification andreporting.

Part I. Def"mitioos.

Current DoD Policy:

A. Personally Identifiable Information (PII), as set forth in DoD Directive 5400.11, para E2.e
and DoD 5400.1 l-R, para DL1.14, is defined as follows:

"Personal Information. Information about an individual that identifies, links, relates, or is
unique to, or describes him or her, e.g., a Social Security Number; age; military rank; civilian grade;
marital status; race; salary; home/office phone numbers; other demographic, biometric, personnel,
medical, and financial information, etc. Such information is also known as personally identifiable
information (i.e., information which can be used to distinguish or trace an individual's identity, such as
their name, Social Security Number, date and place of birth, mother's maiden name, and biometric
records, including any other personal information which is linked or linkable to a specified
individual)...

A number of the elements included in the above definition ofPII are public information subject
to release under the Freedom of Information Act and DoD 5400.7-R, DoD Freedom of Information Act
Program, e.g., name, civilian grade, and salary. Other elements are For Official Use Only, but are
commonly shared in the work environment, e.g., name, business phone, military rank. As such,
releases ofthese items of information, in general, do not constitute a breach. In situations where name
or other unique identifier is listed alone, the context in which the name or other unique identifier is
listed must be considered and a determination of the risk (or harm) must be conducted to determine if
(a) a breach has occurred. and (b) whether notification is required. For example, a general support
office rolodex contains personally identifiable information (name, phone number, etc.) likely would
not be considered sensitive if it were breached. However, the same information in a database of
patients at a clinic which treats contagious disease likely would be considered sensitive information. In
situations where this personal information is linked with a name, Social Security Number and other
identifiers and direct identification is possible, a determination of the risk (or harm) must be conducted
to determine ifnotification is required. The evaluation of risk and harm in relationship to the data
elements involved and their context are discussed in Appendix A and Table 1.

B. DoD 5400.11-R defines "lost, stolen or compromised information," otherwise termed a
breach" as follows:

"Actual or possible loss of control, unauthorized disclosure, or unauthorized access ofpersonal
information where persons other than authorized users gain access or potential access to such



information for an other than authorized purposes where one or more individuals will be adversely
affected. Such incidents also are known as breaches."

New OMB Requirements:

OMB defines a "breach" as follows:

"A loss ofcontrol, compromise, unauthorized disclosure, unauthorized acquisition,
unauthorized access, or any similar tenn referring to situations where persons other than authorized
users and for an other than authorized purpose have access or potential access to personally identifiable
infonnation, whether physical or electronic."

OMB also stresses that "agencies should bear in mind that notification ofa breach when there is
little or no risk ofharm might create unnecessary concern and confusion. Adverse affect, or risk of
harm, is implicitly part of the OMB concept ofbreach and will be maintained in the DoD definition of
breach.

New DoD Policy:

DoD Components are to utilize the factors outlined in Appendix A and Table 1, or other
approved methodology, to make determinations ofrisk of harm associated with a breach (loss, theft or
compromise) ofPII.
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Part II. TraiDing.

Curreat DoD Policy:

DoD Directive 5400.11, para 5.4.3, provides that the Secretaries ofthe Military Departments
and the Heads ofDoD Components shall:

"Conduct training, consistent with the requirements of the Privacy' Act, the provisions ofthe
DoD Directive 5400. JJ and DoD 5400.11-R for personnel assigned, employed. and detailed. including
contractor personnel and individuals having primary responsibility for implementing the DoD Privacy
Program."

DoD 54oo.11-R, Chapter 7. outlines such training requirements, to include:

Para C7.3.l "The training shall include information regarding information privacy laws,
regulations, policies and procedures governing the Department's collection, maintenance, use, or
dissemination ofpersonal information. The objective is to establish a culture ofsensitivity to, and
knowledge about, privacy issues involving individuals throughout the Department";

Para C7.3.3 "Include Privacy Act training in other courses of training when appropriate. Stress
individual responsibility and advise individuals of their rights and responsibilities under this
Regulation to ensure that it is understood that, where personally identifiable information is involved,
individuals should handle and treat the information as ifitwas their own"; and

Para C7.4.3 "Components shall conduct training as frequently as believed necessary so that
personnel who are responsible for or are in receipt of information protected by the [Privacy Act] are
sensitive to the requirements of this Regulation, especially the access, use, and dissemination
restrictions. Components shall give consideration to whether annual training and/or annual certification
should be mandated for all or specified personnel whose duties and responsibilities require daily
interaction with personally identifiable information".

New OMB Requirements:

A. OMB now requires that agencies initially train employees and managers on their privacy
and security responsibilities before such personnel are authorized access to agency information and
information systems.

). Though DoD 5400.) l-R para C7.3.2.1. and C7.3.2.2 currently require orientation
and specialized training be conducted, it does not provide that training will be a
prerequisite before an employee or manager is permitted to access DoD systems.

2. OMB Training Guidelines. OMB requires that agencies instruct their personnel on
their roles and responsibilities for collecting, maintaining, and disseminating Privacy

Act information; on agency rules and procedures for implementing the Privacy Act; and
on penalties for failing to comply with these requirements. Training programs can be
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conducted formally (e.g., official classeslseminars/briefings) or informally (on-the-job
training).

3. OMB requires annual refresher training be provided to ensure that the employee
and manager, as well as contractor personnel, continue to understand their
responsibilities. OMB further requires that all personnel with authorized access to
personally identifiable information (managers, employees, contractors) annual sign a
document clearly describing their responsibilities acknowledging their understanding.

New DoD Policy:

A. The new DoD policy shall be that (I) training and communication related to privacy
and security must be job specific and commensurate with an individual's responsibilities;
(2) training will be a prerequisite before an employee, manager, or contractor is permitted
to access DoD systems; and (3) such training is now mandatory for affected DoD military
personnel, employees and managers, and shall include contractors and business partners.

B. To meet these training requirements, DoD components shall ensure their personnel receive
Privacy Act training, as follows:

Orientation Training. Training that provides individuals with a basic understanding
of the requirements of the Privacy Act as it applies to the individual's job
performance. The training shall be provided to personnel, as appropriate, and
should be a prerequisite to all other levels of training.

Specialized Training. Training that provides information as to the application of
specific provisions ofthis instruction to specialized areas ofjob performance.
Personnel ofparticular concern include, but are not limited to personnel specialists,
finance officers, special investigators, paperwork managers, public affairs officials,
IT professionals, and any other personnel responsible for implementing or carrying
out functions under this instruction.

Management Training. Training that provides managers and decision makers
considerations that they should take into account when making management
decisions regarding the PA Program.

Privacy Act Systems of Records Training. Ensure all individuals who work with a
Privacy Act system of records are trained on the provisions of the Privacy Act
systems of records notice and this instruction. Stress individual responsibilities and
advise individuals of their rights and responsibilities under this instruction.

C. Annual refresher training shall be provided to ensure employees and managers, as well as
contractor personnel, continue to understand their responsibilities. All personnel with authorized
access to personally identifiable information (managers, employees, contractors) shall annually sign a
document clearly describing their responsibilities acknowledging their understanding. The
certification to acknowledge awareness ofresponsibilities shall also be used to document initial
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training completion prior to granting access. FoUow-on annual certification shall be executed at the
completion ofannual refresher training. It shall be retained either in the DoD Component's central
electronic personnel record system or in the office to which the employee is assigned or. where
contfa(:tor personnel are involved, the appropriate office of the DoD Component supported by the
contract. If contractor employees access DoD personally identifiable information from remote sites. the
office or component supported shall document and maintain these certificates. The certifications
(example p. 6) shall be subject to inspection during reviews by DoD Component Privacy Officials or
000 Component's Inspectors General.

D. OMB acknowledges that the DoD, among other agencies, offer a minimum baseline of
security awareness training as part of the Information Systems Security Line of Business. It is a
change in DoD policy that DoD Components shall examine such training. and if not already included,
shall expand their training materials and program to include specific privacy and secwity awareness
segments to their privacy and secwity training program(s) as above. Training shall include rules of
behavior and consequences when rules are not followed. Additional or advanced training should be
provided commensurate with increased responsibilities or change in duties. DoD Components are
encouraged to adopt the promotion ofprivacy and secwity responsibility awareness through use of
daily or periodic tips, reminder messages and incentives for reporting risks. DoD Component Privacy
Officials shall be consulted in the development of such training and reminders.
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Certification of Initial/Annual Refresher Training

The certification may read as follows:

"This is to c~ttify tltllt 1 hllve T~c~;ved inititllllllllllUll T~/Teshu ".millg Oil myprivtu:y IIIId uclUlty
respouibilities. llUldentlllld thllt 1 111ft respDuibie/M sll/eglltudillgpersOlltdly id~ntifUlbie

in/oTllultum t1rflllllUl,Y IIt1W! access to lncidem to pufoTllling official dillies. 1 also IUId~rstlllld t1rflll
may be slIbject to disciplinary aetlonlorfallun to properly safegllardpersontllly itkntijillble
in/ormtltUm,/or improperly lISillg or disclosing slIch in/omuztion, lind/or/lIillln to report 1liiy
""OWII or suspected loss or tll~ IInlluthorized disclosllTe ofSlICh illjormatioll. "

(Signature)

(Date)
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Part III. Review of Penonaltv Identifiable Information (PIn Holdings.

Current DoD POUe)':

It is DoD Policy to comply with OMB Circular A-BO, Appendix I, para 3.a. (8) which requires
agencies to:

Biennially review each Privacy Act system of records notices to ensure that it accurately
describes the system of records.

Unless components have claimed an exemption for a specific Privacy Act system of records,
this review necessarily includes a determination whether the records contained in the system are
accurate, relevant, timely, and complete.

Agencies review all systems that contain Pll, whether or not they qualify as Privacy Act system
of records, for purposes ofdetermining whether such records are accurate. relevant, timely, and
complete.

New OMB Requirements:

OMB directs that agencies develop specific implementation plans and progress updates
regarding the review of PH Holdings and to incorporate them into the agency's annual Federal
Information Security Management Act (FISMA) Privacy Report.

Upon following this initial review, OMB also directs that agencies develop and make public a
schedule by which they will periodically update the review of their holdings.

New 000 Poliey:

As part of this year's instructions for FISMA privacy reporting, DoD Components will be
required to:

- Confirm that they have established, or are in the process of establishing, PH
review plans;

- Provide a schedule by which they will periodically update their review of
their holdings following the initial review.

A. It shall be DoD policy that the DoD Information Technology Portfolio Repository (D1TPR)
identifies all Components' automated systems containing PII. DoD Component Privacy Officials and
DoD Component CIOs must coordinate for purposes of identifying Information Owners (as defined by
the National Information Assurance (IA) Glossary, CNSS Instruction No. 4009, Revised June 2006) to
ensure that the PH holdings for each system, whether or not subject to the Privacy Act, are accurate,
relevant, timely, and complete except where, as pursuant to a Privacy Act exemption rule, this standard

7



need not be met. For DoD Components' non-automated systems, the DoD Components' inventory of
Privacy Act system ofrecords notices shall be reviewed in the same manner.

B. It shall be 000 policy that the Periodic updates required by OMB should be designed so that
(I) IT systems containing PH shall be reviewed on the same annual cycle as required by Policy 4.8 of
the Interim Department of Defense (000) Certification and Accreditation (C&A) Process Guidance
(DlACAP), dated July 6,2006; and (2) Privacy Act system of records notices shall be reviewed at least
once every two years.

C. DoD Components shall report the results of the review of the systems, processes and
holdings annually to the Defense Privacy Office on the established schedule for annual FISMA
reporting.

DoD Directive 5400.11 and DoD 5400.11-R will be revised to address FISMA reporting, the
requirement for the periodic review of PH holdings and efforts to reduce the use ofSocial Security
Numbers, etc.
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Part IV. lotideot Reporting and Handling Requirements.

A. Agency Reporting Requirements

Current DoD Policy:

DoD S4OO.11-R, para C 10.6, sets forth the current DoD reporting requirements when there is
breach of PlI. Reporting of incidents is required when there is a loss, theft, or compromise
of PH (i.e., a breach).

All breaches shall continue to be reported to US-CERT within one hour of discovering that a
breach of PH has occurred, to the Senior DoD Component Official for Privacy within 24 hours, and the
Defense Privacy Office within 48 Hours for use in further reporting.

New OMB Requirements:

OMB requires that issuing banks be notified ifa breach occurs involving government
authorized credit cards.

Breaches subject to reporting and notification include both electronic systems and paper
documents.

New DoD Policy:

000 Component Privacy Officials are to ensure notification to their Component Head
coincides with notification to the Defense Privacy Office.

Component's sball ensure that their reporting procedures are updated to include notification to
banks when the breach involves the loss, theft, or otherwise compromise of government credit cards
issued by a bank.

Reporting and Notifications will include breaches involving both electronic and paper
documents.

B. External Breach Notification Requirements

Current DoD Policy:

000 5400.11-R, para C 1.5, sets forth the current DoD external notification policy when there
is a breach ofPII. Except to the extent modified below, the current policy continues in effect.
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New OMB Requirements:

The OMB requires that an agency's notification policy should consist ofa number ofelements
and considerations some ofwhicb are addrased in the current DoD policy. OMB bas introduced the
requirement to evaluate the risk ofhanD associated with a breach.

Whether breach notification is required? The OMB guidance provides that a detennination
should only be made to notify after an assessment has been made as to the risk of harm and the level of
risk that results from the loss, theft, or compromise of the data.

In general. the risk ofharm to the individual is higher the greater the sensitivity of the data
involved. For example, a name associated with a Social Security Number poses a higher risk and
potential harm to the individual than a name associated with a subscription list. In effect, a name in one
context may be less sensitive than a name in another context. Therefore, in evaluating the risk of
hann. consider the data elements in light of their context and the potential harm that could result if the
infonnation was used in an unlawful manner. Also. loss or exposure ofdata to unauthorized personnel
may not be a breach requiring notification if the information is properly protected through coding or
encryption.

The level of risk will depend on the manner ofthe actual or suspected breach and the nature of
the information involved. A theft ofa laptop may be but a target of opportunity where the thief intends
to sell the laptop without regard for any information it might hold, but a penetration ofa protected IT
system may be an intentional effort on the part of the hac:kers to steal infonnation for unauthorized
purposes.

New DoD Policy:

It shall be DoD policy that when making the detennination ofwhether notification of breach is
required. the DoD Component will assess the likely risk ofhann caused by the breached infonnation
and then assess the relative likelihood ofthe risk occurring (risk level).

There are five factors that the DoD Component's will consider to assess the likely risk ofhann
(see Appendix A). The DoD Component will consider a wide range ofharms, such as harm to
reputation and the potential for harassment or prejudice, particularly when health or financial benefits
information is involved in the breach. The DoD Component will bear in mind that notification when
there is little or no risk of hanD might create unnecessary concern and confusion. The DoD
Component will document its rationale and the resulting "Risk Level" for not providing a notification
if the risk assessment determines notification is not required. A DoD Privacy Risk Level Table is
attached. Any Service or Component wishing to propose a more rigorous, alternative Risk Level Table
or methodology must submit it for approval to the Defense Privacy Office.
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C. Timeliness of the Notification.

Current DoD Policy:

It shall continue to be DoD policy that notification shall be made as soon as possible, but not
later than 10 working days after the loss, theft, or compromise is discovered and the identities of the
individuals ascertained, but that notification may be delayed for good cause (e.g., law enforcement
authorities request delayed notification as immediate notification will jeopardize investigative efforts).
When notification is not made within the 10 day period, the DoD Components shall infonn the Deputy
Secretary ofDefense why notice was not provided within the 10 day period. (The OMB guidance
states that agencies should provide notification without unreasonable delay, but consistent with the
needs of law enforcement and national security.)

D. Source of the Notification.

Current DoD Policy:

The Deputy Secretary of Defense has designated the Director of Administration and
Management as the DoD Senior Privacy Official responsible for discharging those responsibilities and
duties associated with the Defense Privacy Program (DoDD 5400.11).

New OMB Requirements:

The OMB guidance provides that the notification should be made by the Agency Head or a Senior
level individual designated in writing to demonstrate that the breach has the attention of the senior
leadership.

New DoD Policy:

It shall be 000 policy that notifications shall be made by the Head of the DoD Component or a
senior-level individual who is in the chain of command for the organization where the loss, theft, or
compromise occurred.

E. Contents of the Notification.

Current DoD Policy:

DoD 5400.11-R, para C1.5 and Appendix 2, establish requirements for notification of
individuals when information is lost, stolen or compromised. The current DoD policy reflects many of
the required elements, but not all (000 5400.11-R, para C 1.5).
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New OMB RequiremeDts:

The notification should be provided in writing and should be concise, conspicuous, and in plain
language. The notice should include the following elements:

- a briefdescription of what happened, including the date(s) of the breach and of its discovery;

-- to the extent possible, a description of the types of personal infonnation involved in the
breach (e.g., full name, Social Security Number, date ofbirth, home address, account number,
disability code, etc.);

- a statement whether the infonnation was encrypted or protected by other means if it is
determined that such infonnation would be beneficial and would not compromise the security
of the system;

-- what steps individuals should take to protect themselves from potential hann, if any;

-- what the agency is doing to investigate the breach, to mitigate losses, and to protect against
further breaches, and

- who affected individuals should contact at the agency for more information, including a
phone number, either direct or toll-free, email address, and postal address.

F. Means ofProviding Notification.

New DoD Poliey:

It shall be DoD Policy that notifications to individuals continue to comply with the requirement
of DoD 5400.11-R and include the new elements provided in the new OMB requirements.

New OMB RequiremeDt:

The new OMB requirement specifies notification by frrst-class mail as the primary means
notification is accomplished. OMB recognizes that other means, such as telephone, email, and
substitute notice, etc., may also be employed depending on the number of individuals affected, what
contact infonnation is available, and the urgency associated with a particular breach. OMB guidance
further provides that, when effecting notification by mail, the front of the envelope should be labeled to
alert the recipient to the importance of its contents, e.g., "Data Breach Infonnation Enclosed" and that
the envelope is marked with the identify of the DoD Component that suffered the breach.

OMB further notes that other government-wide services, such as USA Services, including toll
free number of 1-800-Fedinfor and www.USA.gov, are already in place to provide support services as
needed.

12
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New DoD Policy:

It shall be 000 policy that the preferred method of notifications will be made by first-class
mail, but that other means are acceptable if the 000 Component making the notification detennines
that another means is preferable and is reasonably assured that the affected individuals will be
contacted. It also shall be DoD policy that a follow-up written notification will be given when
telephonic notification is effected. It further shall be 000 policy that the envelope will be marked as
provided by the OMB guidance.

It shall continue to be DoD policy that a generalized (substitute) notice be given to the
potentially impacted population by whatever means the DoD Component believes is most likely to
reach the impacted individuals if the DoD Component cannot readily identify the affected individuals
or will not be able to reach the individuals (000 S400.11-R, para Cl.5).

G. Who Receives Notification.

New OMB Requirement:

The OMB guidance provides, appropriately so, that the first consideration is to notify the
affected individual, but that further consideration should be given to notifying possible other third
parties, such as the media, when failure to do so may possibly erode public trust.

New DoD Policy:

It shall be DoD policy that media notifications be promptly prepared in cases where the breach
is significant (i.e., impacting thousands of individuals, the PII is highly sensitive) and the risks and
potential for hann to the individuals involved as a result of the breach are greater than the risks and
potential for hann to the investigation as a result ofpublic disclosure of the breach. The actions taken
to inform the media are necessary to preserve the public's trust. Early preparation ensures the DoD
Components can readily respond to a media inquiry or when determined necessary, release infonnation
to media organizations.

DoD Components are responsible for establishing a protocol to determine when a public affairs
release on a breach should be made. The Heads of DoD Components will make the determination to
release the public announcement.

13



APPENDIX A

Identity Theft Risk Analysis

Five factors to consider when assessing the likelihood of risk and/or hanD:

1. Nature of the Data Elements Breached. The nature of the data elements compromised is a key factor
to consider in determining when and how notification should be provided to affected individuals. For
example, theft ofa database containing individuals' names in conjunction with Social Security
Numbers, and/or dates of birth may pose a high level of risk of hanD, while 8 theft ofa database
containing only the names of individuals may pose a lower risk, depending on its context.

It is difficult to characterize data elements as creating a low, moderate, or high risk simply
based on the type of data because the sensitivity of the data element is contextual. A name in one
context may be less sensitive than in another context. In assessing the levels of risk and harm. consider
the data element(s) in light oftheir context and the broad range of potential banns flowing from their
disclosure to unauthorized individuals.

2. Number of Individuals Affected. The magnitude of the number of affected individuals may dictate
the methodes) you choose for providing notification, but should not be the only determining factor for
whether an agency should provide notification.

3. Likelihood the Infoanation is Accessible and Usable. Upon learning ofa breach, agencies should
assess the likelihood personally identiftable information will be or has been used by unauthorized
individuals. An increased risk that the information will be used by unauthorized individuals should
influence the agency's decision to provide notification.

Depending upon a number of physical, technological, and procedural safeguards employed by the
agency, the fact the information has been lost or stolen does not necessarily mean it has been or can be
accessed by unauthorized individuals. If the information is properly protected by encryption, for
example, the risk ofcompromise may be low to non-existent. In this context, proper protection means
encryption has been validated by National Institute ofStandards & Technology (NISn.

Agencies will first need to assess whether the breach involving personally identifiable
information is at a low, moderate, or high risk of being used by unauthorized persons to cause harm to
an individual or group of individuals. The assessment should be guided by NIST security standards and
guidance. Other considerations may include the likelihood any unauthorized individual will know the
value of the information and either use or sell the information to others.

4. Likelihood the Breach May Lead to Harm.

Broad Reqch arPo/entia/ Harm. The Privacy Act requires agencies to protect against any
anticipated threats or hazards to the security or integrity of records which could result in "substantial
hann, embarrassment, inconvenience, or unfairness to any individual on whom information is
maintained." Additionally, agencies should consider a number of possible harms associated with the
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loss or compromise of information. Such harms may include the effect of a breach of confidentiality or
fiduciary responsibility, the potential for blackmail, the disclosure of private facts, mental pain and
emotional distress, the disclosure ofaddress information for victims ofabuse, the potential for
secondary uses ofthe information which could result in fear or uncertainty, or the unwarranted
exposure leading to humiliation or loss of self-esteem.

Li!celihood Harm Will Occur. The likelihood a breach may result in harm will depend on the
manner of the actual or suspected breach and the type(s) ofdata involved in the incident. Social
Security Numbers and account information are useful to committing identity theft, as are date of birth,
pasSwords, and mother's maiden name. If the information involved, however. is a name and address or
other personally identifYing information, the loss may also pose a significant risk ofbann if, for
example, it appears on a list of recipients patients at a clinic for treatment of a contagious disease.

In considering whether the loss of information could result in identity theft or fraud, agencies
should consult guidance from the Identity Theft Task Force found at
(whitehouse.gov/omblmernorandalfy2006/taskJorce_theft_memo.pdf).

S. Abilitv of the AaeO£Y to Mitigate the Risk of Harm. Within an information system. the risk ofharm
will depend on how the agency is able to mitigate further compromise ofthe system(s) affected by a
breach. In addition to containing the breach, appropriate countermeasures, such as monitoring
system(s) for misuse of the personal information and patterns ofsuspicious behavior, should be taken.
Such mitigation may not prevent the use of the personal information for identity theft, but it can limit
the associated harm. Some harm may be more difficult to mitigate than others, particularly where the
potential injury is more individualized and may be difficult to determine.
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Table 1. Risk Assessment Model

No. Faclor Risk C8IIlIDe8ts:
oa-iIIatioe AU breaches of PII, whether lICtual or suspected. require notification to

U5-CERT
I 11\\: 1.,,,\ and risklbann determinations and the decision whether

notification of individuals is made. rest with the Head ofthe DoD
lfigb: Component wbete the breach occurred

,\11 det,opia.!ios' of hjgh risk or h.rm require aotjflS.tiun.

I. What is the nature of
the data elements
breached? What PII
was involved?
a. Name only Low Consideration needs to be given to unique names; those wbete one or only

a few in the population rnay have or those that could readily identify an
individual i.e.• public figure

b. Name plus I or Moderate AdditionaJ identifiers include date and place ofbirth. mother's maiden
more personal name. biometric record and any other information that can be linked or is
idcntif_ (not SSN, linkable to an individual
Medical or Financial)
c.SSN HitdI
d. Name plus SSN Hiah
e. Name plus Medical High
or Financial data

2. Number of The number of individuals involved is a determining factor in bow
Individuals Affected notiflC8tions an: made. not whether they an: made

3. What is the
likelihood the
iDformation is
accessible and
usable? What level of
protection applied to
this information?
a. Encryption (FJPS Low
140-2)
b. Password ModeratelHigh ModeratelHigh determined in relationship to category ofdata in No. I

c. None Hiah
4. Likelihood the HighlModerateiLow Determining likelihood depends on the manner of the breach and the

Breach May Lead to type(s) ofdata involved
Harm

S. Ability of the Agene:)'
to Mitigate the Risk
ofHarm
a. Loss High Evidence exists that PII has been lost no longer under DoD control

b. Theft High E"idence shows that PII has been stolen and could possibly be used to
commit ID theft?

c. COlDIII'OIIIise
(I) Compromise Low No C'-idence ofmalicious intent

wll DoD control High E"'idcnce or possibility of malicious intent

(2) Compromise High Possibility that PU could be used with malicious intent or to commit 10
beyond DoD comrol theft

DoD Components are to. thoroughly document the circumstances ofail breaches ofP/I and the decisions made relative to the factors
above in reaching their decision to notify or not notify individuals.
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DIRECTIVE

NUMBER 8320.03
March 23, 2007

USD(AT&L)/USD(P&R)

SUBJECT: Unique Identification (UID) Standards for a Net-Centric Department of Defense

References: (a) Strategic Planning Guidance (SPG) FY 2006-2011, March 2004 1

(b) Deputy Secretary of Defense Memorandum, "Actions from the Senior
Readiness Oversight Council of December 10, 2003," January 20, 2004

(c) Department of Defense ChiefInformation Officer (CIO) Memorandum, "DoD
Net-Centric Data Strategy," May 9, 20032

(d) DoD Directive 1000.25, "DoD Personnel Identity Protection (PIP) Program,"
July 19,2004

(e) through (h), see Enclosure 1

1. PURPOSE

This Directive:

1.1. Implements Reference (a) to establish policy and prescribe the criteria and
responsibilities for creation, maintenance, and dissemination of UID data standards for discrete
entities. UID standards will enable on-demand information in a net-centric environment, which
is an essential element in the accountability, control, and management of DoD assets and
resources.

1.2. Establishes policy and assigns responsibilities, per Reference (b), for the establishment
of the Department's integrated enterprise-wide UID strategy and for the development,
management, and use of unique identifiers and their associated authoritative data sources in a
manner that precludes redundancy.

I Latest Strategic Planning Guidance (SPG) for FYs 2006-2011 CLASSIFIED not releasable to the public.
2 DoD CIO Net Centric Data Strategy may be accessed at:http://www.dod.mil/nii/coi/ published UNCLASSIFIED.
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2. APPLICABILITY

This Directive applies to the Office of the Secretary of Defense (OSD), the Military
Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of
the Inspector General of the Department of Defense, the Defense Agencies, the DoD Field
Activities, and all other organizational entities in the Department of Defense (hereafter referred
to collectively as the "DoD Components").

3. DEFINITIONS

Terms used in this Directive are defined in Enclosure 2.

4. POLICY

It is DoD policy that:

4.1. All relevant business, warfighter, intelligence, and enterprise information environment
mission area transactions, among the Department of Defense, Federal and State Agencies,
non-governmental organizations, and domestic and foreign persons and organizations will use
DID standards for discrete entities.

4.2. DID be used as an enabler of DoD business transformation. Management of business,
warfighter, intelligence, and information environment mission area transactions will be achieved
by the DoD Components' information technology applications through the use of unique
identifiers.

4.3. DID be used to enhance the capability to gather, organize, and assess information on
organizations, materiel assets, people, and places to enable the DoD Components to perform
their functions.

4.4. DoD UID standards will be based on the specific data, its associated attributes, the
relationships of the data, and common enterprise-wide capabilities.

4.5. The following criteria shall apply to all DID data standards:

4.5.1. Unique identifiers for discrete entities, their associated attributes, and
relationships, shall be explicit throughout the DoD enterprise and shall enable data discovery,
correlation, and sharing of information between users in a net-centric environment.

4.5.2. A common vocabulary and definitions shall be adopted for all uniquely identified
entities, their associated attributes, and relationships.

4.5.3. International interoperability data exchange standards shall be used when
appropriate. If not available, DoD data exchange standards shall be used.
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4.5.4. Authoritative data sources, stewards, and accessibility requirements shall be
designated by all DoD Components with responsibility for unique identifiers in this Directive.

5. RESPONSIBILITIES

5.1. The Under Secretary of Defense for Acquisition, Technology, and Logistics
(USD(AT&L)) shall:

5.1.1. Review this Directive within 2 years to determine if it should remain current and
make improvements to content, clarity, and brevity, as necessary, in coordination with the Under
Secretary of Defense for Personnel and Readiness (USD(P&R)).

5.1.2. Publish a DoD issuance for defining, implementing, and maintaining the UID
standards for DoD personal property in coordination with the DoD Components.

5.1.3. Develop and promulgate policy guidance for defining, implementing, and
maintaining location UID standards to include the real property site, real property asset, and
environmental site identifiers for all real property in which the Department of Defense has a
legal interest, in coordination with the DoD Components.

5.1.4. Establish and maintain compatible data standards for the association of personal
property, real property, and radio frequency identification, where applicable.

5.1.5. Develop and issue policy guidance for defining, implementing, and maintaining
the UID standards for acquisition programs, in coordination with the DoD Components.

5.1.6. In coordination with USD(P&R), the Under Secretary of Defense
(Comptroller)/ChiefFinancial Officer (USD(C)), and the Federal eGov program3

, establish,
implement, and maintain the requirements for organization unique identification for
organizations external to DoD organizations that support DoD business processes. International
interoperable data exchange standards for globally-unique identification of organizations shall be
followed wherever possible.

5.2. The USD(P&R) shall:

5.2.1. Establish, implement, and maintain the capability to uniquely'identify all
organizations that must be uniquely identified to support the Chief Information Officer
Memorandum (Reference (c)) in collaboration with the Chairman of the Joint Chiefs of Staff,
USD(AT&L), USD(C), Assistant Secretary of Defense (Networks and Information
Integration/DoD ChiefInformation Office (ASD(NII)/DoD CIO)), and in coordination with the

3 The Federal eGov program supports the President's Management Agenda of200land is an aggressive strategy for
improving the management of the Federal Government across five areas. Information is available at
http://www.whitehouse.gov/omb/egov/index.html.
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other DoD Components. International interoperable data exchange standards for globally-unique
identification of organizations shall be followed wherever possible.

5.2.2. Publish a DoD issuance documenting and defining the process and requirements
necessary to support DoD implementation and maintenance of organization UID for all
organizations in collaboration with the Chairman of the Joint Chiefs of Staff, USD(AT&L),
USD(C), ASD(NII)/DoD CIO, and in coordination with other DoD Components.

5.2.3. Publish applicable DoD issuances for personnel that will uniquely identify
personnel with specific associations with the Department of Defense and maintain the integrity
of the unique personnel identifier in coordination with DoD Components.

5.2.4. Determine UID standards for manpower planning, programming, and accounting,
in collaboration with the USD(C), and the Director, Program Analysis and Evaluation, and in
coordination with other DoD Components.

5.2.5. Establish, implement, and maintain the capability for unique identification of
personnel within the Defense Manpower Data Center (DMDC) to include active, reserve,
dependent, government civilian, and appropriate contractor personnel in support of DoD
Directive 1000.25 (Reference (d)). DMDC, under the DoD Human Resources Activity, shall
create and centrally manage an unambiguous identifier to facilitate UID of each person affiliated
with the Department of Defense in accordance with Reference (d).

5.2.6. DMDC will reconcile with legacy identification codes and ensure the UID is
attached to the right person in all applicable systems.

5.2.7. DMDC will maintain a central site delivery system for providing and maintaining
the person UID code throughout the DoD systems.

5.3. The Under Secretary of Defense for Intelligence shall publish a DoD issuance for
defining, implementing, and managing the UID standards for use within the DoD portion of the
Intelligence Mission Area, in coordination with the DoD Components.

5.4. The ASD(NII)/DoD CIO shall review UID strategies and implementation plans to
ensure consistency with the net-centric data strategy as directed by DoD Directive 8320.2
(Reference (e)) and standards mandated in DoD IT Standards Registry (DISR)4, in accordance
with DoD Directive 5101.7 (Reference (f)).

5.5. The Heads of the DoD Components shall:

5.5.1. Ensure the policies set forth in this Directive are effectively implemented within
their respective areas of responsibility.

5.5.2. Implement UID and develop Component UID transition plans and roadmaps.

4 The DISR online registry may be accessed at https://disronline.disa.mil/.
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5.5.3. Ensure future data systems will use UID as the basis for DoD and non-DoD
integrated business transaction management based on specific data and common enterprise data
capabilities.

5.5.4. Report progress against UID transition plans and roadmaps.

5.6. The Chairman of the Joint Chiefs of Staff shall coordinate with the other DoD
Components regarding policy for defining, implementing, and managing UID standards required
to support the warfighting mission area.

5.7. The Combatant Commands shall:

5.7.1. Utilize UID as an enabler for identifying, tracking, and reporting of the theater
battle through net-centric visibility of organizations, materiel assets, people, and places.

5.7.2. Utilize UID to enhance the capability to gather, organize, and assess information
so that Combatant Commands and Combat Support Teams can train, equip, and organize more
efficiently.

5.8. The Principal Staff Assistant(s) (PSAs) for each functional requirements arell; shall:

5.8.1. Provide leadership, determine the functional requirements for, and ensure
implementation of the unique identifiers in this Directive.

5.8.2. Incorporate approved UID standards in DoD publications.

5.8.3. Provide leadership and direct the development of cross-functional UID data
standards, process roadmaps, and transition plans.

5.8.4. Provide leadership to develop cross-functional strategies to support the
implementation of the net-centric data strategy, per Reference (c).

5.8.5. Consolidate integrated UID plans and facilitate the collaboration ofUID across the
Department of Defense to ensure a common approach addressing enterprise-wide
interoperability.

5.8.6. Escalate cross functional issues to the Defense Business Systems Management
Committee (DBSMC).

5.8.7. Ensure UID standards are developed in accordance with standards mandated in the
DISR where applicable, per DoD Instruction 4630.8 (Reference (g)).

5.8.8. Work with the other DoD Components, other entities, the International
Organization for StandardizationS, and other standards making bodies, as appropriate, to amend

5 The collective body of the International Organization for Standardization identifies and develops standards across
commercial and government sectors. Information is available at http://www.iso.org/iso/en/ISOOnline.frontpage.
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existing standards, or establish new standards where the available standards do not meet DoD
needs. New standards established will be proposed to the DoD Executive Agent for Information
Technology Standards, per Reference (t).

5.9. The Defense Business Transformation Agency shall:

5.9.1. Execute the strategy of the PSAs, subject to resolution by the DBSMC.

5.9.2. Integrate the strategy into the Enterprise Transition Plan (Reference (h», business
process reengineering, core business mission activities, and Investment Review Board matters.

6. EFFECTIVE DATE

This Directive is effective immediately.

Enclosures - 2
E1. References, continued
E2. Definitions
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E1. ENCLOSURE 1

REFERENCES, continued

(e) DoD Directive 8320.2, "Data Sharing in a Net-Centric Department of Defense,"
December 2, 2004

(f) DoD Directive 5101.7, "DoD Executive Agent for Information Technology Standards,"
May 21, 2004

(g) DoD Instruction 4630.8, "Procedures for Interoperability and Supportability
of Information Technology (IT) and National Security Systems (NSS),"
June 30, 2004

(h) Department of Defense, "2006 Enterprise Transition Plan," September 28, 20066

6 The September 2006 Enterprise Transition Plan is available at http://www.dod.mil/dbtlproducts/Sept-06
BEA ETP/index.htm.
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E2. ENCLOSURE 2

DEFINITIONS

E2.1. Attributes. The properties or characteristics that describe, distinguish, measure, define,
and identify entities.

E2.2. Authoritative Data Source. A recognized or official data production source with a
designated mission statement or source/product to publish reliable and accurate data for
subsequent use by customers. An authoritative data source may be the functional combination of
multiple, separate data sources.

E2.3. Business Transaction. A record of an event or a condition that creates, modifies, or
deletes business data. Each transaction represents a single business event of rightful or proper
interest or concern for one or more persons, businesses, organizations, or government entities to
perform, carry out, manage, or conduct its mission.

E2.4. Entemrise. The Department of Defense, including all of its organizational Components.

E2.5. Entity. An independent unit or distinguishable person, place, thing, event, or concept
about which information is kept that has distinct features, objects, or attributes associated with it.

E2.6. Personal Property. All property (systems/equipment, materials, and supplies) except real
property (facilities, structures, buildings), and records of the Federal Government.

E2.7. Real Property. Land, land rights, and improvements to land including all types of
facilities (e.g., buildings and structures). It includes equipment attached to and made part of
facilities (such as heating systems). It does not include separate foundations and other work
necessary for installing special tooling, special test equipment, or other equipment.

E2.8. Steward. A recognized, responsible agent ofUID resources; the long-term responsibility
for the care, control, and management of unique identifiers and authoritative data sources. A
steward can be responsible for one or more authoritative data sources.

E2.9. Unique Identification (UID). A system of establishing globally ubiquitous unique
identifiers within the Department of Defense, which serves to distinguish a discrete entity or
relationship from other like and unlike entities or relationships.

E2.l0. Unique Identifier. A character string, number, or sequence of bits assigned to a discrete
entity or its associated attribute which serves to uniquely distinguish it from other like and unlike
entities. Each unique identifier has only one occurrence within its defined scope of use.

8 ENCLOSURE 2
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