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A. INTRODUCTION.

This document attempts to identify not just the easy issues, but also the difficult issues for which there may not be a consistent or generally accepted Government position.  This Guide, therefore, should be used in conjunction with specific review and advice from your assigned Acquisition and Intellectual Property (IP) attorneys.
1. Purpose. This guide is designed primarily for those who need to know a procedure, a citation or reference, or an answer to an issue concerning the acquisition of, control of, rights to, and/or disposition of Intellectual Property (most often in the form of technical data and computer software under a FAR contract). 

2. Structure. The objective is to place that information most useful to Government personnel (to include references and cites) at the summary level and defer the details and legal reasoning to footnotes and attachments. For this summary discussion, the term “technical data” will include (for simplification) computer software and computer software documentation
unless otherwise stated, and the acronym “IP” will be used for Intellectual Property.
This document is meant to be used as a reference tool. There may be duplications or cross-references to ensure that the needed information is easily located under the subject being addressed. 

Emphasis is placed upon Federal Acquisition Regulation (FAR) contracts as the most likely source of an issue. All significant FAR contract terms are defined in the glossary. The most used FAR and Defense Acquisition Regulation Supplement (DFARS) clauses have been summarized at Appendix A. 

3. Contract Types. Generally, every binding agreement between the United States Government (USG) and another party (excluding domestic and foreign Governmental entities) is a “contract.” Such contracts which may address IP issues come in many formats and under various statutory authorities: 

- Federal Acquisition Regulation (FAR) contracts under the general contracting authority of the USG.
- Cooperative Research and Development Agreements (CRADAs) under 15 United States Code (U.S.C.) 3710a

- Licenses of CRADA Developments under 15 U.S.C. 3710a

- Patent License Agreements (PLAs) (for any patentable subject matter) under 35 U.S.C. 207 and 209.

- Licenses of Copyrights under 17 U.S.C. 105 after acquiring them from another party

- Licenses of Trademarks under 15 U.S.C. 1051-1127
- Testing Agreements –Sale of service by Laboratories under 10 U.S.C. 2539b.
B. TYPES OF RIGHTS IN INTELLECTUAL PROPERTY

1. Discussion. As a result of a contract (FAR or non-FAR), the parties may agree upon how the various rights in intellectual property (listed below) will be apportioned between those parties. In many situations (especially FAR contracts), this apportionment of rights is defined by statute and regulations with some flexibility residing in the Contracting Officer (or other appropriate Government official).
 These rights are interrelated, but they should be analyzed separately
 (which is the only certain method of reaching the proper conclusions regarding such legal issues).

a. Patent rights are concerned with the control over who can practice (i.e., make, use, sell, offer to sell, or import) an invention.  In a FAR contract the Government: generally obtains a license for an invention which is first conceived or reduced to practice during performance of that contract; takes greater rights in limited situations;
 and obtains rights equal to the contractor’s when there is a co-inventor who is a Government employee. (See FAR 52.227-11 & -12.) When a Government employee is a co-inventor or the sole inventor, the Government rights are addressed in Army Regulation (AR) 27-60.   
http://www.army.mil/usapa/epubs/pdf/r27_60.pdf
The Government has two primary concerns regarding inventions by Government employees.
 The first concern is defensive. Since the United States patent laws base the right to a patent on the first to invent (not the first to file), proper documentation (e.g., a lab notebook) or a formal submission to the Patent Office will prevent any later inventors from charging the Government for practicing the invention. This is true whether or not a patent ever issues to the Government (as the assignee of the employee inventor). 

The second concern is technology transfer. The Army has statutory and policy direction to facilitate the transfer of technology. An important way to insure that new technology is generated and transferred is the current system for rewarding Government inventors. Part of that reward, as well as funds for reinvestment by the lab, comes from the royalties that the Government can receive from licensing patentable subject matter.

Procedures and Guidance for USG employee invention disclosures may be found at the AMCOM Intellectual Property website.

http://www.redstone.army.mil/legal/intellect.html
b. Data rights concern the ability to modify, reproduce, perform, display, release, or disclose recorded information. In a FAR contract, the Government takes certain rights by statute (regardless of actual delivery of the data) and other rights by implementing regulations.
 Those rights fall into the categories below. (See the definition of each category in the Glossary for authorized USG usage by category.) These data rights contain a unique bundle of intellectual property rights found only in Federal contracts.

Unlimited Rights. All uses for all purposes, Government and commercial.

Government Purpose Rights. All uses, but only for Government purposes.

Limited/Restricted Rights. Internal Government use for Government purpose with very little else authorized.

Small Business Innovative Research (SBIR). DFARS 252.227-7018 creates a special catch-all category (SBIR Rights) and alters the normal use of some of the other legends. When dealing with a SBIR contract, the SBIR data rights clause must be applied. Due to limited applicability, no further details regarding SBIR data rights are covered in this guide at this time. 

Special License Rights.  As specified by the negotiated contract terms. Often used to alter the default rights under the clauses or agree to an apportionment of rights which does not fit neatly into the default categories. The negotiations must give the Government not less than Limited Rights or Restricted Rights.

c. Copyrights apply to literary works; pictorial, graphic, and sculptural works; motion pictures and other audiovisual works; and sound recordings. Copyright provides an exclusive right to reproduce, prepare derivative works, distribute (transfer ownership by any means), and perform or display. In a FAR contract, the current clauses generally merge the copyright issues into the technical data rights discussed above and will not be a separate issue. However, when negotiating Special License Rights, attention must be paid to the copyrights. Works of the Government and its employees are generally not protected by copyright.

In non-FAR contracts, the Government’s rights in each area must be analyzed in accordance with the provisions of that contract. For FAR contracts, the clauses create a default position on these rights and their allocation.
d. Trademarks.  Rights in a trademark (or service mark) arise by use in a particular field and geographical location. These rights may be increased and firmed up by filing with the United States Patent and Trademark Office. Unlike copyrights, there is no prohibition against the U.S. Government creating a trademark. The USG may therefore own, receive, and hold trademarks.
 When the owner of a trademark grants a license to use that trademark, the law requires the owner to assure control over the quality or nature of the goods or services.
 The statutes governing trademarks now authorize an agency to retain the revenues (for very limited purposes) which might be generated by licensing.
 

e. Trade Secrets. Many areas of commercially valuable data or information are protected by state and federal laws.
 New laws continually are being written for the computer/intranet/internet issues. No attempt is made at this time to summarize those areas. Federal employees should be aware of 18 U.S.C. 1905
 which makes it a crime to release “confidential” business information without proper legal authority.
2. Issues. 
a. Determining/Allocating Rights in Intellectual Property. This is often a complex, fact-driven determination that requires consultation with an Intellectual Property (IP) Law attorney. In a FAR contract there is a default policy/determination based upon the facts. These default rights may be negotiated by the parties within limits. (See Part E.)  CRADAs and Patent Licensing Agreements (PLAs) also have some limits on what can be negotiated. (See Parts F and G and Appendix E.) However, outside of a FAR contract, there is considerable room for negotiations as to IP rights between the contracting parties. Program management and contracting personnel should never agree or assume that the Government has less than unlimited rights until a proper review is conducted by an IP attorney.  
b. Challenging the Contractor’s Assertions. In a FAR contract, the contractor may assert restrictions upon the Government’s use of delivered technical data by placing an authorized legend on the data. (See Appendix D, Part E and Part L, for dealing with unauthorized or nonconforming markings and legends.) These assertions may arise prior to award or during performance.
 While it is possible (and sometimes practical) to defer a challenge to such assertions, it is generally best to resolve the issue while essential facts are fresh and key personnel are available. The procedures for such challenges must be strictly followed.
 In non-FAR contracts such assertions also should be questioned and researched if they will impact the negotiations as to the allocation of IP rights. The strategy for such challenges under a FAR contract may be applied to non-FAR contracts.
c. Delivery of Technical Data Not Required. Government rights in intellectual property arise by operation of law, implementing regulations, and certain facts under FAR contracts.
 Delivery is not a required element for obtaining these Government rights. Understanding this point is critical to many other issues and cost avoidance. (See Appendix B for more details and two exceptions for software.) 
d. Inventions by Government Employees.  Employees
 who invent something (alone or with other Government or non-Government personnel) are required to disclose that invention to the Government for a rights determination.
 This review looks primarily at the use of Government resources during the inventive process and the relationship of the invention to the employee’s assigned duties. If that review results in the Government taking rights (via an assignment from the employee), the employee will receive certain awards when the application is filed and the patent issues. The employee is eligible for other awards and will share in any royalties the Government might receive from licensing the invention.
 Details on this process are at the AMCOM Legal Office, Intellectual Property Law web page below.
USG employees must avoid disclosing potentially patentable subject matter to non-USG personnel without first consulting your IP attorney. There are some important timing issues regarding patentable discoveries.

http://www.redstone.army.mil/legal/intellect.html
e. Inventions by Contractors. Under a FAR contract for research and development (R&D) effort, the inventions which are made by contractor (or subcontractor)
 personnel during that contract must be reported and fully disclosed in accordance with the applicable Patent clauses. (See E.3.k for specific reporting issues.) Under such R&D contracts the USG takes not less than “a nonexclusive, nontransferable, irrevocable, paid-up license to practice or have practiced for or on behalf of the United States the subject invention throughout the world.”

f. Payments to Inventors. Under 15 U.S.C. 3710c(a)(1)(A)(i) any inventor (USG employee or not) who assigns an invention to the USG is entitled to a specified minimum share of any royalties the USG receives from licensing that invention. This statutory authority is implemented at DODD 5535.8  paragraph 6.9, AR 70-57  paragraph 1-11, and DFAS-IN 37-1  Chapter 14.
http://www.army.mil/usapa/epubs/pdf/r70_57.pdf
http://www.dtic.mil/whs/directives/corres/html/55358.htm
https://dfas4dod.dfas.mil/centers/dfasin/library/ar37-1/chap14.pdf
g. Non-Disclosure Agreements (NDAs) and Access to IP. 
i. A Non-Disclosure Agreement (NDA) is a contract between the parties usually in the form of a promise by the party agreeing not to disclose which becomes binding when the disclosing party provides information in reliance upon the NDA promises. As a contract, it can be signed only by a USG official authorized to contract for and bind the USG. Therefore, most USG employees have no authority to execute NDAs. NDAs are not even necessary for USG personnel. USG personnel are governed by statutes and regulations that protect a third party’s restrictively marked data. Any NDA which a Contracting Officer wishes to execute must comply with the limitations in Part D and should be reviewed by the Legal Office.
ii. Congressionally required language for NDAs. Public Law No. 108-447, Consolidated Appropriations Act, 2005, added required language for all NDAs. Until further clarification is provided, it should be assumed that the statutory language encompasses all NDAs which might be executed by a USG employee or official. The actual language is reproduced below in a footnote due to its length.

iii. Support contractors and NDAs. There are three types of NDAs which might apply to support contractors working for the USG: (1) the support contract may contain DFARS 252.227-7025; (2) the support contractor may be required to execute the NDA at DFARS 227.7103-7 (which is more specific than the clause); or the support contractor may execute an NDA directly with another contractor. See Appendix F for a more detailed explanation.
C. POLICY FOR ACQUIRING INTELLECTUAL
          PROPERTY  RIGHTS
1. Discussion.
a. Statutes and policy govern the balance between the Government’s desire for maximum rights versus the non-Government party’s interest in retaining as much control as possible over intellectual property.  For the Department of Defense (DOD) this balance has been established in the DFARS clauses (Part 227) as a default condition for FAR contracts. In such FAR contracts, the Government generally takes a license (which varies as to degree of use per B. above) unless otherwise negotiated. Based upon two GAO reports (GAO-04-715 and GAO-06-839), DOD has concluded that greater emphasis on acquiring data/software and license rights to that data/software for systems acquisitions is necessary. At Appendix K is an initial draft highlighting some potential changes to the DODI 5000.2 policy. 
b. For non-FAR contracts the freedom and responsibility to negotiate for the Government’s minimum needs is greater. Absent the default agreements established by FAR/DFARS, the parties must carefully consider all intellectual property rights and issues. In effect, the parties must negotiate all that is addressed in the standard FAR/DFARS clauses. Because the potential rights and issues are so involved, it is best practice to use as a guide the FAR/DFARS clauses or some other model which has been rigorously tested.

c. When negotiating under a FAR or non-FAR contract for a specific action, future negotiations must be kept in mind. Leaving language ambiguous, so that both parties are happy with what they believe the language says, will be a losing proposition in the long-run. Even if the Government wins on the instant dispute, future negotiations (if that party comes back) will be tougher. In addition, the time and resources to resolve the dispute can be significant. Do not sacrifice clarity to meet a deadline.

d. Creating a Commercial Monopoly. Without going into legal details, there is only one proper way for a contractor to keep control over data for the commercial markets when that data would constitute “Unlimited Rights” data under the contract.
 That method is to negotiate with the USG for the USG to take less than Unlimited Rights (usually Government Purpose Rights). This approach is encouraged by the DoD Policy Guide - Intellectual Property: Navigating Through Commercial Waters, October 15, 2001. However, there is a problem with a single Contracting Officer who is concerned with a single contract award negotiating away such Unlimited Rights in the USG. By moving from Unlimited Rights to Government Purpose rights (or less), the USG actions may create a commercial monopoly. Such a monopoly might be disadvantageous to the USG if it wishes to establish a second source or to encourage competition. It is certainly contrary to stated policies for technology transfer from the USG to industry. Contracting Officers should proceed cautiously in such matters until additional policy is issued.

2. Issues. 
a. Voluntary transfer of rights. As a general rule, the owner of IP rights cannot be compelled to transfer those rights.
 However, the USG, as a sovereign, has inherent and statutory authority to take the property of others and to pay just compensation.
 Under a FAR contract, the Government obtains certain rights in intellectual property by operation of law and other rights by implementing regulations. With limited exceptions, the Government is not allowed to make the award of a contract conditioned upon the contractor’s willingness to transfer greater rights to the Government.
 The Government’s ability to compel contractors to relinquish rights in data/software is restricted by statutes
 and DFARS Part 227.

b. Contractor’s Duty to Provide Intellectual Property. Under the applicable data rights clauses, the contractor is required to obtain sufficient rights in the data of third parties, such as copyrights, necessary to perform the contract fully and make the required deliveries. 
  Patent rights of third parties are a unique situation. The USG and its contractors can, if necessary, infringe the patent rights of others and then pay just compensation at a later time.

c. Subcontractor’s Duty to Provide Intellectual Property. (Applicable to FAR contracts only.) As a rule, the prime contractor is required to obtain (when necessary for performance of the contract) Government rights in the subcontractor’s (or other source’s) technical data which are the same as that which the prime contractor must deliver to the Government for similar technical data.
 A difficult problem arises when the prime fails to flow this requirement to the subs or does not have a formal contract with a sub. Unless the Government can argue that the sub was on notice (via the CFR) as to the flow down clauses, there may be no effective remedy to obtain the license rights to which the Government should have been entitled.
d. Delivery Not Required.  (Applicable to FAR contracts only.) Government rights in intellectual property arise by operation of law, implementing regulations, and certain facts. Delivery is not a required element for obtaining Government rights.
 Understanding this point is critical to many other issues and cost avoidance. 
e. Assume the Existence of Government Rights. (Applicable to FAR contracts only.) With the exception of commercial items, it is safest to assume that data used (or to be used) in performance of a DOD contract was at least partially funded by DOD at some prior point in time. (Until DOD is truly buying to commercial industry standards and practices, this is likely to remain more true than not.) Any contractor assertion to the contrary should be reserved for later review (via the assertion process at Appendix D) or investigated/negotiated prior to award.
 

f. Advance Negotiations Are the Rule. For non-FAR contracts this rule is critical. Without the default situation created by the FAR/DFARS clauses,
 the parties must specifically address intellectual property rights in the non-FAR contract.  This requires discussion and negotiation in advance of signing the contract.   

For a FAR contract, the exception consumes the rule. With the default conditions available in the FAR/DFARS clauses and the unknown future issues regarding the need for rights in data, generally a contractor’s assertion of less than unlimited rights (required prior to award)
 will be acknowledged at the time of contract award but not agreed to by the Government.
 This defers often complex issues (which might delay a critical award date) until the resources required to resolve the assertion are justified by the facts. 

g. Jointly Drafted. When contract language or documents are jointly drafted, it is important to make that point clear in the contract. Absent a statement that the parties jointly wrote the Statement of Work, specific clauses, or the entire document, it is a general presumption (from past practices) that the contract language was drafted by the Government. When this presumption exists, ambiguous language is construed against the Government and in the other party’s favor. Acknowledging the joint authorship eliminates this presumption against the Government.

h. Reverse Engineering. A process by which parts are examined and analyzed to determine how they were manufactured, for the purpose of developing a complete technical data package.  The normal, expected result of reverse engineering is the creation of a technical data package suitable for manufacture of an item by new sources.
 Guidance on this process is very limited and can be found at DFARS 217.7503(d) and 227.7103-1(e). Approval is required by the Head of the Contracting Activity (HCA) and may not be further delegated.
 
i. Government Use of Proprietary Information. When data is delivered to the USG (or developed) under the terms of a contract, the USG has certain license rights (See B.1.b.) in that data.
 However, when the USG possesses proprietary data (i.e., not delivered via a contract or outside the definitions of noncommercial technical data and noncommercial computer software), the USG’s ability to use that data is controlled by the terms or authority by which the data came to be in the USG’s possession. If such data was provided by the owner, then the terms for USG use should be specified in writing by the owner. The USG must be careful to comply with such terms or its use may be unauthorized and constitute a basis for a claim against the USG.
If such proprietary data is received from a third party, the USG should request a certification (with supporting documentation) as to that third party’s right to use, and right to authorize the USG to use, the proprietary data. This area has been the subject of much litigation, and you should consult your legal counsel before making use of any such data.

When the USG takes/uses the proprietary data of another without first obtaining the right to take/use that property,  the remedies available to the owner of that data are clear in only a few statutory situations.
 Other than these limited statutory situations (e.g., copyright or patent infringement), the owner must fashion a claim under one or more of the following theories: tort; contract or implied-in-fact contract; or constitutional taking. 
D. FEDERAL CONTRACTING ISSUES/PROHIBITIONS

In a FAR contract these issues are generally addressed by current regulations/policies. Special attention should be given to these areas when using a non-FAR contract.

1. Authority to bind the USG.  Only those officials empowered by the Constitution and certain statutes have inherent or implied authority to act for or bind the USG.  All of the rest of us are limited agents who can act or bind the USG only IAW specific delegated authority. A Contracting Officer has such authority within the limits of the warrant. With very rare exceptions only a Contracting Officer can enter into a contract (of any type, FAR or non-FAR) which binds the USG.
 
Because of this limitation of authority, no one other than a Contracting Officer should sign any document purporting to bind or commit the USG without consulting legal counsel. This includes licenses for commercial products and agreements not to disclose certain information provided by non-Government sources.

2. Indemnification.  "Open-ended" indemnification provisions are illegal and may not be signed by any Contracting Officer. The statutory prohibition is 31 U.S.C. 1341, and the statutory (and regulatory/FAR) exceptions (10 U.S.C. 2354 and P.L. 85-804) do not apply in most situations. You can find a summary of this point in the Fiscal Law Course book for Feb 2003 (or any other edition) at pages 6-10
. The Department of Justice (DOJ) argued this very prohibition before the Federal Claims Court in Union Pacific Railroad v. United States, 52 Fed. Cl. 750, 2002 U.S. Claims LEXIS 149, June 28, 2002, at page 4. 
3. Choice of law. Federal Contracts whether FAR contracts or a non-FAR contracts are governed by Federal law rather than state law. The Supreme Court case law authority for this point may be found at DA Pam 27-153, Contract Law, Paragraph 1-6.

4. Binding Arbitration. Arbitration as an alternate dispute resolution method is allowed by law and regulations. However, binding arbitration is restricted by 5 U.S.C. 575(c) and may not be agreed to until authorization and procedures have been issued by the agency after coordination with the U.S. Attorney General. Pending such issuances, binding arbitration cannot be made a part of any contract of any type.
5. Merger Clauses. Language which indicates that a stand-alone agreement (e.g., a commercial license) is the complete and final agreement of the parties is incorrect and must not be used. There are statutory requirements imposed upon every contract, not just FAR contracts. When a FAR contract is used, it becomes the final and complete agreement. When a non-FAR contract is used, it must acknowledge these statutory requirements or, as a minimum, not exclude them.
6. Disputes. The extent to which the Contract Disputes Act applies to FAR contracts is well established.
 The extent to which this and other statutes regarding claims and disputes might apply to non-FAR contracts has yet to be fully researched by this author. However, 28 U.S.C. 1345 (Tucker Act), 28 U.S.C. 1345 (granting Federal District Court jurisdiction if the USG is a plaintiff), 28 U.S.C. 1331 (Federal Question Statute), and 28 U.S.C. 1332 (Diversity Statute), as well as the possible applicability of the Contract Disputes Act, would appear at first reading to place all likely non-FAR contract disputes/claims under Federal law and in Federal courts
7. Sovereign Authority/Immunity. When the USG contracts, it does so as a sovereign, not as a private party. Except where the USG has waived its immunity from being sued,
 the USG cannot be held liable for its sovereign acts. Two large general exceptions are the Federal Tort Claim Acts
 and the Disputes Act (and Tucker Act) for contracts noted above. There are some specific authorities that allow the USG to act or take property and then require the USG to pay just compensation. While 28 U.S.C. 1498 has waived immunity for certain unauthorized uses by (or for) the Government of patents and copyrights, this statutory waiver covers only direct infringements. No waiver is given for induced or contributory infringements.

8. Obligations Must be Funded. In accordance with Federal law, an agency may not create or accept an obligation for payment unless sufficient funds of the correct appropriations have been properly set aside in advance to pay that obligation. For the full legal analysis of this point and the Anti-Deficiency Act, see Principles of Federal Appropriations Law (“Red Book”) issued by GAO.

http://www.gao.gov/legal.htm
9. Anti-Trust Issues. When a contractual vehicle involves conduct by two or more non-Government parties, anti-trust issues may arise. These issues concern activities that result in unreasonable restraint of trade, creating monopolies, price-fixing, boycotts, certain conditions on sales (e.g., tying agreements or exclusive dealing agreements), and areas addressed by state law. This is certainly an area in which you will want to consult with legal counsel before including any language which affects marketing, market share or unusual practices in a Federal contract.

10. Advisory Committees. Certain Federal committees (having non-federal members) which focus on policy issues are strictly controlled by law and regulation. See DODD 5105.4 and AR 15-1.
http://www.dtic.mil/whs/directives/corres/html/51054.htm
http://www.army.mil/usapa/epubs/pdf/r15_1.pdf
11. Government Property. Only authorized officials acting within statutory authority may dispose of or transfer Government property.
 Before transferring any Government property via a non-FAR contract, verify who has the authority and accountability for that specific property.
12. Treaties and International Agreement Limitations. The development and procurement of weapon systems must be consistent with the USG’s international agreements. To this end such development and procurement are reviewed by The Judge Advocate General for compliance. See AR 27-53.
http://www.army.mil/usapa/epubs/pdf/r27_53.pdf
13. Contractor Personnel. For a variety of legal reasons,
 contractor personnel must always look and act like non-Government personnel. USG Personnel must: never give instructions directly to a non-Government individual; assure instructions given to the authorized contractor official are conveyed only by the authorized USG official; never let contractor personnel have access to information or sites restricted to USG personnel; and write all Federal contracts to assure that this separation of identity is maintained.
14. Foreign Entities. The rules for contracting with foreign entities (Governmental or not) are different. Consult legal counsel and security personnel before making any approach to the foreign entity. 

15. Privity of Contract. As a general rule, the USG and a contractor are the only two parties to that contract. In such cases, it is improper for the USG to attempt to deal directly with a subcontractor. Exceptions may be provided for in the contract itself. The FAR contracts contain some exceptions. Certain data rights clauses
 allow the USG to receive data directly from the subcontractors and to challenge an assertion (of less than unlimited rights in the USG) directly with the subcontractor.
16. Applicability of Certain Statutes.  The DOD and subsequently the American Bar Association (ABA) have made an initial effort to identify those statutes which should be applied to non-FAR contracts as well as FAR contracts.
 For a full discussion of the 32 statutes analyzed, see Department of Defense, Other Transactions: An Analysis of Applicable Laws, by an Ad Hoc Working Group of the ABA, dated January 5, 2000, ISBN: 1-577073-769. For convenience the following have been identified by this ABA group as being applicable to Other Transactions (OTs) and, therefore, presumably non-FAR contracts.
-Extraordinary Contractual Authority and Relief Act, 50 U.S.C. 1431-1435, P.L. 85-804

-Expenditure of Appropriations: Limitations, 10 U.S.C. 2207

-Anti-Kickback Act of 1986, 41 U.S.C. 51-58 (possible)
-Service Contract Act, 41 U.S.C. 351 et seq.

-Walsh-Healy Act, 41 U.S.C. 35-45 (possible)

-Fair Labor Standards Act, 29 U.S.C. 201-219

-Tucker Act, 28 U.S.C. 1491

-Trade Secrets Act, 18 U.S.C. 1905
-Freedom of Information Act, 5 U.S.C. 552

-Judgments, Awards, and Compromise Settlements, 31 U.S.C. 1304

-Limitations on Expending and Obligating Amounts, 31 U.S.C. 1341

-Administrative Remedies for False Claims and Statements, 31 U.S.C. 3801 et seq.

As a practical matter, individual IP attorneys on individual actions are not going to determine the applicability of each of these (and other) statutory authorities. Where applicable, it must be hoped that the statutory requirements will be automatically applied by law to the contract. It would be most helpful if some level within DOD would take a position on just what should be in each non-FAR contract and what cannot be written into each non-FAR contract (e.g., indemnifications). Absent such a unified approach, there will remain much confusion in this area. 
The bottom line is that the USG is different and cannot be thought of as just another commercial party to a contract. This is very apparent in the commercial license situations, despite policies encouraging the use of such licenses where possible.

17.  Competing With Commercial Entities. As a general principle, the Government does not allow its labs and facilities to perform services or sell items when commercially viable sources exist. Some of the specific authorities are:
a.  DOD 7000.14-R (DOD Financial Management Regulation)
 (Vol 11A) 040201. General. It is DoD policy not to compete with available commercial facilities (see DoD Directive 4100.33, “Commercial Activities Program Procedures”) in providing special services or in the sale or lease of property to private parties and agencies outside the Federal Government. 
(Vol 11A) 140302. Services of Government Facilities [10 U.S.C. 2539b]
A. When Government services are made available under subparagraph 140201.A.3., a fee or charge generally shall be imposed to recoup the total cost incurred by the Government in providing the service. When approved by the laboratory/facility director/commander, prior to providing the service, all or a portion of the indirect costs may be eliminated from the fees or charges. Direct costs, at a minimum, must be charged. Sales of services at less than the total cost are permitted only when: 

…

3. There will be no competition with the private sector; and 

b. AR 70-57, Military – Civilian Technology Transfer.
1-16. Competition with private enterprise 

In the execution of the Army Domestic Technology Transfer Program (ADTTP), appropriate care will be taken to avoid actions that might create actual or apparent undue influence over, or competition with, private enterprise and the free operation of the economy. 
c. DODI 5535.8, DoD Technology Transfer (T2) Program
6.10.4. Some DoD laboratories and/or technical activities

have unique technical and other capabilities that may

be of benefit to non-Federal organizations…..Particular attention shall be given to the objective of avoiding situations in which a DoD laboratory is competing with or providing services available from other domestic sources.   
d. AR 700-131, Loan, Lease, and Donation of Army Materiel.
2-6. Lease to activities outside the Federal Government 

a. 10 U.S.C. 2667 authorizes the lease of Army materiel to non-DOD elements or individuals … Army policy states that leases of military equipment will not be made for which a counterpart exists on the commercial market place and is reasonably available for purchase or lease. 

e. 10 U.S.C. 4543 (and 2208(h)) Army industrial facilities: sales of manufactured articles or services outside Department of Defense
(a) Authority To Sell Outside DOD.— Regulations under section 2208 (h) of this title shall authorize a working-capital funded Army industrial facility (including a Department of the Army arsenal) that manufactures large caliber cannons, gun mounts, recoil mechanisms, ammunition, munitions, or components thereof to sell manufactured articles or services to a person outside the Department of Defense if— 
…

 (5) the Secretary of the Army determines that the articles or services are not available from a commercial source located in the United States; 
f. 22 U.S.C. 2770 General authority (Sale to U. S. Companies for incorporation into end items for Direct Commercial Sales)
(b) Conditions of sale 
Defense articles and defense services may be sold, procured and sold, or manufactured and sold, pursuant to subsection (a) of this section only if 

      … 
(3) the articles and services are available only from United States Government sources or are not available to the prime contractor directly from United States commercial sources at such times as may be required to meet the prime contractor’s delivery schedule. 
E. FAR CONTRACT
[NOTE: Appendix H contains a very useful outline of the various FAR contract stages and the steps which should be considered at each stage in order to fully protect the USG’s rights in data.]

1. Discussion. 

a. Policy. There are many issues which play into the determination of how much technical data should be delivered under the contract and what rights the Government should seek in that technical data. This Guide will comment on some of the balancing issues between the Government’s interests and the contractor’s. For an in-depth treatment, see the DOD publication, Intellectual Property: Navigating Through Commercial Waters, Issues and Solutions When Negotiating Intellectual Property With Commercial Companies, 30 April 2001.
  http://www.acq.osd.mil/dpap/Docs/intelprop2.pdf
The USG’s authority to negotiate away certain rights which act to restrict competition may be limited by the Competition in Contracting Act.

b. Voluntary/Involuntary transfer of rights. For a FAR contract, the Government obtains unlimited rights in certain technical data by operation of law and takes rights in other technical data by default (absent negotiations) under the law, implementing regulations, and the contract terms. With limited exceptions, the Government is not allowed to make the award of a contract conditioned upon the contractor’s willingness to transfer greater rights to the Government.

While there are many specific statutes/regulations that allow the USG to take the property of private parties for USG purposes, only a few are worth noting with regards to Intellectual property.

i) A contractor may be compelled to perform a “priority order” under 15 CFR Part 700 (implemented at DODD 4400.1 and AR 715-5).  According to the definitions at Part 700.8, the term “item” includes “technical information, process, or service.” See FAR Subpart 11.6.
ii) Under 28 U.S.C. 1498, the USG may use the patents and copyrights of another without first obtaining a license and then pay just compensation after the fact.
iii) Amendment V of the Constitution of the United States of America authorizes the USG to take private property and pay just compensation.

c. Delivery Not Required for USG Rights in Data.  Government rights in intellectual property arise by operation of law, implementing regulations, and certain facts. Delivery is not a required element for obtaining Government rights.
 Understanding this point is critical to many other issues and cost avoidance. The DFARS clauses implementing the statutory scheme
 for rights in data are required only when the delivery of data under the contract is anticipated.
 (However, it would be better practice to use those clauses whenever such data might be developed during performance. This would require a DFARS change.) As discussed at Appendix B, some USG rights arise regardless of delivery and are not dependent upon the inclusion of any specific clause. If it were otherwise, the USG might find itself fully funding the development of specific data under contract #1 (which required no delivery for the current needs) and then being charged again or having to pay a license fee for the use of that very same data under a later contract #2.
d. Paperwork Reduction Act (PRA).  Under this law as implemented by DOD,
 any contract provision that requires the contractor to “collect, process, gather, create, generate… or deliver data” requires a Data Item Description (DID) or other OMB-cleared document
 which must be cited in the contract. When a DID is required, a failure to cite the DID renders the data requirement of the contract unenforceable.
 The form of the data (e.g., electronic, digital, etc,) is irrelevant. 

e. Allocation of Rights –Who Pays is Often Critical. 
- This allocation of rights occurs at a certain level of identification/definition of the data. Understanding this “level” of identification/definition issue is very important and is discussed at E.4 and Appendix D.  If the contractor fails to assert restrictive legends at the proper level, the USG may be entitled to increased rights in the data.

- There are certain categories of data to which the USG takes unlimited rights as a contractual default condition under the FAR and the DFARS clauses. For noncommercial technical data, these categories are listed at DFARS 252.227-7013(b)(1) and include:

(i)  Data pertaining to an item, component, or process which has been or will be developed exclusively with Government funds;

(ii)  Studies, analyses, test data, or similar data produced for this contract, when the study, analysis, test, or similar work was specified as an element of performance;

(iii)  Created exclusively with Government funds in the performance of a contract that does not require the development, manufacture, construction, or production of items, components, or processes;

(iv)  Form, fit, and function data;

(v)  Necessary for installation, operation, maintenance, or training purposes (other than detailed manufacturing or process data);

(vi)  Corrections or changes to technical data furnished to the Contractor by the Government;

(vii)  Otherwise publicly available or have been released or disclosed by the Contractor or subcontractor without restrictions on further use, release or disclosure, other than a release or disclosure resulting from the sale, transfer, or other assignment of interest in the technical data to another party or the sale or transfer of some or all of a business entity or its assets to another party;

(viii)  Data in which the Government has obtained unlimited rights under another Government contract or as a result of negotiations; or

(ix)  Data furnished to the Government, under this or any other Government contract or subcontract thereunder, with—

(A)  Government purpose license rights or limited rights and the restrictive condition(s) has/have expired; or

(B)  Government purpose rights and the Contractor's exclusive right to use such data for commercial purposes has expired.

- For noncommercial computer software or computer software documentation, the regulatory and contractual default categories for unlimited rights are found at DFARS 252.227-7014(b)(1) and include:
(i)  Computer software developed exclusively with Government funds;

(ii)  Computer software documentation required to be delivered under this contract;

(iii)  Corrections or changes to computer software or computer software documentation furnished to the Contractor by the Government;

(iv)  Computer software or computer software documentation that is otherwise publicly available or has been released or disclosed by the Contractor or subcontractor without restriction on further use, release or disclosure, other than a release or disclosure resulting from the sale, transfer, or other assignment of interest in the software to another party or the sale or transfer of some or all of a business entity or its assets to another party;

(v)  Computer software or computer software documentation obtained with unlimited rights under another Government contract or as a result of negotiations; or

(vi)  Computer software or computer software documentation furnished to the Government, under this or any other Government contract or subcontract thereunder with—



(A)  Restricted rights in computer software, limited rights in technical data, or Government purpose license rights and the restrictive conditions have expired; or



(B)  Government purpose rights and the Contractor's exclusive right to use such software or documentation for commercial purposes has expired.

-For commercial technical data the regulatory and contractual default categories for unlimited rights are found at DFARS 252.227-7015(b)(1) and include data that:




(i)  Have been provided to the Government or others without
restrictions on use, modification, reproduction, release, or further disclosure other than a release or disclosure resulting from the sale, transfer, or other assignment of interest in the technical data to another party or the sale or transfer of some or all of a business entity or its assets to another party;




(ii)  Are form, fit, and function data;




(iii)  Are a correction or change to technical data furnished to the Contractor by the Government; 




(iv)  Are necessary for operation, maintenance, installation, or training (other than detailed manufacturing or process data); or




(v)  Have been provided to the Government under a prior contract or licensing agreement through which the Government has acquired the rights to use, modify, reproduce, release, perform, display, or disclose the data without restrictions.
- In almost every other situation (as well as some noted above), the allocation of rights in data is governed by the negotiations of the parties or, as a default, based upon funding.
- Under 10 U.S.C. 2320(a)(2) the USG takes unlimited rights in data developed exclusively
 with Federal funds. These statutory rights (and possibly the publicly announced regulatory default rights) exist even where the proper data rights clauses erroneously have been omitted from the contract.

- In the other two cases “exclusively funded by the contractor” situations result in the USG having Limited Rights or Restricted Rights and “mixed funding” situations result in Government Purpose Rights. (See definitions at the clauses in Appendix A or at B.1.b.)

- Any time (prior to contract award or during contract performance) that a contractor offers or proposes to pay for part of the development costs, a red flag should be waving. The contractor may be attempting to alter the allocation of the above rights in data. The best way to prevent such manipulation is a Statement of Work (SOW) that specifically calls for the development of each key piece of technology, hardware, and the related data. If it is a part of the SOW, the USG should obtain "unlimited" rights (or at least Government Purpose Rights).
 Do not allow the contractor to formally or informally shift costs so that the contractor is exclusively funding some piece of the requirement. Do not allow Statement of Work changes which might lead to the same result. These concerns also apply where the contractor attempts to partially fund something that previously was funded exclusively by the Government. The effect of such mixed funding (where previously it was exclusively federal funds) is to shift the USG’s rights from Unlimited to Government Purpose.
f. Myths of the Past. 
Myth #1. You will hear that the only way to have conforming legends (those specifically authorized by the contract) with which the Government factually disagrees removed from technical data/software is via a very long and resource costly challenge (DFARS 252.227-7037 and 252.227-7019 clauses) process.
 

Truth. - Many such markings in reality are nonconforming and can be removed in 60 days. There is no way to tell without actually reviewing the contract.
           - Even conforming legends may not have been authorized by the contract attachment and can be removed in 60 days.
           - There are procedural requirements (pre-award assertions, limiting assertions to the actually restricted portions, exact legends...) for which the contractors often make mistakes. Such mistakes may give the Government an additional license right or procedural advantage in negotiating a fair outcome.
           - This challenge process requires that the contractor make a "certified" claim. This alone may alter the contractor's position or increase its willingness to negotiate.
           - Many challenges can be made on the very nature of the data and not the more complex issue of who funded development of the underlying item, component, or process. 
 

 

Myth # 2. If the Government orders the delivery of additional data, the contractor will request an expensive equitable adjustment.
 

Truth. - Government rights in such data generally arise due contract performance regardless of whether the Government obtained a copy of the data initially. In such cases, the Government is merely issuing a change order (or using the Deferred Ordering Clause at DFARS 252.227-7027), for a "copy" of (not additional rights to) the data/software. In such cases, the contractor may charge only the costs to provide that copy. The rights to use that data are not being bought or funded when this copy is ordered. Delivery in other than contractor format may result in added costs to convert.
 

Comment. Government contractors for years have marked contract deliverable data with overly restrictive markings, unsupportable markings, and clearly incorrect markings because there was no penalty and a great deal to gain. In the past, such improper markings and these false myths have blocked the Government’s full utilization of its rights in data/software. Appendix D contains a recommended warning letter to overcome these poor past practices.
 

2. Pre-award Issues.
a. How much data is needed? This question must be addressed by the requiring element prior to writing the Statement of Work and generating the Contract Data Requirements List (CDRL). Generating, copying, and delivering data cost money. Access to contractor data in contractor format which is used by the contractor to perform the contract costs very little compared to delivery of data not normally generated by the contractor in a format not used by the contractor. There are numerous policies issued which challenge the requiring element to forego the security of knowing everything (at a cost that includes Government time to review) and to ask for only that data which is essential to monitoring or measuring contractual performance. These policies on reducing deliverable data are being reassessed in light of recent GAO reports. (See Appendix K.)
b. Rights in technical data. Notwithstanding the default conditions set by law and regulations as to what rights the Government will take, the Government sometimes wants more and the contractor always wants to give less. These default conditions may be the best point at which to begin the negotiations. 

c. Using Data Item Descriptions (DIDs). When a DID is required IAW the Paperwork Reduction Act (PRA), tailoring is limited to a reduction in the requirements covered by the DID. Such tailoring may not increase or enlarge upon the amount or type of data that has been authorized by that DID.  Having words in your Statement of Work (SOW) that discuss what data is to be delivered (collected, generated, etc.) is a warning sign. Proper tailoring requires only an annotation on the Document Summary List or DD Form 1423 as to those paragraphs, sentences and words that are deleted. Such unnecessary SOW language is frequently a prohibited attempt to enlarge the scope of the approved DID. (See DOD 5010.12-M, Definition 27 and Chapter 3, paragraph B.2.)  

There is often an effort to minimize the number of DIDs (on assumption it lowers costs and we need less data with performance specifications). DO NOT FALL INTO THE TRAP OF REQUIRING THE GENERATION OR DELIVERY OF DATA WITHOUT CITING A DID.  It may be possible to require access to or delivery of any documents or type of documents which the contractor voluntarily generates without a DID. However, if the statement of work requires the contractor to generate or deliver
 data, then a DID is required and the SOW for such generation/delivery is unenforceable without the DID.
d. Proposal information.  Prior to award, information contained in a proposal may be used only internal to the Government (absent special agreements) and only for evaluation of the offer. FAR 52.215-1(e) and 3.104-4 specify the legend
 which should be placed upon such information by the offeror and the consequences of mishandling the information.

e. Contractor Assertions of Less Than Unlimited Rights.
 Under DFARS 252.227-7017, a contractor is required to disclose prior to award that noncommercial technical data and noncommercial computer software which is to be delivered with less than unlimited rights. Generally a contractor’s assertion of less than unlimited rights
 will be acknowledged at the time of contract award but not agreed to by the Government.
 This defers often complex issues (which might delay a critical award date) until the resources required to resolve the assertion are justified by the facts. See Appendix D for a more detailed discussion.
When such assertions are based upon previously delivered data (See f. below.), they should be closely examined. Often contractors make the false assumption that the previous assertion (if unchallenged) represents an agreement of the parties. It does not. New assertions must be based upon the new contract’s clauses for rights in data. The facts for applying these clauses are those that arise with this new contract such as new efforts, development, modification, and funding. The assertions are to be based upon the anticipated facts at the time the data is to be delivered – not at award and not at some point in a prior contract. This distinction explains why there is a separate clause, DFARS 252.227-7028, for disclosing previously delivered data (and the USG rights under the contract requiring that delivery) and the asserted restrictions (DFARS 252.227-7017) for any delivery under the new contract.
The contractor may request, after award, modification of this assertion Attachment only in certain defined situations and bears an increased burden of proof as to justifying those situations. (See Appendix D and Part E.3.e.) A contractor who fails to make a good-faith assertion as to only that portion of the data/software for which the assertion can be documented risks an increased chance of losing rights to that data/software.

f. Previously Delivered Data.  DFARS 252.227-7028 requires that the contractor disclose in the proposal any data or computer software it intends to deliver under the contract “with other than unlimited rights that are identical or substantially similar to documents or other media that the Offeror has produced for, delivered to, or is obligated to deliver to the Government under any contract or subcontract.” (See e. above for distinction between this provision and DFARS 252.227-7017.) Once Government license rights exist in the data or software, those rights are never diminished or extinguished (as to the original data/software) by future changes.
 As an example, when an item becomes “commercial,” that fact will impact the Government’s rights under future contracts but not prior contracts.

When data is submitted which is identical to a prior a submission, an increase in the restrictive assertions (i.e., from unlimited to limited or Government purpose; or from Government purpose to limited) is improper and not supportable. 

When data is submitted which is similar to a prior submission, an increase in the restrictive assertions (i.e., from unlimited to limited or Government purpose; or from Government purpose to limited) must be limited to only those portions of the data which have been changed. (See DFARS 252.227-7013(f)(1).) 
The reasons behind these limitations are explained in Appendix D.
g. Jointly Drafted. When contract language or documents are jointly drafted, it is important to make that point clear in the contract. Absent a statement that the parties jointly wrote the Statement of Work, specific clauses, or the entire document, it is a general presumption (from past practices) that the contract language was drafted by the Government. When this presumption exists, ambiguous language is construed against the Government and in the other party’s favor. Acknowledging the joint authorship eliminates this presumption against the Government.

h. Preventive Notice. The following notice may help clarify issues often overlooked or misunderstood by the contracting parties. 

“Technical data, computer software documentation, and computer software which are delivered under this contract may not contain any restrictive markings (as to use, Government rights, or further distribution) except those markings authorized by DFARS 252.227-7013, 252.227-7014, or 252.227-7018. Such authorized restrictive markings shall not be used on deliverables until after the parties have acknowledged the contractor's claim asserting such restrictions by an attachment to the contract IAW the above DFARS clauses. See DFARS 252.227-7030 for additional Government remedies regarding improperly marked deliverables. The Government's license rights in technical data, computer software documentation, and computer software as set forth in the contract clauses are independent of delivery or non-delivery."
3. Post-award/Performance Issues.

a. Deliverables. The definition of what is a “deliverable” is not as clear-cut as most would assume.
 Everyone agrees that the concept includes what is listed on the Contract Data Requirements List (CDRL).
 However, there are many ways in which the USG is furnished/provided data as a contract requirement. Embedded software within a deliverable piece of hardware is an example. For software the clause is very clear. The USG takes at least “restricted rights” to such embedded software because it has been “delivered or otherwise furnished”
 to the USG under the contract. Even for those who insist upon equating “deliverable” with CDRL, this explicit language contradicts that limited concept of the term. 
b. Unmarked Deliverables. It is well-established in the marking provision of DFARS contracts (and case law) that unmarked deliverable non-commercial technical data and unmarked non-commercial software are presumed to have been delivered with unlimited rights. As a policy, the contractor is generally allowed to request that erroneously unmarked data be returned for a proper legend to be applied if that data/legend is covered by the contract assertion attachment and if the USG already has not made an uncontrolled release of the data. The unlimited rights presumption and procedural requirements may be found at DFARS 227.7103-10(c) and 277.7203-10(c).
c. Challenge Nonconforming/Unauthorized Markings/Legends.  In a FAR contract, the contractor may assert restrictions upon the Government’s use of delivered technical data by placing an authorized legend on the data. While it is possible (and sometimes practical) to defer a challenge to such assertions, it is generally best to resolve the issue while essential facts are fresh and key personnel are available. To avoid any problems, data delivered with a nonconforming
 marking should be immediately rejected as defective.
 The procedures for such challenges must be followed. The following procedure is recommended when the marking is believed to be nonconforming:

-Comply with any restrictive marking until properly removed by the contractor or Contracting Officer.

-Make sure the Government received the technical data as a FAR contract deliverable. (If not, go back and make it a formal deliverable. Otherwise, you must apply the non-FAR contract rules.)

-Make sure the appropriate FAR/DFARS clauses are in the contract. (If not, consult your attorney immediately.)

-Determine that the marking is nonconforming.
 

-Follow the steps and time limits at (h)(2) of the appropriate clause, DFARS 252.227-7013 or -7014, for challenging the nonconforming marking while maintaining restrictions on the technical data consistent with the present marking. (This challenge must be made to the prime contractor regardless of the source of the technical data.)

-If the contractor does not provide a substitute, authorized
 legend within the time frame, the technical data is considered unmarked. Absent knowledge to the contrary, unmarked technical data is considered unlimited rights data. Any doubts (e.g., whether data may be a trade secret) should be resolved with the contractor and your attorney.

-If the contractor does provide a substitute, authorized legend which is other than unlimited rights, consider whether or not to challenge the validity of that assertion. (See d. below.) Until successfully challenged, the Government will comply with the authorized marking.
d. Challenge Authorized Markings Upon Receipt. (Sample Letter is at Appendix G.) In a FAR contract, the contractor may assert restrictions upon the Government’s use of delivered technical data by placing an authorized legend on the data. While it is possible (and sometimes practical) to defer a challenge to such assertions, it is generally best to resolve the issue while essential facts are fresh and key personnel are available. Generally, the USG has three years for such challenges.
  The procedures for such challenges must be strictly followed.
 Remember that under the paragraph (g) of the appropriate clause
, the contractor is required to have procedures and documentation to support any assertions. The following procedure is recommended:

-Comply with any restrictive marking until properly removed by the contractor or Contracting Officer.

-Make sure the Government received the technical data as a FAR contract deliverable. (If not, non-FAR contract rules apply.)

-Make sure the appropriate FAR/DFARS clauses are in the contract. (If not, consult your attorney immediately.)

-Determine that the marking is authorized. (See L.1. for the authorized legends and the exceptions.) (If not authorized, see paragraph 3.c. above.)

-Determine that the data being marked restricted is on the required contract Attachment. (See DFARS 252.227-7017.) If it is not on that Attachment, the data shall not be submitted with any restrictions.
 The contractor must first justify an updating of the Attachment. (See e. below.) This is an extremely simple way to avoid inappropriate legends without the burden being on the Government to document the facts.

-Follow the steps and time limits at (h)(1) of the appropriate clause, DFARS 252.227-7013 or -7014,  and at DFARS 252.227-7037 (for technical data and -7019 for software) for challenging the validity of the assertion while maintaining restrictions on the data consistent with the present marking. (This challenge may be made to the subcontractor or vendor who is the source of the technical data rather than the prime as explained in the clauses.)

-Any disposition of the challenge adverse to the contractor (including where the contractor does not respond) requires a formal decision of the Contracting Officer in accordance with the clause procedures. Your attorney should be consulted.

e. Additions to the Contract Attachment Asserting Less Than Unlimited Rights.
 See DFARS 252.227-7013 (and -7014) (e)(3) for the exceptions which permit an update to the contract Attachment asserting less than unlimited rights. Despite any prior practice, updates to the attachment should be limited to clearly justified situations. Even if the contract were awarded on a sole source basis, it may still be argued that the omitted data would have altered the Government’s decision to make the sole source award (i.e., changed source selection) and/or affect the negotiated price. Because nothing in the DFARS clause says that the additions to the list should be without consideration from the contractor to the Government, the USG Contracting Officer must consider the issue of appropriate consideration for any such change.
A contractor who fails to make a good-faith assertion as to only that portion of the data/software for which the assertion can be documented risks an increased chance of losing rights to that data/software.

f. Gap between award and delivery of data (attachment update). A potential problem, which is avoidable, is that a contractor may wait until delivery of the data is due before the contractor makes the additional, post-award assertions noted above. These last minute claims to additional limitations upon the USG’s rights in data may create a timing problem. The USG may need the data immediately and without the additional, unanticipated restrictions, but it can take months or years to review the facts and complete a challenge. Since the right to mark the data restricted does not exist until the contract attachment is modified, the USG as a sovereign can insist upon delivery of the data initially without restriction and then pay compensation if the USG was in error. However, it is much more desirable to have a negotiated solution when possible. The Contracting Officer may, therefore, wish to add contract language requiring that immediate notice be given when the likelihood of such additional assertions first becomes known to the contractor.            
Keep in mind deferred ordering and the need to challenge assertions well ahead of the need for the data. This issue may be of particular importance when using the Deferred Ordering Clause at DFARS 252.227-7027.
g. Uncooperative Contractors.  Some contractors refuse to comply with the DFARS limitations as to the “authorized” legends which may be placed upon deliverable data. The Government has several rights. Failure to use only the authorized legends
 renders the contractor in breach of the contract. In addition to the traditional remedies for such breach, under DFARS 252.227-7030,
 the Contracting Officer may withhold up to 10% of the contract price or amount for nonconforming markings, untimely delivery, or deficient deliveries of data.

For those contractors who repeatedly waste USG resources by making bad faith, unsupportable assertions, consideration should be given to negative performance evaluations and even the possibility of prosecution under 18 U.S.C. 1001 (False Statements) and 18 U.S.C. 287 (False Claims).

h. Beware of Gifts (i.e., Cost-Sharing).  Very often the critical factor in the allocation of technical data rights is based upon who paid for the development of the data or the related item/process. Any time(prior to contract award or during contract performance) that a contractor offers or proposes to pay for part of the development costs, a red flag should be waving. The contractor may be attempting to alter the allocation of rights in data. The best way to prevent such manipulation is a SOW that specifically calls for the development of each key piece of technology, hardware, and the related data. If it is a part of the SOW, the USG should obtain "unlimited" rights (or at least Government Purpose rights).
 Do not allow the contractor to formally or informally shift costs so that the contractor exclusively is funding some piece of the requirement. Do not allow statement of work changes which might lead to the same result. These concerns also apply where the contractor attempts to partially fund something that previously was funded exclusively by the Government.

i. Delivery of Technical Data. The DFARS clauses impose additional requirements (e.g., authorized markings and obtaining third party rights) for “delivered” technical data. Some contractors will attempt to place a restricted interpretation on this term. The terms “delivered,”   “delivery,” and “deliver” are not defined in data rights related statutes, regulations, or contracts (generally). However, the statutory, regulatory, and contractual use of those terms and numerous synonyms establish that the terms have their common meaning which does not exclude any specific form or method of delivering, providing, accessing, or furnishing data between two parties in today’s business environment.

j. Non-Traditional Access to Data. The new methods of “delivery” include all forms of access to a contractor’s data as well as electronic deliveries to the Government. Under the DFARS clauses, any deliverable technical data (including software) must be marked as to any asserted restrictions on the Government’s rights in that data. This requirement applies to any form of delivery/access. There will be some practical problems and challenges that did not exist with the delivery of hardcopies. 
k. Reporting of Patentable Inventions. Under a FAR contract, the contractor is obligated (See specific clauses for SBIR, small or large contractor.) to report inventions and elect whether or not the contractor will pursue a patent. The time limitations and procedures are addressed in the clauses. The contractor’s failure to comply with these contract requirements can result in a loss of the contractor’s rights to the patentable invention.

The summary reports required by DFARS 252.227-7039 may be on a form (such as the DD Form 882
) specified by the USG. When contractually specifying a form for these summary reports, you must make it very clear in the contract that the summary report is not in lieu of the required invention report
 which is to fully disclose the invention details.

l. Data rights versus patent rights? If you have a non-Research and Development FAR contract such that the patent rights clauses
 (FAR 52.227-11 or -12) are not included, then the Government generally gets no “patent rights” to something invented during performance of that contract. However, if noncommercial technical data or noncommercial computer software is to be delivered, then the Government will take a unique license generally referred to as a Data Rights license.
 This Data Rights license is unique to Government contracts.
  It blends various types of intellectual property (e.g., trade secrets, copyrights and patent rights) into a license which authorizes the Government to use or provide to third parties the covered data/software. (See Part B.1.b. for the different license rights and the purposes/parties covered.) Additionally, any unauthorized use by the Government of a patented invention is neither unlawful nor an "infringement." It is an eminent domain taking which has been statutorily provided for at 28 U.S.C. 1498.
 That statute states:
Whenever an invention described in and covered by a patent of the United States is used or manufactured by or for the United States without license of the owner thereof or lawful right to use or manufacture the same, the owner’s remedy shall be by action against the United States in the United States Court of Federal Claims for the recovery of his reasonable and entire compensation for such use and manufacture.  
Under the Data Right licenses, the Government obtains the lawful right to use the data/software for any purpose (Unlimited Rights), for Government purposes (Government Purpose Rights), or for internal and emergency purposes (Limited/Restricted Rights). When the Government’s use (or authorization to third parties to use) is within the scope of a Data License granted by the contract, the Government will not have violated any intellectual property rights of the owner of that data/software.
 The Government’s rights with regards to any patent (background, subject, or future) are limited to those rights expressly stated by the Data License. Each contract clause which grants such an express Data License also states that this Data License shall not imply any enlargement of or limitation upon any rights the Government may have under any patent.

A careful reading of the Data License under the various clauses will confirm that it conveys to the Government the right to use the data/software for specified purposes and that those purposes generally include manufacturing.

m. Previously Delivered Data. When data is submitted which is identical to a prior a submission, an increase in the restrictive assertions (i.e., from unlimited to limited or Government purpose; or from Government purpose to limited) is improper and not supportable. 

When data is submitted which is similar to a prior submission, an increase in the restrictive assertions (i.e., from unlimited to limited or Government purpose; or from Government purpose to limited) must be limited to only those portions of the data which have been changed. (See DFARS 252.227-7013(f)(1).) 
The reasons behind these limitations are explained in paragraph E.4 below.
4. Restrictive Markings on Deliverable Data.
a. The contract clauses authorize only certain restrictive rights markings for deliverable data:  Unlimited Rights; Government Purpose Rights; Limited Rights; Restricted Rights; Special License Rights; and copyrights. (Security markings, distribution statements, and export control markings are also allowed IAW the contract but do not directly restrict the USG rights to use the data.) Any other marking is nonconforming and should be ordered removed. (See E.3.c.) The selection among these proper markings is determined under the language of the contract clauses and the facts. The level at which the restrictive markings are asserted (i.e., end item, major component, subcomponents, ….nut and bolts) is extremely important in this determination process and is the responsibility of the contractor.

b. The Government takes unlimited rights in all unmarked data (See Part E.3.b.) and in certain data regardless of the funding source (See DFARS 252.227-7013(b)(1) and -7014(b)(1).). The USG generally takes rights in all other data based upon the source of funding. This determination as to the source of funding is based upon: (a) the source of funding for the “development” of an item, component, or portion of software to which the data relates. (See DFARS 227-7103-4(b), 227-7203-4(b), and similar language in the clauses referenced above.); or (b) where the data is created separately from the “development” of an item, component, or portion of software the source of funding for the data itself.

c. When the contractor makes an assertion with respect to an item/component/software portion without further limitation or clarification and it can be shown that the Government provided any direct funding
 as discussed above at that level, the Government is entitled to not less than Government Purpose Rights. To avoid this outcome, the contractor is allowed (under DFARS 227-7103-4(b), 227-7203-4(b)) to make assertions at the lowest practical level. However, the burden is on the contractor to make and document such assertions at the proper level.

d. At each point in the contractor’s assertion as to restriction on USG rights in data and the delivery of data marked with authorized restrictive legends, USG personnel need to evaluate the factual support for those assertions/markings keeping in mind the level at which the data has been identified/defined by the contractor. Example: an unpublished patent application generally contains prior art which is public information. Therefore, the entire application cannot in good faith be marked with a “Limited rights” legend. The contractor must identify that data within the application for which an assertion is appropriate.
5. FAR contract IP clauses.

a. Discussion. The primary intellectual property clauses are summarized at Appendix A. Proper use of the required and suggested clauses enables the Government to receive the statutorily required and authorized rights in intellectual property without further action. Failure to use these proper clauses may diminish the Government’s rights or at least the ability to determine and enforce those rights.
 These clauses belong in every contract (IAW their prescription) regardless of dollar value (except as noted in Appendix A). The following is a quick checklist of the most commonly used clauses:

FAR:
 

52.227-1 Authorization and Consent
52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement
52.227-11 Patent Rights-Retention by the Contractor (Short Form) 
52.227-12 Patent Rights-Retention by the Contractor (Long Form))
  

DFARS:
 

252.227-7013 Rights in Technical Data – Noncommercial Items
252.227-7014 Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation
252.227-7015 Technical Data--Commercial Items
252.227-7016 Rights in Bid or Proposal Information
252.227-7017 Identification and Assertion of Use, Release, or Disclosure Restrictions 
252.227-7019 Validation of Asserted Restrictions--Computer Software
252.227-7025 Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends
252.227-7026 Deferred Delivery of Technical Data or Computer Software
252.227-7027 Deferred Ordering of Technical Data or Computer Software
   252.227-7028 Technical Data or Computer Software Previously 

   Delivered to the Government.

252.227-7030 Technical Data--Withholding of Payment
252.227-7034 Patents—Subcontracts
252.227-7037 Validation of Restrictive Markings on Technical Data.
252.227-7039 Patents--Reporting of Subject Inventions
252.246-7001 Warranty of Data 
b. Issues. 

-Basic Order Agreements (BOA) Orders. Make sure all appropriate Intellectual Property clauses are explicitly in the order or clearly incorporated by reference. A BOA (FAR 16.7) is not a contract. While it may contain clauses for convenient incorporation into each individual order (The order is the actual contract.), each order must contain the clauses which are required at the time the order is awarded. AUTOMATICALLY REFERENCING THE BOA FOR CLAUSES IS NOT PROPER.
 The BOA may not have been updated recently and may not contain the clauses appropriate for your contract (i.e., your specific order).

-Correct Version/Date. Whenever a clause is significantly revised, it is given a new date signifying the new revision. When interpreting rights in intellectual property, the correct version of the clause must be known. The proper version is generally based upon the solicitation issue date.

-FAR 52.227-3, Patent Indemnity. Under the normal clauses (52.227-1 and -2), the USG indemnifies the contractor where infringement of an existing patent is necessary to perform the contract or otherwise accepted by the USG.
 In certain limited situations, the USG asks the contractor (via the FAR 52.227-3 clause) to indemnify the USG against such infringements. This is most often an issue in non-negotiated contracts for commercial (or near commercial) supplies or services.

F. COOPERATIVE RESEARCH AND DEVELOPMENT AGREEMENTS (CRADAs)
1. Authority.    15 U.S.C. 3710a

See DODD 5535.3, DODI 5535.8, and AR 70-57
http://www.army.mil/usapa/epubs/pdf/r70_57.pdf
http://www.dtic.mil/whs/directives/corres/html/55353.htm
http://www.dtic.mil/whs/directives/corres/html/55358.htm
2. Discussion.

a. A CRADA is a non-FAR contract agreement pursuant to special statutory authority whereby a U.S. Government entity and (at least one) non-U.S. Government entity share information and resources for common benefit on a specific research project.  Agreements between the USG and a foreign government are excluded as International Agreements.

b. By definition and policy CRADAs are limited to specific research within the assigned mission of the Lab executing the CRADA.
 There is much internal debate about the proper subject matter for CRADAs. Some would restrict subject matter mainly by the R&D stage based upon the funding codes while others would allow anything the Lab wanted to claim as a mission. Since neither the statute nor the policy states any firm test, a test of reason should be used keeping in mind that abuses can lead to a loss of this special authority. AR 70-57, paragraph 1-7 does state:

 A CRADA will not be used when a Government procurement contract or a Government-to-Government international cooperative research, development, and acquisition (ICRDA) agreement or Information Exchange Program (IEP) annex is the appropriate instrument for accomplishing the R&D effort.
With all this in mind, this author suggests the following approach to determining allowable subject matter for a CRADA. Allow any effort which is within the lab's mission (statutory language) and that is truly a lab effort (to avoid misuse by non-lab entities). While funding is not determinative it can be very instructive. (If a PM is funding a significant portion of the Government’s contributions, there is a strong presumption that it is not a Lab effort. However, it is not impossible for the Lab and the PM to have a common objective that might be met by a single CRADA.) The subject of each CRADA must be "specified" (statutory language) in that CRADA. It cannot be an open-ended tasking vehicle. Only specific tasks can be reviewed to assure they are within the statutory (and policy) limits of what CRADAs may cover. An open-ended CRADA (with work as yet undetermined) could not be reviewed for legal sufficiency. A single CRADA can specify many separate tasks at the beginning or reasonably define a task subject to later details. However, at signature the scope of what is to be covered must be reasonably identified to assure legal sufficiency.

c. CRADAs can leverage Government R&D dollars and resources by combination with the other entity’s resources. They also provide opportunities to create, define, and control intellectual property rights which may not be available to the Government outside of a CRADA.
 

d. While the parties have a great flexibility in negotiating the allocation of data rights under a CRADA, the USG must, when granting licenses to preexisting inventions
 or subject inventions,
 retain certain rights in the inventions. Where the invention was made under the CRADA and by the collaborating party (or its employees), the USG may waive its ownership rights subject to similar minimum rights. See Appendix E for a chart on these minimum USG retained rights and certain issues created by the present statutory language.
3. Issues.
a. CRADAs are not to be used in lieu of normal FAR contracting
 where a FAR contract is appropriate.

b. CRADAs are appropriate where there is a mutual interest “towards the conduct of specified research or development efforts which are consistent with the mission of the laboratory.”
 Just what constitutes this joint effort for research or development is an ongoing debate.

c. CRADAs are not appropriate for the mere sale of Government services.

d. CRADAs can be executed by the AMRDEC Lab Director via delegated authority.

e. CRADAs can generate reimbursements for the USG’s share of the effort.

f. CRADAs cannot be used to fund the non-U.S. Government party.

g. A Patent Licensing Agreement (PLA) within a CRADA can generate additional revenues for the Laboratory. (See J.2.)

h. The terms of a CRADA can be used to protect certain information from the Freedom of Information Act (FOIA) for up to 5 years.

i. Paperwork Reduction Act (PRA). The application of the PRA to non-FAR contracts has not been firmly resolved. However, this author’s analysis of statutes and regulations finds no exception for non-FAR contracts.
 Therefore, the PRA requirements discussed at Part E.1.d. and E.2.c., should be followed for non-FAR contracts. 

j. Authority to Execute. Some Lab Directors have been granted authority to execute a CRADA.
 In addition, it is assumed that this authority has been delegated to heads of DOD components and Departments, although the language at DODD 5535.3, paragraphs 5.2 and 5.3 is somewhat ambiguous. Certain CRADAs (with foreign entities or for more than $1 million in one FY) require DA level review.

k. Federal Contracting Issue/Prohibitions. See Part D for a discussion of several issues which must be addressed in any non-FAR contract. 
n. When the CRADA contains a PLA, see Parts G and J.

o. Rights in data developed during a CRADA effort (i.e., “subject data”) are apportioned based upon the CRADA language and certain minimum statutory licenses. (See Appendix E.) Unlike a FAR contract, who funds the effort is not a primary determinate of the rights in subject data. While no clear guidance has been located, as yet, this author assumes that contractor funding of CRADA efforts will be treated as indirect costs
 under the FAR contract rules for determining rights in contract data and that the USG funding/support to the CRADA will be treated as direct funding for FAR contract determinations.
G. PATENT LICENSING AGREEMENTS (PLAs)
1. Authority.     35 U.S.C. 207 – 209 (and definitions at 35 U.S.C. 201(d) & 35 U.S.C. 3703)

See     37 CFR 404 (See definition at 404.3(a).);
AR 27-60 (See definition at Glossary.).
http://www.army.mil/usapa/epubs/pdf/r27_60.pdf
2. Discussion.  A PLA is the term used for the licensing of the Government’s rights in inventions. Under specified terms and conditions, “federally owned inventions” may be licensed.
 
The definition of “invention” at section 201(d), 
 is implemented by  37 CFR 404.3(a) which gives the following definition: “a) Government owned invention means an invention, whether or not covered by a patent or patent application, or discovery which is or may be patentable or otherwise protectable under Title 35, the Plant Variety Protection Act (7 U.S.C. 2321 et seq.) or foreign patent law, owned in whole or in part by the United States Government..”
 
When licensing under this authority, the USG must retain at least “a nontransferable, irrevocable, paid-up license for any Federal agency to practice the invention or have the invention practiced throughout the world by or on behalf of the Government of the United States.”
 See Appendix E for a chart on these minimum USG retained rights and certain issues.
While, this statute does not authorize the agency to retain the funds, see 15 U.S.C. 3710c for separate authority to retain proceeds. 

3. Issues.
a. Paperwork Reduction Act (PRA). The application of the PRA to non-FAR contracts has not been firmly resolved. However, this author’s analysis of statutes and regulations finds no exception for non-FAR contracts.
 Therefore, the PRA requirements discussed at Part E.1.d. and E.2.c., should be followed for non-FAR contracts. 

b. Authority to Execute. Those Lab Directors granted authority to execute a CRADA also have the authority to execute a PLA (stand-alone or as part of the CRADA).
 It is assumed that the authority has been delegated to heads of DOD components and Departments, although the language at DODD 5535.3, paragraphs 5.2 and 5.3 is somewhat ambiguous. Certain PLAs (with foreign entities or for more than $1 million in one FY) require DA level review.

c. Federal Contracting Issue/Prohibitions. See Part D for a discussion of several issues which must be addressed in any non-FAR contract.
d. International Treaties and Agreements. Any licensing of Government intellectual property must take into consideration the Government existing commitments under current international treaties and agreements. The United States Government may be required to authorize other governments certain license rights without charge. See DODI 2000.03 (1/17/06) and DFARS 227.676.  
e. Royalty Payments. Royalty payments received by the USG for PLAs are processed IAW DFAS IN 37-1, Section 1412 and include payments to inventors.
https://dfas4dod.dfas.mil/centers/dfasin/library/ar37-1/chap14.pdf
H. COMMERCIAL LICENSES
1.  Authority.  10 U.S.C. 2386 (Special Purpose Statute for Certain IP)

 28 U.S.C. 1498 (Limited Waiver of Sovereign Immunity  for Patent and Copyright Infringements)

 FAR Part 27 and DFARS Part 227 (normal procurement of IP during an acquisition)
2. Discussion. A Commercial License is a binding agreement for the USG to have certain rights in the intellectual property (IP) of another. There is a FAR policy encouraging the acceptance of such commercial terms to the extent possible.
 However, the USG’s status as a sovereign makes many standard commercial terms unacceptable for USG contracts. See Part D for a full discussion of the USG unique issues for contract terms.

When a potential infringement (or unauthorized use of data/software) claim against the USG is present, 28 U.S.C. 1498 and other statutes
 provide authority to acquire license rights as part of the settlement. 

Under current discussion within AMC is the authority for entering into a purchase of IP rights. The following summarizes this author’s current analysis: 

- The acquisition of rights in intellectual property (IP) under the authority of 10 U.S.C. 2386 requires a Department of the Army (DA) level review and approval. One exception is when the acquisition is for copyrights under $2,500. (See AFARS 5127.7011 and AR 27-60, paragraph 6-13.)
 

- There is a second case which, while not clearly articulated anywhere, is logical and consistent with practice. When such IP rights are included in a normal FAR contract, the acquisition is not under the authority of 10 U.S.C. 2386. The FAR/DFARS contract clauses allow for the negotiation of certain IP rights beyond the default rights.

 

- This second exception is logically based upon the authority outside of 10 U.S.C. 2386 to acquire goods or services that fulfill the USG requirements. (Frequently, a prime contractor will acquire such rights as part of performing the prime contract.) This independent authority was, at one time, noted in the AMC FAR Supplement.

 

- Besides the required DA level review, there is a second problem with the stand-alone acquisition of IP rights above $2,500. The authority to sign such stand-alone contracts resides with the Commander, AMC. (See AFARS 5127.7011.)

 

3. Issues.
a. Sovereignty and commercial licenses. The following issues are more fully discussed in Part D, Federal Contracting Issues/Prohibitions. These issues are especially relevant to commercial licenses where the FAR contract structure and regulations are not used. There are many standard commercial license provisions which are simply inappropriate or illegal when one party is the sovereign.

- Authority to Bind the Government
- Indemnification

- Choice of Law

- Binding Arbitration

- Merger Clauses

- Disputes

- Sovereign Authority/Immunity

- The Requirement to Fund Obligations 
- Anti-Trust Issues
- Advisory Committees
- Government Property
- Treaties and International Agreements
- Contractor Personnel
- Foreign Entities
- Various Statutes
b. FAR contract versus Stand-alone license. (See above for discussion of the authority to execute such licenses being based upon what authority is used to purchase the license.) When the license terms are worked into the structure of a FAR contract, many issues are automatically resolved. The rights in the data will be IAW defined terms or at least highlighted as “Special License”
 or “commercial license” rights. (See B.1.b.) A contracts attorney and a Contracting Officer will review the agreement for conformance with the USG unique contracting requirements. An IP attorney will be brought in whenever the license agreements (within the FAR contract) seem unusual.

When a stand-alone commercial license is used, there are no tried and tested formats that assure that the USG unique contracting issues are properly addressed. The official executing the stand-alone license must have specifically delegated authority
 and might not be a Contracting Officer. Therefore, that individual executing the contract should consider requesting a review by an IP attorney and by an acquisition attorney.

I. MISCELLANEOUS CONTRACTING SITUATIONS
1. Leases. There are several lease authorities: 10 U.S.C. 2539b (general authority for limited purposes); 10 U.S.C. 2667
 (general authority for almost every purpose); and 22 U.S.C. 2311 and 2796 (for foreign leases). It is possible but not routine for such leases to address intellectual property rights which might arise from utilizing the lease property. (See AR 700-131.) http://www.army.mil/usapa/epubs/pdf/r700_131.pdf
2. DoD Grants and Agreements (DODGA). A collection of special statutorily authorized instruments is addressed in the DoD Grants and Agreements Regulation (DoDGAR), DoDR 3210.6R. Such instruments include: Technology Investment Agreements (TIAs)
 and grants. [Reviewers, a better summary is welcomed.]  
http://alpha.lmi.org/dodgars/
3. Other Transactions (OT) (Section 845).  Non-FAR contracts authorized by law
 which apply to prototype projects for DoD weapons or weapon systems are commonly referred to as OTs.  Current policy calls for the use of the FAR/DFARS intellectual property clauses as a beginning point to negotiating the allocation of rights in data.

4. International Agreement (IA).  IAs include any written agreement which is concluded with a foreign government or international organization by authorized individuals
 with the intent to be bound by international law and which is designated as an IA. While many labels are possible, within DOD the most common term is memorandum of understanding (MOU) or memorandum of agreement (MOA). (See AR 550-51 and DODD 5530.3.) 
J. REVENUE PRODUCING SITUATIONS
1.  Discussion. In the absence of valid legal authority, an agency may not use United States Government (USG) assets to generate revenue.
 Where revenue generation is authorized, it requires additional, explicit authority for such revenue to be used or retained by the agency. Absent such additional authority, all revenue is to be deposited as miscellaneous receipts. See Appendix C for a more detailed analysis.
- 31 U.S.C. 3302(b), Miscellaneous Receipts Statute.  “Except as provided in section 3718(b)
  of this title, an official or agent of the Government receiving money for the Government from any source shall deposit the money in the Treasury as soon as practicable without deduction for any charge or claim.”  An express statutory authorization to retain and apply funds to the agency’s use is required to overcome this statutory prohibition.

-The fact that some particular reimbursement is authorized or even required by law is not, standing alone, sufficient to overcome the miscellaneous receipts statute.

For complete discussion of this and all other funding issues, a link to the General accounting Office’s (GAO’s) Redbook (Principles of Federal Appropriation Law) is provided below:
http://www.gao.gov/legal.htm
2. Specific Authorities.  

a. Miscellaneous Sales Authorities. There are many authorities for the sale or providing of information for a fee which covers only the costs to provide the information.
 These are not directly relevant to the current issue of retaining revenues, such as royalties from licensing, and will not be further discussed.
b. 15 U.S.C. 3710c, Distribution of Royalties Received by Federal Agencies.  Paragraph (a)(1) reads as follows:

Except as provided in paragraphs (2) and (4), any royalties or other payments received by a Federal agency from the licensing and assignment of inventions under agreements entered into by Federal laboratories under section 3710a of this title, and from the licensing of inventions of Federal laboratories under section 207 of title 35 or under any other provision of law, shall be retained by the laboratory which produced the invention and shall be disposed of as follows:

This authority clearly is limited to payments received as a result of a license or assignment of an “invention” under 15 U.S.C. 3710a, 35 U.S.C. 207, or other provision of law (i.e., another statutory reference). It does not cover other types of “intellectual property.” The term “invention” is defined at 15 U.S.C. 3703 and is limited to patentable subject matter.
 
c. 15 U.S.C. 3710a(b)(3), Utilizing Resources Provided by the CRADA Partner. As another exception to the Miscellaneous Receipts Statute, this authority allows the agency to retain and use funds (and other resources) from a CRADA partner to “carry out the agreement….” Any funds (or other resources) in excess of what is needed to execute the CRADA may not be retained by the agency absent some other authority.

d. 35 U.S.C. 207 and 209, Licensing federally owned inventions. Under specified terms and conditions, “federally owned inventions” may be licensed. It is now well recognized that software can be patented. (While this statute does not authorize the agency to retain the funds, 15 U.S.C. 3710c might apply.
The definition of “invention” at section 201(d), 
 is implemented by 37 CFR 404.3(a) which gives the following definition: “a) Government owned invention means an invention, whether or not covered by a patent or patent application, or discovery which is or may be patentable or otherwise protectable under Title 35, the Plant Variety Protection Act (7 U.S.C. 2321 et seq.) or foreign patent law, owned in whole or in part by the United States Government..”
 
Absent other statutory authority (such as 15 U.S.C. 3710c), all revenues generated must be deposited with the Treasury as miscellaneous receipts.
e. 17 U.S.C. 105, Covering copyrights held by the United States Government. While the USG cannot generate a copyrightable work, the statute states that the USG “is not precluded from receiving and holding copyrights transferred to it by assignment, bequest, or otherwise.” The statute does not authorize retention of revenues by the agency.

It is assumed that the right to “receive and hold” copyrights constitutes a right to further transfer the copyrights by license if consistent with the rights currently held by the USG. 

Absent other statutory authority all revenues generated must be deposited with the Treasury as miscellaneous receipts.

f. 15 U.S.C. 1051-1127, Trademarks. Unlike copyrights, there is no prohibition against the U.S. Government creating a trademark. The USG may, therefore, own, receive, or hold trademarks.
 When the owner of a trademark grants a license to use that trademark, the law requires that the owner assures control over the quality or nature of the goods or services.
 The statutes governing Trademarks now authorize an agency to retain (for very limited purposes) the revenues which might be generated by licensing.

g.  P.L. 90-577 (Section 302), Intergovernmental Cooperation Act of 1968. This act provides authority for Federal agencies to provide certain reimbursable support to state and local Governments. See OMB Circular No. A-97 for guidance.
Absent other statutory authority all revenues generated must be deposited with the Treasury as miscellaneous receipts.

3. Issues

a. The statutory authority (flowed down via regulation) to charge a fee for some USG service, product, or data does not grant any authority to keep that revenue for agency use. A separate and explicit statutory authorization to retain and use that revenue must be documented.

b. What types of IP may be licensed is an evolving issue. There are currently three explicit authorities noted above: “inventions” under 35 U.S.C. 207-209 (PLAs); “inventions” under 15 U.S.C. 3710a. (CRADAs); and trademarks under 10 U.S.C. 2260. There is no authority for licensing “intellectual property” which does not meet the definition of an invention or a trademark. Currently, an “invention,” by statute, is any patentable matter. However, governing regulations (which are being changed) limit the definition to those inventions for which a patent application has been filed or a patent has issued. (Licensing under the CRADA authority of inventions which existed prior to the CRADA by statute is limited to filed applications and issued patents.
 This will not change.) A more detailed discussion of this issue can be found in a paper at Appendix C. While the paper is focused on software licensing, the analysis applies to all patentable inventions.

c. Royalty Payments versus Employee Awards. The authority and procedures for making a royalty payment (employee’s share of licensing royalties from the invention) are very different from those regarding performance awards (even where related to invention activities). For the collecting and disbursing of royalty payments, see DFAS IN 37-1, Section 1412. https://dfas4dod.dfas.mil/centers/dfasin/library/ar37-1/chap14.pdf For non-royalty type awards, see AR 27-60, Chapter 8. http://www.army.mil/usapa/epubs/pdf/r27_60.pdf
d. Publicizing Government Rights in Intellectual Property. When the Government acquires rights in intellectual property as discussed in this guide, such rights may be valuable to other areas of Government. We must use every appropriate library, data base, Lab POC, and technology transfer office to disseminate the fact that certain rights in data are available without cost to the Government. In addition, public synopsis (via the Commerce Business Daily) may help to generate licensing opportunities. Contact your local Office of Research and Technology Applications (ORTA) representative for technology transfer/licensing opportunities.
K. DISTRIBUTION STATEMENTS
1. Discussion.  Distribution statements are required on all newly created technical documents. (See DODD 5230.24.) Such statements identify to whom the document in question may be released by Government sources or parties who have obtained the document from the Government. A DISTRIBUTION STATEMENT DOES NOT RESTRICT A CONTRACTOR WHO OWNS THE DATA/SOFTWARE.
 Those markings which prohibit release to the general public have a statutory basis which supports a possible denial in response to a Freedom of Information Act (FOIA) Request.
 (See DODD 5400.7 as to FOIA requests.) A contractor’s imposed restrictions on the Government’s use of intellectual property are frequently a basis for a limiting distribution statement. These distribution statements represent the Government’s position (not the contractor’s) as to further release. Below are the authorized distribution statements followed by a brief (and oversimplified) synopsis of the basis for any restricted distribution statement.  See the following references for a more complete explanation:

DODD 5230.24 http://www.dtic.mil/whs/directives/corres/html/523024.htm
AMCOM Pam 70-10

https://intranet2.redstone.army.mil/amcom_regs/C470x10.pdf
DISTRIBUTION STATEMENT A. Approved for public release; distribution is unlimited.

DISTRIBUTION STATEMENT B.    Distribution authorized to U.S. Government Agencies only (fill in reason) (date of determination).   Other requests for this document shall be referred to (insert controlling DoD office).

 [Reasons: Foreign government information, proprietary information, critical technology, and other information which for which a FOIA exemption might apply.]

DISTRIBUTION STATEMENT C.    Distribution authorized to U.S. Government Agencies and their contractors (fill in reason) (date of determination).   Other requests for this document shall be referred to (insert controlling DoD office). 

[Reasons: Generally same as B except no proprietary information. Exception may be available in specific situations, but as a rule one contractor’s proprietary information may not be disseminated to another contractor.]

DISTRIBUTION STATEMENT D.    Distribution authorized to the Department of Defense and U.S. DoD contractors only (fill in reason) (date of determination).   Other requests shall be referred to (insert controlling DoD office).

[Reasons: Same as C except the limitation is to US contractors and to DOD versus the entire USG. Documents which may not be released to foreign contractors are given this statement in lieu of C.]

DISTRIBUTION STATEMENT E.    Distribution authorized to DoD Components only (fill in reason) (date of determination).   Other requests shall be referred to (insert controlling DoD office). 

[Reasons: Similar to Statement B with additional reasons to limit the Government distribution to DOD components.]

DISTRIBUTION STATEMENT F.    Further dissemination

only as directed by (inserting controlling DoD office) (date of determination) or higher DoD authority.

[Reasons: Usually applied to classified documents, so the “need to know” rule applies. This statement does not exclude contractors with a need to know when authorized by the controlling office.]

DISTRIBUTION STATEMENT X.    Distribution authorized to U.S. Government Agencies and private individuals or enterprises eligible to obtain export-controlled technical data in accordance with reference (c) (date of determination).   Controlling DoD office is (insert). 

[Reasons: Unclassified documents where the only limitation on release is the export control of the information.]

2. Issues.
a. Distribution Statement Presumption. For normal operations it may be necessary to presume that Distribution Statements are correct. However, when a Distribution Statement is based (in whole or part) upon an assertion by a non-Government entity regarding the inclusion of proprietary (or similar) data, such an assertion should not be accepted as final and conclusive. Such assertions require verification with legal counsel before the Government concedes potential rights. It is very likely that such assertions, when initially made, do not at that time justify the resources to investigate the facts and may be initially accepted at face-value. Prior to the resolution of any such disagreement, the Government must use a Distribution Statement consistent with the marking to be safe. When the document contains data to which there is a valid contractor assertion/marking of less than unlimited rights,
 that document (or the data covered by the assertion) must have a Distribution Statement “B” or “E” to properly protect the data. Even Government Purpose Rights data may not be routinely released to other Government contractors. The added procedure at N.6 for access by contractors and potential contractors does assure compliance with the separate rules at DFARS 227.7103-7.
b. Responsibility for Distribution Statements.  The “controlling office” is responsible for placing the proper distribution statement on each newly generated, and previously unmarked, document containing technical information. For newly generated documents, the statement must be applied prior to the initial distribution. (DoDD 5230.24, par. 6.3; DoD 5010.12M, Chapter 7. and Definition DL1.1.5)

c. Controlling Office is defined as the DoD activity that sponsored the work that generates technical data or receives technical data for the DoD.  (DoD 5010.12M, Chapter 7 and Definition DL1.1.5) 

d.  Technical Data for the purposes of DoD 5010.12M (not FAR
 contracts) means recorded information regardless of the form or method of recording.   For the purposes of this Manual, the term includes technical data, computer software documentation, financial information, management information and any other information required by a contract to be delivered to the Government. (DoD 5010.12M, Definitions DL1.1.4 and DL1.1.28)

e. Newly Generated Unmarked Documents are to be returned to the controlling office for marking. Noncompliance after this second effort to obtain a proper distribution statement is to be reported to the Under Secretary of Defense for Policy. (DoD 5010.12M, Chapter 7, par. C7.2.3).

f. Existing Unmarked Documents shall not be removed and processed for a proper marking unless a request is received for that document. If processing for a proper marking is necessary (e.g., a request for release is received), the document will be sent to the controlling office. If the controlling office is impossible to determine, then the depository or receiving activity will assume that responsibility. (DoD 5010.12M, Chapter 7, par. C7.2.4). 

g. An Actual Request for an Unmarked Document containing technical information requires a review by the controlling activity or an assigned organization in the chain of command. (DoD 5010.12M, Chapter 7, par. C7.6.4.4).

h. Categories of Requests. The various types of requests (FOIA, Non-FOIA, Investigative, Congressional, contractor, potential contractor…) are addressed in Part K. of this paper.

i. Government Reviews and Approvals. In theory all data submissions and the markings placed thereupon (e.g., data rights legends and Distribution Statements) are reviewed by Government personnel prior to acceptance of the data. The effectiveness of this review is limited by the knowledge of the individual doing the review. (This is another reason for this guide.) In many situations the reviewing individual will want to know what the contract requires.  (Remember that no restrictive markings are allowed unless that data was placed on a contract attachment giving advance notice. See E.2.e. and Appendix D.) The submitted data should state the contract under which it was submitted. (This is required if there is a restrictive data rights legend.) 

In practice, the volume of data, reduced resources, and new methods for delivery of or access to the data often result in little or no review up front. This is dangerous if that data may be required for Government use in the future. However, this is a management issue, not a legal issue. Because of this potential for weak reviews, it is essential that those handling the data at any stage aggressively challenge every “nonconforming” marking and confirm that authorized markings are consistent which what was disclosed in the contract attachment and that asserted restrictive legends make sense. See Appendix H for a list of actions appropriate for each stage of an acquisition.
L. MISCELLANEOUS MARKINGS ON DATA
1. Discussion.  FAR contracts prohibit the delivery of noncommercial technical data and noncommercial computer software with any restrictive marking other than: Unlimited Rights, Government Purpose Rights, Limited Rights, Restricted Rights, or Special License Rights.  A copyright notice also may be included (DFARS 252.227-7013(f) and -7014(f)) but does not alter the Government’s rights in the technical data. Any other marking or legend on a FAR contract deliverable should be presumed unauthorized (until shown otherwise
) and should be removed IAW DFARS procedures. Non-FAR contracts have no default conditions for how data is to be marked. The use of consistent legends for non-FAR and FAR contracts is very desirable and will eliminate several problems with the control and dissemination of data.

2. Issues. 

a. FAR Contracts. Miscellaneous markings are unauthorized and need to be removed per the procedures.
 They represent a violation of the contract terms and complicate the Government’s use of the technical data. Deferring the removal until the markings become an issue is not appropriate. The Government should act immediately to prevent further deliveries with unauthorized markings and to assure that the contractor pays the cost to correct. Generally, an unauthorized (i.e., non-conforming marking) can be removed by the Contracting Officer after a 60 day notice. 
Deliverable Data Which Does Not Meet Definition of Technical Data. A potential issue exists in that DFARS 252.227-7013(f) and (h)(2) allow for the removal of nonconforming markings from “technical data” which is to be delivered.
 The definition of technical data excludes “…data incidental to contract administration, such as financial and/or management information.” Can the contractor use a nonconforming legend on non-technical data which is required to be delivered under the contract? First, see if the contractor will agree to use the limited rights legend. Second, reconsider whether you need actual copies of such data as opposed to access for the Program Manager, the Procurement Contracting Officer and the Administrative Contracting Officer. Third, have such non-technical data segregated from needed technical data, so the submission does not get into the technical data chain and the nonconforming markings will not present a use/control problem. Finally, require that the contractor seek resolution of this issue for an individual (or type of) submission in advance of the actual delivery. Then call your attorney for the current status of this issue.
b. Non-FAR Contracts. Any miscellaneous marking must be compared back to the authorized markings/legends of that specific agreement. If the markings/legends are not authorized by the specific agreement, they should be removed for the same reasons as stated for a FAR contract. However, it is very unlikely that the process for removal and associated costs will be specified in a non-FAR contract.
 The correction and future avoidance of unauthorized markings/legends generally will be negotiated.

c. Examples. 

Proprietary. This marking (or some variation) is probably the most often seen. This concept is recognized only in non-FAR contracts. It indicates information which the non-Government party asserts is (or should be) protected from voluntary release (outside the Government).  When this marking is authorized, the information is protected in a manner similar to “limited rights” data
 under a FAR contract.

Dual Use Legend. For a period of time some contracts allowed the use of a legend which described both the Government’s rights in the technical data and then asserted a proprietary status to the technical data for non-Government parties. The purpose of such dual use legends was to avoid the contractor having two separate sets of documents which were marked according to the recipient. The AMCOM policy is now against such dual use legends as the confusion outweighs any documented benefits. Any such past practice should be discontinued. (See full discussion at Appendix J.)
Trade Secret & Confidential Business Information. Roughly similar to proprietary but with statutory implications. Under 18 U.S.C. 1905
 release of such information without legal authority can lead to administrative and criminal punishments. This is an important reminder that data should be released only by authorized personnel IAW the proper procedure.
 

Trademarks and Service Marks. Trademarks (and similar markings by other names) are used to identify the source or origin of a product or service. The purpose of identification is generally to distinguish one specific product or service from other like products or services. Such identifying marks do not impact the rights in data and are not objectionable as an unauthorized marking/legend under the data rights clauses.
 

Patent Notices. Such markings acknowledging the existence of a patent are technically unauthorized.
 However, if they do not adversely impact Government use, it may not be worth the effort to have them removed.

Copyright. Notice of copyrights in the work are permitted IAW DFARS 252.227-7013(f) and -7014(f). (See Part B. as to copyrights.) However, do not allow the contractor to slip into the simple copyright notice (name, year and symbol/notice) any restrictive statements such as “all rights reserved.”

FOUO. Unclassified information which is exempt from mandatory release under FOIA is generally marked FOUO. (See AR 25-55, Chapter IV and AR 380-5, Chapter 5.) Documents may contain both a Distribution Statement and the FOUO marking.

M. INTERNAL AND EXTERNAL USE OF INTELLECTUAL PROPERTY AND SECURITY ISSUES
The following discussion assumes there are no security issues restricting the use of the data. Contractors and USG personnel who generate data always must be mindful of the potential need to classify the data. If any doubt exists as to the need to classify information, you should consult your Security Official or Office. The primary guidance is at AR 380-5.
http://www.army.mil/usapa/epubs/pdf/r380_5.pdf
1. Discussion. Unless stated otherwise, for this discussion “internal” means within the U.S. Government and “external” means outside the U.S. Government. 

a. Internal Use. Some Distribution Statements and miscellaneous markings make a distinction between various elements of the Government. Compare Distribution Statements B & E, where E limits distribution to DOD but B allows all of the US Government to receive. Absent some such distinction marked on the intellectual property, there are no restrictions on the use internally within the U.S. Government.
 

b. External use. 

For patents, external uses are unlimited if the U.S. Government has an assignment of rights (typical situation) from the Government employee even if there was a contractor employee co-inventor. When the U.S. Government takes a license under a Government contract (i.e., no Government employee inventor), it typically is a nonexclusive, nontransferable, irrevocable, paid-up license to practice or have practiced for or on behalf of the U.S. Government the subject invention throughout the world.

For technical data, generally refer to the distribution statement for the limitations. However, the following steps are recommended to assure the correct analysis.

STEP 1. Determine the Proper Distribution Statement. (If document is not so marked, follow procedures to have it marked.)

STEP 2. If the distribution statement is based upon an assertion of “proprietary,”  “limited”, “restricted”, or “Government purpose” rights by a contractor (or any other similar marking), consult with an Intellectual Property Law attorney to verify that the marking is authorized and correct in your fact situation. (If the statement is not based upon such assertions, then proceed to Step 3.) To verify the assertion, facts concerning how the data/document was initially developed and subsequently further developed, as well as the method of delivery to the Government, may be required.

Step 3. Absent any knowledge suggesting additional issues, external distribution may then be made IAW the proper Distribution Statement.

In many situations the contract clauses (or specific non-disclosure agreements)
 may allow for the transfer of one contractor’s data/documents (with an assertion noted in step 2 above) to another Government contractor. Consult your acquisition attorney as to these clauses.

2. Issues.

a. Propagation. When extracting or using data from a document which has a Distribution Statement or other legend controlling dissemination, the user must assure that the markings are maintained for any newly created document or a specific assessment is done to determine the appropriate marking for the new document. (This issue is similar to how we handle classified information.) 

b. Public Affairs Office (PAO). AR 360-1 in general and in Chapter 5 specifically cover a great many situations where coordination with, or approval from, PAO channels is required. The following is a very general summary: requests from or releases to the media; controversial matters; and matters that could have significance to local, state, regional, national, or international communities and Governments.  

http://www.army.mil/usapa/epubs/pdf/r360_1.pdf
N. REQUESTS FOR ACCESS TO TECHNICAL DATA
Regardless of the form of the request, always be alert to the potential for limitations upon the release of the desired records/documents/data for reasons noted elsewhere in this document, such as: classified information, FOUO (FOIA exempt), Privacy Act protected information, proprietary information, trade secret information, export controlled information, critical technology, proposal information, and contract deliverables with less than unlimited rights.

1. FOIA REQUESTS. 

a. Definition. Any written (not oral) request for existing records  which explicitly or implicitly indicates it is a FOIA request.

b. Reference(s). AR 25-55   http://www.army.mil/usapa/epubs/pdf/r25_55.pdf
c. Basic Procedure. Contact the Command FOIA POC. Do not deny the release of the requested records. Denials must follow strict procedures. There are strict time limits, so act quickly.

2. PRIVACY ACT REQUESTS.

a. Definition. A written or oral request as to the existence of records or a written request for a copy of, access to, or amendment of a record pertaining to the requester.

b. Reference(s). AR 340-21  http://www.army.mil/usapa/epubs/pdf/r340_21.pdf
c. Basic Procedure. Coordinate with the Command POC. Follow the regulations and POC guidance. Strict time limits apply, so act quickly.

3. CONGRESSIONAL INQUIRIES.

a. Definition. A Congressional Inquiry is any visit or communication by a member of Congress, Congressional Committee Staff member, or other identified Congressional source where records or information are requested.

b. Reference(s). AR 1-20 and AMCR 1-16
http://www.army.mil/usapa/epubs/pdf/r1_20.pdf
c. Basic Procedure. The responses to Congressional Inquiries are extremely time sensitive and vary with the type of inquiry. Immediately contact the Command Legislative liaison or Congressional Inquiry POC. These actions will be staffed through the Command Group and are given the highest priority.

4. NON-FOIA WRITTEN REQUESTS.

a. Definition. Any written request which is not a FOIA request.

b. Reference(s). AR 25-1; 360-1 (Public Affairs); AR 380-5 (Security); AR 25-55 (FOIA)

http://www.army.mil/usapa/epubs/pdf/r25_1.pdf
http://www.army.mil/usapa/epubs/pdf/r360_1.pdf
c. Basic Procedure. There is no one procedure for these requests. The basic principle is to release what would be released under FOIA(subject to any other restrictions), but consider withholding until any doubt is resolved. (See AR 25-55, paragraph 1-501.) While no time limits are applicable, it is in the Government’s best interest to respond promptly and in a helpful manner so as not to force the requester into a formal FOIA request.

5. INFORMAL INQUIRIES. 

a. Definition. Any oral inquiry other than a Congressional inquiry or a Privacy Act inquiry.

b. Reference(s). See Formal Inquiries above.

c. Basic Procedure. See Formal Inquiries above. If any doubt exists regarding what is sought, consider requesting a written statement of the desired information/records.

6. CONTRACTORS AND POTENTIAL CONTRACTORS.

a. Certain types of information (Export Controlled and military critical technical data) are not available to the general public but may be released to contractors and potential contractors who have been certified as eligible to receive this data.

b. For access directly from the holder of the information, the contractor or potential contractor must have a Certification number which is obtained via DOD Form 2345, IAW DODD 5230.25 (paragraphs 3.2, 4.3, 5.4, 5.8, 6.1.9).
http://www.dior.whs.mil/forms/DD2345.PDF
http://www.dtic.mil/whs/directives/corres/html/523025.htm
c. For access from secondary distribution channels to Scientific and Technical Information (STINFO) within Army, the contractor or potential contractor must be certified IAW AR 70-21 and DD form 1540.

http://www.dior.whs.mil/icdhome/forminfo/FormInfoPage2167.htm
http://www.army.mil/usapa/epubs/pdf/r70_21.pdf
d.  In addition to the above, see DFARS 227.7103-7 for requirements which the USG has contractually agreed to follow when releasing data which contains contractor assertions of less than unlimited rights in the USG. The regulatory processes in subparagraphs b. and c. above do not meet the requirements imposed by the above DFARS cite. Where a contractor has asserted less than unlimited rights in the USG to certain data, that data (or the document containing such data) must have a Distribution “B” or “E” and may not be released under subparagraphs b. or c. above without also complying with DFARS 227.7103-7.
7. MISCELLANEOUS INQUIRIES.
a. Accident Reporting and Records -------------AR 385-40

b. Aircraft Accident Investigation---------------AR 95-1 & -30

c. Alcohol and/or Drug Abuse Records---------AR 600-85

d. Auditing Services in DA-----------------------AR 36-5

e. Claims Reports ----------------------------------AR 27-20

f. Criminal Investigations-------------------------AR 195-2

g. GAO Audits--------------------------------------AR 36-2

h. Inspector General reports-----------------------AR 20-1

i. Litigation Records-------------------------------AR 27-40

j. Medical records----------------------------------AR 40 (Series)

k. Military Police Files-----------------------------AR 190 (Series)

l. Patents, Inventions, and Copyrights-----------AR 27-60

m. Safety Reports------------------------------------AR 385-10

n. Technical reports---------------------------------AR 70-31

o. White House Liaison and Inspections –------AR 1-9

                             GLOSSARY
Unless otherwise indicated, the following definitions are for FAR contracts only. The definitions are generally taken from DFARS 252.227-7013 (Noncommercial Technical Data) and a second definition is provided when different for DFARS 252.227-7014 (Noncommercial software).
“Commercial computer software” means software developed or regularly used for non-Governmental purposes which—




(i)  Has been sold, leased, or licensed to the public;




(ii)  Has been offered for sale, lease, or license to the public;




(iii)  Has not been offered, sold, leased, or licensed to the public but will be available for commercial sale, lease, or license in time to satisfy the delivery requirements of this contract; or




(iv)  Satisfies a criterion expressed in paragraph (a)(1)(i), (ii), or (iii) of this clause and would require only minor modification to meet the requirements of this contract. (DFARS 252.227-7014)
“Computer data base” means a collection of data recorded in a form capable of being processed by a computer.  The term does not include computer software. (DFARS 252.227-7013)

 

“Computer program” means a set of instructions, rules, or routines recorded in a form that is capable of causing a computer to perform a specific operation or series of operations. (DFARS 252.227-7013)

 

“Computer software” means computer programs, source code, source code listings, object code listings, design details, algorithms, processes, flow charts, formulae and related material that would enable the software to be reproduced, recreated, or recompiled.  Computer software does not include computer data bases or computer software documentation. (DFARS 252.227-7013)

 

“Computer software documentation” means owner's manuals, user's manuals, installation instructions, operating instructions, and other similar items, regardless of storage medium, that explain the capabilities of the computer software or provide instructions for using the software. (DFARS 252.227-7013)
“Detailed manufacturing or process data” means technical data that describe the steps, sequences, and conditions of manufacturing, processing or assembly used by the manufacturer to produce an item or component or to perform a process. (DFARS 252.227-7013)

 

“Developed” means that an item, component, or process exists and is workable.  Thus, the item or component must have been constructed or the process practiced.  Workability is generally established when the item, component, or process has been analyzed or tested sufficiently to demonstrate to reasonable people skilled in the applicable art that there is a high probability that it will operate as intended.  Whether, how much, and what type of analysis or testing is required to establish workability depends on the nature of the item, component, or process, and the state of the art.  To be considered “developed,” the item, component, or process need not be at the stage where it could be offered for sale or sold on the commercial market, nor must the item, component, or process be actually reduced to practice within the meaning of Title 35 of the United States Code. (DFARS 252.227-7013)
“Developed” means that—




(i)  A computer program has been successfully operated in a computer and tested to the extent sufficient to demonstrate to reasonable persons skilled in the art that the program can reasonably be expected to perform its intended purpose;




(ii)  Computer software, other than computer programs, has been tested or analyzed to the extent sufficient to demonstrate to reasonable persons skilled in the art that the software can reasonably be expected to perform its intended purpose; or




(iii)  Computer software documentation required to be delivered under a contract has been written, in any medium, in sufficient detail to comply with requirements under that contract. (DFARS 252.227-7014)

 

“Developed exclusively at private expense” means development was accomplished entirely with costs charged to indirect cost pools, costs not allocated to a Government contract, or any combination thereof.  

 




(i)  Private expense determinations should be made at the lowest practicable level.

 




(ii)  Under fixed-price contracts, when total costs are greater than the firm-fixed-price or ceiling price of the contract, the additional development costs necessary to complete development shall not be considered when determining whether development was at Government, private, or mixed expense.

 

“Developed exclusively with Government funds” means development was not accomplished exclusively or partially at private expense.  (DFARS 252.227-7013)

 

“Developed with mixed funding” means development was accomplished partially with costs charged to indirect cost pools and/or costs not allocated to a Government contract, and partially with costs charged directly to a Government contract. (DFARS 252.227-7013)

 

“Form, fit, and function data” means technical data that describes the required overall physical, functional, and performance characteristics (along with the qualification requirements, if applicable) of an item, component, or process to the extent necessary to permit identification of physically and functionally interchangeable items. (DFARS 252.227-7013)

 

“Government purpose” means any activity in which the United States Government is a party, including cooperative agreements with international or multi-national defense organizations, or sales or transfers by the United States Government to foreign Governments or international organizations.  Government purposes include competitive procurement, but do not include the rights to use, modify, reproduce, release, perform, display, or disclose technical data for commercial purposes or authorize others to do so.

 

“Government purpose rights” for technical data means the rights to—

 




(i)  Use, modify, reproduce, release, perform, display, or disclose technical data within the Government without restriction; and

 




(ii)  Release or disclose technical data outside the Government and authorize persons to whom release or disclosure has been made to use, modify, reproduce, release, perform, display, or disclose that data for United States Government purposes. (DFARS 252.227-7013)
“Government purpose rights” for computer software and computer software documentation means the rights to—




(i)  Use, modify, reproduce, release, perform, display, or disclose computer software or computer software documentation within the Government without restriction; and




(ii)  Release or disclose computer software or computer software documentation outside the Government and authorize persons to whom release or disclosure has been made to use, modify, reproduce, release, perform, display, or disclose the software or documentation for United States Government purposes.

"Invention" means any invention or discovery which is or may be patentable or otherwise protectable under title 35 of the United States Code, or any novel variety of plant which is or may be protected under the Plant Variety Protection Act (7 U.S.C. 2321, et seq.)  (FAR 52.227-11 & -12)

“Limited rights” for technical data means the rights to use, modify, reproduce, release, perform, display, or disclose technical data, in whole or in part, within the Government.  The Government may not, without the written permission of the party asserting limited rights, release or disclose the technical data outside the Government, use the technical data for manufacture, or authorize the technical data to be used by another party, except that the Government may reproduce, release or disclose such data or authorize the use or reproduction of the data by persons outside the Government if reproduction, release, disclosure, or use is—

 




(i)  Necessary for emergency repair and overhaul; or

 




(ii)  A release or disclosure of technical data (other than detailed manufacturing or process data) to, or use of such data by, a foreign Government that is in the interest of the Government and is required for evaluation or informational purposes;

 




(iii)  Subject to a prohibition on the further reproduction, release, disclosure, or use of the technical data; and

 

a. The contractor or subcontractor asserting the restriction is notified of such reproduction, release, disclosure, or use. (DFARS 252.227-7013)
"Made" when used in relation to any invention means the conception or first actual reduction to practice of such invention. (FAR 52.227-11 & -12)

“Minor modification” means a modification that does not significantly alter the nonGovernmental function or purpose of the software or is of the type customarily provided in the commercial marketplace. (DFARS 252.227-7014)

“Noncommercial computer software” means software that does not qualify as commercial computer software under paragraph (a)(1) of this clause. (DFARS 252.227-7014)

“Non-FAR Contracts” include all those binding agreements between parties (one being the Government) which are authorized by law but not subject to the FAR and its supplements. The best known types are: Cooperative Research and Development Agreements (CRADA); Patent License Agreements (PLA); Leases; and Other Transactions (OTs). For the purposes of this Guide, international agreements (while their legal enforceability is questionable) are included because such agreements frequently address rights in technical data.
"Nonprofit organization" means a university or other institution of higher education or an organization of the type described in section 501(c)(3) of the Internal Revenue Code of 1954 (26 U.S.C. 501(c)) and exempt from taxation under section 501(a) of the Internal Revenue Code (26 U.S.C. 501(a)) or any nonprofit scientific or educational organization qualified under a state nonprofit organization statute.  (FAR 52.227-11 & -12)

 "Practical application" means to manufacture, in the case of a composition of product; to practice, in the case of a process or method, or to operate, in the case of a machine or system; and, in each case, under such conditions as to establish that the invention is being utilized and that is benefits are, to the extent permitted by law or Government regulations, available to the public on reasonable terms.  (FAR 52.227-11 & -12)

“Restricted rights” computer software and computer software documentation apply only to noncommercial computer software and mean the Government's rights to—




(i)  Use a computer program with one computer at one time.  The program may not be accessed by more than one terminal or central processing unit or time shared unless otherwise permitted by this contract;




(ii)  Transfer a computer program to another Government agency without the further permission of the Contractor if the transferor destroys all copies of the program and related computer software documentation in its possession and notifies the licensor of the transfer.  Transferred programs remain subject to the provisions of this clause;




(iii)  Make the minimum number of copies of the computer software required for safekeeping (archive), backup, or modification purposes;




(iv)  Modify computer software provided that the Government may—





(A)  Use the modified software only as provided in paragraphs (a)(14)(i) and (iii) of this clause; and





(B)  Not release or disclose the modified software except as provided in paragraphs (a)(14)(ii), (v) and (vi) of this clause;




(v)  Permit contractors or subcontractors performing service contracts (see 37.101 of the Federal Acquisition Regulation) in support of this or a related contract to use computer software to diagnose and correct deficiencies in a computer program, to modify computer software to enable a computer program to be combined with, adapted to, or merged with other computer programs or when necessary to respond to urgent tactical situations, provided that—





(A)  The Government notifies the party which has granted restricted rights that a release or disclosure to particular contractors or subcontractors was made;





(B)  Such contractors or subcontractors are subject to the use and non-disclosure agreement at 227.7103-7 of the Defense Federal Acquisition Regulation Supplement (DFARS) or are Government contractors receiving access to the software for performance of a Government contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends;





(C)  The Government shall not permit the recipient to decompile, disassemble, or reverse engineer the software, or use software decompiled, disassembled, or reverse engineered by the Government pursuant to paragraph (a)(14)(iv) of this clause, for any other purpose; and





(D)  Such use is subject to the limitation in paragraph (a)(14)(i) of this clause; and




(vi)  Permit contractors or subcontractors performing emergency repairs or overhaul of items or components of items procured under this or a related contract to use the computer software when necessary to perform the repairs or overhaul, or to modify the computer software to reflect the repairs or overhaul made, provided that—





(A)  The intended recipient is subject to the use and non-disclosure agreement at DFARS 227.7103-7 or is a Government contractor receiving access to the software for performance of a Government contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends; and





(B)  The Government shall not permit the recipient to decompile, disassemble, or reverse engineer the software, or use software decompiled, disassembled, or reverse engineered by the Government pursuant to paragraph (a)(14)(iv) of this clause, for any other purpose. (DFARS 252.227-7014)
"Small business firm" means a small business concern as defined at section 2 of Pub. L. 85-536 (15 U.S.C. 632) and implementing regulations of the Administrator of the Small Business Administration. For the purpose of this clause, the size standards for small business concerns involved in Government procurement and subcontracting at 13 CFR 121.3-8 and 13 CFR 121.3-12, respectively, will be used.  (FAR 52.227-11 & -12)
"Subject invention" means any invention of the contractor conceived or first actually reduced to practice in the performance of work under this contract, provided that in the case of a variety of plant, the date of determination (as defined in section 41(d) of the Plant Variety Protection Act, 7 U.S.C. 2401(d)) must also occur during the period of contract performance.  (FAR 52.227-11 & -12)
“Technical data” means recorded information, regardless of the form or method of the recording, of a scientific or technical nature (including computer software documentation).  The term does not include computer software or data incidental to contract administration, such as financial and/or management information. (DFARS 252.227-7013)

 

“Unlimited rights” means rights to use, modify, reproduce, perform, display, release, or disclose technical data [or computer software or computer software documentation] in whole or in part, in any manner, and for any purpose whatsoever, and to have or authorize others to do so. (DFARS 252.227-7013 and [-7014])

                          APPENDIX A 
SUMMARY OF FAR & DFARS CLAUSES

	FAR 52.227-1: Authorization and Consent                           07/95

http://www.arnet.gov/far/current/html/52_227.html#1108985

	Principal Objective
	To extend the Government’s limited waiver of sovereign immunity for U.S. patent infringement to its contractors.

	Applicability
	All contracts above the Simplified Acquisition Procedure Threshold except when performance and delivery will be entirely outside the United States.

	Key Points
	The clause authorizes the contractor to use patented inventions in performing a contract without independent exposure to patent infringement from third parties. The Government authorizes and consents to all use and manufacture, for performance of a contract or any subcontract, of any invention covered by a U.S. patent embodying the product, the delivery of which is accepted by the Government under the contract.


	FAR 52.227-2: Notice and Assistance Regarding Patent and

Copyright Infringement                                                          08/96

http://www.arnet.gov/far/current/html/52_227.html#1108997

	Principal Objective
	To notify the Government of a patent infringement lawsuit that the Government must defend.

	Applicability
	Supply, service, or research and development contracts above the simplified acquisition procedures threshold except when performance and delivery will be made entirely outside the United States.

	Key Points
	The contractor promptly notifies the Contracting Officer upon

notice or claim of patent or copyright infringement based on the performance of the contract.


	FAR 52.227-11: Patent Rights—Retention by the Contractor

(Short Form)                                                                            06/97

http://www.arnet.gov/far/current/html/52_227.html#1109082

	Principal Objective
	To ensure that inventions developed by small business firms and domestic nonprofit organizations, with Federal funding, are utilized for the public benefit.

	Applicability
	Contracts for experimental, developmental, or research work with small businesses and nonprofit organizations.

	Key Points
	The contractor must disclose an invention within two months after the inventor identifies it in writing to contractor personnel responsible for patent matters.

Where the Government obtains the title and the contractor has a nonexclusive domestic license, the license may be revoked or modified by the Government to the extent necessary to achieve expeditious practical application.

For inventions where the contractor acquires title, the Government has the right to require the contractor to grant a nonexclusive, partially exclusive, or exclusive license to a responsible applicant.

The contractor flows down the same rights to the subcontractor and will not, as part of the consideration for awarding the subcontract, obtain rights in the subcontractor’s subject inventions.

The contractor agrees that it will grant exclusive rights to subject inventions in the United States only to those manufacturing substantially in the United States.




	FAR 52.227-12: Patent Rights—Retention by the Contractor

(Long Form)                                                                         01/97

http://www.arnet.gov/far/current/html/52_227.html#1109140

	Principal Objective
	To ensure that inventions developed with funding from DoD, the Department of Energy, and the National Aeronautics and Space Administration by large, for-profit businesses are utilized for the public benefit.

	Applicability
	The contractor is other than a small business firm or nonprofit organization and the effort is for experimental, research, or developmental work.

	Key Points
	The contractor must disclose inventions within two months after the inventor discloses in writing to contractor personnel, or within six months after the contractor becomes aware that an invention has been made, whichever is earlier.

Where the Government obtains the title and the contractor has a nonexclusive domestic license, the license may be revoked or modified by the Government to the extent necessary to achieve an expeditious practical application.

The contractor will flow down the same rights to the subcontractor and will not, as part of the consideration for

awarding the subcontract, obtain rights in the subcontractor’s subject inventions.

The contractor agrees that it will grant exclusive rights to

subject inventions in the United States only to those

manufacturing substantially in the United States.

If the contractor has not commercialized a subject invention within a reasonable time, the Government has the

right to require the contractor to grant a nonexclusive, partially exclusive, or exclusive license to a responsible applicant. If the contractor refuses such a request, the

Government has the right to grant such a license itself.


	DFARS 252.227-7013: Rights in Technical Data—Noncommercial

Items                                                                                    11/95

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm#252.227-7013

	Principal Objective
	To set forth respective rights to technical data delivered under a contract.

	Applicability
	All contracts for noncommercial items under which technical

data is to be delivered, except when the only deliverable items are computer software or computer software documentation.

	Key Points
	Defines unlimited rights, limited rights, Government purpose rights, specifically negotiated license rights, and prior Government rights.

The contractor is required to provide a certified list of all asserted rights and restrictions in the furnished technical data.

(b) (6) The contractor agrees to release the Government from liability for release or disclosure of technical data.  

(k)(4) The contractor and higher-tier subcontractors or suppliers shall not use their power to award subcontracts as economic leverage to obtain rights in technical data from their subcontractors or suppliers.


	DFARS 252.227-7014: Rights in Noncommercial Computer

Software and Noncommercial Computer Software Documentation  

                                                                                                 06/95

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To set forth respective rights to computer software and computer software documentation delivered under the contract.

	Applicability
	Contracts for noncommercial computer software or computer documentation, except technical data.

	Key Points
	Defines unlimited rights, restricted rights, Government purpose rights, specifically negotiated license rights, and prior Government rights. Contractor is required to provide a certified list of all asserted rights and restrictions in the furnished software.


	DFARS 252.227-7015: Technical Data—Commercial Items  11/95

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To define the Government’s rights in technical data related to commercial items.

	Applicability
	All solicitations and contracts involving commercial items where technical data is being acquired. Does not flow down to subcontractors. 

	Key Points
	Defines the terms of the license for technical data, as well as restrictions placed on the Government.


	DFARS 252.227-7016: Rights in Bid or Proposal Information  

                                                                                                 06/95

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To allow the Government to use the information submitted in bids or proposals.

	Applicability
	Solicitations and contracts under which the successful offeror will be required to deliver technical data. Do not use if the only deliverables are: computer software, computer software documentation, commercial items…or if a SBIR contract.

	Key Points
	 Defines the Government’s rights prior to, and subsequent to, contract award.


	DFARS 252.227-7017: Identification and Assertion of Use,

Release, or Disclosure Restriction                                            06/95

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To identify the nature of data to be delivered with other than

“unlimited rights.”

	Applicability
	All solicitations that include the clause DFARS 252.227-7013, -7014, or -7018.

	Key Points
	The contractor must identify all data (technical and computer software) that will be delivered with less than unlimited rights.


	DFARS 252.227-7018: Rights in Noncommercial Technical Data

and Computer Software—SBIR Program                               06/95

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To identify the scope of data rights to be delivered under the Small Business Innovative Research (SBIR) program.

	Applicability
	Solicitations and contracts when technical data, computer software, or computer software documentation will be generated (not necessarily delivered) under SBIR contract.

	Key Points
	Identifies the Government’s rights in the data developed under all phases of SBIR programs.


	DFARS 227.7019: Validation of Asserted Restrictions—Computer

Software                                                                                   06/95

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To evaluate the contractor’s asserted restrictions

	Applicability
	Solicitations and contracts using DFARS 252.227-7014 and -7018.

	Key Points
	The clause identifies requirements for the Government’s need to have information and the Government’s right to challenge asserted restrictions.


	DFARS 252.227-7025: Limitation on the Use or Disclosure of

Government-Furnished Information Marked with Restrictive

Legends                                                                                    06/95

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To limit the contractor’s use of Government-furnished information.

	Applicability
	Solicitations and contracts where the Government furnishes technical data, computer software, or computer software documentation with another party’s restrictive legend.

	Key Points
	Where Government-furnished information marked with legends is misused or misappropriated, the contractor will indemnify the Government, as the information may be proprietary to another contractor.


	DFARS 252.227-7026: Deferred Delivery of Technical Data or

Computer Software                                                                 04/88

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To protect the Government’s interest in deferring the delivery of technical data or computer software.

	Applicability
	Contracts where necessary or applicable.

	Key Points
	The Government has the right to defer the delivery of technical data or computer software for up to two years after the acceptance of all other items.


	DFARS 252.227-7027: Deferred Ordering of Technical Data or

Computer Software                                                                 04/88

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To give the Government time to determine whether it needs

technical data or computer software under a contract.

	Applicability
	Solicitations when various technical data and computer software requirements cannot be specifically identified, but there is a potential need for technical data and computer software generated under the contract.

	Key Points
	The Government may order any technical data or computer

software generated under the performance of a contract. Such order may be made within three years after the acceptance of all items.


	DFARS 252.227-7028: Technical Data or Computer Software

Previously Delivered to the Government                                 06/95

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To identify all technical data and computer software that previously have been delivered to the Government, but that the contractor intends to deliver with less than unlimited rights.

	Applicability
	Solicitations for contracts that will require the delivery of technical data, computer software, or computer software documentation. 

	Key Points
	Offerors must identify any technical data, computer software, or computer software documentation specified in the solicitation as deliverable items that are the same or substantially the same as items the offeror has delivered or is obligated to deliver, either as a contractor or  subcontractor, under any other Federal agency contract.


	DFARS 252.227-7030: Technical Data—Withholding of Payment

                                                                                                  03/00

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To have leverage in enforcing the contract.

	Applicability
	Solicitations and contracts that include the clause DFARS

252.227-7013.

	Key Points
	If technical data delivered under the contract is not delivered on time or is deficient, the Contracting Officer may withhold 10 percent of the contract price until the Government accepts such data.


	DFARS 252.227-7034: Patents—Subcontracts                       04/84

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To have all parties involved in developing research comply

with the requirements of FAR 52.227-12.

	Applicability
	Solicitations and contracts containing FAR 52.227-11.

	Key Points
	The contractor shall include FAR 52.227-12 in subcontracts to be performed by other than a small business or nonprofit organization.


	DFARS 2252.227-7037: Validation of Restrictive Markings on

Technical Data                                                                        09/99

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To protect the Government’s right to challenge the validity of restrictions marked on technical data packages.

	Applicability
	All solicitations and contracts containing DFARS 252.227-7013, -7014, -7015, or -7018.

	Key Points
	The contractor and subcontractor are responsible for maintaining records to justify the validity of markings that impose restrictions on the Government and others to use, duplicate, or disclose delivered technical data.


	DFARS 252.227-7039: Patents—Reporting of Subject Inventions

                                                                                                 04/90

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm

	Principal Objective
	To keep track of, and preserve the Government’s rights in,

inventions developed under the contract.

	Applicability
	Solicitations and contracts containing the clause FAR 52.227-11.

	Key Points
	The contractor shall furnish interim reports every 12 months, as well as a final report within 3 months after completion of the contract, as to whether any inventions were developed under the contract. The reports must provide all information regarding the contractor’s patent application.


	DFARS 252.204-7000: Disclosure of Information                  12/91

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm

	Principal Objective
	To prevent the release of unclassified, but sensitive, information to the public.

	Applicability
	Solicitations and contracts when the contractor will have access to or generate unclassified information that may be sensitive and inappropriate for release to the public.

	Key Points
	The contractor and subcontractor shall not release, to anyone outside their organization, any unclassified information pertaining to any part of the contract, unless the Contracting Officer has given prior approval.


	DFARS 252.246-7001 WARRANTY OF DATA                   12/91

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252246.htm

	Principal Objective
	To extend the period for correction of data.

	Applicability
	Optional but recommended when cost effective.

	Key Points
	Allows for correction (at no cost) for three years (or longer) after acceptance of the data.


	

	Principal Objective
	

	Applicability
	

	Key Points
	


                          APPENDIX B
RIGHTS IN DATA ARE INDEPENDENT OF
                         DELIVERY 
[While the basic concept that USG data rights arise regardless of delivery
 is commonly accepted by the authorities noted below, some of the conclusions and suggestions have not been fully discussed by the IP community.]

1. The Government’s rights in technical data and non-commercial software (hereafter simply called data) exist independently of the delivery or non-delivery of that data. This point has been acknowledged by the Comptroller General in Varian Associates, Inc. – Reconsideration, 90-1 CPD P595, June 28, 1990 and by Nash & Rawicz.
  However, there is a common misconception that the contractor “effectively” can control the Government’s exercise of its rights in data by controlling the Government’s access to a copy of that data. This misconception has lead to a host of problems and confusion. To obtain a clear and enforceable outcome as to the balancing of rights in data used to perform the contract, the parties need to ignore “delivery” as an issue and focus solely on the negotiation of rights in data. Until this erroneous connection between delivery and rights is broken for good, the discussion of data rights will remain confused.
a. Both the statute (10 U.S.C. 2320) and the DFARS data rights clauses address the creation of Government rights without ever using the terms “deliver”, “delivery” or “delivered.”
 

b. As an example, the Government’s rights in data developed under Contract A include a “royalty-free” license
 that would prevent the contractor from charging (directly or indirectly) for the use of that data under a later Contract B, regardless of whether that data ever was “delivered” to the Government. In fact, such a later attempt by the contractor to charge for the data could well constitute: statutory and contractual violations; false cost and pricing data; false claim; and improper charging or allocation of costs.

c. Granted that without delivery it is harder to know what the Government’s rights are and to enforce those rights; however, the absence of delivery does not (by law or any provision in a standard contract) extinguish the rights in that data conferred on the Government under the statute and by default under the DFARS clauses.

2. The Government has legal methods to access data used to perform contracts. The key to breaking this erroneous connection between rights and delivery is to realized that the Government has to have access to data which is used to perform a contract and that, in fact, it can when necessary order the contractor to provide that data. Without the ability to see the data used to perform defense contracts, the Government may find itself entirely reliant upon a non-Government entity for critical defense matters when that non-Government entity could cease to exist or otherwise become unavailable for necessary support. Once we separate the idea that delivery = rights, then assuring the Government obtains delivery of the data when needed should not be a problem. The critical point is to negotiate up front on the actual rights in data. The lazy approach of relying upon the default rights in the DFARS clauses and controlling access to the data will not work. The contractor cannot, in fact, and should not control the Government’s access to such data. What the contractor can control is the decision whether or not to use certain data to perform the contract and the negotiation of rights prior to award.
a. DFARS 252.227-7027, Deferred Ordering, is the most common method of contractually accessing data used to perform. DFARS limits the use of this clause to data “generated”
 in performance of the contract. However, this is a not a mandatory clause. The parties can negotiate as to its use and applicability. 
b. Changes Clauses are mandatory for FAR contracts. While extensive case law does not exist, available decisions appear to support the Government’s ability to order additional relevant data under the Changes Clauses.  See Curtiss-Wright, ASBCA No. 9218, 1963 BCA 3939.  Logically, such additional data (not the rights in the data – merely a copy of the data) would not constitute a cardinal change unless the parties had specifically negotiated to place such delivery outside the contemplation of the parties.

c. Defense Priorities and Allocations System, 15 CFR Part 700.
 While the practical aspects of this program have not been analyzed, the definition of an “item” at 15 CFR 700.8 includes: “technical information, process, or service.” The delegated authority given DOD does appear to include the ability, when needed, to compel the delivery relevant data. (See FAR Subpart 11.6.)
d. As a sovereign, the Government may take property when necessary and pay just compensation. (See Amendment V to the Constitution of the United States and specific statutes for specific subjects.) However, where the Government already has acquired the “right” to use the data, such a taking would require only compensation for the submission of the data in the required form if the Government’s use of the data did not exceed its current rights in the data. 
3. The term “delivered” as used in the DFARS data rights clauses has its normal unrestricted meaning. Delivery can occur by electronic access as well as by other means. Both the statute and the DFARS clauses use the concept of “delivery” in a generic sense and employ numerous synonyms such as: furnished; made available; obtained from; provided to; and to acquire.

4. In conclusion, neither the statutes nor the regulations require the “delivery” of data as a pre-condition of the creation of DOD rights in the data.
 The distinction between “delivered” data and data that has not been “delivered” applies to some additional, contractual rights
 that arise in connection with the administration of data. The terms “delivered,”  “delivery,” and “deliver” are not defined in data rights related statutes, regulations or contracts (generally). However, the statutory, regulatory, and contractual use of those terms and numerous synonyms establish that the terms have their common meaning which does not exclude any specific form or method of delivering, providing, accessing, or furnishing data between two parties in today’s business environment.

The discussion of rights in data (and the Government’s future use or non-use of that data) will remain confused and off-track for as long as those discussions focus on the delivery of the data. The parties need to stop relying upon a bandage (controlling “delivery”) that will not stick in order to avoid the real issue (pre-negotiated rights in data).
                          APPENDIX C
LICENSING SOFTWARE AND RETAINING 

                    THE ROYALTIES 

SUBJECT: Licensing Software and Retaining the Royalties 

1. LEGAL PRINCIPLES:

- In the absence of valid legal authority, an agency may not use United States Government (USG) assets to generate revenue.
 

- 31 U.S.C. 3302(b), Miscellaneous Receipts Statute.  “Except as provided in section 3718(b)
  of this title, an official or agent of the Government receiving money for the Government from any source shall deposit the money in the Treasury as soon as practicable without deduction for any charge or claim.”  An express statutory authorization to retain and apply funds to the agency’s use is required to overcome this statutory prohibition.

-The fact that some particular reimbursement is authorized or even required by law is not, standing alone, sufficient to overcome the miscellaneous receipts statute.

2. POTENTIAL STATUTORY AUTHORITIES  FOR LICENSING SOFTWARE:

A. 35 U.S.C. 207 and 209, Licensing federally owned inventions. Under specified terms and conditions, “federally owned inventions” may be licensed. It is now well recognized that software can be patented. If the software has been patented, or a patent application has been filed, it may be licensed under this authority. (However, the statute does not authorize the agency to retain the funds.)

The definition of “invention” at section 201(d), 
 is implemented by 37 CFR 404.3(a) which gives the following definition: “a) Government owned invention means an invention, whether or not covered by a patent or patent application, or discovery which is or may be patentable or otherwise protectable under Title 35, the Plant Variety Protection Act (7 U.S.C. 2321 et seq.) or foreign patent law, owned in whole or in part by the United States Government..”
 
Absent other statutory authority all revenues generated must be deposited with the Treasury as miscellaneous receipts.

B. 17 U.S.C. 105, Covering copyrights held by the United States Government. While the USG cannot generate a copyrightable work, the statute states that the USG “is not precluded from receiving and holding copyrights transferred to it by assignment, bequest, or otherwise.” The statute does not authorize retention of revenues by the agency.

It is assumed that the right to “receive and hold” copyrights constitutes a right to further transfer the copyrights by license if consistent with the rights currently held by the USG. This assumption should be confirmed by additional research/analysis.

Absent other statutory authority all revenues generated must be deposited with the Treasury as miscellaneous receipts.

C. 15 U.S.C. 1051-1127, Trademarks. Unlike copyrights, there is no prohibition against the U.S. Government creating a trademark. The USG may therefore own, receive, or hold trademarks.
 When the owner of a trademark grants a license to use that trademark, the law requires the owner to assure control over the quality or nature of the goods or services.
 The statutes governing Trademarks now authorize an agency to retain the revenues which might be generated by licensing. (10 U.S.C. 2260)
Absent other statutory authority all revenues generated must be deposited with the Treasury as miscellaneous receipts.

D. 15 U.S.C. 3710a, Cooperative research and development agreements (CRADAs). Paragraph (a), General Authority, of this statute has been mistakenly cited as authority to license “other intellectual property.” Such use of the language is not accurate for two separate reasons. First, the full text of the language is: 

(2) to negotiate licensing agreements under section 207 of title 35, or under other authorities (in the case of a Government-owned, contractor-operated laboratory, subject to subsection (c) of this section) for inventions made or other intellectual property developed at the laboratory and other inventions or other intellectual property that may be voluntarily assigned to the Government. 

Authority to license here is limited to that contained at 35 U.S.C. 207 (Patents – discussed above) and “other authorities” (meaning another statutory reference must be cited). This statutory requirement for “other authority” cannot be overlooked for the category of “other intellectual property.” 
 Paragraph (a)(2) does not contain any new licensing authority. It merely authorizes the agency (and Lab Directors) to use other existing authorities. 

Absent other statutory authority all revenues generated must be deposited with the Treasury as miscellaneous receipts. As discussed below, 15 U.S.C. 3710c provides qualified authority for agencies to retain revenue generated by the “licensing and assignment of inventions under section 3710a [CRADAs],…under section 207 of Title 35 or under any other provision of law….”  This language is limited to “inventions” and does not employ the term “other intellectual property.” The remainder of 3710c clearly contemplates the existence of “inventors” in connection with the “inventions.”
  

E. 10 U.S.C. 2539b, Certain Authority to sell information.  When determined to be in the national interest, “other information” may be sold to any person or entity under paragraph (a)(1).  Software is not addressed specifically in the implementing guidance.
 
This statute authorizes a sale at fees designed to recover all direct and indirect costs of that sale. It does not authorize royalties or payments in excess of these costs.

Absent other statutory authority all revenues generated must be deposited with the Treasury as miscellaneous receipts. The statute does allow for the retention of fees for “services,” but not for “information.” 
F. 15 U.S.C. 1151-1157 and 3704(b)
, Clearinghouse activities for technical information. These statutes authorize the sale of information as a public service to share technology.

The statutes contain some authority to retain revenues to pay operating costs.

G. 22 U.S.C. 2761 and 2762, Sale to Foreign Military Sale (FMS) Customers from stock or new procurement. Unlike most other types of sales, certain FMS sales, by law and implementing regulations,
 require the recoupment of certain nonrecurring, investment costs. The USG portion of any such recoupment is paid to the miscellaneous receipts.
 

3. POTENTIAL STATUTORY AUTHORITIES  FOR RETAINING FUNDS FROM LICENSING SOFTWARE:

A.  Miscellaneous Sales Authorities. There are many authorities for the sale or providing of information for a fee which covers only the costs to provide the information. Some were noted above.
 These are not directly relevant to the current issue of retaining revenues such as royalties from licensing and will not be further discussed.

B. 15 U.S.C 3710c, Distribution of Royalties Received by Federal Agencies.  Paragraph (a)(1) reads as follows:

Except as provided in paragraphs (2) and (4), any royalties or other payments received by a Federal agency from the licensing and assignment of inventions under agreements entered into by Federal laboratories under section 3710a of this title, and from the licensing of inventions of Federal laboratories under section 207 of title 35 or under any other provision of law, shall be retained by the laboratory which produced the invention and shall be disposed of as follows:

This authority is clearly limited to payments received as a result of a license or assignment of an “invention” under 15 U.S.C. 3710a, 35 U.S.C. 207, or other provision of law (i.e., another statutory reference). It does not cover “intellectual property.” The term “invention” is defined at 15 U.S.C. 3703 and is limited to patentable subject matter. 
C. 15 U.S.C. 3710a(b)(3), Utilizing Resources Provided by the CRADA Partner. As another exception to the Miscellaneous Receipts Statute, this authority allows the agency to retain and use funds (and other resources) from a CRADA partner to “carry out the agreement….” Any funds (or other resources) in excess of what is needed to execute the CRADA may not be retained by the agency absent some other authority.
4. CONCLUSIONS: The retention of revenue authority, therefore, is available for software in the following situations as explained more fully above.

1. Under a CRADA, when the software is developed in whole or in part during the CRADA and is “patentable.”

2. Under a CRADA, when a patent has issued or a patent application has been filed prior to signing the CRADA.

3. Under 35 U.S.C 207 and 15 U.S.C. 3710c,  for any patentable subject matter.
4. Under other provisions of law, when so identified and documented as applying to DOD and the software is “patentable.”
5. The definition of “invention” (35 U.S.C. 3703 and 35 U.S.C. 201(d)) covers only that subject matter which is or may be patentable.
 

                       APPENDIX D

                  THE ASSERTION LIST

                                ( DFARS 252.227-7017)

   MISUNDERSTOOD AND MISUSED

A.  BACKGROUND. There are so many misunderstandings and misuses of the provision at DFARS 252.227-7017, Identification and Assertion of Use, Release, and Disclosure Restrictions, that the best way to begin discussing the provision is to first clear up the past misunderstandings. How it became so misunderstood and abused is unclear. The title says exactly what is required and no more.

B. What the DFARS 252.227-7017 Provision requires is a pre-award disclosure of four elements (detailed discussion to follow later):

1. Identification of the noncommercial technical data or noncommercial computer software (to be delivered under the contract) which the contractor presently asserts should be delivered to the Government with less than unlimited rights;

2.  The asserted rights category: Limited Rights; Restricted Rights; Government Purpose Rights; SBIR Rights; and Specially Negotiated License Rights (only in very rare cases); 

3. The basis for the assertion, which is virtually always one of the following two statements - 

Developed partially at private expense = Government Purpose Rights

Developed exclusively at private expense = Limited Rights or Restricted Rights

(SBIR Rights and Specially Negotiated License Rights can have different bases): and

4. The party (prime or subcontractor) asserting the stated restrictions.

THE OFFEROR MUST STOP WITH THESE 4 ELEMENTS AND SAY NO MORE OR THE -7017 ASSERTION WILL BE IMPROPER.
C. The DFARS 252.227-7017 provision does not require (and does not allow) for:

1. Justifications for or facts behind the assertion. Including a restatement of or reference to relevant facts and theories behind the assertion, are inappropriate and confusing. A contractor who makes bad, overly broad, or false assertions may lose rights in data as explained later. The 252.227-7017 provision is not intended or designed to document why the contractor believes the “basis for the assertion” to be correct. It is designed only to capture the four basic elements of the assertion noted above. The claimed facts and history may be in dispute and are not needed unless the Government wishes to discuss these assertions prior to award or challenge them after award. Facts and theories behind the assertions are handled, when needed, in other processes and by other clauses.

2. Assertions as to commercial technical data or commercial computer software. The 252.227-7017 provision is written and prescribed only for noncommercial technical data and noncommercial computer software. Attempting to include commercial items is like mixing apples and oranges. The structure and terminology of the provision just do not apply to commercial data and software.  If the Government needs to know about the intended restrictions on commercial technical data and commercial software, it may ask for it in a similar format, but there are no defined “categories.” 

3. Existing Government rights in noncommercial technical data and noncommercial computer software which have been delivered to, produced for, or are obligated to be delivered to the Government under any other contract or subcontract. Any rights which the Government may acquire or may have acquired by virtue of other contracts are to be disclosed via a separate provision: DFARS 252.227-7028. These prior, future, or contemporaneous rights via other contracts do not provide a proper or certain basis for determining the Government’s rights under the current contract.
 By operation of certain standard DFARS clauses (usually 252.227-7013 and 252.227-7014), these other contract rights establish a minimum level of Government rights in identical (or substantially similar) data/software to be delivered under the current contract. While these established minimum rights must be considered when making a good faith assertion for the current contract, very rarely will they be the only basis for the determination of Government rights under the current contract.
 

These prior data rights are NOT extinguished when the underlying item, component, process, or software later becomes “commercial.”
D.  Basic Purpose and Use. The idea behind this current DOD provision and past provisions/clauses is to have the contractor pre-disclose any restrictions on the Government’s rights to use and further disclose noncommercial technical data and noncommercial computer software which is to be delivered or furnished to the Government under the contract. This disclosure may be updated during performance when one of two bases for updates is documented by the contractor. Updates are not automatically allowed. The limited bases upon which an update is allowed require greater diligence by the contractor at the pre-award stage. The failure to assert a proper restriction or to assert at a proper level of detail which the facts will support (See issue below.) can result in the loss of contractor rights.
E.  Specific Issues.

1. After Award Issues. See Part E and Appendix D of this Guide for general post award issues.

2. Delivery. Despite prior misconceptions, the term “delivery” is applied to how technical data and software get into the Government’s possession. The term is not defined by the contract.
 The concept of “delivery” is important as to certain contractual rights which apply only to delivered data such as the marking requirements. The concept does not apply to the creation of rights in technical data and computer software.
 (See Appendix B of this Guide for a full discussion.) 

3. Loss of Contractor rights for failure to identify or failure to identify at the proper level. This is possibly the most controversial idea in this summary. However, it arises from the language of the clauses and is confirmed by common sense. A contractor is prohibited from placing a restrictive legend upon any deliverable noncommercial technical data and noncommercial computer software unless the contract contains an attachment acknowledging a restrictive assertion covering such data/software.
 
a. A contractor who fails to make a proper pre-award assertion and who later cannot meet one of the two tests for updating those pre-award assertions (See next issue.) is required to deliver all such noncommercial data/software with unlimited rights. This is well known. 
b. Less known or understood is the contractor’s right (and, indirectly, obligation) to make such assertions at the lowest practical level.
 The two basic tests for allocating the rights in data arise from the nature of the data
 and the source of funding for development of the underlying item, component, or process. For example, if the contractor chooses to assert “Limited Rights” in technical data at too high a level, it may be found that, as a factual matter, the Government has provided direct funding for a portion of the underlying item component or process at this level. That factual conclusion entitles the Government to Government Purpose Rights for all data at the level asserted. 
c. The key to paragraph b above is to understand that (unless an updating exception applies) the contractor cannot be given extra “bites at the apple” when it comes to making these assertions. If these rights are truly important to the contractor, the contractor must take the time, prior to award, to confirm just which portions are entitled to be restricted. The obligation to prove such restriction for noncommercial data/software is on the contractor.
 If the Government allows the contractor to make a broad assertion prior to award and then allows the contractor to incrementally revise its assertion with each successful Government challenge to some portion of that broad assertion, this would improperly shift the burden of proof from the contractor to the Government. It would force the Government (by successive challenges) to define for the contractor what portions were contractor-funded by excluding those portion proven to be Government-funded. This makes no sense and is unworkable. The contractor not only possesses the required records to prove what was “exclusively funded at private expense,” the contractor has a contractual obligation
 to have such proof on file and available.
 Since this may well be a complete change to past practices for many, it is extremely advisable to place the contractor on notice regarding the need for pre-award assertions at a proper level. (A draft clause covering this and other points is provided at Enclosure 1.)
d. It is to the benefit of both parties that the first column of the assertion list be used to identify with the proper details only the data/software and its related underlying item, component or process for which an asserted category of restriction can be documented. Vague or overly broad terms lead to disagreements and possible loss of contractor rights. Since the Government must accept any good faith assertion list which is in proper form (subject to after-award challenges), clearly the burden of submitting a proper list with defensible assertions rests with the contractor.
4. Updating the Pre-Award Assertion Contract Attachment. A properly structured pre-award assertion list made in good faith by the contractor must be attached to the contract at award.
  (It is strongly recommended that the absence of any such assertion be confirmed as not being an inadvertent oversight by incorporating an attachment which acknowledges there are no assertions prior to award.) Any update of this Attachment after award constitutes a contract modification which can be made only by the Contracting Officer. The contractor is allowed to update this contract attachment as a contract right in only two situations:
 “based on new information”; and “inadvertent omission” that would not have materially affected the source selection.
  The factual determination as to whether either of the two conditions (for allowing an update to the assertion attachment) has been met is for the Contracting Officer to make. There is no automatic right for the contractor to update this attachment. Therefore, the contractor must make a diligent effort to properly assert prior to award or risk the loss of rights as noted above. 

5. Timing Issues with Updates to the Assertion List.  The contract clauses obligate the contractor to make new assertions (request the update to the attachment) “as soon as practicable prior to the scheduled date for delivery.” A potential problem, which is avoidable, is that a contractor may wait until delivery of the data is due before the contractor makes the additional, post-award assertions noted above. These last minute claims to additional limitations upon the USG’s rights in data may create a timing problem. The USG may need the data immediately and without the additional, unanticipated restrictions, but it can take months or years to review the facts and complete a challenge. Since the right to mark the data as restricted does not exist until the contract attachment is modified, the USG could insist initially upon delivery of the data without restriction while determining if an update was proper. Any such approach must be coordinated with the Legal Office. However, it is much more desirable to have a negotiated solution when possible. The Contracting Officer may, therefore, wish to add contract language requiring that immediate notice be given when the likelihood of such additional assertions first becomes known to the contractor.            

6. The Effects of a Conforming Assertion. Nonconforming assertions
 may be, and should be, ordered (by the Contracting Officer) removed by the contractor after a 60 days notice.
 A conforming marking must be honored by the Government unless changed by the contractor or challenged by the Government IAW DFARS 252.227-7037 (for technical data) or 252.227-7019 (for computer software). Any such restrictive marking by the contractor requires that the Government use either Distribution Statement “B” or “E” as explained in the Guide at Part K, paragraph 2. a.
 
D.  Draft Notices/Clauses. 

1. Assertion List. As indicated earlier, it may be necessary to advise the contractors that certain bad practices of the past are no longer acceptable. The reminder/notice at Enclosure 1 to this Attachment should be provided (by letter or in the solicitation) prior to creation of the Assertion List but not later than contract award. Without such a notice, prior Government past practices might be used by the contractor to evade the Government’s substantive and procedural rights.

2. Markings on Deliverables. Experience has shown that in the past the Government rarely reviewed deliverable data/software for nonconforming or unauthorized markings as a routine part of receiving such data/software. Consequently challenges were not timely made and would often impact the Government’s ability to fully utilize the data/software as needed. The reminder/notice at Enclosure 2 should be provided immediately after award to overcome the adverse impacts of any prior past practices.

3. Funding Issues. When the “Unlimited Rights” categories do not apply (See paragraph (b)(1) of DFARS 252.227-7013 and 252.227-7014.), the apportionment of license rights is usually based upon direct funding of the development of the underlying item, component, process, or software. There are a number of ways in which a contractor may manipulate the allocation of costs during performance which might affect the allocation of rights in data/software. (This is especially true when that contractor is not subject to the Cost Accounting Standards at FAR Part 30.) To assure that the contractor’s method of performing, or allocating costs to, the contract does not alter the Government’s rights in data/software without advance notice, the clause at Enclosure 3 is suggested.
                 ENCLOSURE 1 TO ATTACHMENT I
NOTICE CORRECTING PRIOR ERRORS IN THE USE OF  

       THE DFARS 252.227-7017 ASSERTION LIST
          (modification for SBIR contracts required)

The pre-award assertion list allowed by DFARS 252.227-7017 is for the contractor’s benefit. Without this list, all noncommercial technical data and noncommercial software is presumed under DFARS 252.227-7013 and DFARS 252.227-7014 to be delivered with unlimited rights. As explained in detail by the Appendix D (attached), the obligation to properly complete this list is the contractor’s. The contractor has the right to restrict the Government’s use of certain technical data under the Statute/contract and a similar right to restrict certain computer software under the contract clauses. However, these rights are conceded under the standard contract language unless the contractor exercises them via the assertion process.

The list requires knowledge and documentation which only the contractor possesses. The list requires specificity which only the contractor can furnish. The lack of any assertions, or the use of vague or poorly defined assertions, are (and must be) held against the contractor as the entity benefiting from the list and its specificity. If such lack of specificity is not held against the author, then the entire purpose of such a list will be frustrated as documented in more detail by the attached Appendix D.

The Government will not accept the following types of insufficiencies as a basis to allow modification of the list by the contractor at a later time. At whatever level of the item, component, or process the contractor elect to define as the “technical data” and the “computer software” which is to be covered by the contractor’s assertion, the contractor must be prepared to defend the assertion at that level. Except for the two limited contractually authorized situations, the contractor will not be allowed to incrementally refine the specificity or level of the assertion.  The following problems areas are grouped by reference to the DFARS 252.227-7017 assertion form.

1. COLUMN ONE – Identification of technical data and computer software

a. Specificity requires that the data itself be identified and not just the documents which contain, or might contain, such data. Usually data is specified by identifying the data, and, if that description is still ambiguous, then the description is related to the specific item, component, or process. Merely identifying a report or document, and saying that it might contain certain restricted information is unacceptable and useless. Identifying an item, component, or process and asserting a restriction is unacceptable unless the contractor intends to assert that every piece of data or software related to that item, component, or process is restricted. This type of assertion is virtually assured of being too broad given the Government’s automatic rights under paragraph (b)(1) of DFARS 252.227-7013 and 252.227-7014.

b. This issue is addressed in the “*” to the DFARS 252.227-7017 provision and goes hand-in-hand with the post award requirements which restrict the marking of deliverables with such assertion to only the portion of the data/software actually subject to that restriction. The contractor must keep in mind that under the contract clauses, the contractor is required to have on hand supporting documentation for any such restriction on contract deliverables.

c. Again for emphasis, a reference to PIDs, Technical approaches, minutes, ICDs, and even a section of a document are unacceptable and insufficient ways to identify the specific data and software for which an assertion is being made.

d. Since virtually all assertions (which can be factually supported) will be based upon the funding issue and since the contractor is required to have records documenting this issue, it is not unreasonable (and is required by the contract) that the contractor be able to identify what was exclusively and partially funded by that contractor and to provide such documentation upon demand by the Contracting Officer.

2. COLUMN TWO – Basis for Assertion

a. In DFARS 252.227-7017  the normal basis of an assertion, “**”, is developed either “exclusively” or “partially” at private expense. 

b. To make any such assertion in good faith, the contractor must first review paragraph (b)(1) of DFARS 252.227-7013 and 252.227-7014. Under that paragraph the Government takes unlimited rights in a large volume of data/software without regard to funding issues. If this review has not been done before making the assertion, then the assertion cannot have been made in good faith and any assertion clearly inconsistent with this paragraph (b)(1) would constitute a negligent or intentional false statement. This is important especially during a formal challenge as these assertions regarding technical data become a certified claim. (See DFARS 252.227-7037(e)(3).) 

c. The basis of an assertion under a new contract is limited to determining the facts related to the deliverables under the contract terms of the new contract. Prior assertions under prior contracts (and even prior agreements with a Contracting Officer under prior contracts) do not have a direct role in making the current contract allocation of rights. Such prior contracts/assertions/agreements do establish a minimum level of rights for identical or substantially similar data as recognized by language within the clauses.

d. As discussed in more detail in the attached Appendix I, any prior assertions or even agreements would have been addressing only the Government’s rights as they arose under the then current contract based upon then current knowledge, facts, and possibly funding issues. Any determinations upon those prior facts and knowledge do not in any way predetermine the Government’s rights under future contracts which have their own set of facts, knowledge and possibly funding issues.

3. COLUMN THREE – Asserted Rights Category

a. Only the categories allowed by DFARS 252.227-7013(b) and 252.227-7014(b) are allowed to be asserted.

b. Specially negotiated rights category may only be used if:

 1. It has been negotiated specifically for this award and it is defined specifically in the award document; or

 2.  It was previously used on identical or substantially similar data/software and is “still applicable.” (Inherent in the “still applicable” test is that these prior and minimum rights exceed what the Government is entitled to under the present contract action.)

c. The contractor must assure that the category asserted matches the basis of the assertion. 

4. TIMING OF ASSERTIONS

a. The process and format for pre-award assertions apply only to data/software which can be identified before award as likely to be delivered under the contract to be awarded. Where either the data/software or the potential asserting party is unknown, no assertion intelligently can be made. Some assertions must await the development of facts and knowledge, and the contract clauses allow for this “new” information. Making general assertions or creating specific but unsupportable assertions in an attempt to cover the unknowns is not allowed and constitutes an intentionally false statement in response to the DFARS 252.227-7017 provision with the intent that the Government rely upon that statement.

b. The contract clauses allowing an update to the assertion list based upon “new” information do not cover an initial failure to be specific when the contractor knew or by reasonable diligence should have known what specific data/software should have been identified by the assertion. Lack of diligence in protecting its rights does not “boot-strap” the contractor into a second “bite at the apple”.

                 ENCLOSURE 2 TO ATTACHMENT I
NOTICE REGARDING THE PROPER MARKING OF DELIVERABLE NONCOMMERCIAL TECHNICAL DATA AND NONCOMMERCIAL COMPUTER SOFTWARE
          (modification for SBIR contracts required)

The contractor is reminded that DFARS 252.227-7013(f)(1) and 252.227-7014(f)(1) require that any assertions of less than unlimited rights for the Government in noncommercial technical data and noncommercial software be confined to only that data on the pages or the portions of the data/software which can be justified. The assertion may not be placed upon an entire page when only a portion of the page is subject to such an assertion.  If an assertion is made for data/software at a certain level of definition and it can be shown that the Government provided any direct funding for the related item/component/process/software portion at the level defined by the contractor’s assertion, then the Government is entitled to not less than Government Purpose Rights. Therefore, when assertions are too broad or vague, any Government funding within that broadly or vaguely defined area will result in unlimited rights or Government purpose rights for all data within that area. To avoid this outcome, the contractor is allowed (under DFARS 227-7103-4(b), 227-7203-4(b)) to make assertions at the lowest practical level. However the burden is on the contractor to assert and document such assertions at the proper level. 
While the source of funding is not the primary factor for the determination of rights in data/software, it is often the one in dispute. This determination as to source of funding is based upon the source of funding for the “development” of an item, component or process to which the data relates (or “segregable portion of the software”). (See DFARS 227-7103-4(b), 227-7203-4(b), and similar language in the contract clauses.) Where the data is created separately from the “development” of an item, component, or process, the Government’s rights are based upon funding of the data itself.
This list of assertions is to be made an attachment to the contract and is critical because no noncommercial technical data or noncommercial computer software may be delivered to the Government with any restrictive marking unless the intent to so mark that data has been disclosed in advance by this attachment. (See paragraphs (e)(2) and (e)(3) of DFARS 252.227-7013 and DFARS 252.227-7014.) The Government is presumed to have unlimited rights in all deliverable noncommercial technical data and noncommercial computer software which is not covered by this contract attachment.

Any update of this Attachment after contract award constitutes a contract modification which can be made only by the Contracting Officer. The contractor is allowed to update this contract attachment as a contract right in only two situations: “based on new information”; and “inadvertent omission” that would not have materially affected the source selection. There is no automatic right for the contractor to update this attachment. Therefore, the contractor must make a diligent effort to properly assert prior to award or risk the loss of rights as noted above. The contractor’s request for an update is required “as soon as practicable prior to the scheduled date for delivery.” If the contractor is found to have unnecessarily and unreasonably delayed in requesting this update, it will be considered a material breach. To avoid this, the contractor should immediately report any change in performance, allocation of costs, or other facts which provide the basis for requesting an update in the contract attachment covering assertions. 

Only the markings allowed by DFARS 252.227-7013(f) and 252.227-7014(f) may appear on deliverable data/software which is subject to these clauses. Specially negotiated rights category may only be used if: (1) it has been negotiated specifically for this award and it is defined specifically in the award document; or (2) it was previously used on identical or substantially similar data/software and is “still applicable.” Previously authorized markings may only be used if still applicable. (Inherent in the “still applicable” test is that these prior and minimum rights exceed what the Government is entitled to under the present contract action.)

                 ENCLOSURE 3 TO ATTACHMENT I
NOTICE REGARDING AVOIDANCE OF GOVERNMENT
                                LICENSE RIGHTS

H-XXX. Avoidance of Government Rights in Technical Data and Software. When the contractor may make an election under the terms of this contract/order, other contracts/orders, IR&D, or the applicable Cost Accounting Standards to perform any effort reasonably within the Statement of Work of this contract/order as a direct effort of or as a cost allocated to other than this contract/order, the contractor shall not elect to perform or allocate the effort such that the rights assigned or licensed to Government (which would exist had such effort been performed under and allocated to this contract/order) are lessened. The contractor may make an election inconsistent with this paragraph only after obtaining, in advance, specific written approval of the Contracting Officer. In the event of a breach of this agreement, the parties agree that the Government is entitled, at its election, to determine Government rights in the technical data/software as if the breach of this clause had not occurred.
                                      APPENDIX E
                  RETAINED USG RIGHTS IN LICENSING SITUATIONS
	Licensing Authority


	USG Grants
	USG Retains
	Comments

	35 U.S.C. 207 & 209


	rights in Federally owned inventions


	a nontransferrable, irrevocable, paid-up license for any Federal agency to practice the invention or have the invention practiced throughout the world by or on behalf of the     Government of the United States 

(termination rights and reporting requirements)
	(Invention is anything patentable by law but limited to filed applications & issued patents by current regulations which are in the process of being revised.)

	15 U.S.C. 3710a(b)(1)
	(Subject Inventions) Licenses, assignment, or options in any invention made in whole or part by a laboratory employee under a CRADA, or

(Background Inventions)

Subject to 35 U.S.C. 209, a license to a federally owned invention for which a patent application was filed prior to the CRADA and which is “directly within the [CRADA] scope of work”
	A nonexclusive, nontransferable, irrevocable, paid-up      license from the collaborating party to the laboratory to      practice the invention or have the invention practiced throughout      the world by or on behalf of the Government.
	Authority applies only to “inventions” and not “intellectual Property.”

Under (a)(2) there is a general statement as to other intellectual property, but it requires “other authorities” to implement. Such as trademark licensing.

	15 U.S.C. 3710a (b)(3)(D)

(b)(2)
	“to waive…,in whole or part, … any right of ownership which the Federal Government may have to any subject invention made under the agreement by a collaborating party or employee of a collaborating party”.


”the laboratory shall ensure that a collaborating    party may retain title to any invention made solely by its employee”


	“subject to reservation by the Government of a      nonexclusive, irrevocable, paid-up license to practice the      invention or have the invention practiced throughout the world by      or on behalf of the Government”

“normally …a nonexclusive,    nontransferable, irrevocable, paid-up license to practice the  invention or have the invention practiced throughout the world by    or on behalf of the Government for research or other Government   purposes.”


	When does the USG have “ownership” in such inventions?

Both apply to “subject inventions” but contain a difference in retained rights: nontransferable in (b)(2). 

Why would the minimum rights in (b)(3)(D) be greater than the normal rights in (b)(2)?

Possibly, (b)(3)(D) applies when the non-USG inventor conveys ownership to the USG via a failure to elect to file under a FAR contract or CRADA. (Thanks to Michael Zelenka for the thought.)

	15 U.S.C. 3710d


	Allowing a (current or former) USG employee inventor to obtain or retain title when the USG does not intend to file a patent application
	a nonexclusive, nontransferable, irrevocable, paid-up license to practice the    invention or have the invention practiced throughout the world by    or on behalf of the Government
	

	10 U.S.C. 2320 (a)(1)(2)(G)(ii)


	Rights in technical data accorded to the USG by this section
	A royalty-free license to use, release, or disclose the data for purposes of the United States (including purposes of competitive procurement)
	Appears to cover all rights categories by statutory direction to implement and DFARS clauses. Probably the basis for (b)(4) of DFARS 252.227-7013 and -7014 which require minimum rights equal to Restricted/Limited rights.

	Note only (b)(2) CRADA authority explicitly uses the “Government purpose” language. All other minimum license rights arguably include commercial rights which would be of use only if those rights were transferable.  However, current practice is to write CRADAs using the concept of “Government purpose rights” (as defined by FAR) being the minimum rights retained by the USG.
Exclusive licenses are at the option of the non-USG party for “subject inventions” under the conditions at (b)(1) and (b)(1)(B) and are at the USG’s discretion for “background inventions” under the conditions at 35 U.S.C. 209. 

The remaining limitation in (b)(1) that “background inventions” must be “filed” prior to the CRADA being signed in order to license those inventions under that CRADA presents merely a procedural barrier. Under 15 U.S.C. 3710c(a)(1) a separate PLA (associated with the CRADA) can be written to cover inventions not yet filed (when the CFR and AR are revised) and the royalties may be retained just as if the license had been within the CRADA.




                           APPENDIX F

             NON-DISCLOSURE AGREEMENTS (NDA) 

                 FOR  SUPPORT CONTRACTORS
                                     10/17/05
The USG takes rights in technical data and software without an actual delivery of the data being required. However, it is only on delivered data (for which any contractor asserted restrictions must be marked IAW the contract) that these restrictions on the USG rights are clear (or can be readily challenged under the contract). So for this discussion let's limit it to delivered data and assume (only for convenience) that non-delivered data is "proprietary." In this context "proprietary" means the USG has no rights in the data/software.
 

For "proprietary" data (which by definition is not required to be delivered under the contract - otherwise it is labelled IAW the contract), the contractor can set any terms or conditions it wishes regarding support contractor access. If the USG should possess a copy of such "proprietary" data/software (several possibilities outside a contract), the USG can use such "proprietary" data/software only IAW specific written authorization from the contractor.
 

Data/Software to which the USG has a license falls into four categories as spelled out in the DFARS clauses 252.227-7013 and -7014:
 

Unlimited Rights- USG can use the data/software just as if the USG co-owned it. There are no “Government purpose” limitations and no procedural requirements for access by support contractor. (At least none based upon another contractor's rights in the data/software).
 

Government Purpose Rights - The USG can provide this data/software to support contractors based upon a NDA executed between the USG and the support contractor. In most every case the clause DFARS 252.227-7025 being in the support contract is sufficient.
 

Restricted/Limited Rights - Access by support contractors is authorized in limited situations (more for software than technical data). In those limited authorized situations the same NDA method (between USG and support contractor) as used for Government Purpose rights can be used. You will find these limited situations spelled out in the -7013 and -7014 clauses under the definitions in part (a). Outside of these limited situations (which should be cleared by this Office if there is any doubt), the USG may not let support contractors have access to this category of data/software without the express permission of the contractor who marked the data restricted. Therefore, the contractor marking the data may set any terms and conditions  for access by support contractors when such access is not clearly authorized by the clauses.
Special License Rights -  For this category, the actual license rights must be read to determine the limitations on the USG’s use of the data/software. This category may be used to cover a license for commercial software or to define rights which fall between unlimited and limited/restricted but which do not neatly fit within one of the other three categories. The negotiations to obtain these special rights might include special NDA provisions applicable to support contractors.
 

Caution!! The DFARS’ NDA language is carefully worded to keep the USG out of the middle as to any dispute concerning improper release/use of restricted data. When not using the DFARS NDAs (i.e., commercial software licenses, limited rights data, restricted rights data, or specially negotiated license rights), your first objective should be to let the two non-Government parties work out the NDA language and handle the exchange of the data. Your fall back position is to employ one of the two DFARS NDAs, but still have the two non-Government parties exchange the data. If the USG is to write a nonstandard NDA and/or handle the exchange of data, you should seek legal advice immediately. 
While the delivered data/software will contain markings which are asserted by the contractor and which are subject to challenge by the USG (The contractors generally mark the data/software too restrictively.), the USG must abide by those markings until a proper challenge is made IAW the terms of the contract.

                                 APPENDIX G
          SAMPLE INFORMAL
 CHALLENGE LETTER
This letter is issued under the authority of___________________
  and other clauses of the contract.
The contractor is directed to furnish a copy of the contractor procedures specified at DFARS 252.227-7013(g)(1) and a copy of the documentation to justify the validity of each assertion listed below as required by DFARS 252.227-7013(g)(2). Should any software be listed below, the same paragraphs of DFARS 252.227-7014 apply. [Omit if internal procedures have been reviewed previously]

The contractor is reminded that DFARS 252.227-7013(f)(1) and -7014(f)(1) require that any assertions of less than unlimited rights for the Government in noncommercial technical data and noncommercial computer software be confined to only that portion of the data/software for which such an assertion can be documented and justified. The assertion may not be made as to an entire page, document or broad/vague area when only a portion is subject to such an assertion.  When an assertion is made for data/software and it can be shown that the Government provided some direct funding for the development of the related item/component/software portion, the Government is entitled to not less than Government Purpose Rights. So when assertions are made to broad areas, any direct Government funding within that broad area will result in a final determination of Unlimited Rights or Government Purpose Rights to the data/software in that area. To avoid this outcome, the contractor is allowed (under DFARS 227-7103-4(b) and 227-7203-4(b)) to make assertions at the lowest practical level. However the burden is on the contractor to assert and document such assertions at the proper level. 
This determination as to the source of funding is based upon the source of funding for the “development” of an item, component, or process to which the data relates (or “segregable portion of the software”). (See DFARS 227-7103-4(b), 227-7203-4(b), and similar language in the clauses referenced above.) Where the data is created separately from the “development” of an item or component, the Government’s rights are based upon funding of the data itself.

The contractor is further reminded that the following are all material breaches of the contract and may invoke the additional remedies specified at DFARS 252.227-7030: failing to use only the authorized assertions; failing to limit the assertion to only that portion which is justifiable; failing to maintain a proper procedure for identifying data which is subject to such assertions; and failing to maintain documentation to justify each assertion. The Government may challenge assertions as to delivered and to be delivered data/software.

When data is submitted which is identical to a prior a submission, an increase in the restrictive assertions (i.e., from unlimited to limited or to Government purpose, or from Government purpose to limited) is improper and not supportable. 

When data is submitted which is similar to a prior submission, an increase in the restrictive assertions (i.e., from unlimited to limited or to Government purpose, or from Government purpose to limited) must be limited to only those portions of the data which have been changed. (See DFARS 252.227-7013(f)(1).) 

Clearly unsupportable assertions waste valuable Government resources and delay the use of data. Failure to properly limit such assertions and to properly mark data are material breaches of the contract and also may constitute a false claim (18 U.S.C. 287) or false statement (18 U.S.C. 1001) as well as invoke other civil and contractual remedies. Please assure that your required procedures and supporting documentation are sufficient and are understood by personnel responsible for such assertions.

Should the contractor decide to maintain the Limited/Restricted Rights markings, be advised that the Government believes that the documents in question should be marked with Government Purpose Rights [ or Unlimited Rights] and therefore requests the contractually mandated documentation to substantiate the contractor’s claim of limited/restricted rights for the data/software listed [below or attachment].  The requested data shall include:

a) The basis for asserting limited/restricted rights.  (Limited/restricted rights most often are asserted for items/components/software portions which were “developed exclusively at private expense.”)
b) If the basis for asserting restricted rights is “developed exclusively at private expense,” the contractor shall document the time frames for, and source of, such funding in detail. Except as indicated above, the response shall focus on funding for the development of the related item/component/software portion and not on the creation of a recorded version of the data or the delivery of the data to the Government. In addition, the contractor shall identify all Government contracts (by contract number and Contracting Officer) which were ongoing during the time frame identified for exclusive contractor funding. A copy of this response shall be provided directly to the Administrative Contracting Officer for review at the same time it is furnished to the undersigned.

The information submitted will be relied upon by the Government in making Government decisions and the submitter shall be held responsible for its accuracy.
The contractor shall provide a complete response not later than (60) sixty days after receipt of this letter.
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                                         QUICK GUIDE FOR

                   PROTECTING USG RIGHTS
 IN CONTRACT DATA

Acquisition Stage 

   Objective(s)




      Reference(s)
                                                                                                    

Continuous and/or                   - Identify existing data needed for                  Generally, such challenges are limited

prior to solicitation:                   future uses & initiate challenges to
          to the period of the contract plus 3


                                                     overly restrictive markings.

          years. DFARS 252.227-7037 & -7019

                                                   - Review incoming contract data

Part E.3.c & Appendix D

                                                      & challenge “nonconforming


DFARS 252.227-7013(h)(2) 

                                                      markings.”





DFARS 252.227-7014(h)(2)

 




- Review incoming contract data

Part E.3.d & Appendices D & G

                                                      & challenge the basis of any


DFARS 252.227-7037



                                  overly restrictive markings.


DFARS 252.227-7019






- Assure proper Distribution


Part K

                                                      Statement is placed on data.


DoDD 5230.24













DoD 5010.12 M, Chapter 7

SOLICITATION
TO

- Assure DFARS 252.227-7017 & 

Appendices D & A

PRE-AWARD:                            252.227-7028 are included with





             other Part 27 provisions & clauses.









- Consider instructions emphasizing 

See sample language at Part E.2.h.

                                                      the importance of proper pre-award

(Also, see Appendices D & G for

                                                      assertions by the offeror.                  

other issues.)






- Object to improperly stated assertions
See specific format in DFARS 

                                                      or those not made in good faith.

252.227-7017 and Appendix G.






- Negotiate as to the basis of the 

Parts C.2.f. & E. 1, E.2.  






  assertions and the USG’s rights



                                                      prior to award whenever possible.






- Begin internal USG review of            
See challenge procedures in 

                                                      questionable assertions to initiate                 AFTER  CONTRACT  AWARD.

                                                      a challenge after the contract award. 






- Assure all data to be delivered to the

Part E.2.c






   USG is on the CDRL.

CONTRACT AWARD

- Assure required/desired FAR/DFARS
   Part E.5 & Appendix A

DOCUMENT:                             Part 27 clauses are included.






- Consider including the Deferred Ordering
   DFARS 252.227-7027






  Clause for later delivery of any data 

 




  “generated”
 during the contract.






- Consider including the Deferred Delivery
   DFARS 252.227-7026

                                                      Clause for later delivery of any potentially 

                                                      needed data which is not on the CDRL 

                                                      and which was not “generated” in

                                                      performance of the contract.






- Assure any 252.227-7017 assertions

   Part E.2.e & Appendix D






  are properly stated and made an 

                                                      attachment to the contract. (If no 

                                                      assertions are made, consider adding

                                                      the attachment stating “None.”)
AFTER CONTRACT

- Consider reviewing the contractor’s

DFARS 252.227-7013(g)(1)

AWARD:



  required internal procedures for marking
DFARS 252.227-7014(g)(1)

                                                      deliverable data and documenting the
DFARS 252.227-7019(b)

                                                      basis for a restrictive marking.


DFARS 252.227-7037(c)






- Identify data needed for future uses  

See below.

                                                      and give priority to initiating  a USG         

                                                      challenge to overly restrictive markings

                                                      on such data.






- Reject all contract deliverables which
Part E.3.a (The sample letter at

                                                      have nonconforming markings.
          Appendix G may be modified/used.)






- Initiate a timely pre-challenge for any
Part E.3.b & Appendix G

                                                      questionable markings/assertions.

DFARS 252.227-7019(d)













DFARS 252.227-7037(d)






- Initiate a formal challenge for any

Part E.3.b & Appendix G

                                                      unsupported (after pre-challenge) 

DFARS 252.227-7019(e)

                                                      markings/assertions.



DFARS 252.227-7037(e)






- Assure proper Distribution Statement
Part K






  is placed upon all data.



DoDD 5230.24

                               APPENDIX I    

                    RESERVED


               APPENDIX J    

            THE DUAL USE LEGEND DEBATE
 
                                August 1, 2006
Dual Use Legend (DUL) Defined. The concept of a dual use legend is that it states the Government’s license rights (i.e., unlimited, Government purpose, restricted or limited) and then states a limitation on third party use of such data independent of the authorized Government use. This notice (often not clearly worded) to third parties generally says that unless they are specifically sublicensed by the Government, those third parties lack a license to use the data for other than the Government purpose for which the data was provided to that third party by the Government.
 Contractor’s Arguments.
1. The DUL is needed to protect those rights not conveyed to the Government via the contract clauses, such as commercial rights when “Government Purpose Rights” are conveyed to the Government.
2.  The DUL is needed place third parties on notice that even for “Unlimited Rights” conveyed to the Government, that third party needs a sublicense to use such data for other than the directed Government purpose such as for commercial purposes.
3. The contractor who “owns” the data licensed to the Government is frustrated in attempts to enforce its intellectual property rights (copyrights?- trade secrets?) without such a DUL putting the potential violators on notice.
4. The use of a DUL offers significant benefits to the contractor at little or no cost to the Government.
Government’s Position.

1.  If the USG takes anything less than an Unlimited Rights license, the data is provided under restriction when furnished to another contractor. If there is an abuse of the Government authorized use, then the owner of the data may enforce its rights against the third party who is on actual notice. (See DFARS 252.227-7025 and DFARS 227.7103-7.)
2. If the USG takes Unlimited Rights, then the arguments about trade secrets no longer apply as the dissemination of the information is now beyond any control by the contractor. The only "controllable" IP right left is copyright and that notice may be placed upon the document. It can be argued that when the Government provides the data to third parties with no other restriction noted than a possible copyright, the Government has implicitly authorized any use. (This is consistent with public rights noted below.)
3. A document submitted with unlimited rights generally is accessible by the public via FOIA (absent some other Government reason to withhold). In practical terms, nothing but copyright is left to the contractor. With this as the background, the DUL presents complications in the USG's internal storage and use as well as communicating new legends (not in regulations, contracts or guidance) to the users throughout the Government (and outside the Government). These complications are a daily problem where DULs have been previously allowed. 
4. Finally, the Government could/should take the position that, under technology transfer programs, unlimited rights data should be declared publicly available and fully licensed for all to use except when withheld for a Government reason. (This is consistent with basic policy in DODD 5400.7, Paragraph 3.) Indeed, it can be argued that public property, including IP license rights, belongs to the public and that only authorized Government officials may restrict (for valid Government reasons) the public's access and use. Unlimited license rights do not limit such use to only agencies of the Government. The "owners" of the Government (i.e., the citizens) possess those license rights. 

Conclusion.  DULs are considered by this author to be an unauthorized DFARS deviation and otherwise unnecessary and improper. This conclusion has been informally (and unsuccessfully) challenged by some contractors. While a contractor may indirectly benefit from the Government’s decision not to make such data available to the public (it creates potentially licensing situations for the contractor that would otherwise not exist), there is no justification for the Government to spend time and money to assist the contractor in exploiting that situation.

                                     APPENDIX K    
      DRAFT DODI 5000.2 POLICY REVISIONS

[In response to GAO Report GAO-06-839, DOD is revising policies regarding the delivery of and rights to data/software under systems acquisitions. The following draft working group language will indicate some of the areas of change being suggested for DODI 5000.2, DODD 5000.1 and AR 70-1.]
3.10 Minimum Technical Data and Computer Software Requirements.  Many of the strategies and decisions discussed in prior sections may well be dependent upon the availability of, and license rights to use, technical data and computer software. The following establishes minimum technical data and computer software requirements for all system acquisitions. Additional technical data and computer software requirements (as to specific data/software, rights in such data/software, or format of such data/software) may arise under certain strategies or decisions and will be included in the contract to the extent allowed by law and regulation. (See Enclosure E.10 for a more detailed discussion.)

3.10.1 Complete Technical Data and Computer Software. Each contract shall require that complete technical data and computer software related to the system be formally delivered on the instant contract in contractor format. The delivery requirements shall include updates as practical and shall require a final update at the completion of the contract. Complete technical data and computer software shall mean all such contractor and subcontractor data/software at the system, component, subcomponent, item or process level which was utilized, or which may be utilized, to design, develop, test, produce, field, modify, reprocure, or support the system. This contractor format shall be such that the Government using commercially available (or contractor furnished) tools may view, edit, and copy the data/software without additional time or cost. This requirement for a copy of the data/software which the contractor uses or creates to perform the contract in the contractor’s format should not add any significant costs to the acquisition.

3.10.2 The Government’s license rights to use or disclose data/software are determined under the relevant contract clauses. Certain minimum, but important, license rights arise automatically under the contract and are referred to as default rights. Any disagreement between the contractor and the Government as to applicability of these default rights to specific data/software which is not resolved prior to award shall be addressed immediately after award. If the Government elects to negotiate for additional license rights or to contractually confirm the default rights which arise under the contract, the Government shall not concede any default license rights when doing so would restrict competition for future Government contracts or subcontracts. (See Enclosure E.10 for default rights and additional rights discussion.) 

3.10.3 The Government shall exercise configuration management and control at the level appropriate for the system given the Government’s future requirements regarding the system and the related data/software. For noncommercial systems or noncommercial components, the Government shall, as a minimum, maintain configuration management and control at the performance specification level and shall contractually require that the Government have the opportunity to review and assess the impacts at that performance specification level of any proposed changes. To effect this review and assessment, the Government shall be furnished, in advance, copies of the proposed change and the contractor’s evaluation of the impacts of that change to any contractually imposed specification or baseline 

[The referenced Enclosure 10 is not provided.] 

                          APPENDIX L  

STATUTORY PROVISION LIMITING THE GOVERNMENT’S RIGHTS IN TECHNICAL DATA

a. 10 U.S.C. 2320(a)(2)(B) gives the contractor the right to restrict the Government’s ability to release or disclose to third parties (or allow their use of) technical data pertaining to an item or process developed exclusively at private expense. (This is NOT the same as a commercial item.) Exceptions to this prohibition include technical data that is necessary for maintenance/operation/training/installation or is form/fit/function data.
 For interpretation purposes, the prohibition is very broad and the exception normally should be narrowly construed under this statutory scheme and intent. 

b. 10 U.S.C. 2320(a)(2)(F) prohibits the Government from requiring an offeror to: (1) sell or relinquish additional rights in data as a condition of being responsive to the solicitation or eligible for award; or (2) refrain from offering or using data which might qualify for restricting the Government’s use or disclosure of that data.
  “Additional rights” as used herein means rights which exceed those conveyed by default to the Government based upon the statutory language and standard contract clauses. 

c. 10 U.S.C. 2320(a)(2)(G) states that the Secretary of Defense “may enter into and negotiate for the acquisition of rights in data” beyond those taken by default when necessary for certain purposes. This language is permissive and in no way authorizes mandatory solicitation language which would violate 10 U.S.C. 2320(a)(2)(F). 

d. 10 U.S.C. 2305(d) is separate from, but related to, 10 U.S.C. 2320(a)(2)(G) above. This statutory provision requires careful reading of the words and the structure to assure a proper interpretation. It authorizes the solicitation to require competitive sourcing proposals from the offerors in three situations. (It is critical to note throughout the analysis that at no time does it allow the Government to mandate the sale or relinquishment of additional rights in data. Such a mandatory requirement would be a clear violation of 10 U.S.C. 2320(a)(2)(F).)

(i) Authority at (d)(1) - Major system development contracts may request competitive sourcing proposals (which allow the Government to competitively acquire certain items). The examples of such proposals do not include the sale or relinquishment of additional rights in data. (See definitions of “major systems” at 10 U.S.C. 2302d(a) and 10 U.S.C. 2302(5).

(ii) Authority at (d)(2) – Major system production contracts may request competitive sourcing proposals for items likely to be reprocured in substantial quantities during the service life. (Note that the purpose is procurement rather than maintenance.) The authority to request these competitive sourcing proposals does not address the sale or relinquishment of additional rights. The next sentence addresses what the offerors “may” submit in response to that request. It is only here in a permissive response that any discussion of additional rights in data (for procurement of items – not maintenance) is mentioned. This permissive language does not violate 10 U.S.C. 2320(a)(2)(F).

(iii) Authority at (d)(4) – Major systems development or procurement contracts may seek competitive sourcing proposals (under the two above authorities) for items “developed exclusively at private expense”  for procurement purposes (not maintenance) if needed to meet program schedule, delivery, or mobilization requirements if a factual determination by the head of the agency is properly made.

e. 10 U.S.C. 2321 provides a statutory procedure which is mandatory for Government challenges to contractor assertions (using conforming legends) of a restriction on the Government’s rights to use or disclose technical data.
 This procedure is captured at DFARS 252.227-7037 (with a similar regulatory language for software at DFARS 252.227-7019). Any solicitation language which attempts to abridge this statutory process by predetermining or ignoring (without negotiations) the nature of the data or the funding sources of the data or by making a commercial licensing practice mandatory for the Government contract represents a violation of these statutory rights via coercion (threat to exclude from the competition) and is a clear DFARS deviation. (Litigation experts would probably advise that such language is unenforceable.)

                              APPENDIX M

LEGAL ANALYSIS IN THEORY AND IN PRACTICE

                                     (8 March 1999)
LEGAL ETHICS. When an attorney works for the Federal Government, the client’s
 directions and best interests are to comply with the law and applicable implementing regulations. This makes life simple – maybe. We, as Government attorneys, get to do the right thing every time at the direction of our client. We never can be properly asked to do the wrong thing, even for a good reason. If a Government agent (hereafter referred to as the “customer”) asks the attorney to “bless” a wrong action or let it “slip by” through poor or improper legal analysis (even for the best of reasons), the attorney ethically must refuse. Only those limited agents who have been given waiver authority may exercise judgment or alter the outcome based upon their values
. The rest of us must operate within the letter and the spirit of the law. If we do anything short of this, we send an improper message that lawyers will put their own values and views, or those of the customer, ahead of the client’s.
 No matter how good the justification or rationalization, those of us without authority to deviate from law or regulation do a serious wrong when we permit this to happen.
 

Having said all that, the attorney still must deal with agents who represent the client within the limits of their authority. Such agents, at some level, influence or control legal resources and their distribution. As all attorneys learned in ethics classes, receiving compensation from a source other than the client is a potential conflict of interest. 

It is this potential pressure to use poor or improper legal analysis, in order to allow a customer to do something inconsistent with the spirit or the letter of the client’s directions (i.e., laws and regulations), that leads this author to focus on the proper way to conduct objective and complete legal analysis.
 It is also true that time pressure often requires a quick response which does not always represent the best possible legal analysis.
 In theory, these are two extreme opposites: the quick response (i.e., “shooting from the hip”) versus complete and objective analysis from the “bottom up” (or, with statutes, perhaps from the “top down”). In practice, the prior knowledge and talents of the individual attorney determine how close they are.

CORRECT LEGAL ANALYSIS. Performing the best possible legal analysis requires four independent steps. Failure to maintain this independence among the steps and objectivity in the process can result in an improper or incomplete legal analysis.

-STEP 1. PURE LEGAL THEORY. Absent a statutory ambiguity,
 the correct legal theory to be used in analyzing a given issue must be developed in a vacuum which is void of all facts and “real world” considerations.
 The correct legal theory is that theory which can be applied to any fact situation and which will result in the correct legal conclusion. A correct legal theory is a limited version of the correct legal theory which still will produce the correct legal conclusion given the specific fact situation.
 The correct (i.e., pure) legal theory, by its very nature, cannot be expressed or stated by using specific facts, analogies, or practical considerations. It always must start at the constitutional or statutory basis.
 Since all Government officials and employees are limited agents, any action taken by them must be traceable through proper delegations of authority back to the constitution or a statute. Pure legal theory generally stops with the constitution or statutes. Usually, any implementation or delegation below those levels has an element of discretion, policy, or practical considerations and may have been biased by the facts or the author. 

[In the fourth step we will note for the customer how the relevant policies, regulations and interpretations (unless waivable and waived) may limit or alter the range of legal options that are available in a given situation based upon pure legal theory. It is only by this careful distinction between pure legal theory/authority and everything else that we can insure the proper legal conclusion and advice.
 Unfortunately, some individuals, whether intentional or not, blur this distinction in order to rationalize a desired outcome (i.e., “the ends justifies the means”).] 

STEP 2. ACCURATE AND COMPLETE OBJECTIVE FACTS. In theory, the attorney should guide the development of the fact statement but rarely is he the source of such information. The ultimate legal conclusion is only as good as the facts available to the attorney. Often customers must be reminded that if their fact statements are incomplete or inaccurate, they do not have a valid legal opinion. Since the attorney is not in control of the facts or the events producing the facts, the attorney must be concerned about three key features. The facts presented must be accurate, complete
 and objective. At times a customer, upon hearing the legal conclusion given the legal theory and the facts, asks how can he change the facts to get his desired legal conclusion. This “backward legal analysis”
 is proper only when advising the customer on how to proceed in the future (i.e., creating the facts); it is unethical if it is to be used to bias the statement of existing facts. Although such analysis may help in identifying what needs to be addressed in the statement of facts, the attorney initially should not consider (or discuss with the agent) the impact of such facts on the legal conclusion. Any such connecting of facts to the legal conclusion by the attorney during the preparation of the statement of facts may influence (intentionally or subconsciously) that statement. We must remember that customers generally will view an individual outcome (probably extremely important to them) as more important than the vague (to them) concepts of the integrity of our system of Government and a lawyer’s ethics.  

STEP 3. APPLICATION OF PURE THEORY TO THE FACTS. The two potential problems in this step are to assure that correct (not convenient) legal principles are used and that the reasoning is done without looking forward to any specific outcome. Just as in the Federal Acquisition Regulation’s clause on Order of Precedence
, legal principles of interpretation (e.g., in pari materia, more specific language, most recent statement, construed against the drafter, etc.) usually have an accepted order of precedence for a given subject. The legal analysis must utilize these principles objectively. 

STEP 4. ULTIMATE LEGAL CONCLUSION. The results of step 3. will define the limits of what legally is permitted or prohibited in the given fact situation. This universe of one or more options/choices then must be further restricted (never enlarged) by any mandatory policies or authoritative implementations/interpretations. A distinction between step 3 and step 4 is required, because there is always the opportunity to get some relief from the factors influencing step 4. Step 3, if properly done, will include all authorized statutory waivers and permissible interpretations as options but, beyond those, will be unalterable.

COMPLICATIONS AND CAUTIONS.

THE ATTORNEY MUST ALWAYS DISTINGUISH BETWEEN THE “LEGAL OPINION” AND ANY STATEMENTS BY THE ATTORNEY AS TO POLICY OR PRACTICAL ADVICE

Poorly drafted legislation, or legislation containing policy statements, as opposed to clearly defined  delegations/prohibitions, will produce legal conclusions which are broader and depend upon a much less pure legal theory.
 One recent example is 10 U.S.C. 2474 which essentially permits some sort of partnership between Government depots and commercial entities. The statute contains several critical terms which are completely undefined. It begs more questions than it answers.
 Even if an attorney could construct a decent theory as to what exactly is permitted, the amount of authority which flows from the statute will be controlled by the Secretary of Defense and the statutorily mandated policy and implementing regulations.

� For the majority of basic issues, there is very little difference between “technical data,” “computer software,” and “computer software documentation.”  To simplify this guide, the term “technical data” is used to cover all three unless otherwise stated. When relevant, a “software data base” is considered as technical data and not computer software or computer software documentation. Computer software documentation is within the definition of technical data but excluded from the primary purpose of DFARS 252.227-7013. (The reason is unclear.) The special definitions that apply to Small Business Innovative Research Contracts (SBIR) (DFARS 252.227-7018) are not addressed in detail due to their limited applicability. 


� The USG does not obtain a direct copyright in the works of its employees. See B.1.c.


� See Part D.1. on who has authority to bind the Government.


� See Appendix M for a discussion on how a proper legal analysis is conducted.


� Such situations include when the contractor declines to file, prosecute, or practice the invention.  


� Such inventions are generally assigned to the USG with the employee being entitled to a portion of any royalties generated. (See AR 27-60.) If the USG declines to file an application for the invention, the employee may keep title subject to a USG license in the invention. (See 15 U.S.C. 3710d.) 


� See Parts F and G on licensing such patentable subject matter.


� See Appendix B.


� See Part E.3.l. for detailed discussion.


� This internal use includes supporting competitions by evaluating a competitor’s proposal.  See Nash and Rawicz, Intellectual Property in Government Contracts, 5th Ed, Vol. 2, page 150 and the Garrett Corporation Decision, B-182991, B182903, January 13, 1976.


� DFARS 252.227-7013(b)(4) and DFARS 252.227-7014(b)(4).


� The Government cannot create a copyright, but may it hold a copyright created by another. Under a CRADA (See Part D.), the partner may take any available copyrights and then license those rights back to the Government. Whether or not this practice can be extended to works created solely by USG personnel during the CRADA is the next legal issue for debate. Case law originally was a clear no. This has become less clear with recent decisions. See Nimmer on Copyrights at 5.13[c].


� See AR 27-60, paragraphs 4-7 through 4-9, for what little guidance there is.  There is also a DA Memorandum from the Assistant Secretary of the Army dated 30 Jul 2004, discussing the Army’s “Branding and Licensing Program.”


� It is difficult to envision many situations (outside of the licensing of current Government contractors for non-USG sales or industries regulated by a Federal agency) where it would be proper for the USG (or specific agency) to expend appropriated funds to exercise “control” over the licensee.


� See PL 108-375, section 1004, to be codified at 10 U.S.C. 2260.


� See 18 U.S.C. 1831 -1839 for example. Also, there is a good discussion of this issue at pages 37-53 of Intellectual Property in Government Contracts, Fifth Ed., Vol. 1, by Nash and Rawicz.


� See footnote at L.2.c for the statutory language.


� See Appendix D for a more detailed discussion.


� These procedures at DFARS 252.227-7037 are based upon 10 U.S.C. 2321. No deviation is possible where the procedure is statutory. In addition, should the clause not be in the contract (for any reason), the statute (and possibly the implementing regulations) will still control.


� It is unlikely that 10 U.S.C. 2320 can be read as covering all contracts and not just FAR contracts, but it is worth considering. 


� This includes individuals assigned to a USG agency under the InterGovernmental Personnel Act (IPA) per 37 CFR 501.3(c).


� AR 27-60, paragraph 2-5.


� Each Federal employee inventor may receive a maximum of $150,000 per year in such royalty payments. (A greater payment is allowed with Presidential approval.) Such royalties also serve as a potential basis for funding some Laboratory efforts and other awards to Lab employees.


� There is a general statutory bar against obtaining a patent if the invention has been “on sale” or made public for over a year prior to filing the application. After the application is filed and prior to publication of the application, there is no protection and information concerning the invention should be controlled by non-disclosure agreements and contract language. After publication of the application, the USG has a qualified protection from infringement and the invention may then be fully publicized.


� There is a serious contractual/statutory rights issue when the prime contractor fails to flow down (include) the clause on patent rights in its subcontracts. This arises frequently when the prime contractor obtains some outside support in performing the contract without having a formal subcontract agreement.


� See FAR 52.227-11(b) and 52.227-12(b).


� SEC. 620. No funds appropriated in this or any other Act may be used to implement or enforce the agreements in Standard Forms 312 and 4414 of the Government or any other nondisclosure policy, form, or agreement if such policy, form, or agreement does not contain the following provisions: `These restrictions are consistent with and do not supersede, conflict with, or otherwise alter the employee obligations, rights, or liabilities created by Executive Order No. 12958; section 7211 of title 5, United States Code (governing disclosures to Congress); section 1034 of title 10, United States Code, as amended by the Military Whistleblower Protection Act (governing disclosure to Congress by members of the military); section 2302(b)(8) of title 5, United States Code, as amended by the Whistleblower Protection Act (governing disclosures of illegality, waste, fraud, abuse or public health or safety threats); the Intelligence Identities Protection Act of 1982 (50 U.S.C. 421 et seq.) (governing disclosures that could expose confidential Government agents); and the statutes which protect against disclosure that may compromise the national security, including sections 641, 793, 794, 798, and 952 of title 18, United States Code, and section 4(b) of the Subversive Activities Act of 1950 (50 U.S.C. 783(b)). The definitions, requirements, obligations, rights, sanctions, and liabilities created by said Executive order and listed statutes are incorporated into this agreement and are controlling.': Provided, That notwithstanding the preceding paragraph, a nondisclosure policy form or agreement that is to be executed by a person connected with the conduct of an intelligence or intelligence-related activity, other than an employee or officer of the United States Government, may contain provisions appropriate to the particular activity for which such document is to be used. Such form or agreement shall, at a minimum, require that the person will not disclose any classified information received in the course of such activity unless specifically authorized to do so by the United States Government. Such nondisclosure forms shall also make it clear that they do not bar disclosures to Congress or to an authorized official of an executive agency or the Department of Justice that are essential to reporting a substantial violation of law.





� A second method recognized in some texts is to keep from delivering a copy of the data to the USG. Given the alternative authorities/ways (i.e., Changes clause, Deferred Ordering Clause, Sovereign rights to take property for compensation) in which the USG can obtain such data, this may not be truly effective. The reason that that Unlimited Rights in the USG destroys the commercial monopoly is that the USG has a license that allows it to sublicense anyone for any purpose. It is possible that the USG might even wish to do so to develop a viable second source by making commercial markets open to that second source. In some areas there is even existing policy for actively disseminating such Unlimited Rights data to the public. (See DODI 7930.2, paragraph 4.4.) There is a general policy on technology transfer as well. However, the most practical reason that Unlimited Rights in the USG destroy any commercial monopoly is that such Unlimited Rights data (absent a USG reason to withhold) is generally releasable under the FOIA.(See AR 25-55, paragraph 3-200.f. and the discussion of what is an “agency record.”) After a FOIA release, only the contractor’s copyrights are still protected. In many situations those copyrights are insufficient to keep others from practically utilizing of the data.


� For a different view of this issue, see the Nash & Cibinic Report, Vol. 18, No. 11, paragraph 46 (and the references therein).


� There may be a fine line between compelling the release of data rights as a condition for award and a USG position that without a certain level of data rights (e.g., Government Purpose Rights to compete future buys), the program is too costly and will be terminated.


� See for example 28 U.S.C. 1498 and 50 U.S.C. app 2061 et seq (implemented at FAR Subpart 11.6.).


�DFARS 227.7103-1(Technical data), DFARS 227.7202-1 (Computer Software), and 10 U.S.C. 2320(a)(2)(F).  


� See Appendix L for synopsis of these statutory provisions.


� Numerous cites throughout DFARS Part 227 apply and waiver authority for this Part 227 and related clauses is at the DOD level only.


� DFARS 252.227-7013(d),(e), and (k), DFARS 252.227 -7014(d),(e), and (k), or DFARS 252.227-7018(d),(e), and (k).


� See FAR 52.227-1 and 52.227-2.


� DFARS 252.227-7013(d),(e), and (k), DFARS 252.227 -7014(d),(e), and (k), or DFARS 252.227-7018(d),(e), and (k).


� A separate paper analyzing this point is available at Appendix B.


� The policy guidance currently suggests taking only those rights necessary to the USG’s needs and negotiating away what is not needed by the USG but considered important to the contractor. However, see Part C.1.d above for certain concerns and Part E.1.a for a possible CICA limitation on this authority to negotiate away rights.


� See Part E.


� By laws and regulations governing FAR contracts, there is a preference for pre-award negotiation as to the rights in technical data which may be less than unlimited. (See 10 U.S.C. 2320(a)(2)(E)). This preference is not as clear in the implementing DFARS.


� If properly labeled as “assertions,” it is arguable that nothing more need be said when incorporating these assertions into the contract. For clarity and as a reminder of key issues, additional language should be considered. (See Appendix D for a full discussion.)








� See PGI, Part 217.7506, 1-103.27.


� See DFARS 217.7503(d)(2) and AMCOM Delegation 715-1, paragraph 1.b.(3).


� By definition in DFARS 252.227-7013, technical data does not include managerial and financial data and no license rights to that data are created.


� An excellent summary of the case law on this point is available at 16 (No.2) Nash & Cibinic Rep. P.7., dated February 2002, entitled: Competitive Copying.


� For a complete discussion, see Intellectual Property in Government Contracts, Fifth Ed., Vol. 3, by Nash and Rawicz., at page 286 et seq.


� Several of these issues were initially identified in an undated paper by Robert Chase at Army Research Laboratory (ARL).


� Some Lab Directors have delegated authority for executing CRADAs and PLAs (and possibly certain nondisclosure agreements). Proposed changes to DODD 5535.3 and DODI 5535.8 may clarify this delegated authority.


� See also the GAO’s “Redbook”, Vol. II, beginning on page 6-30.  (Link under D.8. below.)


� 41 U.S.C. 601-613 and FAR Part 33.


� United States v. Shaw, 309 U.S. 495 (1940) and Kansas v. United States, 204 U.S. 331 (1907). See also 15 U.S.C. 1122 for Trademark Violations. 


� 28 U.S.C. 2675a.


� Decca Ltd. V. U.S., 1980, 640 F 2d. 1156, 225 Ct.Cl. 326, certiorari denied 102 S. Ct. 99, 454 U.S. 819. Additionally, the waiver at 28 U.S.C. 1498 does not apply to the Digital Millennium Copyright Act of 1998 at 17 U.S.C. 1201 et seq. (DMCA), Blueport Company, LL, v. U.S, Court of Federal Claims, No: 02-1622C, June 29, 2006.


� An excellent reference on this issue is the Government Contractor Briefing Papers, No. 83-5, May 1983, titled: Antitrust Considerations in Government Contracting.


� See 18 U.S.C. 641 and the Joint Ethics Regulations at DOD 5500.7-R.


� Such as prohibitions against personal services and “managing” contractor personnel. 


� For general references on International Agreements (IA) and Foreign Military Sales (FMS), See DOD 7000.14-R Vol. 15 (FMS) and Vol. 12 (Chapter 9) (IA), DOD 5105.38M (FMS), AR 12-1 (FMS), AR 70-41 (Coop R&D), AR 550-51 (IA), AR 70-33 (DEA).


� DFARS 252.227-7013(k), 252.227-7014(k), 252.227-7018(k), and 252.227-7037(k).


� The terminology used in their analysis is different and their focus was upon Other Transactions (OTs). However, the conclusions appear applicable to CRADAs, PLAs, and commercial licenses pending further analysis or court decisions.


� See DFARS 227.7202-1(a) for software and DFARS 7102-2(b) for a less clear statement regarding technical data.





� While this policy document raises and discusses many issues at a general level, it lacks the practical and procedural fine points which are covered by this Guide. 


� See FN Manufacturing, Inc. v. United States, 42 Fed. Cl. 87, October 28, 1998. Basically, if the USG takes unlimited rights by operation of law (See Appendix B.) then the USG may not negotiate away those undisputed rights such as to limit competition. (See the case for details. The case holding is more complex than this brief summary.)


�See DFARS 227.7103-1(Technical data), and DFARS 227.7202-1 (Computer Software).  These prohibitions against making competition/award conditional upon release of rights are based on 10 U.S.C. 2320(a)(2)(F). In competitions, the life cycle cost impacts of receiving restricted rights in data/software may be used as a legitimate evaluation factor. 


� A separate paper analyzing this point and the exceptions for software is available at Appendix B.


� 10 U.S.C. 2320


� See Appendix A or the specific DFARS prescription for use of the appropriate clause concerning rights in data.


� The statutory requirements can be found at 44 U.S.C. Chapter 35. The Department of Defense (DOD) implementation can be found at DoD 5010.12-M. There does not appear to be any current Department of Army (DA) implementation. (Army Regulation 700-51 was rescinded many years ago.)


� FAR and DFARS clauses are also an approved method.


� 44 U.S.C. 3512.


� The test for what is developed exclusively with Federal funds can be found in the definitions of the appropriate DFARS clause at 52.227-7013, 252.227-7014, or  252.227-7018. Basically,  Federal funds include those costs directly allocated to a USG contract and exclude indirect costs and independent research and development costs (IR&D).  An excellent historical perspective on this point may be found at pages 64-67 of Nash & Rawicz, Intellectual Property in Government Contracts, Fifth Edition, Volume 2, Technical Data Rights.  


� The clauses themselves might be read into the contract under the Christian Doctrine. (See The Nash & Cibinic Report Vol. 10, item number 48.) However, one should note that inclusion of the clauses is not mandated by the statute in every contract. (See 10 U.S.C. 2320(b).) Other arguments for application are noted at Appendix B.


� The basis for Government rights to items and data required to be developed under the SOW is primarily the Cost Accounting Standards (CAS) which are applied to the contractor IAW FAR Part 30 (and the referenced CFR sections). There is some language in DFARS 252.227-7013 (and -7014) at (b)(1)(ii) creating unlimited rights in "software documentation" and  "studies, analyses, test data, or similar data". However, the broad coverage is per the CAS. This same conclusion was reached by Nash & Rawicz, Intellectual Property in Government Contracts, Fifth Edition, Volume 2, Technical Data Rights, page 66. (See Federal Acquisition Change (FAC) 2001-22 for current CAS applicability.) 





� An unlimited statement that the contractor must deliver certain data forces the contractor to create that data. However, a delivery requirement limited to only that data which the contractor chooses to generate for his own purposes may not invoke the statutory requirements for DIDs.


� “This proposal includes data that shall not be disclosed outside the Government and shall not be duplicated, used, or disclosed-in whole or in part-for any purpose other than to evaluate this proposal. If, however, a contract is awarded to this offeror as a result of-or in connection with-the submission of this data, the Government shall have the right to duplicate, use, or disclose the data to the extent provided in the resulting contract. This restriction does not limit the Government's right to use information contained in this data if it is obtained from another source without restriction. The data subject to this restriction are contained in sheets [insert numbers or other identification of sheets]”


� See Appendices D & I for a full discussion.


� By law and regulation governing FAR contracts, there is a preference for pre-award negotiation as to the rights in technical data which may be less than unlimited. (See 10 U.S.C. 2320(a)(2)(E). This preference is not as clear in the implementing DFARS.)


� If properly labeled as “assertions,” it is arguable that nothing more need be said when incorporating these assertions into the contract. For clarity and as a reminder of key issues, the following type of language could be considered.





H-XX. Assertion of Limited Rights Under DFARS 252.227-7013 or Restricted Rights Under DFARS 252.227-7014.


 


 


In accordance with the clauses referenced above, the contractor has asserted that the information noted [below or at Attachment XX], which is to be delivered during performance of this contract, is subject to either Limited Rights or Restricted Rights in the Government. Unless explicitly stated otherwise, the incorporation of the contractor's assertions does not constitute an agreement to those assertions. The Government retains its full rights under the relevant clauses to investigate and challenge such assertions.


 


The contractor in making these assertions does so after a reasonable factual inquiry and not as a mere default position.


 


The contractor is reminded that under the terms of the above referenced DFARS clauses: deliverable information shall not contain any restrictive markings unless an advance assertion under this H-XX clause has been made and that assertion covers such information; if a restrictive marking is allowed by this clause, only those markings/legends authorized by the above DFARS clauses shall be used; and failure to properly comply with the marking/legend requirements renders the deliverables deficient and subject to rejection and withholding of  contract payments in accordance with DFARS 252.227-7030.





� See  Nash & Rawicz, Intellectual Property in Government Contracts, Fifth Edition, Volume 2, Technical Data Rights, page 92 for general discussion and Appendix G for more specific issues.


� The license rights conveyed by DFARS 252.227-7013(b) and 252.227-7014(b) are “irrevocable”.


� Application to an instant contract could raise some interesting issues. Pre-award assertions are based upon the anticipated facts (such as funding) prior to delivery. While the rights might be determined based upon the contract award and not the delivery (in most cases), would the conversion to commercial be a “new” fact? What if it were reasonably anticipated? Can the contractor assert that the item “will be commercial” before delivery? Can the Government accelerate delivery to avoid this assertion?


� See Appendix B for notes on the use of many different terms in the clauses and statute as synonyms.


� At one time there was a DFARS clause which required all data deliverables to be on the CDRL. It still is policy that this be done.


� See DFARS 252.227-7014(b)(3)(i).


� “Nonconforming” markings are: (1) any marking not allowed by the contract (See Part L.1.) and (2) a marking which is allowed after a proper assertion (See Appendix D.) but for which no such proper assertion has been made. 


� Unlike “unjustified” markings, there is no specific challenge period for “nonconforming” markings. While it is presumed that a reasonable period of time (probably up to completion or close-out of the contract) is allowed to require the correction of “nonconforming” markings, the period may be unlimited. It certainly can be extended or revived by reordering a copy of the data.  As a general rule, only latent defects (and fraud or acts amounting to fraud) create a basis for a challenge after acceptance. However, for data listed on a DD Form 1423 it may be argued that delivery has not been completed and accepted until the last item is accepted. If DFARS 252.246-7001 is used it automatically extends the period for correcting such defects for three years. Data containing these otherwise conforming markings which are not on the assertion list are defined as being defective by DFARS 252.227-7030.


� “Nonconforming” markings are: (1) any marking not allowed by the contract (See Part L.1.) and (2) a marking which is allowed after a proper assertion (See Appendix D.) but for which no such proper assertion has been made. 


� Even when “authorized” by the DFARS clauses, a substitute legend must be for data/software presently covered by the contract attachment for contractor assertions (See Appendix D.) or it is still “nonconforming.” Such a second nonconforming legend should not be allowed to extend the initial 60 day window.


� See DFARS 252.227-7037(i) and 252.246-7001.


� These procedures at DFARS 252.227-7037 are based upon 10 U.S.C. 2321. No deviation is possible where the procedure is statutory. In addition, should the clause not be in the contract (for any reason), the statute (and possibly the implementing regulations) will still control.





� DFARS 252.227-7013 or -7014.


� See DFARS 252.227-7013 (and -7014) (e)(2), last sentence. “Nonconforming” markings are: (1) any marking not allowed by the contract (See Part L.1.) and (2) a marking which is allowed after a proper assertion (See Appendix D.) but for which no such proper assertion has been made. 





� See Appendix D for a full discussion.


� See  Nash & Rawicz, Intellectual Property in Government Contracts, Fifth Edition, Volume 2, Technical Data Rights, page 92 for general discussion and Appendix G for more specific issues.


� Limited exceptions are noted in the clause. 


� Increases in actual amounts withheld might be limited due to other withholding clauses and the impacts of FAR 52.232-9, Limitation on Withholding of Payments, which should be in the contract but is often overlooked.   


� The basis for Government rights to items and data required to be developed under the SOW is primarily the Cost Accounting Standards (CAS) which are applied to the contractor IAW FAR Part 30 (and the referenced CFR sections). There is some language in DFARS 252.227-7013 (and -7014) at (b)(1)(ii) creating unlimited rights in "software documentation" and  "studies, analyses, test data, or similar data". However, the broad coverage is per the CAS. This same conclusion was reached by Nash & Rawicz, Intellectual Property in Government Contracts, Fifth Edition, Volume 2, Technical Data Rights, page 66. (See FAC 2001-22 for current CAS applicability) 








� A separate legal analysis of this point is available at Appendix B.


� See Campbell Plastics Engineering & Manufacturing Inc. v. Brownlee, Fed Cir., No 03-1512, 11/10/04.)


� See DFARS 227.304-1.


� See FAR 52.227-11 and 52.227-12.


� These clauses define the ownership and license rights for subject inventions as between the two parties.


� See 32 U.S.F.L. REV. 1, 29-30  (Fall 1997), Technical Data Rights in Government Procurement: Intellectual Property Rights in Computer Software and the Indicia of Information Systems and Information Technology by Lionel M. Lavenue for a historical review and current analysis for these Data Rights licenses. The reader is cautioned as to two errors or very confusing terminology on pages 39 and 40 regarding GPR. 


� See DFARS 252.227-7013 (noncommercial technical data), 252.227-7014 (noncommercial computer software), 252.227-7015 (commercial technical data), and 252.227-7018 (SBIR).


� See Zoltek Corporation v. United States, 442 F. 3rd 1345, 2006.


� With specific regards to the relationship between patent licenses and the Data Rights license: the United States Supreme Court has recognized that “no formal granting of a license is necessary in order to give it effect. Any language used by the owner of the patent, or any conduct on his part exhibited to another from which that other may properly infer that the owner consents to his use of the patent [i.e., patented invention]…constitutes a license and a defense to an action for tort.”  De Forest Radio Tel. Co. v. United States, 273 U. s. 236, 241 (1927).


� See paragraph (i) of DFARS 252.227-7013, 252.227-7014, and 252.227-7018. The absence of this language from DFARS 252.227-7015 is a mystery.


� Who may manufacture and in what situations may be limited.  Even the most restrictive Data License would allow manufacturing by a third party to the extent necessary for emergency repair or overhaul.


� For determining if Federal funding was used, see the definitions at DFARS clause at 52.227-7013, 252.227-7014, or  252.227-7018. Basically, Federal funds include those costs directly allocated to a USG contract and exclude indirect costs and independent research and development costs (IR&D).  An excellent historical perspective on this point may be found at pages 64-67 of Nash & Rawicz, Intellectual Property in Government Contracts, Fifth Edition, Volume 2, Technical Data Rights.  


� The case-law created “Christian Doctrine” may be used in certain situations to correct the absence of a required clause or the inclusive of an inappropriate clause. See Nash & Cibinic Report, Vol. 10, No. 9, paragraph 48.


� FAR 16.703(d)(1) and (2).


� FAR 43.102(c) allows for updates, but they must be internally consistent and permissible by any statute governing the old version and the new version.  Because of this, updates are not as easy as they might appear. DFARS does not currently allow for routine updates after the issuance of the solicitation.


� Consult your attorney for the details which are a bit more complex.


� See FAR 27.203-1(b), 27.203-2(a), and 27.203-4(a)(2).


� See Part I.4. and by negative inference E.O. 12591, Section 4. (a) which discusses only “foreign persons and industrial organizations” for an additional requirement without direct mention of the foreign government as a Partner. See also AR 70-57, paragraph 1-7.


� 15 U.S.C. 3710a(d)(1)


� The Government cannot create a copyright, but it may hold a copyright created by another. Under a CRADA, the partner may take any available copyrights and then license those rights back to the Government. This license can even be exclusive, giving the Government the ability to control the use or further license the use of the copyrighted material.


� Those inventions that existed prior to signing the CRADA.


� Those inventions that are made during the CRADA and related to it.


� DODI 5535.8, paragraph 6.17.2. This preference for non-CRADAs includes Government-to-Government international cooperative research, development and acquisition (ICRDA) agreements or Information Exchange Program (IEP) annex under AR 70-41. (See AR 70-57, paragraph 1-7.)


� 15 U.S.C. 3710a(d)(1).


� Some focus on the traditional funding codes and definitions while others take a more general view of the terminology. Hopefully someone has done, or will do, a definitive analysis of the legislative history and statutory language.


� See sale of services under 10 U.S.C. 2539b and other specific statutory authorities.


� The one possible exception has to do with the number of individuals impacted by the requirement. However, DOD has elected not to make this argument for FAR contracts and there is no reason to assume it will be made for non-FAR contracts. See DoD 5010.12-M and 44 U.S.C. 3512.


� 15 U.S.C. 3710a(a)(2) and AR 70-57, paragraph 2.1.b (as to ADTTD) and paragraphs 1-5 and 2-7.


� See AR 70-57, paragraph 2-5.


� In order to direct charge CRADA effort to a contract under the CAS, that CRADA effort would have to solely support that contract. The stated CRADA purpose, mutual benefits section, and marketing initiatives section would never indicate sole support to a single contract. Therefore, the language in the CRADA would not support a direct charge to a Government contract. Remember that CRADAs cannot be used in lieu of a FAR contract or sale of services.


� It is now well recognized that software can be patented.


�   The term ''invention'' means any invention or discovery which is or may be patentable or otherwise protectable under this title or any novel variety of plant which is or may be protectable under the Plant Variety Protection Act (� HYPERLINK "http://www4.law.cornell.edu/uscode/7/index.html" �7� U.S.C. � HYPERLINK "http://www4.law.cornell.edu/uscode/7/2321.html" �2321� et seq.). 


� While AR 27-60 still contains a more restrictive definition (limited to filed patent applications and issues patents), discussion indicates no intent to impose this old language pending revision of that AR.


� 35 U.S.C. 209(d)(1)


� There are some potential conflicts between the language of the general authority and the enumerated authority at paragraphs (a) and (b) of 15 U.S.C. 3710a and whether the licensing authority is limited to filed patent applications.


� The one possible exception has to do with the number of individuals impacted by the requirement. However, DOD has elected not to make this argument for FAR contracts and there is no reason to assume it will be made for non-FAR contracts. See DoD 5010.12-M and 44 U.S.C. 3512.


� 15 U.S.C. 3710a(a)(2) and AR 70-57, paragraphs 1-5 and 2-7.


� See AR 70-57, paragraph 2-5 which overrules the older version at AR 27-60, paragraph 7-3.


� See DFARS 227.7202-1(a) for software and DFARS 7102-2(b) for a less clear statement regarding technical data.


� See other references at DFARS 227.7002 and procedures in DFARS Subpart 227.70. The combining of settlement authority for infringements and the acquisition of rights authority under 10 U.S.C. 2386 into this same subpart has created guidance that in the opinion of this author is very confusing.


� AMCFARS 27.7006-90, 1 January 1990. “Others having general procurement authority may acquire rights to obtain copyrights, designs, process and manufacturing data under DFARS 52.227-7013 when not joined with the acquisition of specific patents or patent applications.”


� To avoid confusion (and a potentially unauthorized deviation), the term “special license rights” is defined to convey to the Government at least those rights found in the definition of “restricted rights” or “limited rights.”  If the negotiated agreement for commercial software/data does not convey at least these minimum rights, it must not be labeled as “special license rights.”


� See AMC Delegation 9-99 for delegation from Commander AMC to Command Counsel, AMC.


� Note that this is the only statute which authorizes the USG to accept payment “in-kind” as opposed to cash for the lease value. This leaves open the possibility of accepting certain data rights as a payment in-kind.


� Presently, the TIA (which is an OT based on 10 U.S.C. 2371) is covered in this regulation, but certain other OTs based upon further supplements and amendments concerning DoD weapons/weapon systems are covered in policy documents. 


� Refers to the 10 U.S.C. 2371 authority as supplemented by section 845 of P.L. 103-160 and amended by section 804 of P.L. 104-201 and section 241 of P.L. 105-261. 


� The Bayh-Dole Act (Chapter 18 of Title 35, U.S.C.) is not applicable to other transactions. The Government should start with the applicable standard FAR Part 52.227 or DFARS Part 252.227 patent-rights clause(s) and negotiate rights of a different scope only when necessary to accomplish program objectives and foster the Government's interests. Similarly, 10 U.S.C. 2320 requirements on technical data do not apply to other transactions. However, the Government team needs to identify what technical data and rights the Government will need in the future to operate and maintain the item and negotiate appropriate rights to these data into the agreement. The Government team needs to involve patent and technical data rights attorneys to ensure negotiation of appropriate patent and data rights provisions. The Government team also needs to coordinate with the users to know what the data needs are for the program. (From DoD Policy document, Guide on Section 845/804 Other Transactions (OTs) for Prototype Projects; November 1998.)





� Level for authorization will start not lower than DOD, but occasionally it is delegated down.


� Principles of Federal Appropriations Law, 2 ed. (hereafter referred to as the “Red book”), Chapter 6. Part E., Augmentation of Appropriations. The cases, for obvious reasons, focus primarily on the attempts to use the revenue for agency needs. However, in the absence of direct or implied (necessary expense doctrine) authorization, agencies generally lack the authority to use their resources to generate additional revenues for any purpose. Such use of an agency’s assets funded by current or prior appropriations could also constitute a “purpose statute” violation. See 31 U.S.C. 1301(a) and the discussion beginning at page 4-1 of the “Red book”.  For a specific Comptroller General discussion, see 10 Comp. Gen 382, 384 (1931).


� Exception concerns contracts for collection services.


� “Red  book”, page 6-111, referencing 31 U.S.C. 3302(b), 67 Comp. Gen. 443 (1988); 22 Comp. Dec. 60 (1915); 1 Comp. Dec. 568 (1895).


� 10 U.S.C. 2539b (sale of certain services and information); 15 U.S.C. 1151-1157 and 3704(B) (Clearinghouse for technical information); 10 U.S.C. 2208(j); 10 U.S.C. 2563; 10 U.S.C. 2681; and 10 U.S.C.4543. 


� Note the structure of the paragraph. There are two parts connected by “and.” Both parts concern the licensing (or assignments) of inventions. The second part has two subparts connected by “or.” The second part addresses the licensing of inventions under 35 U.S.C. 207 “or” under “any other provision of law.” Some guidance will be needed by an authoritative source on what is intended by the words “by the laboratory which produced the invention.” There will be inventions not produced by the laboratory but in which the laboratory may hold the rights on behalf of the USG. It also seems to say that outside of a CRADA, any royalties go to the “producing” laboratory and not the licensing laboratory when they are not the same. See 15 U.S.C. 3710c(b) for statutory language related to this issue.


� The DOC comments on the final rule, FR March 8, 2006, page 11511, allow for licensing any “patentable” subject matter as covered by 35 U.S.C. 101 even if a patent may be barred or  inappropriate under 35 U.S.C. 102 and 103.





�   The term ''invention'' means any invention or discovery which is or may be patentable or otherwise protectable under this title or any novel variety of plant which is or may be protectable under the Plant Variety Protection Act (� HYPERLINK "http://www4.law.cornell.edu/uscode/7/index.html" �7� U.S.C. � HYPERLINK "http://www4.law.cornell.edu/uscode/7/2321.html" �2321� et seq.). 


� While AR 27-60 still contains a more restrictive definition (limited to filed patent applications and issues patents), discussion indicates no intent to impose this old language pending revision of that AR.


� See AR 27-60, paragraphs 4-7 through 4-9, for what little guidance there is.  There is also a DA Memorandum from the Assistant Secretary of the Army dated 30 Jul 2004, discussing the Army’s “Branding and Licensing Program.”


� It is difficult to envision many situations, outside of the licensing of current Government contractors (which are under some degree of review) for non-USG sales or industries regulated by a Federal agency, where it would be proper for the USG (or specific agency) to expend appropriated funds to exercise “control” over a licensee who is outside the USG.





� P.L. 108-375, section 1004 to be codified at 10 U.S.C. 2260.


� See 15 U.S.C. 3710a(b)(1). The point may become moot since the CRADA can include a PLA and then under 15 U.S.C. 3710c the revenue from the PLA is available to the agency the same as under the CRADA. The CRADA just needs to make clear that for pre-exiting “inventions” the authority of 35 U.S.C. 207-209 is being used.


� Under normal contracting procedures, the contractor owns all the data/software and the Government merely takes a license. The Government cannot use a Government applied Distribution Statement to limit the owner’s use/dissemination of the data/software. A contractual direction to apply a limiting Distribution Statement (without explicit agreement as to its impact upon the contractor who owns the data/software) does not limit the ownership rights. The proper way to restrict ownership uses by the contractor is via a contractual agreement (e.g., DFARS 252.204-7000) or a statutory authority (e.g., export control notice or security classification).


� The existence of a limiting Distribution Statement does not, by itself, justify a denial IAW DODD 5230.24, paragraph 2.6.


� DODD 5230.24 actually prescribed this use of “B” or “E” only for “Limited Rights” data. However, the DODD was written in 1987 and overlooked that uncontrolled access to “Government Purpose Rights” data would violate promises the Government made in the FAR contract acquiring that data. The DODD also overlooked “Restricted Rights” software.


� FAR/DFARS contracts use a completely different definition when dealing with license rights in data and software. See DFARS 252.227-7013(a)(14).


� This definition from the DOD Manual is much broader than the definition found in DoDD 5230.24, E2.1.11.  Until resolved by formal policy announcement, it is safer to apply the broad definition of the Manual. IAW the foreward to the Manual, it is mandatory. 


� See 2.a for one potential exception regarding non-Technical information. Other exceptions include commercial data/software as well as markings authorized by special clause in the current contract, a prior contract, or a non-FAR contract.


� See Part E.3.c.


� Similar language can be found in DFARS 252.227-7014 regarding computer software.


� It appears reasonable (pending further analysis) to assume that 10 U.S.C. 2321 applies only to FAR contracts. Nevertheless, that statute does establish a standard/procedure that the Federal Government considers reasonable  for challenging restrictive markings. Absent agreement of the parties in non-FAR contracts, it may be possible (and advisable) to use the statutory procedures.


� The term initially was used in early versions of the Armed Services Procurement Regulations (ASPR) and later replaced with “Limited Rights.” It was also used initially at 10 U.S.C. 2320(a), but no longer is used in that statute.


� See DODD 5230.24, E3.1.1.2.2


� 18 U.S.C. 1905. Disclosure of confidential information generally. “Whoever, being an officer or employee of the United States or of any department or agency thereof, any person acting on behalf of the Office of Federal Housing Enterprise Oversight, or agent of the Department of Justice as defined in the Antitrust Civil Process Act (� HYPERLINK "http://www4.law.cornell.edu/uscode/15/index.html" �15� U.S.C. � HYPERLINK "http://www4.law.cornell.edu/uscode/15/1311-1314.html" �1311-1314�), publishes, divulges, discloses, or makes known in any manner or to any extent not authorized by law any information coming to him in the course of his employment or official duties or by reason of any examination or investigation made by, or return, report or record made to or filed with, such department or agency or officer or employee thereof, which information concerns or relates to the trade secrets, processes, operations, style of work, or apparatus, or to the identity, confidential statistical data, amount or source of any income, profits, losses, or expenditures of any person, firm, partnership, corporation, or association; or permits any income return or copy thereof or any book containing any abstract or particulars thereof to be seen or examined by any person except as provided by law; shall be fined under this title, or imprisoned not more than one year, or both; and shall be removed from office or employment.”





� While trade secrets are dealt with by laws in the various states, Government employees need to be aware of the following areas: 18 U.S.C. 1905, Disclosure of Confidential [Business] Information; The procurement Integrity Act, implemented at FAR 3.104; the (b)(4) exemption to FOIA releases; and restrictions on release of proposal information at FAR 15.207 and 52.215-1 (per 10 U.S.C. 2305(g)).


� Scanwell Labs, Inc. V. F.A.A., 484 F.2d 1385, 179 U.S.P.Q 238 (C.C.P.A. 1973)


� Teledyne Continental Motors, ASBCA 16516, 75-2 BCA 11,553


� The BCA decision on patents may be inconsistent with the Federal Court decision on trademarks. Therefore, it would be best not to push the patent marking issue until there is a very strong case with significant impact on the Government’s use of the data.


� Besides being incorrect (The Government has rights.), such statements are “nonconforming” and unauthorized.


� AR 25-55, par. 4-104


� Some Government personnel mistakenly attempt to control access by other Government agencies by the license rights in data. That is rarely possible or proper. Internal control is a management problem and not a rights in data issue.


� See DODD 5230.24, paragraph 6 and DOD 5010.12-M, paragraph C7.


� See Part E for  determining the proper markings on deliverable data.


�  See DFARS 252.227-7025 and  227.7103-7.


� Summary is a modification of Appendices C and D of  DOD Guide, Intellectual Property: Navigating Through Commercial Waters, October 15, 2001. Significant changes were made to the applicability portions.


� While this rule is absolute as to noncommercial technical data, there are two situations under noncommercial computer software and documentation where delivery increases the Government’s rights. However, to completely break from the erroneous assumptions of the past that delivery and rights go hand-in-hand, it is important to emphasize the general rule that they are not connected rather than the limited exceptions where there is some relationship. For the exceptions, see DFARS 252.227-7014(b)(1)(ii) and (b)(3)(i). Note that for  noncommercial computer software documentation, the Government takes rights without delivery under DFARS 252.227-7013. (Such documentation also is considered technical data.) Therefore, the license rights tied to “delivery” at (b)(1)(ii) of DFARS 252.227-7014 are additional rights. The (b)(3)(i) exception may have been necessary for embedded software. 


� Intellectual Property in Government Contracts, Fifth Ed., Vol. 2, pages 35 & 82.


�  10 U.S.C. 2320(a) creates the Government’s rights in data and requires key terms to be defined. Those terms do not include “delivery.”  Only in the discussion of implementing regulations and additional contract rights (10 U.S.C. 2320(b)) does the term “delivery” appear. The same is true for the standard data rights clauses of Government contracts.


� See DFARS 252.227-7013(b)  and -7014(b).


� The term is undefined except for SBIR contracts. See DFARS 252.227-7018. The similar FAR clause, 52.227-16 Additional Data Requirements, allows ordering “any data first produced or specifically used in the performance of this contract.” This author has been assured that the term “generated” was intended to cover less than the FAR clause. I have to guess that the reasoning behind this was an extension of the confusion created by connecting rights to delivery.


� Implemented at FAR Subpart 211.6, DODD 4400.1, and AR 715-5.


� See: paragraphs (b)(7) & (8) of 10 U.S.C. 2320; FAR 27.402(a); DFARS 227.7102-1(b)(1), 227.7103-10(b)(2), 227.7103-1(b)(4), 227.7103-3(Title), 227.7103-10(a)(1), 227.7103-10(c)(1);DFARS 252.227-7104 and -7013 (e)(2), (f)(2)&(3) , (h)(1), (h)(2), and (k)(1)&(2); and 252.227-7015(b)  


� An isolated exception can be found at DFARS 252.227-7014(b)(3)(i) where noncommercial software which is to be “delivered or otherwise provided to the Government under this contract” (likely meant to include embedded software)  constitutes a “Restricted Rights” license in the Government.


� Such as how the data is to be marked.


� Principles of Federal Appropriations Law, 2 ed. (hereafter referred to as the “Red Book”), Chapter 6. Part E., Augmentation of Appropriations. The cases, for obvious reasons, focus primarily on the attempts to use the revenue for agency needs. However, in the absence of direct or implied (necessary expense doctrine) authorization, agencies generally lack the authority to use their resources to generate additional revenues for any purpose. Such use of an agency’s assets funded by current or prior appropriations could also constitute a “purpose statute” violation. See 31 U.S.C. 1301(a) and the discussion beginning at page 4-1 of the “Red Book”.  For a specific Comptroller General discussion, see 10 Comp. Gen 382, 384 (1931).


� Exception concerns contracts for collection services.


� “Red Book”, page 6-111, referencing 31 U.S.C. 3302(b), 67 Comp. Gen. 443 (1988); 22 Comp. Dec. 60 (1915); 1 Comp. Dec. 568 (1895).


�   The term ''invention'' means any invention or discovery which is or may be patentable or otherwise protectable under this title or any novel variety of plant which is or may be protectable under the Plant Variety Protection Act (� HYPERLINK "http://www4.law.cornell.edu/uscode/7/index.html" �7� U.S.C. � HYPERLINK "http://www4.law.cornell.edu/uscode/7/2321.html" �2321� et seq.). 


� While AR 27-60 still contains a more restrictive definition (limited to filed patent applications and issues patents), discussion indicates no intent to impose this old language pending revision of that AR.


� See AR 27-60, paragraphs 4-7 through 4-9, for what little guidance there is.  There is also a DA Memorandum from the Assistant Secretary of the Army dated 30 Jul 2004, discussing the Army’s “Branding and Licensing Program.”


� It is difficult to envision many situations, outside of the licensing of current Government contractors (which are under some degree of review) for non-USG sales or industries regulated by a Federal agency, where it would be proper for the USG (or specific agency) to expend appropriated funds to exercise “control” over a licensee who is outside the USG.





� The term “other intellectual property” in 15 U.S.C. 3710a is not defined by this statute Uses of that term vary with the area of use such as patent, trademark, and copyrights. The only known general definition can be found at 11 U.S.C. 101(35A) which states: 


(35A) ''intellectual property'' means - 


(A) trade secret; 


(B) invention, process, design, or plant protected under title � HYPERLINK "http://www4.law.cornell.edu/uscode/35/index.html" �35�; 


(C) patent application; 


(D) plant variety; 


(E)work of authorship protected under title � HYPERLINK "http://www4.law.cornell.edu/uscode/17/index.html" �17�; or 


(F) mask work protected under chapter � HYPERLINK "http://www4.law.cornell.edu/uscode/17/ch9.html" �9� of title � HYPERLINK "http://www4.law.cornell.edu/uscode/17/index.html" �17�; 


to the extent protected by applicable nonbankruptcy law; and 














 It is extremely unlikely that 15 U.S.C. 3710a intended to create a new category of intellectual property. Therefore, to the extent that the USG can license such other intellectual property, this statute authorizes the directors of federal laboratories to include such licenses in CRADAs. However, see the later discussion of  35 U.S.C. 3710c. The broad language in E.O. 12591 as to licensing “intellectual property” is likewise limited by the lead in phrase “to the extent permitted by law.” 


� There are some potential conflicts between the language of the general authority and the enumerated authority at paragraphs (a) and (b) of 15 U.S.C. 3710a and whether the licensing authority is limited to filed patent applications. This issue might impact a determination under 15 U.S.C. 3710c as to the retention of revenues. 


� DoD 7000.14R Volume 11A, Chapter 14, and various interim guidance and delegations. 


� See also DODI 7930.2, ADP Software Exchange and Release, which contains similar activities.


� DODD 2140.2, Recoupment of Nonrecurring Costs (NCs) on Sales of U. S. Items and DOD 7000.14-R, Vol. 15.


� In certain cases the recoupment might go to the Special Defense Acquisition Fund. See DoD 7000.14-R, Vol. 15, paragraph 070105.C.1.


� Others include: 10 U.S.C. 2208(j); 10 U.S.C. 2563; 10 U.S.C.2681; and 10 U.S.C.4543. 


� Note the structure of the paragraph. There are two parts connected by “and.” Both parts concern licensing (or assignments) of inventions. The second part has two subparts connected by “or.” The second part addresses the licensing of inventions under 35 U.S.C. 207 “or” under “any other provision of law.” Some guidance will be needed by an authoritative source on what is intended by the words “by the laboratory which produced the invention.” There will be inventions not produced by the laboratory but in which the laboratory may hold the rights on behalf of the USG. It also seems to say that outside a CRADA, any royalties go to the “producing” laboratory and not the licensing laboratory, when they are not the same.


� The Department of Commerce comments on the final rule, FR March 8, 2006, page 11511, allow for licensing any “patentable” subject matter as covered by 35 U.S.C. 101 even if a patent may be barred or  inappropriate under 35 U.S.C. 102 and 103.


� See DFARS 227.7103-10(a)(2) second sentence.


� This same point is made by the DoD Policy Guide - Intellectual Property: Navigating Through Commercial Waters, October 15, 2001, at page 2-6 in the first full sentence.


� While many will argue that the “***” in the DFARS 252.227-7017 provision sanctions the use of prior assertions by the references, this note addresses only to the proper category title. For reasons why an assertion may be made, see “**” in the provision. These pre-existing markings may be used when “still applicable.” (See DFARS 252.227-7013(f)(5) and 252.227-7014(f)(5).) Such pre-existing markings cease to be “still applicable” when: they were wrong initially; they have expired; the nature of the data is changed under the current contract (e.g., from design to maintenance data); the Government’s rights have increased by other processes or public availability; or changes in the source of funding during performance/prior to delivery of the data/software.


� When the data or software to be delivered under the current contract is identical (or substantially similar) to that delivered under a prior contract and its nature (e.g., design versus maintenance data) or source of funding is not altered by the new contract effort, the old asserted category of restriction may apply. However, even this is not automatic. The old assertion (unless formally challenged and resolved) was merely the contractor’s position based upon then existing facts and/or assumptions about the future. With rare exceptions, this short cut (using past assertions) without considering the facts that do exist (or will exist prior to delivery) under the current contract will not assure a correct and valid outcome.


� Some of the confusion stems from a mostly forgotten, long-rescinded DFARS Clause (252.227-7031, Data Requirements) which required all deliverable data to be on the DD Form 1423. (This clause was really about the Paperwork Reduction Act requirements.) What must be delivered under the contract is one question.  What constitutes “delivery” is another question. The marking requirements that apply to deliverables are a third problem area. Each issue/area must be addressed separately. As discussed in Appendix B, the contract clauses and DFARS employ many terms to describe how data and software are provided, furnished, made available or delivered to the Government. All such data and software should, indeed, be covered by an appropriate Data Item Description (DID) on that DD Form 1423. 


� There are one or two very limited exceptions where the delivery actually confers increased rights upon the Government. See first footnote under Appendix B.


� See DFARS 252.227-7013(e)(2) and 252.227-7014(e)(2), last sentence.


� See DFARS  277-7103-4(b) and 227.7203-4(b).


� The Government takes unlimited rights in some types of data regardless of the source of funding. See DFARS 252.227-7013(b)(1) and 252.227-7014(b)(1).


� See requirements for marking only that portion of  the data/software which is subject to a restriction and for maintaining documentation sufficient to justify the validity of the marking at DFARS 252.227-7013(f)&(g) and 252.227-7014(f)&(g).


� In addition to the direct obligation under paragraph (g) of 252.227-7013 and 252.227-7014, the Cost Accounting Standards require that the contractor propose the allocation of costs (prior to award) and perform under the contract in a manner consistent with the standards. The combination of these two obligations requires that the contractor have available to that contractor at the time of making the assertion a good faith, documented basis for each and every assertion.


� Seer DFARS 252.227-7013(g)(2), 252.227-7014(g)(2), 252.227-7017(f), and 252.227-7037(b)&(e)(3). It is important to note that the contractor’s assertion when formally challenged is considered to be a “claim” within the Contract Disputes Act and as such must be certified. Clearly, the burden of proof is on the contractor.


� See DFARS 252.227-7017(f).


� See DFARS 252.227-7013(e)(3) and 252.227-7014(e)(3).


� The term “source selection” here is not defined as “competitive source selection.” Absent further analysis, it should be assumed that any source selection may be considered. As an example, when a Justification and Approval (See FAR Part 6.) is prepared, the costs of these data rights may have directly or indirectly been a factor and may have influenced (if restrictions were known at that time) the selection of this source.


� See Intellectual Property in Government Contracts, Fifth Ed., Vol. 3, by Nash and Rawicz., at page 92 and the DoD Policy Guide - Intellectual Property: Navigating Through Commercial Waters, October 15, 2001, at page 2-5.


� A nonconforming assertion is any legend or marking with is not specifically authorized by the current contract under which the data is to be delivered. Certain pre-existing legends/markings which are “still applicable” are authorized. (See C.3. above.) Otherwise, see the listing at B.2.  It is also this author’s contention that any restrictive legend (whether in a form authorized by the contract or not) is a nonconforming legend if the data/software to which it is applied does not appear on the contract attachment listing assertions as required by DFARS 252.227-7017, 252.227-7013, and 252.227-7014.


� See DFARS 252.227-7013(h)(2) and 252.227-7014(h)(2). Also see the procedures discussed in the Guide at Part E and Appendix D.


� The regulatory procedures in place for release to contractors and potential contractors do not assure compliance with the DFARS rules for release to other contractors. Therefore, until the regulatory process is revised, a Distribution Statement of “B” or “E” is needed to avoid an improper release.


� Formal challenge letters require certain notices as specified in paragraph (e) of DFARS 252.227-7019 and 252.227-7037.


� DFARS 252.227-7037(d) (for technical data – informal request),  DFARS 252.227-7019(d) (for software – informal request), DFARS 252.227-7037(e) (for technical data – formal challenge),  and DFARS 252.227-7019(e) (for software formal challenge). Revise text as needed to fit the authority.


� Incomplete or improper internal procedures are not uncommon and, frequently, are the cause of improper markings.


� DFARS 252.227-7019(e) and 252.227-7037(d).


� Rights in data are most commonly and conveniently discussed in connection with data which is required to be delivered or furnished by the contract. However, such USG rights arise regardless of any actual delivery. See Appendix B of this Guide for a full explanation.


� As used in this Guide, data includes technical data, software, and software documentation for convenient reference and discussion.


� References to a “Part” or “Appendix” are to A Practical Guide For the Understanding, Acquiring, Using, Transferring, and Disposition of Intellectual Property by DOD Personnel of which this is Appendix H.


� Nonconforming markings” (also referred to as unauthorized markings) such as “Proprietary” are those not specifically authorized by the DFARS clauses.


� The term is undefined but is something less than the phrase “data first produced or specifically used in the performance of this contract” which is found in the related FAR 52.227-16, Additional Data Requirements. However,  DFARS 252.227-7018 contains a definition when used in a SBIR contract.


� The absence of internal procedures (or their enforcement) may be the cause of many erroneous markings.


�  This statutory language excludes computer software (See 10 U.S.C. 2302(4).) which is, however, similarly restricted by regulatory language at DFARS Part 227.


� See 10 U.S.C. 2320(a)(2)(C)&(D) for the full list of exceptions.


�  These prohibitions are captured at DFARS 227.7103-1(c)&(d).


� The first two authorities are limited to technical data which was not “developed exclusively at private expense.” This third authority is required for seeking competitive sourcing proposals and requires additional findings by the Head of the Agency. Such additional authority has not been clearly delegated as the language at DFARS 227.7103-1(e) applies only to “items developed at private expense.” Items covered by the statutory language are items which have not been developed “exclusively” at private expense and these two categories are not the same. This may be a typo, but typos do not operate to convey a clear delegation of authority.





� This statute does not apply to software. See the definition at 10 U.S.C. 2302(4).


� The client is the U.S. Government (or ultimately the people) and not the individual limited agents (officers and employees) who bring the legal issue to the attorney. 


� These authorized individuals also, in reality, are operating within the law and regulations when exercising their authority. However, it is common practice to describe such actions as an exception to, or “outside of,” the rules.   


� Not all desired outcomes are properly obtainable under the law. Any attorney who encourages clients or agents to believe otherwise is doing a grave disservice to the profession. In today’s environment, any attorney that does not at least occasionally find himself saying “no” to an agent’s desired outcome, method or both, should reevaluate the ethical issues of who is the client and what are the client’s instructions.


� When the laws and regulations do not serve the best interests of the Government, lawyers should help customers to challenge and change those laws and regulations. “Clever” evasion is not only unethical, it is short-sighted, as it delays the client’s recognition of problems and the changes necessary to resolve them.


� It is extremely frustrating for two attorneys to have a theoretical discussion of the law when one is using something other than pure legal theory as the starting point of the theoretical analysis. While the final legal conclusions may be similar, the pure legal theorist will not accept starting the analysis with a case analogy or an implementing regulation. Such an approach does not always produce the correct legal conclusions and can miss opportunities for satisfying the customer’s desired objective within the legal framework.


� One of the most difficult ethical challenges is determining when it is in the client’s (not the agent’s or the attorney’s) best interest to provide something less than a complete legal analysis. Does a legitimate “emergency” situation always justify doing so? Do some situations never warrant a quick response (i.e., potential criminal activity, vital legal issues, possibly glossing over the fact that a prior legal opinion was incomplete or inaccurate)? What about “urgency” created by: the lack of legal resources; the negligence of some agent; or an intentional “last minute” request for review to pressure the attorney into providing the desired legal response or to miss something a thorough review might catch? 


� “Finding” an ambiguity where one does not truly exist (frequently by ignoring the established rules of interpretation) so as to justify an interpretation which suits the desired conclusion may result in ethical problems as well as an invalid analysis.


� We have seen how the Government can pass a law (e.g., Production Special Tooling /Production Special Test Equipment reimbursement several years ago) which when properly interpreted provided for a result that was the opposite of what was intended. However, a properly enacted law must be followed until properly changed. If we begin the statutory analysis looking at specific facts or with preconceived notions of what it should be saying, we have biased the development of pure theory and possibly have limited our options.


� i.e., the missing fine points of the correct legal theory (through the lack of detail or the injection of bias) were not essential to reaching the correct legal conclusion.


� To begin at any other point (e.g., regulation or case law) may inject assumptions and bias and assumes that these restatements and implementations of the law are correct for the specific fact situation. While this may be a valid assumption the vast majority of the time, it occasionally is wrong. Regulations and case law generally are biased towards the specific fact situations giving rise to them. They reflect practical or “real world” considerations. Any development of legal theory which does not begin at the beginning (i.e., the statute or constitution) risks being inaccurate or incomplete, and the customer may be denied an opportunity allowed by the law or may be permitted to act inconsistently with the law. 


� An agent may request a legal opinion or analysis of a policy or regulation, and it may be obvious that legal authority to issue the policy or regulation is not a significant factor. In such situations, the attorney is developing and applying a legal analysis of the policy or regulation itself and not examining the legal authority or theory behind it. 


� One example is the current case law and regulations on using expired, unobligated funds. The current expression of legal theory in case law and regulations is unnecessarily restrictive and deprives customers of flexibility. This restrictive legal theory continues because certain statutory changes were overlooked or, perhaps, interpreted with some preconceived biases. In short, the revised statutes, when interpreted in a vacuum, lead to a pure legal theory with which the current case law and regulations are not consistent. Instead, such case law and regulations represent a continuation of the theories utilized prior to the statutory change.


� Frequently complete facts may be unmanageable and the summary of facts must include only the relevant ones. However, it usually is not a lawyer who is preparing the summary of facts. Therefore, a fact summary always entails some risk. 


� “Backward legal analysis” takes the applicable legal theory and a desired legal conclusion and then attempts to determine a set of facts which will produce the desired legal conclusion when the theory is applied to those specific facts. Any attempt to determine the legal theory by fixing the conclusion and the facts and then creating a theory that works is not just “backwards”. It is the complete abandonment of reason and ethics. (It is similar to making the assumption that our planet is the center of the universe and then artificially creating a theory explaining all observable facts with this conclusion in mind.)


� Federal Acquisition Regulation 52.215-8.


� While there is nothing wrong with an attorney offering insights and advice not strictly based upon the legal analysis noted above, the customer must not be mislead. The customer (and the attorney) must not confuse the required legal advice with any non-legal comments offered by the attorney.


� When the legal analysis must resort to legislative history or certain rules of interpretation, the objectivity of the theory may be compromised by the assumptions or biases of these sources.


� Does it mean a depot can take appropriated funds and form a legal entity with a contractor? Will the depot be waiving Government immunity by acting in a commercial capacity? Can a depot directly propose (e.g., joint venture) on a Government contract or in a competition? Would such a direct proposal be inconsistent with such limited authority in 10 U.S.C. 2208j? Can the depot be liable for any actions of the contractor? Will the Government partner of the commercial entity be treated as a Government entity or a commercial entity for application of contract clauses?
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