PCOLS Data Mining Release - May 6, 2015

The PCOLS Data Mining System Integrator team implemented the following production release May 6,
2015.

1) Enhancement (ECP21) — Case Number search field (two options “Find” & “Filter”)
2) Error handling fix for “Error 500”

1) Case Number Search Field:

Option #1 - Find Transaction tab
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The Flagged Transaction Case Number is located in the notification email

-----0Original Message-----

From: PCOLS_noreply@dmdc.osd.mil [mailto:PCOLS_noreply@dmdc.osd.mil]
Sent: Thursday, April 30, 2015 1:11 PM

To: Primary A/BO.civ@mail. mil; Alternate A/BO.civ@mail.mil

Cc: A/BO Supervisor.civ@mail.mil;

Subject: [PCOLS DM ACTION] Flagged Transaction

In accordance with MID 904, the Department of Defense has developed a data mining capability to identify purchase card transactions at risk of fraud, misuse or abuse. Additionally, a small number of
transactions have been randomly selected to assist in the refinement of the application.

The following transaction in your Managing Account has been selected for
review:

Cardholder Account Number: *1234
Cardholder Name: Cardholder Name

Primary A/BO Name: A/BO Name - -
; . 00055-01234-78654 Case number locations in flagged
[ Sase Number: 1562236 transaction notification emails
Transaction ID: 005527e577012f7e

Date of the Transaction: 04-11-2015 03:29:36
Merchant Name: LCI ONLINE
Transaction Amount: $47.98

You are required to initiate and complete a review of the subject transaction. If actiof is not taken in a timely manner, the transaction will be forwarded to your Agency/Organization Program Coordinator
for their action.

You must perform the following steps to complete a review of this
transaction:

1. Access PCOLS using the link below. W
https://pki.dmdc.osd.mil/appi/pcols-web/CACAuthenticate Action.do?case numE»GzZSGhnewSession:true

2. Authenticate yourself using your Common Access Card (CAC) 3. Select your role associated with this account (TBR Hierarchy 47163-00021-00055-01234-78654).
4. Complete the case review.

5. Enter a disposition and, if required, the planned action. If additional research is required, you may select a disposition of "Under A/BO Review"

and return at a later time to enter the correct disposition of the case.
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Enter the “Case Number” into the new field and select “Find”. No additional search information is
needed.
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Case returns and is available for review.
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Option #2 - Filter by Case Number from the Account Details page
Selecting your A/BO role will bring you to this screen. If you log in at a higher level it will be necessary
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to drill down to the Managing Account (Level 6) to reach this screen.
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At the Account Details page, you will enter the Case Number found in the flagged transaction
notification email as shown in Option #1 above. You will then select the “Filter” button.
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Case returns and is available for review.
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2) Error handling fix for “Error 500”

Issue — Some users are receiving Data Mining flagged transaction notification emails with a broken URL
in the email. When this happens, the URL to take a user directly to their flagged transaction is presented
on two lines with the break occurring in the middle of the case number. Selecting only the first line of
the broken URL vs. the entire URL will take the user into Data Mining per the normal process, however
when the user selects their role they would receive the following “Error 500” prior to implementation of
this fix.

d\m Purchase Card

¥#: ./ DataMining

An error has occurred, please try again later.
Thu Apr 16 16:15:50 EDT 2015
Error 500

Example of a flagged transaction notification email with a broken URL

-—-0riginal Message—-

From: PCOLS_noreply@dmdc.osd.mil [mailto:PCOLS_noreply@dmdc.osd.mil]
Sent: Thursday, April 30, 2015 1:11 PM

To: Primary A/BO.civ@mail.mil; Alternate A/BO.civ@mail.mil

Cc: A/BO Supenvisor.civ@mail.mil;

Subject: [PCOLS DM ACTION] Flagged Transaction

Im accordance with MID 904, the Department of Defense has developed a data mining capability to identify purchase card transactions at risk of fraud, misuse or abuse.
Additionally, a small number of transactions have been random|ly selected to assistin the refinement of the application.

The following transaction inyour Managing Account has been selected for review:

Cardholder Account Mumber: *3456

Cardholder Name: Cardholder Name

Primary A/BO Name: A/BO Name

TBR Hierarchy: 47163-00021-00055-01234-78654
Case Number: 1562256

Transaction [D: 005527e577012f7e

Date of the Transaction: 04-11-2015 03:25:36
Merchant Name: LCI ONLINE

Transaction Amount: 547.98

You are reguired to initiate and complete a review of the subject transaction. If action is not taken in a timely manner, the transaction will be forwarded to your
Agency/Organization Program Cocrdinator for their action.

You must perform the following steps to complete a review of this transaction:

1. Access PCOLS using the link below.

https://pki.dmde.osd.mil/appi/peols-web/CACAUthenticateAction.do?case num=15

62256&newSession=true

2. Authenticate yourself using your Common Access Card (CAC) 3. Select your role associatedwith this account (TBR Hierarchy 47163-00021-00055-01234-78654).

4. Complete the case review.

5. Enter a disposition and, if required, the planned action. If additional research is required, you may selecta disposition of "Under A/BO Review" and return at a latertime to
enter the correct disposition of the case.

E. Click Save to complete the case review.

The following users in organization Willamette Valley Projects are authorized to complete the review of this transactionfor Managing Account *1234:
Primary A/BO: A/BO Name

AfBO Supervisor: A/BO Supervisor Name

AfBOSupervisor: A/BO Supervisor Name
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Resolution — Post release, if a user selects the broken URL in the flagged transaction notification email
they will receive the following message after selecting their role. The user will be able to drill down to
the correct case from here or implement the new Case Number find. Note - The Case Statistics view will
be representative of the user’s role. This screen printis from a high level role.
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Tips: You can avoid the error handling scenario and above message by ensuring you activate or
copy/paste the entire broken URL from the email as it is shown below.

You are required toinitiate and complete a review of the subject transaction. If action is nottakenin a timely manner, the transaction will be
forwarded to your Agency/Organization Program Coordinator for their action.

You must perform the following steps to complete a review of this transaction:

1. Access PCOLS using the link below.

https://pki.dmdc.osd.mil/appj/pcols-web/CACAuthenticate Action.do?case_num=15
62256&newSession=true

2. Authenticate yourself using your Common Access Card (CAC)

3. Select yourrole associated with this account (TBR Hierarchy 47163-00021-00055-01234-78654).
4. Complete the case review.

5. Enter a disposition and, if required, the planned action. If additional researchis required, you may select a disposition of "Under A/BO Review"
and return at a later time to enterthe correct disposition of the case.
6. Click Save to complete the case review.

£ | https://pki.dmdc.osd.mil/appj/pcols-web/CACAuthenticateAction.do?case_num=15622568&newSession=true




