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[bookmark: _Toc212456300][bookmark: _Toc221353680][bookmark: _GoBack]To ensure that PCOLS users who are no longer affiliated with the Department of Defense (DoD) do not have access to the system, PCOLS will implement Automatic Removal of PCOLS Users functionality.  This functionality will automatically un-provision, or remove, users from their PCOLS roles in EMMA when their retirements or separations are reported to the Defense Enrollment Eligibility Reporting System (DEERS).  DEERS receives personnel information updates from the DoD services and agencies on a regular basis.

The following are the highlights of this new process:

· Upon notice of the retirement or separation of a PCOLS user, PCOLS will automatically remove the user from their associated PCOLS roles, thereby disabling their PCOLS access.

· The retirement or separation is reported by personnel category and the removals will be applied based on the roles associated with the personnel category; For example, a user that is retiring or separating from the Reserves but holds a Civilian position with the DoD will only have roles removed that are associated with the Reservist affiliation.  

· Managing and Cardholder Accounts will NOT be cancelled based on the removal of a PCOLS user from a role.  However, Cardholder Accounts will continue to be automatically cancelled based on the retirement or separation of the Cardholder. 

· When a user is automatically removed from a PCOLS role, the user and their immediate superiors (as provisioned in PCOLS) will be notified via email.  

· The immediate superiors (in PCOLS) will be requested to provision replacement GPC personnel in EMMA, if necessary.  

· In addition to provisioning a replacement user, the removal of an A/BO, A/BO Supervisor, Cardholder Supervisor, or RMs that is assigned to accounts in AIM will also require updates to the accounts in AIM to identify a replacement for each account.

· There are a limited number of cases where PCOLS did not successfully capture the users’ Personnel Category Codes (e.g. Active Duty, Civilian, Guard, and Reserve) when the user was provisioned.  In these instances, when a termination or separation is reported to DEERS for this individuals the immediate superiors in the hierarchies will receive an email notification requesting that they review the users provisioned PCOLS roles and manually remove if appropriate.

The following PCOLS roles are impacted by this new process:
· Acquisition Executive Agent (Level 2)
· HCA Agent (Level 3)
· High-Level A/OPC
· A/OPC and A/OPC Supervisor
· A/BO and A/BO Supervisor
· Cardholder Supervisor
· Component Resource Manager
· Major Resource Manager
· Intermediate Resource Manager
· Resource Manager, RM Pool, and RM Supervisor
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