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[bookmark: _Ref197854416][bookmark: _Toc198090028][bookmark: _Toc445477769]Introduction
[bookmark: _Toc198090029][bookmark: _Toc445477770]Purpose
The purpose of the Purchase Card Online System (PCOLS) Risk Assessment Dashboard (RAD) Application User Manual is to assist authorized users of the application by providing a concise, accessible instruction guide that explains the functionality of the application.
[bookmark: _Toc198090030][bookmark: _Toc445477771]Overview of the PCOLS RAD Application
[bookmark: _Toc198090031]The RAD component of PCOLS uses internal controls and measures to quantify and report the inherent risk of a DoD organization’s purchase card program. Each user has a dashboard that provides the risk level for each of the identified set of controls. Users are able to drill into each control to see the specifics of the identified risk.
[bookmark: _Toc445477772]System Requirements
The following components are required on your workstation in order to use PCOLS RAD:
· PC/SC Smart Card Reader and Driver 
· Appropriate middleware in conformance to NIST InterAgency Report (NISTR) 6887
· Internet Browser (Microsoft Internet Explorer 7 or higher)
[bookmark: _Toc198090032][bookmark: _Toc445477773]Data Updates
The Defense Manpower Data Center (DMDC) receives daily and monthly transactional data from the banks. The Risk Assessment Dashboard and Risk Assessment Control Reports are available to users by billing cycle. A cycle for a Cardholder Account closes on the 19th of each month. For example, the August billing cycle begins on the 20th day of July and runs through August 19th. Reports for the most recently completed billing cycle normally are updated within four days of the end of the billing cycle.
[bookmark: _Toc445477774]Screen Captures and Prints
Due to Privacy Act considerations, protected information such as addresses, phone numbers, and email addresses have either been fabricated or erased in the examples used throughout the manual.
[bookmark: _Toc197940384][bookmark: _Toc198090033][bookmark: _Toc445477775]Support Contact Information
The PCOLS help desk provides Tier One support with escalation capability to Tiers Two and Three.
If you need help or support, please contact the PCOLS help desk at the following phone numbers or by email at dlacontactcenter@dla.mil.
· US (CONUS) – Commercial (toll-free): 1-800-376-7783
· OCONUS – DSN: 661-7307
· Direct dial: 269-961-7307
[bookmark: _Toc198090034][bookmark: _Toc445477776]PCOLS RAD Users
[bookmark: _Toc198090043]The PCOLS RAD application utilizes the PCOLS user roles and the Total Business Reporting (TBR) hierarchical structure. Authorized PCOLS users must be provisioned in a role that allows access to RAD. The system will allow access only to the risk data for the TBR hierarchy associated with a user’s role. Report access and content varies by the user's role/hierarchy level. User roles and access within PCOLS RAD are described below:
· Level 1 – DoD PCPO users monitor risk for the entire DoD Purchase Card Program with access to all levels of data. 
· Level 2 – Acquisition Executive Agents monitor risk of all Level 3s and below in their purchase card hierarchy. They have access to all levels of data within their Service/Organization and can drill down to all data within that Service/Organization. 
· Level 3 – HCA Agents monitor risk of all Level 4s and below in their purchase card hierarchy. HCA Agents have access to drill down to the data of the High-Level Agency/Organization Program Coordinators (A/OPCs) (Navy only), A/OPCs, and Approving/Billing Officials (A/BOs) under their responsibility. 
· Level 4 (Navy only) – High-Level A/OPCs monitor risk of all A/BOs and below in their purchase card hierarchy. The Navy High-Level A/OPC users have access to drill down and monitor data of the A/BOs and A/OPCs under their responsibility.
· Level 4 (Navy Level 5) – A/OPCs monitor risk of all Level 5s (Navy Level 6s) and below in their purchase card hierarchy. They have access to drill down and monitor data of the A/BOs under their responsibility. A/OPC Supervisors has the same level of access and view of data as each of the A/OPCs under their purview.
· Level 5 (Navy Level 6) – A/BOs monitor risk of Cardholders in their purchase card hierarchy. They have access to the data of all Cardholders under their responsibility. The Alternate A/BO’s view and use of the application is the same as the A/BO. A/BO Supervisors have the same level of access and view of data as the A/BOs under their purview.
[bookmark: _Toc445477777]Logon Functions
[bookmark: _Toc445477778]Logging On
To log into PCOLS RAD:
Insert your Common Access Card (CAC) into the card reader.
Open Internet Explorer and enter the following Web address: https://pki.dmdc.osd.mil/appj/pcols-web/
Select your Identity Certificate (this certificate is NOT listed as an Email Certificate).
Enter the PIN for your CAC and click OK. The “Log On” screen is displayed.
Click CAC Logon.
Click Log on in the “PCOLS Risk Assessment Dashboard” section.
[bookmark: _Toc198090046][bookmark: _Toc445477779]Selecting Your Role
When selecting a role, be sure to note the Hierarchy Level Value Trail associated with each role. PCOLS allows individuals to have duplicate roles with different TBR hierarchies. Click the role name to view the dashboard associated with the role and associated TBR hierarchy.
[bookmark: _Toc445477780]Dashboard Functions
[bookmark: _Toc445477781]Navigating Dashboards
The PCOLS RAD application assesses risk for each individual control based on specific thresholds. An overall risk assessment is calculated for the user’s hierarchy based on the risk assessment of each control. The drill-down capability in each control allows users to see more detail and understand the data that supports the exceptions and the associated risk assessment. 
The PCOLS RAD application assesses risk as either:
[image: http://uschi1advap004:9090/PCARD/RiskAssessment/image?image=img_0_0_50] = Low (green) 
[image: http://uschi1advap004:9090/PCARD/RiskAssessment/image?image=img_0_0_64] = Medium (yellow)
[image: http://uschi1advap004:9090/PCARD/RiskAssessment/image?image=img_0_0_0] = High (red)
At the A/BO hierarchy level, risk is assessed as either low or high for each control. At the A/OPC hierarchy level and higher, risk is assessed as low, medium, or high for each control. The overall risk assessment is designated as low, medium, or high for all dashboards. 
[image: ]
There are a number of general elements that appear on the dashboards and display information to the users:
1. Select Cycle − The Select Cycle element is a drop-down list that allows users to select the billing cycle data displayed on the dashboard. It provides a list of up to 18 billing cycles to choose from. Selecting a new billing cycle automatically refreshes the dashboard with that cycle’s data. 
1. Overall Risk Assessment − The Overall Risk Assessment element indicates the assessed risk for the user’s hierarchy level as low risk, medium risk, or high risk and is based on the cumulative risk assessment of each individual control. 
1. Hierarchy Level Count − The Hierarchy Level Count element displays the number of sub-organizations, based on TBR, one level below the reporting level. For example, for an Acquisition Executive Agent (Level 2), it displays the number of HCA Agent (Level 3) organizations under their responsibility. For an A/OPC, it displays the number of Managing Accounts associated with the A/OPC TBR. For an A/BO, it displays the number of Cardholder Accounts associated with the A/BO TBR.
1. Category Label − The Category Label element displays the same categories listed in section 5.0, Control Functions. Controls listed on the dashboard are segmented into groups of similar controls. The Category Label element applies to groups of controls.
1. Control Title and Description − The Control Title and Description element identifies and describes each control on the dashboard and is specific to individual controls.
1. Control Risk Assessment Exception Scale − The Control Risk Assessment Exception Scale element is available only on A/OPC dashboards. It contains ranges or numbers used to determine the risk assessment for a control based on where the Exception Count falls when compared to the scale. The ranges or numbers correspond to low-risk, medium-risk, and high-risk. The Control Risk Assessment Exception Scale element is specific to individual controls.
1. Exception Count − The Exception Count element is only available on the A/OPC and A/BO dashboards. It displays the number of exceptions identified for a control. For example, for Control 4.2: Account Usage, any Cardholder who has not used their card in the past six billing cycles is identified as an exception. The Exception Count element is specific to individual controls.
1. Control Risk Assessment − The Control Risk Assessment element indicates the risk assessment for a control. A control can be assessed as low risk, medium risk, or high risk, except for the A/BO dashboard where a control can only be assessed as either low risk or high risk. Depending on the dashboard, the Control Risk Assessment is determined by comparing the Exception Count to the Control Risk Assessment Exception Scale. The Control Risk Assessment element is specific to individual controls.
[bookmark: _Toc445477782]Viewing Dashboards and the Associated Controls
Dashboards are displayed in PCOLS RAD based on the user’s selected role and hierarchy level. The following sections describe each dashboard as well as the available controls and risk assessment scale for each control.
[bookmark: _Toc445477783]PCPO Dashboard
The PCPO Dashboard allows PCPO Representatives to assess the overall “health” of the DoD Purchase Card Program by presenting a side-by-side comparison of the risk assessments for Army, Navy, Air Force, and Other Defense Agencies (ODA). For each Service/Agency, the PCPO Dashboard provides risk assessment for each of the 12 controls as well as an overall risk assessment. This dashboard is a combination of the Acquisition Executive Agent (Level 2) dashboards for each Service/Agency. PCPO users can drill-down to lower level control details.
The following example shows the overall risk assessment for each Service/Agency, represented by the red squares and yellow triangles on the dashboard. In addition, the risk assessment for each Service/Agency’s controls is displayed. Section 5.0 provides specific instructions for viewing control reports. 
[image: ]
[bookmark: _Toc445477784]Acquisition Executive Agent Dashboard
The Acquisition Executive Agent Dashboard assesses the risk of the associated Service/Organization (Army, Air Force, Navy, or Other Defense Agency). This dashboard assesses the Level 2 risk based on the cumulative risk of all HCA Agents (Level 3) under the purview of the Level 2. This dashboard provides a risk assessment for each control as well as an overall risk assessment for the level. Acquisition Executive Agents can drill-down on each control to see the individual control data.
The following example shows the overall risk assessment for the associated Service/ Agency, represented by the red squares and yellow triangles on the dashboard. In addition, the risk assessment for each control is displayed. Section 5.0 provides specific instructions for viewing control reports. 
[image: ]
[bookmark: _Toc445477785]HCA Agent Dashboard
The HCA Agent Dashboard assesses risk for the HCA Agent based on the cumulative risk of all A/OPCs and High-Level A/OPCs (Navy only) that fall under their hierarchy. The dashboard provides a risk assessment for each control as well as an overall risk assessment for the level. The HCA Agent can drill-down on each control to see the individual control data.
The following example shows the overall risk assessment for the associated TBR hierarchy, represented by the red squares and yellow triangles on the dashboard. In addition, the risk assessment for each control is displayed. Section 5.0 provides specific instructions for viewing control reports. 
[image: ]
[bookmark: _Toc445477786]High-Level A/OPC Dashboard (Navy only)
The High-Level A/OPC Dashboard assesses risk for the High-Level A/OPC based on the cumulative risk of all A/OPCs that fall under their hierarchy. The dashboard provides a risk assessment for each control as well as an overall risk assessment for the level. The High-Level A/OPC can drill-down on each control to see the individual control data.
The following example shows the overall risk assessment for the associated TBR hierarchy, represented by the red squares and yellow triangles on the dashboard. In addition, the risk assessment for each control is displayed. Section 5.0 provides specific instructions for viewing control reports. 
[image: ]
[bookmark: _Toc445477787]A/OPC Dashboard
The A/OPC Dashboard assesses risk for A/OPC and A/OPC Supervisor users based on the exceptions for all A/BOs that fall under their hierarchy. The dashboard provides a risk assessment for each control as well as an overall risk assessment for the level. The A/OPC can drill-down on each control to review data for A/BOs and Cardholders under their hierarchy.
The following example shows the overall risk assessment for the associated TBR hierarchy, represented by the red squares and yellow triangles on the dashboard. In addition, the risk assessment for each control is displayed. Section 5.0 provides specific instructions for viewing control reports. 
[image: ]
[bookmark: _Toc445477788]A/BO Dashboard
The A/BO Dashboard asses risk for A/BO and A/BO Supervisor users. The dashboard provides a risk assessment for each control as well as an overall risk assessment for the A/BO. The A/BO Dashboard does not contain Control 1.2, as it is not relevant for A/BOs. Controls on the A/BO Dashboard can only be assessed as low- or high-risk. The number of exceptions reported by a control determines the control’s risk level. 
The following example shows the overall risk assessment for the associated TBR hierarchy, represented by the red squares on the dashboard. In addition, the risk assessment for each control is displayed. Section 5.0 provides specific instructions for viewing control reports. 
[image: ]
[bookmark: _Ref355004151][bookmark: _Ref355004171][bookmark: _Toc445477789]Control Functions
The PCOLS RAD application assesses risk in 5 control categories using 14 controls. The five risk assessment categories are: 
1. Span of Control
1. Separation of Duties
1. Authorization Controls
1. Card Status
1. Transaction Review Controls
The following table lists each control and associated description. 
	Category
	Control
	Exception Description

	1: Span of Control
	Control 1.1: Cardholder Accounts to Managing Accounts
	More than seven Cardholder Accounts to one Managing Account

	
	Control 1.2: Accounts to A/OPC TBR
	More than 300 Managing and Cardholder Accounts to 1 A/OPC TBR

	2: Separation of Duties
	Control 2.1: Inadequate Separation of Duties
	Accounts for which the Cardholder and A/BO are the same individual

	3: Authorization Controls
	Control 3.1: Spending Ratio - Underutilized Credit Limits
	Accounts for which the three-cycle spend average is less than 70 percent of the average cycle credit limit

	
	Control 3.2: Single Merchant Spending
	Accounts that have at least 10 transactions and an 80 percent or greater spending percentage at 1 merchant 

	4: Card Status
	Control 4.1: Delinquent Accounts
	Managing Accounts delinquent for more than 30 days 

	
	Control 4.2: Account Usage
	Accounts that have been inactive for six cycles

	
	Control 4.3: Lost/Stolen Cards
	Managing Accounts that have more than one lost/stolen card(s) in the last six cycles

	
	Control 4.4: Transaction Disputes
	Cardholder Accounts that have three or more transaction disputes over the last three cycles

	5: Transaction Review Controls
	Control 5.1: Average Cycle Transactions 
	Higher than average number of transactions (>100) for a Managing Account per cycle, based on three cycles of data 

	
	Control 5.2: A/BO Response Rate
	A/BO failure to complete case review in Case Management for flagged transactions within 16 business days

	
	Control 5.3: A/OPC Response Rate
	A/OPC failure to close cases in Case Management for flagged transactions within 16 business days

	
	Control 5.4: Flagged Transaction Determination
	Flagged transactions determined to be other than valid or contract payment in Case Management (Misuse/Abuse/Suspected Fraud)

	
	Control 5.5: Convenience Check Amounts
	Accounts that have a Convenience Check transaction for more than $3,500


[bookmark: _Toc445477790]Drilling Through Control Reports 
The dashboard control reports are accessible by clicking on the various control links within each of the five control categories. For example, click Control 1.1 Cardholder to Managing Accounts to access the control report.
[image: ]
Clicking any link under Level 2 accesses the Acquisition Executive Agent (Level 2) Control Report. Clicking any link under the Number of Exceptions column accesses the A/BO Detail Control Report.
[image: ]
Clicking any link under Level 3 accesses the HCA Agent (Level 3) Control Report. Clicking any link under the Number of Exceptions column accesses the A/BO Detail Control Report.
[image: ]
Clicking any link under Level 4 accesses the A/OPC Control Report. 
[image: ]Clicking any link under either the Level 5 column or the Number of Cardholder Accounts column accesses the A/BO Detail Control Report.
[image: ]
Once you have drilled down through a report, you can use the Hierarchy Level Code element to navigate up the hierarchy by clicking one of the level code hyperlinks. You cannot navigate to a hierarchy level above your own. Any level codes that are above your hierarchy level are disabled.
[image: ]
[bookmark: _Toc445477791]Viewing Control Reports
There are a number of elements that appear on the control reports that display information to the users. 
[image: ]
They following list describes each element and its function.
1. Breadcrumb links – The Role Selection link returns you to the “Role Selection” page where you can select a new hierarchy. The Dashboard link returns you to your dashboard.
1. Control Title and Description – The Control Title and Description elements identify and provide a description of the control.
1. Hierarchy Level Description View – The Hierarchy Level Description View element displays the current hierarchy level description of the control report that you are viewing. The possible values for this element are PCPO, Acquisition Executive Agent (Level 2), HCA Agent (Level 3), High-Level A/OPC, A/OPC, and A/BO.
1. Hierarchy Level Code – The Hierarchy Level Code element displays the current hierarchy level code of the control report that you are viewing. 
1. Select Cycle – The Select Cycle element is a drop-down list that allows you to select the billing cycle for which you wish to view the control report. It provides a list of up to 18 billing cycles to choose from. The billing cycle begins on the 20th of the previous month. For example, August 2012 will begin on July 20, 2012 and run through August 19, 2012. Selecting a new billing cycle will automatically refresh the control report with that cycle's data. The default cycle is the current billing cycle. 
[bookmark: _Toc445477792]Control 1.1: Cardholder Accounts to Managing Accounts
Control 1.1 checks the ratio of Cardholder Accounts to Managing Accounts. The control calculates the number of Cardholder Accounts in Open status associated with a Managing Account in Open status. The number of Cardholder Accounts is calculated as of the end of the monthly cycle. An exception is flagged if the number of Open CAs to one Open MA is greater than or equal to eight.
Note:	The control risk level and exceptions are calculated at the end of each cycle only and are not updated by subsequent changes.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box. 
1. In the “Category 1: Span of Control” section, click Control 1.1: Cardholder Accounts to Managing Accounts. The “Cardholder Accounts to Managing Accounts” screen displays.
1. Review the exceptions reported for the control (number of Cardholder Accounts is greater than seven).
[bookmark: _Toc445477793]Control 1.2: Accounts to A/OPC TBR
Control 1.2 verifies the ratio of Managing and Cardholder accounts to A/OPC TBR. The control calculates the number of Cardholder Accounts in Open status PLUS the number of Managing Accounts in Open status that are associated with a TBR level 5. The number of accounts is calculated as of the end of the monthly cycle. An exception is flagged if the number of CAs and MAs under one TBR level 5 is greater than 300.
Note:	The control risk level and exceptions are calculated at the end of each cycle only and are not updated by subsequent changes.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 1: Span of Control” section, click Control 1.2: Accounts to A/OPC TBR. The “Accounts to A/OPC TBR” screen displays.
1. Review the exceptions reported for the control (more than 300 accounts per A/OPC TBR).
[bookmark: _Toc445477794]Control 2.1: Inadequate Separation of Duties
Control 2.1 verifies separation of duties. The control identifies if a Cardholder is also an A/BO (Primary or Alternate) over the account. This control is based on the EDIPI captured by PCOLS and is determined as of the end of the monthly cycle. The control only looks at Cardholder Accounts and Managing Accounts in Open status and will only report exceptions on accounts that are in PCOLS. An exception is flagged for each Cardholder Account where the Cardholder is also an A/BO assigned to the account.
Note:	The control risk level and exceptions are calculated at the end of each cycle only and are not updated by subsequent changes.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 2: Separation of Duties” section, click Control 2.1: Inadequate Separation of Duties. The “Inadequate Separation of Duties” screen displays.
1. Review the exceptions reported for the control (Cardholder and A/BO are the same individual).
[bookmark: _Toc445477795]Control 3.1: Spending Ratio - Underutilized Credit Limits
Control 3.1 identifies Cardholder Accounts that have a spending average over the past three cycles that is less than 70 percent of the average cycle limit. This calculation is based on the purchase amounts for the past three monthly cycles and the average Cardholder Account Cycle Limit for the same three cycles. This will only report exceptions on Cardholder Accounts and Managing Accounts in Open status. An exception is flagged for each Cardholder Account with a three-cycle spending average that is less than 70 percent of the average cycle limit.
Note:	The control risk level and exceptions are calculated at the end of each cycle only and are not updated by subsequent changes.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 3: Authorization Controls” section, click Control 3.1: Spending Ratio - Underutilized Credit Limits. The “Spending Ratio - Underutilized Credit Limits” screen displays.
1. Review the exceptions reported for the control (Cardholders whose three-cycle spending average is less than 70 percent of their average cycle credit limit).
[bookmark: _Toc445477796]Control 3.2: Single Merchant Spending
Control 3.2 identifies Cardholder Accounts that have at least 10 transactions in the current cycle with the same Merchant (based on Merchant ID) and the dollar value of the transactions with the merchant is 80 percent or more of the total purchases made that cycle. An exception is flagged for each Cardholder Account that meets these criteria.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 3: Authorization Controls” section, click Control 3.2: Single Merchant Spending. The “Single Merchant Spending” screen displays.
1. Review the exceptions reported for the control (accounts that have at least 10 transactions and an 80 percent or greater spending percentage at 1 merchant).
[bookmark: _Toc445477797]Control 4.1: Delinquent Accounts
Control 4.1 identifies Managing Accounts that are 30 or more days delinquent in paying as of the end of the monthly cycle. This information is reported to PCOLS by the banks at the end of each cycle.
Note:  The control risk level and exceptions are calculated at the end of each cycle only and are not updated by subsequent payments.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 4: Account Status” section, click Control 4.1: Delinquent Accounts. The “Delinquent Accounts” screen displays.
1. Review the exceptions reported for the control (Managing Accounts that are delinquent in payment for more than 30 days).
[bookmark: _Toc445477798]Control 4.2: Account Usage
Control 4.2 identifies Cardholder Accounts that are currently Open, but have not had any purchases for the past six cycles. The banks provide PCOLS information on each account at the end of the monthly cycle, including the Number of Purchases. If the account has existed for six cycles and no purchases have been made, it will be considered an exception. If a card has not been open for six cycles (i.e., recently issued), it will not be included in this control until it reaches the sixth cycle.
Note:	The control risk level and exceptions are calculated at the end of each cycle only and are not updated by subsequent changes.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 4: Account Status” section, click Control 4.2: Account Usage. The “Account Usage” screen displays.
1. Review the exceptions reported for the control (Cardholder Accounts that have been inactive for six billing cycles or have never been used).
[bookmark: _Toc445477799]Control 4.3: Lost / Stolen Cards
Control 4.3 identifies Managing Accounts that have had more than one card reported as lost or stolen in the past six cycles. This will be determined by the lost/stolen data reported to PCOLS by the banks at the end of the monthly cycle. An exception is flagged for each Managing Account with more than one lost/stolen card reported in the past six cycles.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 4: Account Status” section, click Control 4.3: Lost/Stolen Cards. The “Lost/Stolen Cards” screen displays.
1. Review the exceptions reported for the control (Cardholder Accounts that have had more than one lost/stolen card in the last six cycles).
[bookmark: _Toc445477800]Control 4.4: Transaction Disputes
Control 4.4 identifies Cardholder Accounts that have three or more transaction disputes over the last three cycles. Transaction Disputes are identified from the data provided in the daily transaction files.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
2. In the “Category 4: Account Status” section, click Control 4.4: Transaction Disputes. The “Transaction Disputes” screen displays.
3. Review the exceptions reported for the control (Cardholder Accounts that have had three or more transaction disputes over the last three cycles).
[bookmark: _Toc445477801]Control 5.1: Average Cycle Transactions Reviewed
Control 5.1 identifies Managing Accounts that have an average of more than 100 purchase transactions over the past 3 cycles. The banks provide PCOLS information on each account at the end of the monthly cycle, including the Number of Purchases. An exception is flagged for each Managing Account with an average number of transactions that is more than 100.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 5: Transaction Review Controls” section, click Control 5.1: Average Cycle Transactions Reviewed. The “Average Cycle Transactions Reviewed” screen displays.
1. Review the exceptions reported for the control (accounts that have a higher-than-average number of billing cycle transactions reviewed per A/BO).
[bookmark: _Toc445477802]Control 5.2: A/BO Response Rate
Control 5.2 identifies transactions flagged in DM that are not closed by the A/BO within 16 business days of the case creation date. There are two types of exceptions reported by this control:
· Cases that were created within the past 3 cycles and closed in the current cycle after more than 16 business days (between case create and case close date).
· Cases that were created within the past 3 cycles that were not closed as of the cycle end date, excluding those that are in Legacy status or were created within 16 business days of the end of cycle. 
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 5: Transaction Review Controls” section, click Control 5.2: A/BO Response Rate. The “A/BO Response Rate” screen displays.
1. Review the exceptions reported for the control (accounts where the A/BO has not completed the review within 16 days).
Note:	Clicking the “Transaction Amount” in the control report opens a pop-up window displaying specific case information from the Data Mining/Risk Assessment application.
[bookmark: _Toc445477803]Control 5.3: A/OPC Response Rate
Control 5.3 identifies transactions flagged in DM that are not closed by the A/OPCs within 16 business days of the A/BO completing their initial review. There are two types of exceptions reported by this control:
· Cases that were created within the past 3 cycles and closed in the current cycle after more than 16 business days (between case create and case close date).
· Cases that were created within the past 3 cycles that were not closed as of the cycle end date, excluding those that are in Legacy status or were created within 16 business days of the end of cycle. 
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 5: Transaction Review Controls” section, click Control 5.3: A/OPC Response Rate. The “A/OPC Response Rate” screen displays.
1. Review the exceptions reported for the control (accounts where the A/OPC has not completed the review within 16 days).
Note:	Clicking the “Transaction Amount” in the control report opens a pop-up window displaying specific case information from the Data Mining/Risk Assessment application.
[bookmark: _Toc445477804]Control 5.4: Flagged Transaction Determination
Control 5.4 identifies transactions with a DM case disposition other than Valid or Contract Payment. An exception is flagged for each transaction with a disposition other than Valid or Contract Payment. This only includes cases that were closed during the cycle.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
2. In the “Category 5: Transaction Review Controls” section, click Control 5.4: Flagged Transaction Determination. The “Flagged Transaction Determination” screen displays.
3. Review the exceptions reported for the control (flagged transactions that have been determined to be misuse, abuse, or suspected fraud).
Note:	Clicking the “Transaction Amount” in the control report opens a pop-up window displaying specific case information from the Data Mining/Risk Assessment application.
[bookmark: _Toc445477805]Control 5.5: Convenience Check Amounts
Control 5.5 identifies Convenience Check transactions greater than $3,500. An exception is flagged for each Convenience Check that is more than $3,500.
1. On the “Dashboard” screen, you have the option to select a billing cycle from the drop-down menu to the right of the box.
1. In the “Category 5: Transaction Review Controls” section, click Control 5.5: Convenience Check Amounts. The “Convenience Check Amounts” screen displays.
1. Review the exceptions reported for the control (Cardholder Accounts that have a Convenience Check transaction for more than $3,500).
Note:	Clicking the “Transaction Amount” in the control report opens a pop-up window displaying specific case information from the Data Mining/Risk Assessment application.


[bookmark: _Toc445477806]Appendix A: Acronyms and Abbreviations
The following abbreviations and acronyms aid in the understanding of this document.
	Abbreviations and Acronyms
	Description

	A/BO
	Approving/Billing Official

	A/OPC
	Agency/Organization Program Coordinator

	CAC
	Common Access Card

	DMDC
	Defense Manpower Data Center

	DoD
	Department of Defense

	ODA
	Other Defense Agencies

	PCOLS
	Purchase Card Online System

	PIN
	Personal Identification Number

	TBR
	Total Business Reporting





[bookmark: _Toc358115393][bookmark: _Toc372897004][bookmark: _Toc385247563][bookmark: _Toc445477807]Appendix B:  Application and Document Changes for RAD 1.2
The following table lists the application changes that were implemented for RAD 1.2 as well as the sections of the user manual that were affected by each change. A comprehensive list of all changes can be found in the RAD Release Notice (https://acc.dau.mil/CommunityBrowser.aspx?id=682276&lang=en-US).
	Software Changes

	Change
	User manual section(s) affected

	PCRAD-3 Addition of Detailed Transaction Exception Information – A hyperlink was added within RAD to open the transaction that triggered the exception. Users will be able to view the detailed transaction information without having to go into the Data Mining application. 
	5.2.11, 5.2.12, 5.2.13, 5.2.14

	PCRAD-5 Add Risk Assessment - NEW RA Control 5.x: A/OPC Response Rate – Added Control 5.3 to identify transactions flagged in DM that are not closed by the A/OPCs within 16 business days of the A/BO completing their initial review. Controls 5.3 and 5.4 were changed to Controls 5.4 and 5.5 respectively.
	5.0, 5.2.12, 5.2.13, 5.2.14
Images only in 4.2.1, 4.2.2, 4.2.3, 4.2.4, 4.2.5, 4.2.6

	PCRAD-7 Increase Convenience Check control to $3,500 – Updated Control 5.5 to change exception threshold from $3,000 to $3,500 and Control 5.5 verbiage (description) to change exception limit from $3,000 to $3,500.
	5.0, 5.2.14
Images only in 4.2.1, 4.2.2, 4.2.3, 4.2.4, 4.2.5, 4.2.6,
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