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[bookmark: _Toc196894037][bookmark: _Toc196897497][bookmark: _Toc419367142]Introduction
[bookmark: _Toc196894038][bookmark: _Toc196897498][bookmark: _Toc419367143]Purpose
The purpose of the Enterprise Monitoring and Management of Accounts (EMMA) Application User Manual is to assist authorized users of the application by providing a concise, accessible instruction guide that explains the functionality of the application as well as key business rules behind provisioning Defense Manpower Data Center (DMDC) application users. 
[bookmark: _Toc196894039][bookmark: _Toc196897499][bookmark: _Toc419367144]Overview of the EMMA System
EMMA is a DMDC web application that allows users to be provisioned for other applications. As part of the provisioning process, users can:
· create and manage organizations and roles, 
· assign permissions to roles, 
· assign users to roles, and 
· remove users from roles.
[bookmark: _Toc419367145][bookmark: _Toc191956392][bookmark: _Toc196894040][bookmark: _Toc196897500]System Requirements
The following components are required on your workstation in order to use EMMA:
· Internet Browser (Microsoft Internet Explorer 7.0, or later, recommended)
· The minimum screen resolution should be 1024x768 (see Appendix C:  Frequently Asked Questions for additional details)
· Pop-up settings should be configured to “Let Internet Explorer decide how pop-ups should open”
· If you are using Microsoft Internet Explorer 8, your browser must be in “Compatibility Mode” to use the scroll control on the “Provisioning” screen
· For Personal Identity Verification (PIV) card and Common Access Card (CAC) users only:
· PC/SC Smart Card Reader and Driver 
· GSC IS 2.1 Middleware or equivalent
[bookmark: _Toc419367146]Screen Captures and Prints
Due to Privacy Act considerations, protected information such as addresses, phone numbers, and email addresses have either been fabricated or erased in the examples used throughout the manual.
[bookmark: _Toc419367147]Support Contact Information
[bookmark: _Toc196897501][bookmark: _Toc196894041]If you need help with the EMMA application, contact the DSC helpdesk at: 
· US (CONUS) – Commercial: 1-800-538-9522
· OCONUS – DSN: 698-5000
This information can also be found within the application at the bottom of the page.
[bookmark: _Toc419367148]Hierarchical Structure of EMMA 
[bookmark: _Toc196894049][bookmark: _Toc196897502]The EMMA system was set up with a hierarchical structure. Each role has specific permissions assigned to them − users are only able to provision the role and create or modify organizations directly below their own level.


[bookmark: _Toc196894065][bookmark: _Toc196897518][bookmark: _Toc419367149]Performing Functions in EMMA
[bookmark: _Toc419367150][bookmark: _Toc196894066][bookmark: _Toc196897519]Logon Functions
[bookmark: _Toc419367151]Redeeming Your Token and Logging In
When you have been nominated for a position in EMMA, you will receive a notification email with the subject “Token Redemption for: (specific role that you were provisioned)” which will contain a token string. Once you redeem this token, your Smartcard (PIV/CAC) or Person ID will be registered to your provisioned role. 
Follow the instructions in your token email to redeem your token.
Option 1 − Via Smartcard 
There are two ways to redeem tokens and they are both explained in your token email. 
To redeem your token via the token link: 
Insert your Smartcard into the card reader.
Click on the provided link with the token string. This opens a new browser.
Note:  In the email, there is the following text:
“Click the following link to redeem the token.
https://www.dmdc.osd.mil/emma-web/Token.html?TOKEN ID=xxxxxxxx”
Select your Identity Certificate (this certificate is NOT listed as an Email Certificate) and click OK.
Enter the PIN for your Smartcard and click OK. 
On the “Standard Mandatory DoD Notice and Consent” screen, click OK. The “Token Redemption Status” screen is displayed.
[image: 3-1-1 Image 01]
To log into EMMA, click the link in the “EMMA Access Information” box.
-or-
To redeem your token via the application link:
Click the secondary link within the email (https://www.dmdc.osd.mil/emma-web/token.html). This opens a new browser.
On the “Standard Mandatory DoD Notice and Consent” screen, click OK.
Insert your Smartcard into the card reader.
Select the Redeem token using a CAC radio button.
[image: 3-1-1 Image 02]
Enter the token number from the token email in the “Token” box. 
Click Submit.
Select your Identity Certificate (this certificate is NOT listed as an Email Certificate) and click OK.
Enter the PIN for your Smartcard and click OK. The “Token Redemption Status” screen is displayed.
To log into EMMA, click the link in the “EMMA Access Information” box.
Option 2 − Via Person ID
Click the link within the email (https://www.dmdc.osd.mil/emma-web/token.html). This opens a new browser.
On the “Standard Mandatory DoD Notice and Consent” screen, click OK.
Select the Redeem token using your Person ID radio button.
[image: 3-1-1 Image 03]
Enter the following required fields in the “Token Information” box:
Token: Enter the token number from the token email.
Person ID: Enter your Person ID.
Type of Person ID: Select the Type of Person ID from the drop-down list. You can choose from Social Security Number, DEERS Foreign Identification Number, Temporary Identification Number, and Test Person Identifier, depending on the type of Person ID entered in step 4a.
Last Name: Enter your last name.
Date of Birth: Enter your date of birth in a YYYYMMDD format.
Click Submit. 
If you already have a Person ID account, the following “Token Redemption Status” screen is displayed, listing your username.
[image: 3-1-1 Image 04]
If you do not have a Person ID account, the following “Token Redemption Status” screen is displayed, listing your new username and a temporary password. Upon logging in to EMMA, you will be required to change this password.
[image: 3-1-1 Image 05]
To log into EMMA, click the link in the “EMMA Access Information” box.
[bookmark: _Toc196894067][bookmark: _Toc196897520][bookmark: _Toc419367152]Logging In to EMMA
You will only need to redeem your token in EMMA the first time that you log in. Once you redeem the token, your Smartcard will be registered to your provisioned role.
To log in to EMMA:
Open your browser and navigate to the following Web address: https://www.dmdc.osd.mil/emma-web/.
On the “Standard Mandatory DoD Notice and Consent” screen, click OK. The “Registered User Logon” page is displayed.
Select the CAC logon method, enter the associated information, and click Continue.
Note:  For additional instructions logging on to EMMA, refer to the Logon Help in the application.
[bookmark: _Toc419367153]Selecting a Role
When selecting a role, be sure to note the Product and Organization in the respective columns. EMMA allows individuals to have roles in multiple products as well as duplicate roles in different organizations. You must select the role for the product and organization that you are modifying.
To select your role:
· Click the radio button next to your provisioned role and click Select Role.

Note:  If you have multiple personnel segments (i.e., Civilian and Retired), select the segment associated with the email address to which you want EMMA to send emails.
[bookmark: _Toc419367154][bookmark: _Toc196894068][bookmark: _Toc196897521]Organization Functions
Not all roles have permission to perform the following functions. If the option is not available in the drop-down list, then you do not have permission to perform the function.
[bookmark: _Toc419367155]Adding an Organization
To add an organization:
Click the name of the organization under which you want to add the new organization. The name, description, affiliation, mailing address, and Point of Contact (POC) phone numbers of the selected organization will display on the right side of your screen.
Select Add Organization from the drop-down list.
(400698)

Click Go.
The “Add Organization” screen opens. You are required to enter the following information:
Organization Name
Type of Organization – You may select from the drop-down list in this field 
Organization Affiliation − You may select from the drop-down list in this field 
Note:  This drop-down is populated based on your selection in step 4b. 

Country − You may select from the drop-down list in this field 
Street Address Line 1
City
State − You may select from the drop-down list in this field. Note that, depending on the country selected in step 4d, this field may or may not be required.
ZIP Code – Note that, depending on the country selected in step 4d, this field may or may not be required.


Primary Area Code
Primary Number

Note:  On the “Add Organization” screen, there are additional optional fields if you would like more detailed information stored for your organization.
Once you have filled in the above information, click Submit.
[bookmark: _Toc196894069][bookmark: _Toc196897522][bookmark: _Toc419367156]Viewing an Organization
To view the details of an organization as well as a list of users and their roles within that organization:
Click the name of the organization that you want to view.
Select View Organization Summary from the drop-down list.
(400698)

Click Go. The “Organization Summary” screen opens. 
[image: ]
The [image: 4-2-2 Image 03] icon represents a surrogate user. The [image: 4-2-2 Image 04] icon represents a user whose account is currently locked. An account will become locked after an application-specified period of inactivity. See section 3.4.6 for instructions on how to unlock a user.
By default, the users within an organization are expanded. If you would like to view expanded details of an organization, click “+” next to the name of the organization.
[image: 3-2-2 Image 05]
[bookmark: _Toc419367157]Updating an Organization
To update an organization that you are in or that was created directly beneath your organization in the hierarchy:
Click the name of the organization you would like to update.
Select Edit Organization from the drop-down list.(400698)

Click Go. The “Edit Organization” screen opens.
Note:  From this screen, you can update information for the selected organization. 
When you are finished updating your organization, click Submit.
[bookmark: _Toc419367158]Removing an Organization
If there are sub-organizations that have been created within the organization that you would like to remove, you will not see an option to remove the organization.
To remove an organization directly beneath your organization:
Click the name of the organization that you would like to remove.
Select Remove Organization from the drop-down list.
(400698)

Click Go.
Note:  When you remove an organization, all users who are provisioned in that organization will be removed.
Confirm that you want to remove the organization. Click OK. 
[bookmark: _Toc419367159][bookmark: _Toc196894070][bookmark: _Toc196897523]Role Functions
Not all roles have permission to perform the following functions. If the option is not available in the drop-down list, then you do not have permission to perform the function.
[bookmark: _Toc419367160]Adding a Role
A role can be added directly beneath your role (in the same organization) or in a sub-organization directly beneath your organization.
To add a role:
Directly beneath your role, click your role in the organization tree on the left side of the screen.
 (400698)

In a sub-organization directly beneath your organization, click the name of the sub-organization.
 (400698)

Select Add Role from the drop-down list.
 (400698)

Click Go. The “Add Role” screen opens. 
Select a role from the drop-down list.
Note:  The drop-down arrow will display whether you are permitted to provision just one or multiple roles. The system will only allow you to choose from roles that you are authorized to provision.
Once you have selected a role, click Submit. You can now assign a user to the new role.
[bookmark: _Toc196894073][bookmark: _Toc196897526][bookmark: _Ref219095857][bookmark: _Ref219095869][bookmark: _Toc419367161][bookmark: _Toc196894071][bookmark: _Toc196897524]Removing a Role
A role can be removed from directly beneath your role (in the same organization) or in a sub-organization directly beneath your organization.
To remove a role, you must first remove all users from the role. 
To remove a role:
Directly beneath your role, click the “+” sign next to your role in the organization tree on the left side of the screen.
 (400698)

In a sub-organization directly beneath your organization, click the “+” sign next to the name of the sub-organization.
 (400698)

Click the name of the role that you want to remove.
Select Remove Role from the drop-down list. 
 (400698)

Click Go.
Confirm that you want to remove the role. Click OK. 
[bookmark: _User_Functions][bookmark: _Toc419367162]User Functions
Not all roles have permission to perform the following functions. If the option is not available in the drop-down list, then you do not have permission to perform the function.
[bookmark: _Adding_a_User][bookmark: _Ref265576498][bookmark: _Toc419367163]Adding a User
A user can be added to a role directly beneath your role (in the same organization) or in a sub-organization directly beneath your organization.
To add a user: 
Directly beneath your role, click the “+” sign next to your role in the organization tree on the left side of the screen.
 (400698)

In a sub-organization directly beneath your organization, click the “+” sign next to the name of the sub-organization.
 (400698)

Click the name of the role that you want to provision.
Note:  The right side of the “Provisioning for [Product Name]” screen shows the number of users that have been provisioned and the maximum number of users that can be provisioned for each role. If you have additional users that need to be provisioned, you must create a new organization.

 (400698)

Select Add User from the drop-down list.
 (400698)

The “Add User” screen opens. 
Note:  For verification purposes, the “Add User” screen lists the role that you are provisioning.
Select the Type of Person ID from the drop-down list. 
If you select the DoD EDI Person ID option from the drop-down list, you can search for an individual by entering his or her Person ID. [image: ]
[image: ]
If you select the Token Email option from the drop-down list, you can enter the email address for the user that you are provisioning and the number of days that the user has to accept the role. 
[image: C:\SVN_Repository\DMDCNew\EMMA\WBT\Working Files\Screenshots\4.9.5\add user drop down 2.png]
Enter the email address of the user that you are provisioning and the number of days that the user has to accept the role. 

Enter the nominated user’s permissions, if necessary. 
Note:  Not all users have permissions available to them. Additionally, not all users require you to enter permissions. For some applications, the permissions check box will be greyed out to indicate that the permissions are automatically associated to the role. 
Radio buttons: If only one permission can be assigned to a user, the options will display as radio buttons. Click the option next to the applicable permission.

Note: To reset the selected user permissions, click Clear Access Codes.
Check boxes: If more than one permission can be assigned to a user, the options will display as check boxes. Click the boxes next to all applicable permissions.

Note: To reset the selected user permissions, click Clear Access Codes. Click Submit.
Once the user has retrieved their token and accepted the role, you will receive an email similar to the following: 
[image: 4-4-1 Image 06]
Note:  If the user listed is not the user that you intended to provision, follow the instructions in section 3.4.2 to remove the user. Contact the intended user to verify their email address and return to step 1 in this section to add the correct user.
[bookmark: _Ref265576539][bookmark: _Toc419367164][bookmark: _Toc196894072][bookmark: _Toc196897525]Removing a User
A user can be removed from a role directly beneath your role (in the same organization) or in a sub-organization directly beneath your organization.
To remove a user: 
Directly beneath your role, click the “+” sign next to your role in the organization tree on the left side of the screen.
 (400698)

In a sub-organization beneath your organization, click the “+” sign next to the name of the sub-organization.
 (400698)

Click the role from which you would like to remove the user.
 (400698)

Click the user’s name in the Users Provisioned list. 
Select Remove User from the drop-down list. 
 (400698)

Click Go.
Confirm that you want to remove the user. Click OK. 
[bookmark: _Toc419367165]Viewing User Details
User details can be viewed for a user directly beneath your role (in the same organization) or in a sub-organization directly beneath your organization.
To view details of a user: 
Directly beneath your role, click the “+” sign next to your role in the organization tree on the left side of the screen.
 (400698)

In a sub-organization directly beneath your organization, click the “+” sign next to the name of the sub-organization.
 (400698)

[bookmark: _GoBack]Click the role of the user that you would like to view.
 (400698)

Click the user’s name in the Users Provisioned list. 
Select View User Details from the drop-down list. 
 (400698)

Click Go. The “View User” screen opens. This screen displays the user’s role, the product(s) which they are provisioned to use, the operation type, and any applicable permissions.
[image: ]
[bookmark: _Removing_a_User][bookmark: _Toc419367166][bookmark: _Toc196894074][bookmark: _Toc196897527]Updating User Permissions
Permissions can be updated for a user in a role directly beneath your role (in the same organization) or in a sub-organization directly beneath your organization.
To update permissions: 
For a pending user directly beneath your role, click the “+” sign next to your role in the organization tree on the left side of the screen.
 (400698)

In a sub-organization directly beneath your organization, click the “+” sign next to the name of the sub-organization.
 (400698)

Click on the role of the user whose permissions you would like to update.
 (400698)

Click on the user’s name in the Users Provisioned list. 
Select Update User Details from the drop-down list. 
 (400698)

Click Go. The “Update User” screen opens.
You have the option to modify the nominated user’s permissions, if necessary. 
Note:  Not all users have permissions available to them.
Radio buttons: If only one permission can be assigned to a user, the options will display as radio buttons. Click the option next to the applicable permission.

Note: To reset the selected user permissions, click Clear Access Codes.
Check boxes: If more than one permission can be assigned to a user, the options will display as check boxes. Click the boxes next to all applicable permissions.

Note: To reset the selected user permissions, click Clear Access Codes.
Click Submit.
[bookmark: _Resending_a_Token][bookmark: _Ref265593553][bookmark: _Ref265593573][bookmark: _Toc419367167]Resending a Token
A token can be resent to a user listed as “pending acceptance” in a role directly beneath your role (in the same organization) or in a sub-organization directly beneath your organization.
To resend a token: 
To a pending user directly beneath your role, click the “+” sign next to your role in the organization tree on the left side of the screen.
 (400698)

In a sub-organization directly beneath your organization, click the “+” sign next to the name of the sub-organization.
 (400698)

Click on the role of the user to whom you would like to resend a token.
 (400698)

Click on the user’s name in the Users Provisioned list. The user will be listed as “User pending acceptance” and display the email address to which the token was sent.
Note:  Users with tokens that have expired will not be displayed. If a user’s token has expired, follow the instructions in section 3.4.1 to add the user again.
Select Update User Details from the drop-down list. 
 (400698)

	
Click Go. The “Update User” screen opens.

Note:  You have the option to modify the nominated user’s email address as well as the number of days that the user has to redeem their token. Updating the information is not required.
You have the option to modify the nominated user’s permissions, if necessary. 
Note:  Not all users have permissions available to them.
Radio buttons: If only one permission can be assigned to a user, the options will display as radio buttons. Click the option next to the applicable permission.

Note: To reset the selected user permissions, click Clear Access Codes.
Check boxes: If more than one permission can be assigned to a user, the options will display as check boxes. Click the boxes next to all applicable permissions.

Note: To reset the selected user permissions, click Clear Access Codes.
Click Submit.
[bookmark: _Unlocking_a_User][bookmark: _Ref265591690][bookmark: _Toc419367168]Unlocking a User
A user’s “locked” status is displayed in the Organization Summary report as well as in the User List. A locked status refers to the user being locked out of the application for which they are provisioned, not their status in EMMA.
In the Organization Summary report, a padlock will display next to the locked user’s role.
[image: 3-4-6 Image 01]
To unlock a user: 
Directly beneath your role, click the “+” sign next to your role in the organization tree on the left side of the screen.
 (400698)

In a sub-organization directly beneath your organization, click the “+” sign next to the name of the sub-organization.
 (400698)

Click the role name of the user that you would like to unlock.
 (400698)

Click the user’s name in the Users Provisioned list. The user will have a status of “Account Locked.”
Select Update User Details from the drop-down list. 
 (400698)

Click Go. The “Update User” screen opens.
[image: 3-4-6 Image 06]
Note:  If the user has permissions assigned to their account, the permissions will be displayed as inactive until the account is unlocked.
Click Submit.
[bookmark: _Toc419367169]Surrogate User Functions
A surrogate is an individual, assigned by a provisioned user, who has been designated to fulfill all the system duties on their behalf without the sharing of User IDs and passwords. This includes provisioning users in the level below them in the hierarchy. For example, a Project Officer provisions a user as a surrogate Project Officer. When a provisioned user’s permissions are removed, the assigned surrogate no longer has access to the systems. EMMA records an identifier of the actual individual who performed an action in the system.
Situations such as managers sharing their passwords with administrative assistants are not acceptable and do not constitute proper surrogacy.
Not all roles have permission to perform the following functions. If the applicable buttons are not active, then you do not have permission to perform the function. 
[bookmark: _Toc419367170]Adding a Surrogate User
To add a surrogate user:
From the “EMMA Home Page” screen, click the radio button next to your provisioned role.

Click Add Surrogate.
The “Add Surrogate User” screen opens. Enter the email address of the person that you would like to add as your surrogate and the number of days that the user has to accept the role. You can allow up to 30 days. 
Note:  For verification purposes, the “Add Surrogate” screen lists the role which you are provisioning.

Click Submit. Your surrogate user will need to redeem a token as with other users of EMMA. Once the token has been redeemed, your home page will be updated to list your surrogate user's name.

[bookmark: _Toc419367171]Resending a Surrogate Token
To resend a surrogate token:
From the “EMMA Home Page” screen, click the radio button next to your provisioned role. The nominated surrogate user will be listed as “pending acceptance” in the “Your Surrogate” column.

Click Resend Surrogate Token. The “Update Surrogate” screen opens.

Note:  You have the option to modify the nominated surrogate’s email address as well as the number of days that the user has to redeem their token. Updating the information is not required.
Click Submit.
[bookmark: _Toc419367172]Removing a Surrogate User
To remove a surrogate user:
From the “EMMA Home Page” screen, click the radio button next to your provisioned role.


Click Remove Surrogate.
Confirm that you want to remove the surrogate user. Click OK. 
Note:  You can change or remove your surrogate user at any time. To change your surrogate, remove the user and add another surrogate.



[bookmark: _Toc419367173][bookmark: _Toc196897529]Appendix A:  Acronyms and Abbreviations
The following abbreviations and acronyms aid in the understanding of this document.
	Abbreviations and Acronyms
	Description

	CAC
	Common Access Card

	DMDC
	Defense Manpower Data Center

	EMMA
	Enterprise Monitoring and Management of Accounts

	PIN
	Personal Identification Number

	PIV
	Personal Identity Verification

	POC
	Point of Contact



[bookmark: appendix_B][bookmark: _Toc419367174]Appendix B:  Application Error Codes and Messages
	Error Message
	Explanation
	Solution

	You lack the privileges to log into EMMA
	You are an unauthorized user of EMMA.
	Contact your supervisor if you feel that you should have been provisioned in EMMA.

	Page cannot be displayed
	You have attempted to log in to EMMA with the wrong Smartcard or no Smartcard.
	Insert your Smartcard into the card reader and click Refresh. If this does not work, close your browser and attempt this action again.

	Please select a user before performing the ‘User Details’ action
	See Error Message.
	Select a User and then click User Details.

	Please select a user before performing the ‘Remove User’ action
	See Error Message.
	Select a User and then click Remove User.

	Validation Error
You must correct the following error(s) before proceeding:
[Missing information] is a required field.
	See Error Message.
	Fill in all required fields and then click Add Organization.

	Zip code should contain 5 numbers
	You entered non-numeric characters in the zip code field.
	Enter a 5-digit number in the zip code field and click Add Organization.

	[phone number name] should be entered as ####### or #######
	You did not enter 7 or 8 digits as the phone number.
	Enter the phone number as a 7- or 8-digit number with no hyphen.

	Description can not be greater than 2000 characters
	See Error Message.
	Re-enter the Organization Description using less than 2,000 characters.

	Description has an invalid character(s). Valid characters are 0-9, a-z, A-Z, space, or any of the following: !@#%-_=;:~/.,[]()$+?
	See Error Message.
	Re-enter the Organization Description without using special characters.

	User must redeem token before updating or viewing user details
	You attempted to update a user that has not yet redeemed their token.
	Request that the user redeem their token or wait until you have received email notification that the token has been redeemed and try again.

	Token is a required field
	You selected Redeem Token on the “Login” page and clicked Continue without entering a token number.
	Enter your token number in the provided text box and click Continue.

	The token submitted was invalid
	You attempted to redeem an invalid token or entered incorrect numbers in the field.
	Verify the token number and resend to the database.

	Token must be a number
	See Error Message.
	Enter a numeric token number and click Continue.

	The token submitted has expired
	See Error Message.
	Contact your supervisor and request that they reprovision you as a user of EMMA.

	The token submitted is invalid. Token has been cancelled.
	You attempted to redeem a token that has been cancelled.
	If you feel that the token was cancelled in error, contact your supervisor.

	Days of Nomination is not in the range 1 through 30
	See Error Message.
	Enter a valid number of 1 through 30 for a user to redeem a token.

	Days of Nomination must be a number
	See Error Message.
	Enter a numeral for the amount of days that a user has to redeem a token.

	Days of Nomination is a required field
	See Error Message.
	Enter a number of days that a user had to redeem a token.

	Email Address is a required field
	See Error Message.
	Enter an email address and resubmit the request to the database.

	Email Address is an invalid email address
	See Error Message.
	The format of the email address is invalid. Enter the correct email address and resend to the database.

	Your session has timed out
	Your session has been inactive for twenty minutes or longer.
	Log into EMMA again and retry your request.

	There are no more Roles that can be created under the [name of role] role
	See Error Message.
	Verify that you have selected the correct role on the “Role Selection” page and that you do want to add this role. To add more than one of the same role, you must create a new organization.

	The EMMA application is temporarily unavailable, please try again later
	The EMMA application did not initialize correctly or the database may be down.
	Contact the Helpdesk to report the problem.

	Could not add the user due to: The user's token email could not be sent
	See Error Message.
	EMMA was unable to send the token email. Please retry or contact the Helpdesk if you continue having this problem.

	Could not add the user due to: The surrogate's token email could not be sent
	See Error Message.
	EMMA was unable to send the token email to your surrogate. Please retry or contact the Helpdesk if you continue having this problem.

	The “[role]” has already been created for this organization. Recheck the role hierarchy.
	Each role can only be added one time per organization. A user in your pool has already added this role.
	Recheck the role hierarchy.

	The maximum number of users has already been assigned to the “[role name]” role. The maximum number of users is [?]. Recheck the user list.
	See Error Message.
	If there are unnecessary users currently filling the role, you can remove a user and add a new user in their place. If appropriate users are provisioned and you still need to add additional users, you can create a new organization for them.

	Your email address could not be retrieved when you logged in. You must have an email address in order to provision users. Log off and try again later. If this problem persists, please contact the help desk.
	See Error Message.
	Please retry or contact the help desk if you continue having this problem.

	Could not add the user due to: User is already provisioned in this role in the organization.
	A user can only be provisioned in the same role one time per organization.
	Please add a different user or create a new organization.

	You cannot log into EMMA because you are ineligible to use the application.
	You are not eligible for access to the EMMA application. 
	Please contact your provisioning authority if you feel that you received this message in error.



[bookmark: appendix_C][bookmark: _Toc419367175]Appendix C:  Frequently Asked Questions
1. How do I find my Organization ID?
Your Organization ID is listed below the name of your Organization.

(301062)


2. Will I always receive an email notifying me of a token?
Yes
Related topics: What if I do not receive a token email?
How do I update my email address?

3. What do I do if I do not receive a token email?
Contact your provisioning authority to verify that the correct email address was used. If the email address listed in EMMA is correct, contact your on-site System Administrator to verify the correct delivery of notifications. 
Related topics: Will I always receive an email notifying me of a token?
How do I update my email address?

4. What do I do if my displayed email address is incorrect?
If your displayed email address is incorrect:
Smartcard users should go to the RSS application (https://www.dmdc.osd.mil/self_service) to make any updates.
Person ID users should go to the Address Update (https://www.dmdc.osd.mil/appj/address/) application to make any updates.
	
5. What do I do if my token expired?
Contact the person that provisioned you and request that they resend you the token.
	
6. What do I do if I cannot log in?
Smartcard users, check the date of your Smartcard to ensure that it is valid. If your Smartcard has not expired, contact the help desk. If your Smartcard has expired, contact your supervisor.
Person ID users, contact the help desk.

7. If I have a new Smartcard, can I still log in?
Yes – receiving a new Smartcard will not affect logging in to EMMA if you have already been provisioned.

8. What do I do if a pending user is no longer displayed in the “Users Provisioned” list?
Section 3.4.5, Resending a Token, provides detailed instructions on how to resend a token/send a token to a new email address.

9. What do I do if my organization tree says to “Close and Re-open this node”?
Click the Home link at the top of the screen. Reselect your role on the “EMMA Home Page.”

10. How do I change my screen resolution?
To change your screen resolution:
Windows XP
1. Right-click on your desktop.
2. Click Properties.
3. Select the Settings tab.
4. In the “Screen resolution” box, slide the pointer to the “1024x768” setting.
5. Click Apply.
Windows 7
1. Right-click on your desktop.
2. Click Screen Resolution.
3. From the “Resolution” drop-down, slide the pointer to the “1024x768” setting.
4. Click Apply.
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Redeem Token

If you have a Comman Access Card (CAC), select the "Redeem token using a CAC” option below. Enter the token number that was sent to you, Once the taken has been redeemed,
you will be able to log on to EMHA, if your provisioned role requires provisioning access, and the product for which you were provisioned using your CAC.

If you do not have a CAC, select the "Redesm token using your Person ID" option below. Enter the token number that was sent you as well as the following required fislds: Person ID,
Last Name, and Date of Birth. Once the token has been redeemed, you will be able to log on to EMMA, if your provisioned role requires provisioning access, and the product for which
You were provisioned.

Required fislds are indicated by a red star (*) next to the field name

Select the method for redeeming your token
©Redeem token using a CAC
ORedeem token using your Person 1D

Subrmit
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Token Redemption Status
Your token has been successfully redeemed.

User Account Details

You have an existing user account. Hers is your current information. If you do ot know your password for this account, contact the DMDC Support Center.

Username: ABIR9ZP

Product Suite Det
You have been provisioned in the following rols(s) in the Subordinate Organization (400715) organization:
o Role Name

s for [Product Name]

You naw have access ta the following product(s):
o [Product Name] (product URL)

EMMA Access Information

One of the roles yau have been provisioned in allows you to provision ather users. Click hers to access the EMMA Web logon page (hitps://www.dmde.0sd mil/emma-web/)
Itis recommended that yau baokmark this link. Clicking the link will cause you ta navigate away from this page.

Prevent illegal access of Privacy Act data by closing your browser before leaving your computer.
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Token Redemption Status
Your token has been successfully redeemed.

User Account Details

A new user account has been created for you. The password displayed here will only allow you to sign on initially and then you will be forced to change your password. As with
any security information, the password should not be written down. It shauld be committed to memary and kept private to ensure the integrity of the Department of Defense
information system which you have been entrusted to operate. Be sure to note the Username and Password information below before leaving this page.

Username: HG4V6A4
Password: cr5¥Izaa

Here is your password spelled out;
€ lowercase Charlie

¥ lowercase Romea

5 number Five

¥ uppercase Yankee

Vlowercase Lima

2 question mark

a lowercase Alpha

a lowercase Alpha

Product St

e Details for [Product Name]

You have been provisioned in the following rols(s) in the Subordinate Organization (400715) organization:
o Role Name

You naw have access ta the following product(s):
o [Product Name] (product URL)

EMMA Access Informal

n

One of the roles yau have been provisioned in allows you to provision ather users. Click hers to access the EMMA Web logon page (hitps://www.dmde.0sd mil/emma-web/)
Itis recommended that yau baokmark this link. Clicking the link will cause you ta navigate away from this page.

Prevent illegal access of Privacy Act data by closing your browser before leaving your computer.
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Welcome User Name

EMMA Home Page
From this page, you can select under which praduct/arganization/role you want o perfarm tasks. You can return to this page any time by clcking the Hare link at the top of the page.
Select Role/Manage Surrogates

Choose a role and click Select Rols to manage organizations and users. To add or remove your surrogate click Add Surrogate or Remove Surrogate. Click Resend Surrogate Token
to resend a token to a nominated surrogate user. Note that the option to assign 3 surrogate user is not available for all roles

select Product Suite || Organization Role Name Your Surrogate
o Product 1 Organization Name (300143) Project Officer
® Product 2 Organization Name (300615) Site Security Manager
o Product 3 Organization Name 2 (300262) Site Security Manager
Select Role

abled Roles

“The following roles are disabled. The *Reason” column in the table below provides detals regarding the unavailability of these roles.

Product St Organization || Role Name Your Surrogate Reason

rodu il ole is not supported due to the logon method use
Product 4 oMDC (qt0sa) PSSR ) Role is not supported due to the lagon method used.
Product 4 DMDC (401054)  Site Security Manager Role is not supparted due to the lagon method used.
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