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Insights and Challenges of

Web-Based Ammunition Management

The Army has taken steps to improve ammunition management but more still needs to be done.
This article highlights Total Ammunition Management Information System functions and enterprise

modernization challenges.

m By Lt. Col. (Ret.) Bob Torche

he Army is seeking a better
connected, more agile muni-
tions enterprise capable of
meeting operational requirements
now and into the future. Headquar-
ters, Department of the Army person-

nel, project officers, developers, and
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munitions experts have established
process action teams, committees,
and workgroups in pursuit of a more
robust and capable munitions enter-
prise. Despite high-profile discus-
sions, hundreds of briefings churned
out by oversight bodies, and countless

Belts of .50-caliber ammunition await Soldiers from the 6th Engineer Battalion, 2nd
Engineer Brigade, conducting qualifications on the M2 .50~caliber machine gun at the
temporary machine-gun range at Joint Base Elmendorf-Richardson, Alaska. (Photos
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articles in publications, Army teams
have mostly produced vague promises
and incomplete plans.

'The Army G-3/5/7 (operations and
plans) Munitions Management Divi-
sion participates in these integrated
sessions to ensure that the outcome




aligns the munitions requirements
process and the Total Ammunition
Management Information System
(TAMIS). Most ammunition manag-
ers would consider TAMIS successful,
but without a modern and reliable in-
ventory management system at Army
ammunition supply points, TAMIS
and the larger ammunition enterprise
cannot reach their full objective.

TAMIS Functions

TAMIS executes essential functions
of the munitions enterprise by calcu-
lating, developing, and prioritizing
billions of dollars worth of training,
combat, and test ammunition require-
ments and managing authorizations
for the total Army—Active, National
Guard, and Reserve. TAMIS’s func-
tions include forecasting ammunition
requirements; preparing, processing,

validating, and routing electronic re-
quests for munitions; and recording
and calculating expended munitions.

TAMIS supports the Army and
ammunition managers by ensur-
ing that requirements, authoriza-
tions, and expenditures are accurate,
visible, available, and usable when
needed. It allows users to forecast
and request ammunition and to ac-
cess information without wait time
for processing and dissemination.

The TAMIS framework is scalable
and hierarchical. It is a Web-based
application in which each command
manages its ammunition indepen-
dently of other commands. Its cen-
tralized management and decentral-
ized execution result in a common
operational picture and improved
flexibility throughout the command
hierarchy.

Updating the Standard Army
Ammunition System

As the drawdown looms, the im-
portance of ammunition manage-
ment has never been greater. The
Army faces tough choices in a fiscally
constrained environment that has
many information technology infra-
structure challenges. Committees of
functional and technical munitions
experts must determine how best to
update the legacy warehouse muni-
tions system—the Standard Army
Ammunition System.

'This effort is essential to creating an
optimized and interoperable muni-
tions enterprise. Initially, this legacy
system was to be included in an over-
arching logistics modernization effort
involving the implementation of an
Enterprise Resource Planning (ERP)
application. Today, however, the Army
is seeking a less expensive and more
tailored solution.

Although ERP applications such
as Global Combat Support System-—
Army and the Logistics Moderniza-
tion Program are best for coordinating
and managing enterprise-level pro-
cesses, detached systems sometimes
work best for specific functions. Cal-
culating, prioritizing, requesting, and
managmg ammunition requlrernents

under various operational scenarios
require specialized features and agil-
ity that are better managed through
decentralized, Web-based operations.
Whether similar decentralized op-
erations should be extended to Army
ammunition supply points remains
undecided.

The path forward for the new or
updated ammunition warehouse sys-
tem must include improved interop-
erability with TAMIS. Achieving a
high level of interoperability requires
an innovative and proactive approach.
Interoperability challenges will only
become harder to manage as the Ar-
my’s systems grow more complex and
interconnected.

The G-3/5/7 munitions office
embraced a Web-based strategy for
TAMIS more than 12 years ago. The
office delivers ever-increasing updates
and enhancements by using an agile
process aimed at reducing the time
and resources needed to respond to
rapid changes in operational require-
ments. Could the same approach
work for a Standard Army Ammuni-
tion System service life extension or a
commercial oft-the-shelf application?
Or, maybe the Army should consider
a stand-alone Systems, Applications,
and Products in Data Processing sys-
tem for ammunition supply points. As
the Army gears up to spend millions
more on software over the next several
years, questions persist while Soldiers
struggle to maintain a legacy system.

Network Reliability

The success of any Internet-deliv-
ered application is only as good as its
network and data center. Accessibility,
availability, and network performance
are paramount. Too many times over
the last few years, TAMIS users ex-
perienced outages directly caused by
poor data center management, net-
work operation center disorder, and
even installation information manag-
ers interrupting connectivity in the
process of administering installation
networks. Data centers and network
managers must improve reliability, re-
sponse time, and diagnostics for mis-
sion-essential systems that rely solely
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Pfc. Crystal Campbell, 56th Engineer Company (Vertical), 2nd Engineer
Brigade, carries .50-caliber ammunition to a gunner during the 10-meter
Jfamiliarization course at the temporary machine-gun range at Joint Base

Elmendorf-Richardson, Alaska.

on the network for mission success.

Web-based applications can in-
crease productivity, cut costs, and en-
able the Army to operate more effi-
ciently. But as surely as fast-moving
Web applications can accelerate mili-
tary operations, slow-moving applica-
tions can bring a force to its knees. If
applications do not consistently func-
tion quickly, securely, and reliably, user
satisfaction will plummet along with
mission success.

To help improve its Nonsecure In-
ternet Protocol Router Network (NI-
PRNET) performance, TAMIS relies
on the Defense Information Systems
Agency (DISA). DISAs introduc-
tion of the Global Content Delivery
Service (GCDS) improves network
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performance for all users reaching
TAMIS via NIPRNET. The GCDS
serves as a NIPRNET traffic cop, ac-
celerating and routing traffic more ef-
ficiently than the Internet does on its
own. Every externally-facing, Web-
based Army application should con-
sider using GCDS.

Unfortunately, DISA does not pro-
vide a total network solution yet. Us-
ers who access TAMIS from home
computers, on the road, or away from
a NIPRNET connection need simi-
lar performance. Until DISA allows
commercial Internet traffic to cross
over onto GCDS, application owners
should consider commercial accelera-
tion and performance optimization
services to improve content delivery.

System Security

Users must also be aware of the
growing cyberthreat. GCDS and
Akamai Technologies, the TAMIS
commercial vendor, provide TAMIS
with an in-depth defense capability
by determining attack patterns and
implementing countermeasures to
stop them.

While the Army and Department
of Defense establish a workforce to
address cyberthreats, system owners
and information technology managers
should seek ways to build security into
their applications early in the acquisi-
tion life cycle. One way to accomplish
this is to ensure that contracts address
requirements for secure code, software
risk analysis, and an independent se-
curity review that includes both static
and dynamic application analysis.

Embedding software assurance in
the software development life cycle
is the best approach. Security reviews
help to contain, remove, and prevent
vulnerabilities by minimizing the risk
of possible exploitation. The TAMIS
project team embraced automated
tools for software assurance. Although
these tools are not foolproof, they are
cost effective and continue to improve.
It is far cheaper to build security into
the application than to diagnose and
fix it later.

Project Management

The project manager plays a key role
in ensuring the design and implemen-
tation of secure applications. As custo-
dian of the work breakdown structure,
the project manager identifies and de-
fends the nonfunctional requirements
needed to build security into the ap-
plication. He protects the integrity of
the secure software development life
cycle from those who would seek to
compromise the application for short-
term budget and time considerations.

TAMIS is overseen by the G-3/5/7
munitions office and governed by
Army Regulation 5-13, Total Army
Munitions Requirements Process
and Prioritization System, but muni-
tions managers also influence the sys-
tem’s development as members of the

TAMIS advisory group. This group



provides a forum for user feedback
on system operations and process im-
provement. The G—-3/5/7 munitions
office routinely incorporates this feed-
back to improve user experience.

TAMIS captures Army force
structure data and combines it with
weapon and platform combat-load
factors and approved training strate-
gies from Department of the Army
Pamphlet (DA Pam) 350-38, Stan-
dards in Training Commission, or
STRAC, in order to establish the
foundation for most training and
operational requirements.

Inside TAMIS, the 2012 DA Pam
350-38 became eSTRAC, more flex-
ible and capable than ever before. The
eSTRAC is easier to use than the pa-
per version and displays event level
detail by unit. Updates and changes to
eSTRAC are simplified, and its annu-
al publication is now only a click away.

'The Training and Doctrine Com-
mand’s approved programs of in-
struction, class schedules, and student
tallies account for the remaining re-
quirements. Ammunition managers
validate these requirements by ad-
justing equipment on hand, Soldier

availability, deployments, training
schedules, and the number of courses
planned.

Validated requirements are submit-
ted in TAMIS to the G=3/5/7 mu-
nitions office for resourcing. Errors
and misalignments in modified table
of organization and equipment and
table of distribution and allowances
documents, together with outdated
and incorrect programs of instruction,
cause discrepancies in ammunition
calculations, requiring managers to
spend a disproportionate amount of
time correcting requirement calcula-
tions. Greater amounts of automation
impose stricter processes that result in
more precise calculations and easier
validation but only after source data is
cleansed.

Improvements Made and Needed
Army Test and Evaluation Com-

mand (ATEC) and Army Materiel

Command (AMC) managers who

conduct ammunition tests or require

ammunition in testing submit and
manage their requirements in TA-
MIS. ATEC and AMC test require-
ments are validated and prioritized for
resourcing in TAMIS. Although the
management of ammunition used by
testing activities has improved, man-
agers must become more familiar and
compliant with prescribed ammuni-
tion practices.

TAMIS must provide greater flex-
ibility for ATEC and AMC so that all

test ammunition, munitions compo-

nitions office, in conjunction with the
Army G—4 (logistics) munitions di-
vision, passes resources to each com-
mand in the form of electronic au-
thorizations. Each command level in
TAMIS passes the authorizations to
its subordinates based on approved re-
quirements. Subordinate units, identi-
fied as the UIC (unit identification
code) level in TAMIS, forecast their
munitions to the ammunition supply
points where they intend to pick up
ammunition.

Ammunition is loaded in an M2 .50~-caliber machine gun as part of a train-
ing exercise at the temporary machine-gun range at Joint Base Elmendorf-

Richardson, Alaska.

nents, and part numbers are manage-
able in the same system and indepen-
dent of traditionally procured Army
ammunition. Even items not acquired
through traditional acquisition chan-
nels, such as foreign ammunition,
should be managed in a single system.

TAMIS modifications are under-
way, yet ATEC continues to pursue
an internal ammunition system to
interface with TAMIS. ATEC should
abandon its internal system and fully
support and adopt TAMIS.

After validating Armywide require-
ments in TAMIS, the G-3/5/7 mu-

TAMIS guides the user through
the forecasting process and aids the
user in determining how much am-
munition is needed for scheduled
training. But more still needs to be
done to improve forecasting accuracy.
Units overestimated how much train-
ing ammunition they needed by 49.3
percent in 2011 and by 51.9 percent in
2012. An upcoming TAMIS release
contains an additional forecasting fea-
ture that should improve forecasting
accuracy.

TAMIS’s forecasting and han-
dling of cartridge-actuated devices
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(CAD:s) and propellant-actuated de-
vices (PADs) needs improvement.
Because CADs and PADs are flight
critical and have a limited lifespan,
efficient management sometimes re-
quires units to use offline spreadsheets
before identifying the requirement in
TAMIS.

Improvements are now within
reach. Scheduled updates to TAMIS
include adding CAD and PAD lot

numbers and installation dates to

TAMIS adopted the TPE structure
and captures issued ammunition from
the Standard Army Ammunition
System. However, recording expendi-
tures remains a manual process, and
reporting features in TAMIS such as
DA Form 4949 went idle when a key
leader guiding its implementation ro-
tated back to the continental United
States. Without a better connected,
more agile munitions architecture
these problems will persist.

TAMIS has expanded to support
Army transformation and continues
to advance as the munitions office
focuses on supporting a broader range

of ammunition functions online.

aircraft type and tail numbers. Inte-
grating this data with better aircraft
management and forecast procedures

should simplify and advance CADs
and PADs management in TAMIS.

Preparing Ammunition Requests

When it is time for units to prepare
an ammunition request, users again
turn to TAMIS. Army regulations
require users to submit electronic
requests unless network connectiv-
ity is unavailable. TAMIS enables the
preparation, validation, and routing of
electronic, digitally-signed requests to
the ammunition supply point. The en-
tire workflow is automated, and users
receive an email detailing the status.
Each month, users create more than
5,000 electronic requests for ammuni-
tion in TAMIS.

Combat and other operational am-
munition requirements are calculated
based on weapon platforms and Sol-
diers’weapons. Units engaged in oper-
ational missions use TAMIS to select,
request, and manage authorizations.
Managing ammunition during war
or conflict poses a particular challenge
when units fall in on theater-provided
equipment (TPE) and try to account
for ammunition manually.
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TAMIS Training

Training is critical for improving
operational support. The TAMIS proj-
ect office conducts training for more
than 1,000 users annually and receives
nearly 500 help desk requests per
month, most of which are system or
ammunition related. TAMIS training
is delivered in traditional classrooms,
as computer-based training (CBT), or
through distance learning.

Because most beginning users have
little experience with ammunition
management, instruction includes
both TAMIS training and some am-
munition management fundamentals.
'The high level of interaction between
the instructor and students suggests
that introduction to TAMIS is best
delivered in traditional classrooms.

CBT offers many benefits, such
as allowing the user to select specific
training modules of interest when-
ever time is available. The challenge
is in keeping updated and engaging
TAMIS CBT courses within bud-
get. Training at distance learning sites
is best suited for small class sizes, but
student-instructor interactivity is prob-
lematic. TAMIS training involves con-
stantly making trade-offs. Accordingly,

to improve comprehension of Web-

based ammunition management, ad-
ditional instructor-led ammunition
training seems appropriate.

Mobile Device Capability

'The use of mobile devices, such as
smartphones and tablets, is fundamen-
tally changing the digital landscape.
TAMIS must support any device,
including personally-owned devices,
from anywhere at any time. Because
managing munitions on personally-
owned devices poses challenges, Army
agencies are pursuing a variety of pilot
projects that could potentially lead to
more options for requesting and man-
aging ammunition.

'The big risk with mobile devices is
data leakage out of the network. Be-
cause most existing mobile devices
lack hardware-based security such as
the Trusted Platform Module, TA-
MIS must seek alternative encryption
to support data protection. The project
team’s initial approach with TAMIS
is to establish a virtual environment
where the session occurs on the TA-
MIS server rather than on the de-
vice—essentially, not storing any data
on the device. Making TAMIS more

mobile and interoperable remains a

top priority.
TAMIS has expanded to support

Army transformation and continues
to advance as the munitions office fo-
cuses on supporting a broader range of
ammunition functions online. Project
officers and munitions experts must
ensure the ammunition enterprise
aligns with the G-3/5/7 munitions of-
fice’s requirements-generation process
and TAMIS if the Army is to attain
better connected and more agile am-
munition management architecture.

Lt. Col. (Ret.) Bob Torche is the Total Am-
munition Management Information System
project manager for the Munitions Division,
G-3/5/7, Headquarters, Department of
the Army. He holds a master's degree in
management from the Florida Institute of
Technology and is a Level lll certified acqui-
sition professional.



