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Qualification Test and Evaluation (QT&E) Procedure
Description: 

QT&E, performed by government test representatives, validates the product integrates into its intended environment, meets specified requirements in accordance with the approved design, meets performance standards, and validates the cybersecurity posture of the system meet Department of Defense (DoD), Air Force (AF), National Institute of Standards and Technology (NIST) and Committee on National Security Systems (CNSS)  standards and policies..  QT&E is performed in a government-provided and managed operationally-relevant environment. Figure 1 below shows the basic QT&E flow.
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Figure 1:  QT&E
Entry Criteria: 

Complete the following before beginning this procedure:

· Integrated Test Plan (ITP)

· Integrated Test Description (ITD)

· Completed TRR I Checklist/Signatures and Meeting Minutes of TRR I 

· Product Release Package 

Procedure Steps: (These steps are not necessarily sequential.) 

1. Lead Developmental Test and Evaluation Organization (LDTO):  Execute approved test plans and designs.
Execute the following QT&E test segments IAW approved test plans, descriptions, and procedures.
1.1. Application Installer:  Conduct System Integration Test (SIT).
Execute SIT to validate the integration of a system into an operationally-relevant environment (installation, removal, and back-up and recovery procedures).    Record all anomalies experienced as Deficiency Reports/Problem Reports/Watch Items (DRs/PRs/WITs). 

1.2. Lead Functional Analyst/Application Installer:  Conduct Data Management Evaluation (DME).
DME is the process to Extract, Transform, and Load (ETL) data from one system for use in another, usually for the purpose of application interoperability or system modernization. DME may consist of Data Migration, Data Conversion, and/or Data Validation.  Execute DME to ensure the appropriate data is available for remaining QT&E test segments.  Record all anomalies experienced as DRs/PRs/WITs.
1.3. Lead Functional Analyst/Lead Developmental Test and Evaluation Organization (LDTO):  Conduct System Operability Evaluation (SOE).
Execute SOE to validate the integrated system operates in accordance with specified requirements and approved designs.  Record all anomalies experienced as DRs/PRs/WITs.
1.4 Lead Functional Analyst/Lead Developmental Test and Evaluation Organization (LDTO):  Conduct Regression Test (RT).

Execute RT to validate existing capabilities/functionality are not diminished or damaged by changes or enhancements introduced to a system, as documented in the Integrated Test Plan (ITP). Regression testing also includes “break-fix” testing that verifies corrections implemented functions to meet specified requirements.
1.5. Lead Performance Engineer:  Conduct Performance Evaluation Test (PET).
Execute PET to evaluate the performance of the integrated system by employing techniques which may include bandwidth analysis, load testing, and stress testing.   Conducting PET helps ensure the system performs in accordance with specified requirements and approved designs.   Record all anomalies experienced as DRs/PRs/WITs. 

1.6. Information System Security Manager (ISSM):  Conduct Cybersecurity Evaluation (CSE).
Execute CSE to evaluate the information-related risks to a system.  Record all anomalies experienced as PRs/WITs. CSE may include assessments of: 
· Develop, review, and approve a plan to assess the security controls.

· Ensure security control assessment activities are coordinated with the following: interoperability and supportability certification efforts; and, T&E events.

· Ensure the coordination of activities is documented in the security assessment plan and the program T&E documentation, to maximize effectiveness, reuse, and efficiency.

· Assess the security controls in accordance with the security assessment plan and DoD assessment procedures.

· Record security control compliance;

· Assign vulnerability severity values for security controls;

· Determine risk levels for security controls; and,

· Assess and characterize aggregate levels of risk to the system.

· Document issues, findings and recommendations from assessments.

· Conduct remediation actions on non-compliant security controls.

· Assist development personnel with POA&M documentation for non-compliant controls that cannot be remediated during the assessment.   

The selection of appropriate assessment procedures and the rigor, intensity, and scope of the assessment depend on three factors:

· The security categorization of the information system; 

· The assurance requirements that the organization intends to meet in determining the overall effectiveness of the security controls; and,

· The security controls from NIST SP 800-53 as identified in the approved security plans.

The information produced during control assessments can be used by an 


organization to:

· Identify potential problems or shortfalls in the program’s implementation of the Risk Management Framework;

· Identify security -related weaknesses and deficiencies in the information system and in the environment in which the system operates;

· Prioritize risk mitigation decisions and associated risk mitigation activities;

· Confirm that identified security -related weaknesses and deficiencies in the information system and in the environment of operation have been addressed;

· Support monitoring activities and information security situational awareness;

· Facilitate security authorization decisions and ongoing authorization decisions; and

· Inform budgetary decisions and the capital investment process.

1.7. Program Test Manager (PTM):  Coordinate/Execute User Evaluation Test (UET).

Make arrangements for users to participate in UET.  UET is typically ad-hoc testing conducted by end users of the system.  Conduct UET to offer users an early look at the maturity of the system and to evaluate how well the system meets mission requirements.  Record all anomalies experienced as DRs/PRs/WITs.
2.  Deficiency Review Board (DRB):  Adjudicate all DRs, PRs and WITs reported during execution of QT&E test segments.
Conduct periodic DRB meetings during test execution to determine the severity, root cause, and ownership/responsibilities of DRs/PRs/WITs generated during QT&E activities.  Refer to the ITP and T.O. 00-35D-54, USAF Deficiency Reporting, Investigation, and Resolution.  If individual components are returned to the Developer for repair/rework, they must be run through the appropriate segments of CV&I to ensure the corrected component can be integrated into the system BEFORE being integrated for QT&E regression testing.  This process is repeated until all appropriate DRs/PRs/WITs are corrected and regression testing is complete.
3.  Integrated Test Team (ITT):  Conduct Sufficiency Review.
The Sufficiency Review conducted during QT&E is an assessment prior to the Test Readiness Review II (TRR II), Operational Test Readiness Review (OTRR), or Full Deployment to determine the sufficiency of QT&E test activities, provide an go/no-go recommendation and determine readiness to conduct TRR II, OTRR, or Full Deployment.
NOTE:  Step 4 is only performed if Limited Deployment is being conducted.

4.  LDTO:  Prepare and deliver Integrated Test Report (ITR).

Prepare the ITR to document the results of all Developmental Test and Evaluation (DT&E) test segments executed against planned test events.  Incorporate the results of CV&I testing into the complete ITR.  Refer to the ITR Template and the ITR Peer Review Checklist. The report should:

· Document requirements verification and coverage statistics for all DT&E test segments

· Rate each test objective for all DT&E test segments

· Document the DRs/PRs and appropriate resolution actions conducted in all DT&E test segments

· Provide an overall LDTO evaluation, recommendation, and risk assessment of all DT&E test activities
Exit Criteria: 

The following are a result of completing this procedure:

· Integrated Test Report (ITR)
· Sufficiency Review
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