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[bookmark: _Toc529163360][bookmark: _Toc536852409][bookmark: _Toc536865110][bookmark: _Toc13382322][bookmark: _Toc179938786]  Purpose

The purpose of this guide is to provide software testers with a method for developing a test strategy for Capabilities Risk-Based Testing (CRBT) and the risk associated with Automated Information Systems (AISs) developed for the Air Force.  This guide will also provide Program Managers (PMs) the ability to access/evaluate the risk to the program if enough time has not been incorporated into the schedule to fully test the capability.  This type of information is vital to the PM’s decision making process.

This guide will have its greatest impact when implemented in the early stages of the program’s life cycle.  For example, if used during the program’s project planning, consider adding a reference to the Life Cycle Management Plan (LCMP), unless the program has a Test Evaluation Master Plan (TEMP).  According to AFI 63-101/20-101, Integrated Life Cycle Management, all programs should have a LCMP or a Product Support Master Plan (PSMP).  The LCMP is prepared before Milestone A, which is the earliest opportunity for it to be addressed.  The LCMP is also included in the Define Need Phase of the Sustainment framework. 

A valid starting point is the Analyze and Validate Requirements Procedure referenced in the BES Process Directory (BPD).  This procedure helps produce the General Requirements Specification (GRS), Concept of Operations (CONOPS), System Subsystem Specifications (SSS), Software Requirements Specification (SRS), Interface Requirements Agreement (IRA), and final Capability Development Document (CDD) or other requirement like documents.  Also, the System Requirements Review (SRR) should confirm that the assignment and ranking of risks for the requirements are complete before proceeding with further requirements activities (e.g., elaboration, documentation), or design activities.

Each program’s Integrated Test Team (ITT) should implement the CRBT process.  The ITT contains representatives from acquisition, requirements, system contractors, developmental test, operational test, intelligence, information assurance, operation, and other support communities.  The ITT ensures early tester involvement from program inception, and develops and implements an effective, efficient, and supportable strategy for Test & Evaluation (T&E).  The earlier this concept is introduced, the greater likelihood of success for the program.

[bookmark: _Toc529163361][bookmark: _Toc536852410][bookmark: _Toc536865111][bookmark: _Toc13382323][bookmark: _Toc179938787]  Background

In an ideal environment, there would be sufficient time to test 100 percent of every requirement. Currently, the pressing issue is how much testing can be accomplished while staying on time and within cost, and meeting the program’s delivery date.  The quality of the system must be verified to ensure the necessary capability and functionality is delivered to the war fighter.

The foremost considerations are: What is the risk associated with the program if 100 percent of the identified requirements cannot be tested? How is it determined which requirements/capabilities to test in order to minimize the program’s risk?  CRBT combined with Risk-Based Quality Management (RBQM) will provide the answer.

  Capabilities Risk-Based Testing (CRBT)

CRBT is the process of testing higher-level capability or functionality versus testing each individual requirement.  By testing the higher-level capability, it will inherently compress some of the testing time to a more manageable level.  But, this is just the first step in the process.  The ITT must still determine which capabilities have the greatest importance to the application.  Hewlett Packard Application Lifecycle Management (HP® ALM) provides an automated capability to utilize CRBT.  Detailed information may be obtained from the HP® Application Lifecycle Management User Guide.

  Risk-Based Quality Management (RBQM)

This task includes the following steps from the HP® Application Lifecycle Management User Guide: 

· Assess requirements (page 427)
· Define testing policy settings (page 427)
· Finalize the testing policy (page 428)
· Analyze the testing strategy (page 428)

  Assess Requirements

The following process is applicable for both individual requirements and functional capabilities.  It is incumbent on each program to determine the extent to which risks are assessed. For each assessment requirement under the analysis requirement, assign or calculate the risk and Functional Complexity.  These steps will focus on functional capabilities as a minimum.

A brief overview of the requirements assessment activities include:

· Subject matter experts/functional analysts perform requirements assessment on all capabilities/requirements
· Test Managers use the requirements analysis to develop a clear strategy for test within the limitations of allocated resources

Each requirement type with risk-based quality management enabled can support either risk analysis which is referred to as an analysis requirement, or an individual risk assessment which is referred to as an assessment requirement.

· An analysis requirement is a requirement belonging to a type that represents higher levels in the requirements tree hierarchy, such as the Folder type. Risk analysis is performed on an analysis requirement based on the assessment requirements under it in the requirements tree.  The risk results of multiple assessment requirements are aggregated to give an overall risk analysis which can be used to determine testing effort and test strategy.

[image: ]analysis requirement
analysis requirement


· An assessment requirement is a requirement belonging to a type that represents requirements that are children of analysis requirements and at a lower level in the requirements tree hierarchy. Assessment requirements under a particular analysis requirement form the basis for risk analysis on that analysis requirement. The Risk and Functional Complexity can be assigned or calculated for each assessment requirement under the analysis requirement.
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Completing these activities will provide PMs and stakeholders an accurate representation of the associated risk resulting from that strategy.

The requirements analysis is determined by assigning a Risk Category for each capability.  A Risk Category is composed of two factors:

· Business Criticality – measures how critical the capability is to the business process
· Failure Probability – indicates how likely a test is to fail based on the capability

The following steps should be implemented in determining a Risk Category:

· Step 1: Double-click on a specific assessment requirement to open the “Requirements Details” view.  (This is a requirement in a folder/group of the Requirements module.)

[image: ]Step 1:


· Step 2: Select the Risk Assessment icon [image: ] on the left-hand side of the page (eighth icon down).

NOTE:  Ensure the Requirement Type selected is defined as one that can be assessed, i.e., Undefined and Folder type requirements cannot be assessed.

[image: ]Step 2:

NOTE:


· Step 3: Check the Use custom box to the right of Risk.

· Step 4: Select a value from the drop-down box for Risk as shown in the figure below.  (Select the value which accurately describes the capability.)  The following options are available:

· A-High 
· B-Medium 
· C-Low
[image: ]STEP 4:
STEP 3:
              NOTE:


NOTE:  If a more refined or detailed risk analysis is required or the correct values are uncertain, click on the Assessment Questions tab.  The Assessment Questions tab allows you to answer more specific questions about the requirement.  See ALM Guide for more guidance.  HP® ALM will then automatically calculate the level of risk.

· Step 5:  Check the Use custom check box to the right of Functional Complexity.

· Step 6:  Select a value from the drop-down box for Functional Complexity as shown in the figure below.  Select the value which accurately describes the complexity of the requirement.  The following options are available:

· 1-High 
· 2-Medium 
· 3-Low
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NOTE:  If a more refined or detailed risk analysis is required or the correct values are uncertain, click on the Assessment Questions tab.  The Assessment Questions tab allows you to answer more specific questions about the requirement.  HP® ALM will then automatically calculate the level of risk.

· Step 7:  Click OK.

· Step 8: Repeat steps 1 through 7 for each assessment requirement under the analysis requirement, assign or calculate the Risk and Functional Complexity.  This first example shows a Capability Risk Assessment value of “A2,” which represents a Risk value of “High” and a Functional Complexity of “Medium.”

  Defining Testing Policy Settings

After determining the Risk and Functional Complexity value for all specified requirements/capabilities, determine how much time is required to test each capability.  The time required to test will depend on the Failure Probability of each capability.  A Failure Probability of “High” will require more time to test than a probability of “Medium or Low.”  Testing time may be measured in hours, days, weeks, or months.

HP® ALM provides four levels of testing:  Full, Partial, Basic, and None.  Partial and Basic levels are determined as a percentage of full testing.  For example, 20 hours are required to fully test a capability, and partial testing has been defined as 60 percent of full testing.  HP® ALM calculates that 12 hours are required to perform partial testing of that capability.

How to define the testing policy settings for a capability:

· Step 1: Double-click on a specific requirement to open the “Requirement Details” view.  (This is a parent folder containing lower-level assessment requirements in the Requirements module.)

[image: ]Step 1:



· Step 2: Click the Risk Analysis icon.  [image: ]

· Step 3: Click the Show icon ([image: ]) to display the Analysis Constants section.  (If the “Show” icon cannot be seen, expand the Requirement Details window.)
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NOTE:  The following steps enable the total estimated testing time to be calculated for the analysis requirement and the assessment requirements under it. The calculation is based on the testing policy defined in the Analysis Constants pane.

· Step 4: If the default Testing Effort and Testing Level values are not used when calculating the testing policy in this main area, make sure custom values are defined in the Analysis Constants pane.  Under Analysis Constants, define the initial settings (these can be adjusted later) for testing the analysis requirement and the assessment requirements under it.  These settings include how much time to assign to a requirement of a specific Functional Complexity were you to test it fully, and how long it would take to perform partial or basic testing on a requirement.  Decide which level of testing to perform on requirements for each Risk and Functional Complexity.
 
· Step 5: Under the Testing level, in the Partial and Basic boxes, type the required testing time as a percentage.  This is a percentage of the total (Full) testing time.  (In the example below, 67 percent of 18 hours (Full test time) is 12 hours for Partial and 6 hours for Basic.)

· Step 6: In the Testing Policy grid, define/customize the level of test for each capability in each Risk group, i.e., click the drop-down box to change the level to “None(0)” if no testing is required.
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  Finalize the Testing Policy

The following steps are used to help conduct the risk analysis of the assessed requirements/capabilities.

Calculation of the testing level and testing time for each assessment requirement under the analysis requirement will update the time for total required test time, total allocated testing time, and total required development time.

Adjust the testing policy to ensure enough time is allowed to perform all the testing and that no resources are wasted.

Refer to HP® ALM User Guide, Chapter 16, for more detailed information.

To Finalize the Testing Policy:

· Step 1: Determine the Risk and Functional Complexity Categories of all assessment requirements located under the analysis requirements which are to be finalized for the testing policy and included in the risk analysis. For more details, see HP® ALM User Guide, "Risk Assessment Tab" on page 439.

· Step 2: The requirements tree may be filtered to include only the analysis requirements applicable in the risk analysis.  To exclude a requirement from analysis, check the Exclude from Analysis check box.
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· Step 3: In the Requirements module, to select the Requirement Details view, double-click the desired folder to analyze, and click on the Risk icon.

· Step 4: In the Total allocated testing time box, type the time available to test the capability and the requirements under it, i.e., 7 days to test the release equals 56 hours for the Total allocated testing time.
· Step 5: Click the Analyze button. [image: ]  HP® ALM will calculate the testing level and testing time for each assessment under the analysis requirement.
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· Step 6: The results are displayed in the following ways:

· Total required testing time.  Displays the total calculated time required to test all capabilities.
· Total required development time. Displays the total time required to develop all the assessed capabilities.  NOTE: This was an optional entry in the previous steps.
· Total allocated testing time.  This is the number of hours input in the step 4.
· No. of Requirements per Risk Category graph.  Displays the number of child requirements of the analysis requirement of each Risk Category.
· Total Testing Time per Risk Category graph.  Displays the total calculated testing time required to test all the requirements of each Risk Category.

· Step 7: To display which requirements are included (Drill Down Results) in each risk category, and which were not included in the analysis, click the graph segment of the desired requirement.
[image: ]STEP 7:
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· Step 8: Compare the total calculated testing time (Total required testing time) with the resources available (Total allocated testing time).  If the available resources are not adequate, it is recommended to reduce the testing level and perform the calculation again by clicking the Analyze button a second time.

[image: ]Step 8:



· Step 9: When the testing policy is satisfactory, click the Analyze and Apply to Children button to apply to all assessment requirements under the capability.

· Step 10:  Click “OK” when the “Data propagated successfully” message is displayed.

[image: ]STEP 10:
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· Step 11: Click the Report button.  [image: ]  The Generate Report dialog box opens.

· Step 12: In the Default location box, type or browse to the location to which the report is to be exported.  Type the name of the report as well.

· Step 13: The report may also be added as an attachment by selecting the Add report as attachment.  This is attached to the selected Requirement within ALM.

· To generate a report, first save the analysis and apply it to all assessment requirements under the analysis requirement.  For more details, see "Risk Analysis Tab" on page 439 of the HP® ALM User Guide.
· To generate a report, Microsoft Word must be installed on your machine.
· The analysis results are only valid for the requirements at the time the analysis was last performed. 
· If the Risk or Functional Complexity Categories of the requirements, or the testing policy are subsequently modified, re-perform the analysis.
· To include the list of requirements in the risk analysis, select the Include list of requirements in the report check box.
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NOTE:  After clicking on “Generate Report,” the following Notice may appear.  It may be behind an open window.  Click “Enable Macros” for report to generate.

  [image: ]

· Step 14: To analyze the testing strategy for an analysis requirement (Capability), click on the Risk Analysis icon in the Requirement Details view of the requirements module.  (NOTE:  This view can also be seen by clicking on the Risk Analysis tab.)

· Step 15: Analyze how the testing policy decided upon for the Capability affects the assessment requirements under it.
[image: ]STEP 14:
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  Analyze Test Strategy

The results captured in paragraphs 3.1.3 and 3.2 will be documented in the Integrated Test Plan (ITP) and Integrated Test Description (ITD). These documents will contain the assessment of Risk-Based testing considering factors such as: requirement priorities, code complexity, frequency of use, user priorities, etc.  This assessment will influence test planning, execution and reporting strategies, and serve as the basis in determining an optimal balance between test coverage and assessed risk.

  Manual Method



In some cases, it is possible that a particular program may not have access to HP® ALM and the automated Risk Assessment capabilities.  The attached spreadsheet will allow a program to make a CRBT assessment based on the concepts of the HP® ALM version.  The spreadsheet contains three tabs:

· Information – which identifies tables used from HP® ALM for Business Criticality and Failure Probability criteria
· Capability Risk Assessment (CRA) – which allows the programs to perform analysis on each capability/requirement to be assessed
· Test Strategy – which allows Test Managers to analyze and develop a test strategy

Programs should accomplish the following steps to manually perform requirements analysis:

· Step 1: Open the attached CRA Excel spreadsheet and save to the desired location.

· Step 2: Click on the CRA tab and list all Capabilities/Requirements that need to be analyzed in column “A.”

[image: ]

· Step 3: Assign an assessment value for each Business Criticality (BC) and Failure Probability (FP).   Notice the BC TW and FP TW (TW= Total Weight) populate automatically.

·  Step 4: After assigning the BC and FP values, select the drop-down box in column “L.”  Select the corresponding code as determined by the BC TW and FP TW.

[image: ] 
· Step 5: Repeat steps 3 and 4 for all remaining capabilities/requirements.

· Step 6: Upon completion of the CRA tab, select the Test Strategy tab.  Notice that columns “A” and “B” are automatically populated from the CRA tab.

[image: ]
· Step 7: Determine the Required Time for Test.  Required Time for Test is based on the Failure Probability values of High, Medium, and Low and is determined as the number of hours required to fully test that particular capability/requirement.  This may be accomplished in one of two ways:

· Method one is to use the tables provided in columns “H thru K.”

· Using the middle table labeled Testing Time and Testing Levels, assign a value to each category (High, Medium, and Low).  This is the average time to fully test a capability/requirement.
· Next, on the bottom table labeled Testing Level (Full=100%, None=0%), enter the value as a percentage of Full testing, for both Partial and Basic testing.  NOTE:  The top table labeled Testing Policy (in Hours) is automatically populated with the associated values.
· Using the Testing Policy (in Hours) table, populate column “C,” Required Time for Test with the corresponding values.

[image: ]

· Notice row 36, labeled Total Test Strategy Allocation in column “C,” shows “183” hours required to fully test all capabilities/requirements.

· Method two is to individually assign values in column “C” for each capability/requirement.  This will still result in a total required time to test.

· Step 8: After the Required Time for Test is determined and total required time is established, enter the total Allocated Time for Test in column “D,” row 36, (area highlighted in yellow).  The time allocated for testing can be found in the program’s Integrated Master Schedule (IMS).  For this example, use 160 hours as the total allocated time to test.  Notice Column “E” of row 36, this is the percentage required/allocated.  This example shows 114.38 percent, which is 14.38 percent more required testing than the allocated testing time.

[image: ]

· Step 9: Assign allocated resources to individual capabilities/requirements.  Column “D,” row 35, is the total requirements analysis Allocations from the individual rows above.  Note that 160 is the identified target for the test strategy.  Column “E,” row 35, is the percentage of Allocated resources (target is 100 percent of the 160 hours allowed).  Using the “Line in the Sand method,” begin assigning hours to each capability/requirement in column “D.”  Begin with A1 and work down until all resources are used.

[image: ]

· Step 10: Analyze results.  For this example, 158 hours were allocated to cover requirements analysis, A1 through B2.  The results were four requirements analysis untested (1-B3, 2-C1s, and 1-C2).  If the results and risk are acceptable, the process is complete. If not, adjust the allocated resources to achieve the desired results.  Some areas of consideration are:

· Consider adjusting testing from full to partial, basic or none.  Integrated Testing in an earlier event would warrant that consideration.
· Reevaluate requirements analysis for any changes.
· Negotiate more time for testing.

  Conclusion

The CRBT process is a team effort.  Each component of this method is essential to risk assessment. To reiterate the major requirements analysis activities: 

· Requirements personnel should perform requirements analysis on all capabilities/requirements
· Test Managers should then use the requirements analysis to develop a clear strategy for test within the confines of allocated resources
· PMs and stakeholders should have an accurate representation of any associated risk resulting from that strategy


Attachment 1

Abbreviations and Acronyms

AIS		Automated Information Systems
BC		Business Criticality
CDD		Capability Development Document
CONOPS	Concept of Operations
CRA		Capability Risk Assessment
CRBT		Capabilities Risk-Based Testing
BPD		BES Process Directory
FP		Full Probability
GRS		General Requirements Specification
HP® ALM	Hewlett Packard® Application Lifecycle Management
IMS		Integrated Master Schedule
IRA		Interface Requirements Agreement
ITD		Integrated Test Description
ITP		Integrated Test Plan
ITT		Integrated Test Team
LCMP		Life Cycle Management Plan
PM		Program Manager
PSMP		Product Support Master Plan
RBQM		Risk-Based Quality Management
SRR		System Requirements Review
SRS		Software Requirements Specification
SSS		System Subsystem Specifications
T&E		Test & Evaluation
TEMP		Test Evaluation Master Plan
TW		Total Weight
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Capability Risk-Based   Testing Assessment   .xlsx
Information



		ID		Criterion		Weighted Values

						30		18		8

		BC1		Type of Process		Calculation/ Validation		Data Change		Display

		BC2		Impact of failure		Critical		Major		No Impact

		BC3		Frequency of use		Very often		Often		Rare

		BC4		Number/Significance of affected users		Many/High		Some/Medium		Few/Low



				Total Weight (TW)

				Business Criterion/Value Table



				Grade		C – Nice to have		B - Important		A - Critical

				Range		32 <= TW < 52		52 <= TW < 76		76 <= TW < 120

				Calculation of Business Criticality by Total Weight (TW)



		ID		Criterion		Weighted Values

						30		18		8

		FP1		Change Type		New feature		Changed feature		Unchanged feature

		FP2		Software Maturity 		Immature		Intermediate		Mature

		FP3		Defect Rates		High 		Medium		Low

		FP4		Number of affected screens/entities 		>4		2 - 4		< 2



				Total Weight (TW)

				Failure Probability/Value Table



				Grade		3 – Low		2 - Medium		1 - High

				Range		32 <= TW < 52		52 <= TW < 76		76 <= TW < 120

				Calculation of Failure Probability by Total Weight (TW)





CRA

		Capability/Requirement		Business Criticality (BC)								BC  TW 		Failure Probability (FP)								FP    TW		CRA Code

				BC1		BC2		BC3		BC4				FP1		FP2		FP3		FP4

		Form 9 Submittal		30		30		30		30		120		18		30		30		30		108		A1

		Logon		8		18		18		18		62		8		8		8		8		32		B3

		Ex 1										0										0		B2

		Ex 2										0										0		A3

		Ex 3		8		8		18		8		42		30		18		30		8		86		C1

		Ex 4										0										0		B2

		Ex 5										0										0		A2

		Ex 6										0										0		A2

		Ex 7										0										0		A1

		Ex 8										0										0		C2

		Ex 9										0										0		A2

		Ex 10										0										0		A3

		Ex 11										0										0		A2

		Ex 12		8		8		8		8		32		30		30		30		30		120		C1

		Ex 13		18		18		30		8		74		18		30		18		18		84		A1

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 

		 										0										0		 



																												Values		CRA

																												30		A1

																												18		A2

																												8		A3

																														B1

																														B2

																														B3

																														C1

																														C2

																														C3

																														 



















































































































































































Test Strategy

		Capability/Requirement		CRA Code		Required Time for Test		Allocated Time for Test		Allocated %

																Criticality		Probability

		Form 9 Submittal		A1		20		20		100.0%								1 - High		2 - Medium		3 - Low

		Logon		B3		6				0.0%						A - Critical		20		15		10

		Ex 1		B2		9		9		100.0%						B - Important		12		9		6

		Ex 2		A3		10		10		100.0%						C - Nice to have		7		5		4

		Ex 3		C1		7				0.0%						Testing Policy In (Hours)

		Ex 4		B2		9		9		100.0%

		Ex 5		A2		15		15		100.0%

		Ex 6		A2		15		15		100.0%				Enter estimated value for required testing to fully test a Failure Probability of High, Medium, or Low				1 - High		20		Hours

		Ex 7		A1		20		20		100.0%								2 - Medium		15		Hours

		Ex 8		C2		5				0.0%								3 - Low		10		Hours

		Ex 9		A2		15		15		100.0%								Testing Time and Testing Levels

		Ex 10		A3		10		10		100.0%

		Ex 11		A2		15		15		100.0%

		Ex 12		C1		7				0.0%				Enter value for percentage of Full testing				Partial		60		%

		Ex 13		A1		20		20		100.0%								Basic		35		%

		 		 						0.0%								Testing Level (Full=100%, None=0%)

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		 		 						0.0%

		Individual CRA  Allocations						158		98.75%

		Total Test Strategy Allocation				183		160		114.38%

						Total Required 		Allocated
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