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Enterprise Information Technology Data Repository Guide
1.0 Description:  
The Enterprise Information Technology Data Repository (EITDR) is a web-based system used to maintain specific life-cycle data for all information technology systems and applications developed or maintained by the Air Force (AF) or for which the AF is the lead agency. 
The specific life-cycle data supports Program Managers, AF leadership, the Department of Defense and Congress by providing the ability to evaluate a system’s compliance with the Title 40/Clinger-Cohen Act, security requirements, architectural frameworks, portfolio management, and the Information Support Plan process. 
2.0 EITDR requirements:

2.1 Who must comply with EITDR requirements:

All automated information systems (AISs) developed by or for the Air Force must maintain current life-cycle data in the EITDR.  Data input into the EITDR is the responsibility of the Program Manager. 
2.2 When to update the EITDR:

Update the EITDR quarterly.  Update significant program changes as they occur.  Update of data should begin the quarter in which funding is applied to the project and hours are charged against the project code.  Reporting continues after the system is fielded and until program is decommissioned, i.e., the system is no longer used.  For routine updates, the Plans and Programs Function will initiate a quarterly data call and program offices or Program Managers will normally have about ten working days to update their data. 
2.3 How to update the data:

On-line edits provide feedback for incomplete database components and incorrect data formats.  At MAJCOM and AIS levels, multiple reports can be generated and printed out.  Access is through the AF Portal using Reduced Sign-On.  There is an “Applications” link that will lead to an alphabetical list of applications.  Select “E”, then select “EITDR”. 
2.4 What happens to the data:

The data is compiled and maintained in the EITDR.  Searching the database facilitates a pre-development review for existing software which may be used satisfy a requirement.  The search can result in avoiding the cost of developing new software.  Data may be compiled for roll-up analysis to ensure various higher headquarters’ requirements are met.  
3.0 Roles:
3.1 Program Manager:  
Before selecting a software development program, software developers, such as SPOs and Program Managers, review the EITDR to search for software that may be used to satisfy a requirement in lieu of building a new program.
The Program Manager has overall responsibility to ensure accuracy and completeness of data in the EITDR.  If the Program Manager delegates the requirement to update the EITDR database, the Program Manager should obtain, at a minimum, read access to review the EITDR database.  Since the EITDR is technical and highly visible, any individual who inputs data should be very knowledgeable about the program and projects that are part of the program.
3.2 Plans and Programs Function:  
The Plans and Programs Function serves as the EITDR system administrator and acts as a conduit to Air Force Network Integration Center (AFNIC) to request edit access for users.  Initiates AIS data calls for EITDR quarterly updates.  Assists program offices with updating their AISs.
3.3 Security Function: 
Verifies security clearances to establish EITDR accounts.  Signs the Security Clearance Certification/Employment Verification letter.
4.0 Federal Information Security Management Act (FISMA):  FISMA places requirements on all Federal agencies to improve the security of federal information and information systems.  FISMA provides a framework for enhancing the effectiveness of information security in the federal government.  This means protecting information and information systems from unauthorized access, use, disclosure, disruption, modification or destruction to ensure integrity, confidentiality and availability.  Additionally, FISMA provides effective government-wide management of risks to information security and for the development and maintenance of minimum controls required for protecting federal information and information systems.  

It is imperative that program and portfolio managers update the EITDR questions for information assurance and systems certification and accreditation.  This is a significant FISMA metric and is pushed to the DoD Information Technology Data Repository (DITPR).  Failure to update EITDR can result systems being recorded at DoD as non-compliant and have a negative impact on the Air Force overall FISMA grade.  Refer to the Annual (FY) Air Force Federal Information Security Management Act (FISMA) Reporting Guidance for detailed information and instructions to assist in obtaining and maintaining FISMA compliance.  EITDR is the Air Force authoritative data source (ADS) for FISMA compliance reporting.
5.0 Assets: 
Title 40/Clinger-Cohen Act (Subtitle III of Title 40 of the United States Code)
Web site: Enterprise Information Technology Data Repository (EITDR)
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