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Deficiency Reports Guide

1.   Purpose

This guide is provided to help the management of Deficiency Reports (DRs) received on software applications.  It establishes roles and responsibilities and describes the manner in which Deficiency Reports are controlled, responded to, and coordinated. 
1.1.   Deficiency Report Tracking Tool

The database tracking tool referenced in this guide for the Deficiency Reporting process is the Field Assistance Service (FAS) Remedy AR System. Access is via the FAS Remedy Mid-Tier web application at https://midtier.gunter.af.mil/.
2.   Definition
A Deficiency Report identifies problems requiring documentation, coding, or programmatic changes for fielded systems and is resolved as part of the sustainment of the system. An Issue (documented in a FAS Remedy Incident) becomes a DR when a software release is required to resolve the problem affecting all (or a significant number of) users.
1.2.   Identification (Types)
Deficiency Reports may be identified during regular system use by Field Users or Program Management Office (PMO) System Points of Contact (POCs) or the PMOs Integrated Test Team (ITT) may turn unresolved Problem Reports (PRs) identified during testing into DRs after the software is released.

The following DR Type options are available to categorize how the DR was identified:

· “Fielded” – The Issue was identified during regular use 
· “DT&E “(Developmental Testing and Evaluation) – The Issue was discovered during current CV&I (Component Validation and Interoperability) Testing or it was an unresolved PR that was identified during a previous software release’ Requirements testing, and subsequently turned into a DR 
· “QT&E” (Qualification, Testing & Evaluation) – The Issue was discovered during current QT&E Testing or it was an unresolved PR that was identified during a previous software release’ QT&E testing, and subsequently turned into a DR
1.3.   Submission

DRs are identified either by a Field User submitted Incident or by System personnel Points of Contact (POCs) during regular use of the program.  
The following are methods of creating a “DR”:

· The System POC may convert an exisiting Remedy Incident from “Sys POC Working” Status to “Evaluation” Status after determining the problem resolution requires a software fix release
· The System POC or Program Management Office (PMO) DR analysis team can convert an exisiting Remedy Incident from “Pending Deficiency Review” to “Evaluation” after determining the problem resolution requires a software fix release
· The System POC can input the DR directly into Remedy as a new record
3.   Roles and Statuses in the Remedy DR Process

· Analysts  

· “Analyst” is a ‘Role’ in Remedy held by the Field Assistance Service (FAS) Tier I personnel 
· Analysts analyze and resolve Field User submitted Trouble Incidents (Issues) in Level 1 Statuses 
· Incidents not resolved at Level 1 are elevated to Level 2 Statuses and passed to the PMO Tier II personnel for resolution
· System POCs

· “System POC” is a ‘Role’ in Remedy held by PMO Tier II/III personnel 
· POCs analyze and resolve Field User Incidents elevated from Tier I 
· Incidents whose resolutions are determined to necessitate a software release are elevated from Level 2 Statuses to Level 3 Deficiency Report (DR) Status “Evaluation” and assigned to Tier III personnel 
· Analysis of issues for the determination of the need to elevate them to DR Status should occur either at the Remedy status of “Sys POC Working” or “Pending Deficiency Review”

· In Remedy, Tier III personnel are distinguished from Tier II personnel by ‘POC Type’
· PMO Project Manager
· “Program Manager” and “Alternate Program Manager” have “System POC Manager” ‘Roles’ and are designated positions with specific permissions in Remedy

· The PMO Project Manager is responsible for oversight and appraisal of the Deficiency Report, approving a valid solution, and coordinating with Quality Assurance Test and Evaluation Function personnel for release of the software application to the field 
· Initial design and build phases of the DR fix should take place while the DR is in the Remedy Status of “Evaluation”
· Final build and internal test (CV&I – Component Validation and Interoperability) and validation phases of the DR fix should take place while the DR is in the Remedy Status of “Validation” 

· Configuration Management Function
· “Configuration Managers” have “System POC” ‘Roles’ with “Configuration Manager” ‘POC Types’

· The CM makes the final preparations to release the software fix
· The CM informs the Project/Program Manager of release number (needed for mandatory Remedy field) and date of shipment 
· The CM ensures configuration management of the application and all associated files and documentation
· Once CV&I is complete and QT&E (Qualification Testing and Evaluation) is scheduled, the DR can be elevated to “QA Review” Status

· Quality Assurance Test and Evaluation Function  
· “Quality Assurance” is a ‘Role’ in Remedy held by AFMC AFLCMC/HNBC Test and Evaluation personnel
· Non- AFMC AFLCMC/HNBC Quality Assurance personnel are identified in Remedy as “System POC” ‘Role’ with “Internal QA” workgroups

· The Quality Assurance (QA) Test and Evaluation personnel are responsible for validating the solution from the project and ensuring its compliance with regulations and compatibility with other components
· AFMC AFLCMC/HNBC Test and Evaluation personnel, during the scheduling of a release, coordinates with Enterprise Software Management/Product Support personnel to create/designate Release Numbers (different from Version Numbers) in the LDTO SharePoint site 
· QA personnel should ideally be objective and external from the PMO organization
· Enterprise Software Management/Product Support Function
· AFPEO BES Enterprise Software Management/Product Support personnel are identified in Remedy as ‘System POC” ‘Roles’ with “Reshipment” ‘Workgroups’

· Remedy functionality for FAS Supported Systems not using AFPEO BES Enterprise Software Management/Product Support is currently handled by the FAS Tech Support
· Enterprise Software Management/Product Support personnel are responsible for loading the software release numbers, projected release dates, actual release dates and related information into Remedy 
· Enterprise Software Management/Product Support controls the electronic and physical distribution of software
· Most AFMC AFLCMC/HI originated software is distributed via the Air Force Center for Electronic Distribution of Systems (AFCEDS) at https://ceds.gunter.af.mil 
· AFPEO BES Enterprise Software Management/Product Support personnel obtain release information from LDTO SharePoint site  , Quality Assurance personnel, and Program Management Configuration Management personnel
· Enterprise Software Management/Product Support personnel are not directly involved in the development or testing portions of the Remedy Deficiency Reporting process and do not review or manage DRs in the Remedy system
· In the FAS Remedy system, AFPEO BES Enterprise Software Management/Product Support personnel do trigger the automated workflow to close properly categorized DRs and their associated Duplicate DRs once product shipment or release has been verified

4.   Definitions of Deficiency Report Priorities

The following definitions apply to the Priorities of Deficiency Reports currently used in the FAS Remedy System:
· Priority 1  

This priority denotes a problem that prevents accomplishment of essential capability or jeopardizes safety, or other requirement designated as ‘Critical’
· Priority 2  

This priority denotes a problem that adversely affects the accomplishment of an essential capability or adversely affects costs, technical or scheduled risks to the project or to the life cycle support of the system and no work around solution is known 

· Priority 3  

This priority denotes a problem that adversely affects the accomplishment of an essential capability or adversely affects costs, technical or scheduled risks to the project or to the life cycle support of the system and a work around solution is known
· Priority 4 

This priority denotes a problem that results in operator inconvenience or annoyance but does not affect a required operational or mission essential capability or results in inconvenience or annoyance for development or maintenance personnel but does not prevent the accomplishment of the responsibilities of those personnel

· Priority 5  

This priority denotes any other condition

5.   Time Limits of Deficiency Priorities

The following are time limits for responding to each DR based on priority:
· Priority 1  

· The Project Manager will provide a valid fix or work around within 48 hours of the DR creation with a maximum of 7 days for the fix to be sent to the field
· This timeframe applies to both the organization and contractor or vendor supported software
· It does not include the additional time it will take the Field User to install the new release
· Priority 2  

· The Project Manager will provide a valid fix or work around, ready for shipment to the field within 45 days of the DR creation date
· For software supported by a contractor or vendor, the Project Manager will provide a valid fix or work around for all funded DRs on the next scheduled release
· Priority 3  

· The Project Manager will provide a valid fix or work around, ready for release to Field Users, within 120 days of the DR creation date
· For software supported by a contractor or vendor, the Project Manager will provide a valid fix or work around for all funded DRs on the next scheduled release

· Priority 4  

· The Project Manager will provide a valid fix or work around, ready for shipment to the field within 180 days of the DR creation date 
· For software supported by a contractor/vendor, the Program Manager will provide a valid fix or workaround for all funded DRs on the next scheduled release

· Priority 5 

· The Program Manager will provide a valid fix/workaround, ready for release to the field, within 180 days of the DR creation date or on the release of a program upgrade 
· For software supported by a contractor or vendor, the Program Manager will provide a valid fix or work around for all funded DRs on the next scheduled release

6.   Deficiency Report Management – Workflow States from Tier I to III
1.4.   “Help Desk Working” (Tier I)
“Help Desk Working” is the Status an Incident reflects when an issue has been submitted to the Field Assistance Service and an Analyst is responsible for the resolution. 
If the Analyst is unable to resolve the issue, the Incidents is elevated to “Sys POC Working” Status and assigned to the Program Management Office (PMO) Point of Contact (POC) associated with that type of issue resolution.  
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After choosing the Status “Sys POC Working”, the Load POC menu screen will appear requesting a POC be chosen to assign the Incident to. Clicking the ‘Load POC Menu’ will display a drop down menu.  From the menu the Analyst will pick the applicable POC.
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1.5.   “Sys POC Working” (Tier II)
“System POC Working” is the Status an Incident reflects when the issue has been assigned to the System POC for resolution.  Note: Each time an Incident is assigned, the Assignee will receive an email noting the assignment and pertinent issue information.

If the issue can be resolved, per policy the POC will provide a step by step resolution and return the Incident to the FAS (changing the status back to “Helpdesk Working”) for follow up and closure. 
If the POC is unable to resolve the issue without a coding or programming change and conclusively determines the issue can only be achieved via a software release, the Incident will be elevated to “Evaluation” (DR) status. 
If the POC is uncertain as to the resolution but considers that a release may be necessary, the Incident should be changed to “Pending Deficiency Review” status until a conclusive decision is made. Only at that time should the Incident be elevated to DR status.
An Incident should not be elevated to DR Status (“Evaluation”) until it is certain that not only is it a DR but that there is an intention to include it in a future release.  Once an Incident has been elevated to DR Status (this happens once it has a DR Begin Date), it cannot be returned to the FAS for closure as an Incident unless it has been converted back to an Incident record. See “Converting DR Records to Incident Records”.
1.6.   “Pending Deficiency Review” (Tier II)
“Pending Deficiency Review” means the responsibility for resolution lies with the PMO Tier II personnel and the issue is being analyzed to conclusively determine whether the resolution can be achieved with or without a coding/programming change.
A coding or programming change would necessitate a release and full adherence to BES Process Directory  (BPD) guidelines for Deficiency Reports.  If further trouble shooting reveals that the resolution can be achieved with a database or administration configuration change, elevation to DR status would not be necessary. 
The status “Pending Deficiency Review” is available specifically to allow POCs an issue evaluation period and reduce the occurrence of Incident records erroneously elevated to DR status. 
1.7.   “Evaluation” (Tier III-PMO)
“Evaluation” means the responsibility for resolution lies with the PMO Tier III personnel and the resolution can only be implemented during a software release.

“Evaluation” is the period during which the individual steps of the resolution are being identified (not when the issue is being evaluated to be a DR or not). 

Incident records become DR records once their status is changed to ‘Evaluation’, automatically populating the DR Begin Date field.  The DR Begin Date value cannot be removed once it is populated except by FAS Tech Support personnel after a Review process. See “Converting DR Records to Incident Records”.
Within the Systems Engineering Process guidelines, the “Evaluation” period could include the “Define Needs” Phase through the “Design” Phase.

At “Evaluation” status, the DR may be assigned to any PMO Tier III personnel who will work to resolve the deficiency or oversee the design and testing of the resolution. 

If the issue is determined to be a Duplicate of a previously submitted DR, the PMO personnel will convert the DR record to a “Duplicate” DR record. 
1.8.   “Duplicate” (Tier III-PMO)
“Duplicate” status is provided to track the impact of Field User reports on existing Deficiency Reports while not affecting “Parent” DR metrics.

If it is determined that the reported issue is a Duplicate of an existing DR, the POC should associate the record (already saved in “Evaluation” status) to the “Parent” DR.
To associate a record as a Duplicate, click on the “DR Info Tab” of the Incident/DR screen.  The following tab will be displayed:
[image: image3.png]Q New search ] New request B Modify al | Searches Acanced search Ciear Set o defaui Status istory | Logaut Help Hom
Emal EndUser | Perfom Suvey

i lter_ BaselSite s Lol Submission Type_ Assigned To
5000005657043 | [Mawnel 45 Gurte &7« | Evluaion Bl fnena (o
DSN/Comm Phone End User ID | LiserInfo | Problem Type Degradation Level Pass to Shif
[ssesr7t sk [sotwae =] otpmateranpsct ][] |
MAJCOM End User's Last Name  System Acronym Systemlnfo | CurentVer  UserVer Prioiiy.

e Lo] o [aR Sytem | [ acns | |
Contingency
NomalOperaons
Protleminio | Miso.Inf | DR I | Atichmentnfo |

Release Number Parent DR TCNO Status. DR Pty Vaid:

‘ = Vadaedon
s ftsedon_

R Fndes oA Tee oA Py

freo =] [elis Bl =

DR BeinDae bR EndDae Tas0R D

s 2zemarn ] | =1 T

List Of Open DR's For System:

Table has Not been Loaded Preferences » | _efiesh
In

Release Number nt_... | Short Title SubSystem





Display the available Parent DRs by clicking the “Refresh” button for the table “List of Open DRs for System:”
Highlight the Parent DR the issue is a Duplicate of and click “Click Here”.
Save/Submit.
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The “Status” field value of the record will automatically update from “Evaluation” Status to reflect “Duplicate” Status.

DR records may only be converted or changed to “Duplicate” Status after having been elevated and saved at DR Level 3 “Evaluation” Status in order to populate the DR Begin Date field value and change the “Level” field value from “2” to “3”. 
When Parent DR records are closed at the conclusion of the DR process, the FAS Remedy System automatically updates the associated Duplicates with the Parent DR’s Solution Description and closes the records. 
No manual updates are required after records are categorized as Duplicates.

NOTE: To Change a “Duplicate” DR back to “Evaluation” Status, return to the DR Tab on the Incident/DR screen.

· Click on the “Click Here” button after the statement “To disassociate this Duplicate from the Parent DR:”

· Save/Submit.
1.9.   “Validation” (Tier III-PMO)
“Validation” means the responsibility for resolution lies with the PMO Tier III personnel and the resolution can only be implemented during a software release.

“Validation” is the period during which the individual steps of the resolution are being tested by the PMO (or validated). 

Within the Systems Engineering Process guidelines, the “Validation” period could include the “Build” Phase through the initial “Test” Phase, such as Component Validation & Integration Testing (CV&I).

1.10.   “Waiting Turn-In” (Tier III-PMO)
“Waiting Turn-In” means the responsibility for resolution lies with a third party, usually a vendor, but the components identified by the DR (to be supplied by the vendor) have not yet been received (or associated components have not yet been tested or validated).  Therefore, “Validation” testing processes have approved the solution to the DR, but other components may wait validation from Testing Groups or personnel, or the System POC holds the solution pending turn-in of other release components.

Once all components have been validated and/or received from the vendor, the DR can be moved to “QA Review” to continue through the DR process. 

The “Waiting Turn-In” status may also be used when Quality Assurance (QA) personnel have tested all associated components but an associated component of the DR is waiting on receipt from a vendor or third party.
1.11.   “QA Review” (Tier III-QA)
“QA Review”, or Quality Assurance Review, means the responsibility for resolution lies with the independent Testing/Review personnel. 

“QA Review” is the period during which the individual steps of the resolution are being tested by (external to the PMO) testing personnel (or validated). 

Within the Systems Engineering Process guidelines, the “QA Review” period could include the final stages of the “Test” Phase, such as Qualification Test & Evaluation Testing (QT&E).

QA personnel may accept the DR resolution as valid, recommend implementation to all associated stakeholders, affirm the proposed Release Date, and elevate the DR to the status of “Waiting Release”.

QA personnel may reject the DR resolution and convert the DR status to either “Recycled” or “Validation”. 

The DR is returned to ‘Validation’ if the solution is found to be insufficient but believed to still be usable if modified. 
The DR is moved to “Recycled” if the solution is disapproved overall and a new solution must be found. 
1.12.   “Recycled” (Tier III-PMO)
“Recycled” means the responsibility for resolution lies with the PMO Tier III personnel and the resolution has been rejected by QA personnel. 

“Recycled” indicates in metrics that the DR has moved through the DR process to external testing and has been returned.

From “Recycled” the DR may be placed in “Evaluation” status if new steps for resolution need to be identified or “Validation” status if the new resolution steps are known and PMO personnel are ready to move directly to designing and internal testing. 

1.13.   “Waiting Release” (Tier III-Enterprise Software Management/Product Support)
“Waiting Release” means the DR has completed the DR process and is waiting to be closed by the shipment/release of the software to the Field Users.

Once the software is delivered to Enterprise Software Management/Product Support personnel and the software is released, closure of the DR along with all associated Duplicates will be triggered via the FAS Remedy Release Management form.
The parameters for automatic closure of DRs are, in order, the correctly chosen Release Number, the correctly chosen Status (“Waiting Release” or “Duplicate”), and if a Duplicate, the correctly chosen associated Parent DR in “Waiting Release” status.

All closure parameters are designated from the DR Info Tab on the Incident/DR Screen and must be in place prior to the Release Date to insure all records close properly.

1.14.   “Closed”
“Closed” means the DR has been released to the field and is available for use by the Field Users.
Once the DR is closed properly at the end of the DR process, the DR End Date is populated.
NOTE: Converting DR Records to Incident Records

The FAS Tier I does not close DRs. DRs can only be closed via the Remedy Release Management process.  However, if an Incident is inadvertently elevated to DR status, the record can be converted back to an Incident and returned to Tier I for closure if:
· The resolution for the issue is not associated with a previous, current, or future software release, or:
· The step by step resolution has been entered into the Solution Description field

To begin the process, the DR Status must be backed down to “Evaluation” (if it isn’t already at that Status) and then to “Pending Deficiency Review”.
At “Pending Deficiency Review”, both the FAS Tech Support and the POC (the DR is assigned to) will be notified via email that a record needs to be reviewed for conversion.
NOTE: To move DRs from Statuses higher than “Validation” down to “Pending Deficiency Review”:

If the DR has already passed the PMO Tier III and is at “QA Review”, the POC must contact the Quality Assurance representative to back the Status of the DR down to PMO Status level “Validation”.  (Quality Assurance/Testing and Evaluation are responsible for Level 3 DR Status “QA Review”.)
If the DR has already passed the QA Status Level and is at “Waiting Release”, the POC must contact the Enterprise Software Management/Product Support representative to back the Status of the DR down to Quality Assurance Status level “QA Review”, followed by contacting the Quality Assurance representative to then back the DR down to PMO Status level “Validation”.  (Enterprise Software Management/Product Support, or FAS Tech Support for FAS Supported Systems not using the AFPEO BES personnel, are responsible for Level 3 DR Status “Waiting Release”.)
Once Tech Support reviews and verifies the resolution was not associated with a release, the record will be converted and the POC will be notified via that the now converted Incident can be returned to FAS Tier I for closure.
The POC may then change the Status “Sys POC Working”, (Save/Submit), followed by changing the Status to “Helpdesk Working” and assigning to Tier I for closure.
7.   Creating DRs as New Records
System POCs who discover Deficiencies during regular use of their Systems or have unresolved Problem Reports (PRs) from a previous release and wish to create DRs as new records may do so.
From the Home Page (See Home Page Screen Shot for Field References):

· Click on FAS Control Panel Button

From the Control Panel (See Control Panel Screen Shot for field references):

· Enter Your End User ID in the End User ID Field

· Click “Search” or hit Enter

· Click “New DR” button

Following Fields Auto-populated:  Incident Number, Base/Site, Status (“Evaluation”), Level (3), Submission Type (“Internal”), Assigned To, DSN/Comm Phone, End User ID, MAJCOM, End User’s Name/Rank
Following Mandatory Fields must be manually populated:

· Problem Type (“Software” or “Documentation”) 
· Degradation Level (Condition of System due to DR)

· System Acronym (will also auto-fill System Name)
· Contingency (“Normal Operations”)

· Sub-System (Click on Lightning Bolt icon and choose from Selection List)

· Short Title (Must be short description of issue, such as actual error message)

· Problem Description (Do not copy and paste emails; describe/detail issue as case study)
On DR Info Tab:

Following Fields Auto-populated: DR Begin Date


Following Fields should be manually populated:

· DR Funded (Choose from Drop Down)

· DR Type (Choose from Drop Down)

· DR Priority (Choose from Drop Down)

Save/Submit

8.   How to Search for DRs

Click on the button “Search Deficiency Reports” located on the Home Page. (Reference Screen Shots for field locations)
To view All Open DRs of a particular Status:

· Choose the System Acronym from the System Acronym field drop down
· Choose the particular Status from the Status field drop down
· Click “Search”

To view ALL Open and Closed DRs for a selected System:

· Choose the System Acronym from the System Acronym field drop down
· Click “Search”

To view All DRs associated with a particular Release Number:

· Choose the System Acronym from the System Acronym field drop down

· Click the Lightning Bolt icon to the right of the Release Number field

· Choose the Release Number from the Selection List
· Click “Search!”

To view a particular DR by Incident/DR number:

· Enter the DR number (CSD-0000XXXXXXX) into the “DR Number” field
· Click “Search”

 (Home Page Screen Shot)
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(Control Panel Screen Shot)
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 (DR Info Tab)
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(Search Screen Shot)
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(Search Return Example)
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ATTACHMENT 1 – Workflow States
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