DEFENSE INFORMATION SYSTEMS AGENCY

P. O. BOX 4502
ARLINGTON, VIRGINIA 22204-4502

JITC Instruction 380-50-02* 10 September 2010

INTEROPERABILITY

JITC Interoperability and Standards Conformance
Test and Evaluation (T&E) and Certification Instruction

1. Purpose. This iInstruction prescribes policy and procedures;
and assigns responsibilities for JITC Test and Evaluation (T&E)
and Certification of Information Technology (IT) and National
Security Systems (NSS) joint interoperability and standards
conformance certifications. This iInstruction does not preclude
the need to refer to basic guidance and direction in DoD
interoperability policy documents.

2. Applicability. This instruction applies to all military and
civilian personnel assigned to or employed by JITC, contractors
engaged In work on behalf of JITC, and to all JITC T&E and
certification efforts.

3. Authority. This instruction implements the DoD information
interoperability policy in the documents referenced in enclosure
1

4. References. See reference section.

5. Definitions. Terms used in this instruction are defined in
Supplement 6.

6. Policy. Policy is described in the chapters and supplements
of this iInstruction. Chapter 1 is intended to be a management
level overview, with the other chapters and supplements
providing more detailed policy.

7. Implementation and Supplementation. Upon implementation of
this instruction, all JITC T&E and certification efforts will
follow the policy, procedures, and processes covered by this
instruction. This instruction shall not be supplemented without
the prior approval of the Chief, Strategic Planning and
Engineering Division (JT4).



8. Waivers. Submit waivers or requests for exceptions to the
provisions of this instruction to the Chief, Engineering and
Policy Branch (JT4A). Requirements based on DoD
interoperability policy will not be waived, unless the DoD
policy specifically provides for doing so. Issues regarding
CJCSI 6212.01 policy and procedures will be coordinated with the
Joint Staff J-6 for resolution, as needed.

9. Responsibility. Responsibilities of JITC organizational
elements are detailed in Chapter 2.

10. Effectiwve Date. This instruction is effective immediately
and remains in effect until superseded or replaced. All JITC
T&E and certification methodologies and products shall comply
with the provisions of this instruction no later than three (3)
months after publication. The instruction shall be reviewed, at
a minimum, annually, for reissue, revision, or elimination, and
upon any significant changes in DoD interoperability policy.

EPH F. PUETT, III
olonel, USA
Commander, JITC

SUMMARY OF SIGNIFICANT CHANGES. Primarily updated to reflect
policy changes in CJCSI 6212.01E and JITC internal processes.

*This Instruction supersedes JITCI 380-50-02, dated 28 Sep 04
OPR: JT4
DIST: All JITC Civilians, Military and Contractor Personnel.
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Cl. CHAPTER 1. OVERARCHING INTEROPERABILITY POLICY

Cl.1 Interoperability. DoD Directive (DoDD) 4630.05
directs that all Information Technology (IT) and National
Security Systems (NSS) (except those systems that are
exempt from Joint Interoperability Test Certification) be
certified for interoperability before fielding, and upon
any change affecting interoperability. The JITC also
provides test tools, procedures, and support systems for
interoperability and standards conformance testing and
validates test tools and procedures (including those
developed by other organizations) for interoperability and
standards conformance testing. This chapter provides the
overview of the policy and processes, with additional
detail in other chapters and supplements.

Cl1.2 JITC Interoperability Mission. While JITC provides
many types of testing support, our unique DoD
interoperability mission iIs to assess, test, evaluate, and
certify systems for interoperability. Action officers
(AOs) will educate themselves and inform the program
managers (PMs)/proponents, as required, on DoD
interoperability and net-centricity policies and JITC Test
and Evaluation (T&E) and certification processes. All AOs
will coordinate with the Capability Test Team (CTT) lead,
if one exists, or lead AO before contacting the
PM/proponents for any purpose. All JITC testers should be
familiar with the DoD 4630 series, Chairman of the Joint
Chiefs of Staff Instructions (CJCSI) 3170 and 6212.01, the
Manual for the Operation of the Joint Capabilities
Integration and Development System, and other
policy/guidance related to the five (5) elements of the
Net-Ready Key Performance Parameter (NR-KPP). The Defense
Acquisition Guidebook is another excellent, up to date
source of information regarding defense acquisition
processes and procedures.

Cl1.2.1 The JITC may conduct interoperability and standards
conformance certification either in a stand-alone
environment or in conjunction with other T&E events. The
JITC"s preferred T&E method is an integrated testing
paradigm that combines interoperability evaluation with
other events, such as Operational Test and Evaluation
(OT&E). Chapter 3 describes the certification process.

All AOs will acquire a working knowledge of DoD and JITC
interoperability and net-centricity policies and
architectural products and views. All AOs will develop and


http://jitc.fhu.disa.mil/jitc_dri/pdfs/dd46305p.pdf
http://jitc.fhu.disa.mil/jitc_dri/pdfs/dd46305p.pdf
http://jitc.fhu.disa.mil/jitc_dri/pdfs/3170_01g.pdf
http://jitc.fhu.disa.mil/jitc_dri/pdfs/6212_01.pdf
https://www.intelink.gov/wiki/JCIDS_Manual
https://www.intelink.gov/wiki/JCIDS_Manual
https://dag.dau.mil/Pages/Default.aspx
https://dag.dau.mil/Pages/Default.aspx
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follow the testing methodologies as prescribed in this
instruction.

Cl1.2.2 JITC personnel can find updated T&E and
certification guidance on the internal JITCNet website,
under the "References"™ tab. The DoD Policy and Guidance
menu item points to applicable DoD interoperability
documents, and the JITC Test & Certification, etc. menu
item contains additional guidance and frequently needed
information. The “references” tab is also a convenient
place to find links to Defense Information Systems Agency
(DISA) and JITC instructions and AO guides. Another useful
source is the JITC Information Sharing Tool (JIST),
containing items such as the NR-KPP Testing Guidebook and
Joint Interoperability Certification template. In order to
maintain consistency with current policy and guidance and
enhance understandability, some literary license was taken
with respect to terminology. There was no attempt to
differentiate between “action officers” and “test
officers,” as the meaning i1s clear from context. Also,
because of the familiarity with and investment in DoD
Architecture Framework (DoDAF) 1.5 terms within JITC and
use with current DoD policy and tools, DoDAF 1.5
terminology is used throughout. For example, the DoDAF 2.0
StdV-1 1i1s referred to as the TV-1.

C1.2.3 The JITC will use the CTT as the standard
organizational construct to provide early and continuous
expert involvement by the JITC T&E community in the
acquisition life-cycle for each DISA program when JITC is
the lead Operational Test Agency (OTA) and meets the other
criteria specified in JITC/DISA CTT instructions. 1In
addition, JITC management can also select certain high
visibility programs and require the establishment of a CTT.
When a CTT is established, the CTT Lead also fulfills the
lead AO duties. See Chapter 3 for a description of the
CTT.

C1.3 Capability/Requirements Document Review. Often, JITC
becomes involved in new system acquisitions at the
capability definition stage. (CJCSI) 3170 and 6212, and
the Manual for the Operation of the Joint Capabilities
Integration and Development System describe JCIDS and the
Joint Staff (JS) Interoperability and Supportability
Certification. The JITC will participate in the JCIDS
technical assessment of all IT and NSS JCIDS documents to
ensure the documents i1dentify iInteroperability and net-



https://jitcnet.fhu.disa.mil/
http://jitc.fhu.disa.mil/jitc_dri/jitc.html
https://jitcnet.fhu.disa.mil/cert/updates.html
https://jitcnet.fhu.disa.mil/scripts/jist3x/index.aspx
http://jitc.fhu.disa.mil/jitc_dri/pdfs/3170_01g.pdf
http://jitc.fhu.disa.mil/jitc_dri/pdfs/6212_01.pdf
https://www.intelink.gov/wiki/JCIDS_Manual
https://www.intelink.gov/wiki/JCIDS_Manual
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centricity requirements in a measurable and testable form.
The JITC will review Test and Evaluation Master Plans
(TEMPs) and recommend interoperability T&E criteria to
acquisition managers, as requested. See Chapter 7 for the
capability/requirements document review process.

Cl.4 Interoperability Certification. Interoperability
certification involves determining the extent a system
meets iInteroperability and net-centricity requirements.

The JITC evaluates interoperability and net-centricity
against a JS J-6 certified JCIDS document (e.g., Capability
Production Document (CPD)), Information Support Plan (ISP),
Tailored Information Support Plan (TISP), ISP Annex, or
other NR-KPP package. The system must have a valid and
certified NR-KPP or other approved interoperability
requirements. The JITC uses JS J-6 Interoperability and
Supportability (1&S) certified requirements, containing an
NR-KPP, to produce a Joint Interoperability Test
Certification. If a system does not have JS J-6 certified
requirements, JITC cannot issue a Joint Interoperability
Test Certification. The goal of interoperability policy is
for a system to meet its interoperability requirements,
including NR-KPP compliance, in the intended operational
environment. To this end, CJCSI 6212.01E specifies that
tests “.must employ production representative systems In as
realistic an operational environment as practicable,
including use of authorized 1A configurations” for JITC to
certify 1t as interoperable.

Cl1.4.1 Current DoD policy (CJCSI 3170) speciftically
assigns responsibilities for determining the Joint
Potential Designator (JPD) to the Joint Staff Vice Director
J-8. The JITC will conduct applicable certification
testing based on the JPD (i1.e., If not “independent”), and
not make an independent determination whether a system is
perhaps “independent.” JITC will not issue
interoperability ""no test required” letters, i.e., official
correspondence stating that a given program or system 1is
not required to undergo interoperability evaluation. If a
program is possibly exempt, they should pursue the waiver
process for formal confirmation.

Cl.4.1.1 Issues with interoperability requirements will be
coordinated with the JS J-6 for resolution. The JITC will
use JS J-6 certified requirements to determine the
appropriate type and amount of testing required, including
the situation where no interoperability testing is


http://jitc.fhu.disa.mil/jitc_dri/pdfs/3170_01g.pdf
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required. The following paragraphs describe two situations
where JITC interoperability testing is not required.

Cl1.4.1.1.1 The JS J-6 1&S certification memorandum may
require the PM/proponent to coordinate with JITC on
interoperability testing and certification, even when there
are no Joint interoperability requirements. In these
situations, the AO should discuss test exemption and legacy
waiver provisions with the PM/proponent as options for
obtaining relief from interoperability test and evaluation
requirements.

Cl1.4.1.1.2 A new system version having only minor changes
not affecting interoperability of the system or interfacing
systems, nor otherwise affecting the interoperability
environment may not require testing. The JITC will use
information provided by the PM/proponent and from other
sources to decide if the previous certification still
applies to the updated version (i.e., that the
interoperability status and environment remain unchanged).
Since any system modification has the potential of
adversely affecting interoperability, the AO will perform a
risk assessment to determine the chances and consequences
of impacts to interoperability. |If the assessed risk is
low, or nonexistent, the AO may issue an extension of the
previous certification based on their assessment, and the
previous certification, and document thelr assessment and
rationale as part of the extension. See C1.4.3.5
"Extension of Certification” for further discussion of
extension provisions.

Cl1.4.2 Standards Conformance Certification. Standards
conformance is the fTirst phase of interoperability for many
systems and an integral part of verifying a system™s Key
Interface Profile (KIP)/GIG Technical Profile (GTP)
compliance. The AO should consider several factors when
determining if standards conformance certification is
required. Details are provided in Chapter 6. Standards
conformance is necessary, but not sufficient, to ensure
interoperability. The Milestone Decision Authority (MDA)
should not field a system based on a standards conformance
certification.

C1.4.3 Interoperability Test Certification. The JITC must
evaluate and certify all IT and NSS. All systems, ACAT,
Non-ACAT, and fielded, must be evaluated and certified
before (initial or updated) fielding, and periodically
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during their entire life; every four (4) years as a
minimum, three (3) years for Special certifications. The
JITC will evaluate the five NR-KPP elements (see Chapter 4)
and distribute Interoperability Test Certifications 1AW
CJCSI 6212.01. The JITC issues "full' system
certifications when all critical interoperability
requirements are met (i.e., all critical interfaces and
information exchange requirements, or equivalent) and there
are no discrepancies with critical operational impact.
When appropriate, JITC issues a Limited Joint
Interoperability Test Certification to provide the system
interoperability status when only a subset of critical
interfaces has been adequately demonstrated. Interim
Certification may be issued when a capability module, that
will be fielded incrementally, has adequately demonstrated
interoperability for at least all critical threshold
requirements identified for the Increment. This interim
certification attests that the capability’s
interoperability is sufficient to support a fielding
decision. When the capability is fully mature and meets
all critical threshold requirements for the entire module,
it may qualify for a Joint Interoperability Test
Certification. An Interim Joint Interoperability Test
Certification expires whenever the incremental module will
be replaced or revised, resulting in changes to NR-KPP
attributes, but no later than four (4) years from original
date of issue.

C1.4.3.1 Special Interoperability Test Certification. The
JITC issues a Special Interoperability Test Certification
for systems or system components (e.g., network
infrastructure components) that require interoperability
test certification but are not subject to the JCIDS
process, and generally do not individually need
requirements certified by J-6 (e.g., commercial switches
being procured to operate in the DSN, or in-line encryption
devices). Requirements for such systems are derived from
the DoD Unified Communications Requirements 2008 (UCR 2008)
as directed by CJCSI 6215.01. For systems not currently
covered by the UCR, the JITC will work with J-6 to
determine whether J-6 1&S Certification is required.

C1.4.3.2 Limited Joint Interoperability Test
Certification. The JITC issues a Limited Joint
Interoperability Test Certification when a system has
adequately demonstrated interoperability for a subset of
interoperability requirements (has not met all threshold


http://jitc.fhu.disa.mil/jitc_dri/pdfs/6212_01.pdf
http://www.disa.mil/ucco/apl_process.html?panel=1#A_Services
http://jitc.fhu.disa.mil/jitc_dri/pdfs/6212_01.pdf
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requirements). A limited certification may not be
sufficient to allow fielding. |If military necessity
warrants fielding of the system for the demonstrated
capabilities, the system sponsor should contact the J-6 to
request a formal modification of the NR-KPP or the Military
Communications-Electronics Board (MCEB) Interoperability
Certification Panel (ICP) for an Interim Certificate to
Operate (ICTO). See Chapter 8 for the ICTO process.

C1.4.3.3 Interim Certification. The JITC Issues an
Interim Certification when a capability module, that will
be fielded in an incremental fashion, has adequately
demonstrated interoperability for at least all critical
threshold requirements identified for the increment. This
interim certification attests that the capability’s
interoperability is sufficient to support a fielding
decision. When the capability is fully mature and meets
all critical threshold requirements for the entire module,
it may qualify for a Joint Interoperability Test
Certification. An Interim Joint Interoperability Test
Certification expires whenever the incremental module will
be replaced or revised, resulting in changes to NR-KPP
attributes, but no later than four (4) years from original
date of issue.

Cl1.4.3.4 Joint Interoperability Test Certification. The
JITC issues a Joint Interoperability Test Certification
when a system has adequately demonstrated interoperability
for at least all critical threshold requirements pertaining
to a specific increment. This system certification attests
that the system’s interoperability is sufficient to support
a fielding decision. Evaluation should continue until the
status of all objective iInteroperability requirements can
be determined and reported. The interoperability
certification memorandum will include a statement on any
standards conformance certification requirements, whether
standards conformance has been conducted as a separate test
or included in the interoperability testing.

C1.4.3.5 Extension of Certification. If a system has been
modified, but JITC determines the modifications do not
affect interoperability, no interfacing systems have
changed significantly, and the interoperability environment
remains unchanged (new interfacing systems, revised policy,
directive, or instruction), the certification may be
extended to cover the modified system version. The
previous version of the system must have a current
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interoperability certification based on JS J-6 certified
requirements. The system sponsor should provide a written
statement that the modifications do not affect
interoperability, along with sufficient information for the
JITC to independently make a determination of the impact of
changes. The extended certification will expire four (4)
years (three (3) years for Special certifications) from the
original certification date.

C1.4.3.6 Recertification. Systems and the
interoperability environment iIn which they operate change
over time. To ensure Joint Interoperability Test
Certifications remain valid, recertification is required as
follows:

1. When materiel changes (e.g., hardware, firmware,
software modifications) and similar changes to
interfacing systems affect interoperability.

2. Upon revocation of joint interoperability
certifications.

3. Upon automatic expiration, four (4) years after the
date of the certification, three (3) years for
Special certifications.

4. When non-materiel changes (i.e., Doctrine,
Organization, Training, Leadership, Personnel, or
Facilities) occur that may affect interoperability.

The lead AO/CTT Lead plays a key role in the
recertification process. The JITC System Tracking Program
(STP) provides a report that identifies expired
certifications and certifications that will expire within
90 days. AOs should review the “Expiring Certification
Alert” within STP. This alert displays those systems that
have already expired, or the remaining number of days left
before expiration. When a certification has expired, or is
about to expire, the lead AO/CTT Lead will contact the
PM/proponent to inform them of the expired/expiring
certification. The lead AO/CTT Lead should keep a record
of this communication and enter an appropriate note iInto
the STP system entry. The lead AO/CTT Lead will coordinate
all testing activities, as required. 1If a review of the
circumstances for a particular system indicates no change
in interoperability characteristics or requirements since
the last certification, JITC may issue a new certification.

C1.4.3.7 Expired Certifications. |If a review of the
circumstances for a particular system indicates no change
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in interoperability characteristics or requirements since
the last certification, a new certification may be issued
upon expiration. A new certification iIs required to reset
the four-year validity period. This "re-issued”
certification may not require additional interoperability
testing. However, requirements certification status shall
be reconfirmed (meaning that they are currently valid, not
merely that they were certified at the time of the original
JITC certification). The status of all interfacing systems
must be examined to ensure that their status or
requirements with respect to the system under test have not
changed. The interoperability environment must not have
changed, and the previously certified status should have
been verified during exercises or deployments. Only if all
of these conditions have been met will a new certification
be granted without additional testing. A limited
certification where only partial requirements were
certified because some requirements (critical or not) were
not tested or implemented shall not be reissued. The goal
iIs a certification of all objective requirements.

C1.4.3.8 Revocation and Re-issuance of Certifications.
There are situations that may warrant the rescinding,
revocation, or re-issuance of a certification. These
situations range from the need to correct simple
administrative errors (e.g., wrong configuration
identified), to serious cases where the JS J-6 requests the
status be reexamined. It 1s impossible to anticipate all
of these situations and the appropriate actions. All such
cases will be brought to the attention of the JT4A for
resolution. The STP information will be adjusted to
reflect the correct status. The AO will ensure that
everyone who received the original Electronic Report
Distribution (ERD) is properly notified.

C1.4.3.9 JITC Certification Determination.
Interoperability test and evaluation quantifies to the
Warfighter the degree to which a system will interoperate
in relation to its overall Joint, combined, and coalition
interoperability requirements. The interoperability status
conveys the level of risk associated with the system
meeting iInteroperability requirements by identifying the
expected operational impact of any discrepancies. (See
Chapter 6 for details.)

Cl1.5 Operational Test Readiness Reviews. Interoperability
IS one aspect considered in the decision to proceed to


https://stp.fhu.disa.mil/
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operational testing. When JITC receives a request to
provide input to the Operational Test Readiness Review
(OTRR) or Milestone C decision, the lead system AO/CTT Lead
will produce the memorandum, coordinated with other
appropriate portfolios/divisions, to ensure JITC provides a
consolidated position. (See Chapter 3 for details.)

Cl1.6 MCEB Interoperability Certification Panel (ICP)
Executive Agent (EA). The JITC will assign an individual
to serve as the EA for the MCEB ICP (previously ITP). The
EA will perform the duties as outlined in the ICP charter
and will be responsible for providing material for the ICP
portion of the JITC website, for staffing and tracking of
Interim Certificate to Operate (ICTO) requests, for
coordinating JITC’s position on ICTOs, and for executing
related duties.

Cl1.7 Annual Status Report. The JITC will publish an
annual report containing a summary of system
interoperability test certification status of functional
areas. The JT4 will be the lead for this effort, with
support provided by all other JITC portfolios/divisions.
The report will highlight significant accomplishments in
each division and the status of interoperability for each
functional area.

C1.8 Memorandum of Agreement/Understanding (MOA/MOU). All
JITC MOAs/MOUs i1dentify organizational responsibilities and
procedures that facilitate coordination of joint activities
pertaining to interoperability and standards conformance.
Instructions and active MOAs/MOUs are located on shared
spaces. All JITC personnel will follow these policies and
procedures when It is appropriate to establish an MOA/MOU.

C1.9 Overall DoD JS and JITC Interoperability
Certification Processes. The JS J-6 certification process
is composed of several sub-processes described in CJCSI
6212.01.

C1.9.1 Interoperability and Supportability Certification.
The JS J-6 will provide an 1&S Certification for NR-KPPs
used to support joint interoperability test certification.
When interoperability requirements are waived by JS J-6,
the J-6 will specify the source of requirements to use for
an interoperability evaluation. JITC must base
interoperability evaluations on JS J-6 certified
interoperability requirements.
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C1.9.2 JITC T&E Policy and Procedures. The JT4A will
develop and maintain JITC policy and procedures, including
this instruction, to implement DoD interoperability policy
and related T&E and reporting methodologies. Chapter 6 of
this Instruction provides methodology guidance. Chapter 7
and Supplements 2 and 3 provide reporting guidance.
Additional guidance on specific aspects of test and
evaluation of the NR-KPP is available in the JITC NR-KPP
Guidebook. A T&E and certification program will be
established to:

e Develop and maintain policy and procedures.

e Develop and conduct training.

e Ensure development and maintenance of necessary test
methodologies, tools, databases, web pages, and
shared repositories of T&E and certification
information.

e Manage capability/requirements and related document
review processes.

e Review, approve, and assist iIn development of
testing products.

e Perform related management and administrative
functions, including status reporting, coordination
with JS, and resolution of T&E and certification
Issues.

T&E and certification information will be made readily and
widely available to the workforce in a timely fashion. The
JITC will distribute this information in a shared
repository maintained on the JITC networks. The JITC will
distribute policy changes and volatile information (e.g.,
distribution lists and JS J-6 POC information) via a
repository maintained on the JITCNet JITC Test &
Certification page.

C1.10 Interoperability Integrated Process Team (1-1PT).
The JITC I-IPT is the Command®s forum through which T&E
policies and internal processes directly or indirectly
related to interoperability testing and certification will
be addressed, issues resolved, and policies/processes
improved.

C1.10.1 The I-IPT 1s led by a chair and co-chair. The
chair and co-chair will be designated by the Deputy
Commander .


https://jitcnet.fhu.disa.mil/cert/updates.html
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C1.10.2 The I-IPT comprises representatives from each
portfolio/division. Contract support personnel may
participate as desired by portfolio/division
representatives in an advisory role.

C1.10.3 The I-IPT will conduct meetings every other month
or as needed, at the discretion of the chair/co-chair.

C1.10.4 The objective of the I-IPT is to come to consensus
decisions whenever possible. However, when consensus
cannot be reached, the chair and co-chair will determine
the I-IPT"s recommendation to JITC Seniors on a given issue
for a final decision.

C1.10.5 The I-IPT will maintain a wiki page to provide
visibility throughout the Command on issues being worked
and related work products.
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C2. CHAPTER 2. RESPONSIBILITIES
C2.1. The Commander, JITC (JT) will:

C2.1.1 Provide command oversight and direction for all
JITC test, evaluation, and certification missions.

C2.1.2 Be the signature authority for Joint
Interoperability Test Non-Certifications.

C2.1.3 Establish Capability Test Teams (CTTs) and appoint,
in writing, a CTT lead for each team.

C2.1.4 Inform the Test and Evaluation (TE) Executive of
the establishment of, or any changes to the CTT membership.

C2.1.5 Provide oversight of the CTT lead and be
responsible for the commitment of command resources in
support of the CTT.

C2.2. The Deputy Commander, JITC (JT) will:

C2.2.1 Review and approve all JITC Commander’s Watch List
test plans, reports, and certification products, except for
specific exempt products.

C2.2.2 Fulfill all test and evaluation, and certification
responsibilities of the Commander when absent.

C2.2.3 Designate the Military Communications-Electronics
Board (MCEB) Interoperability Certification Test Panel
(1CP) Executive Agent.

C2.2.4 Appoint the Chair and Co-Chair of the JITC
Interoperability Integrated Process Team (I1-1PT).

C2.3. The JITC Senior Leadership will:

C2.3.1 Participate iIn selecting the subject(s) and issues,
as needed, for interoperability venues such as MCEB ICP and
Interoperability Panel.

C2.3.2 Review and guide JITC test, evaluation, and
interoperability methodologies and ensure that long-range
plans adequately address JITC’s evolving DoD
interoperability mission.
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C2.3.3 Assist in resolving test, evaluation, and
interoperability issues within JITC.

C2.4. JITC Lead Portfolio/Division will:

C2.4.1 Provide system specific test support iIn
coordination with any support portfolios/divisions/branches
and assume responsibility for general support of designated
functional/mission areas.

C2.4.2 Maintain oversight of all test activities
(including requirements review, proponent coordination,
planning, budgeting, execution, reporting, certification,
training, etc.) for which the portfolio/division is
designated lead.

C2.4.3 Coordinate with other portfolios/divisions on
programs/systems that span functional/mission areas where
other portfolios/divisions may be designated lead for a
subordinate function/mission.

C2.4.4 Establish, In coordination with Chief, Strategic
Planning and Engineering Division (JT4), guidelines and/or
common practices (e.g., metrics, methods, plans, reports,
etc.) specific to functional/mission areas.

C2.4.5 Establish, in coordination with JT, JT4, and DISA,
a working relationship with designated functional/mission
area domain leads (e.g., Functional Capabilities Boards
(FCBs), Communities of Interest (COIs), Joint Capability
Areas (JCAs), Capabilities Portfolio Management (CPM)) to
address requirements/capabilities, resources, and status
reporting.

C2.4.6 Maintain awareness of the status of
interoperability of systems and capabilities in their
functional/mission areas.

C2.4.7 Develop and retain subject matter expertise on
functional and operational concepts, joint integrated
architectures, and federated/system-of-system/domain
metrics.

C2.4.8 Exercise signature authority on all products and be
accountable for the quality of these products related to
the designated function/mission.
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C2.4.9 Assign Lead Action Officer (A0), as required.
C2.5. JITC Portfolio/Division Chiefs will:

C2.5.1 Ensure the implications and impacts of test,
evaluation, and certification information are correct and
clear to warfighters and decision-makers.

C2.5.2 Ensure DoD and JITC policies and guidance are
correctly reflected in test, evaluation, and certification
information.

C2.5.3 Ensure test plans, reports, and certification
products are reviewed through the portfolio and command
review process, as appropriate, and are sent to the
customer through the Electronic Report Distribution (ERD)
tool .

C2.5.4 Ensure JITC documents follow the current content
and format guidance.

C2.5.5 Ensure JITC’s formal products are delivered to the
customers iIn a timely manner, after proper review,
approval, and release authorization. Be accountable for the
quality of these products.

C2.5.6 Ensure AOs are trained and comply with DoD and JITC
interoperability policy and procedures; produce consistent
products; enter and maintain required System Tracking
Program (STP) and Electronic Report Distribution (ERD)
information; and acquire necessary technical expertise.

C2.5.7 Plan and budget for testing resources, including
tools, techniques, and necessary infrastructure.

C2.5.8 Assist in resolving test, evaluation, and
interoperability issues within JITC and ensure
representatives participate in the I-IPT activities.

C2.5.9 Ensure all assigned personnel are responsive to
interoperability status inquiries, requested document
reviews, iInteroperability status reporting requirements,
requested Interim Certificate to Operate (ICTO) reviews,
Combatant Commander Initiatives Fund (CCIF) proposal
reviews, and generation of related products. Ensure
assigned personnel supporting these various tasks
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coordinate with other portfolios/divisions and AOs, as
appropriate.

C2.5.10 Assign representatives to the I-IPT and ensure
active participation.

C2.6. JITC I1-IPT Chair and Co-Chair and Members will:

C2.6.1 Conduct meetings every other month, or as needed,
at the discretion of the chair/co-chair, to address the
policy and internal processes with regard to
interoperability and certification. Representatives and
their support personnel from each portfolio/division will
participate in the 1-1PT.

C2.6.2 When consensus cannot be reached, the chair and co-
chair will determine the I-1PT"s recommendation to JITC
Seniors on a given issue for a final decision.

C2.6.3 The I-IPT will maintain a wiki page to provide
visibility throughout the Command on issues being worked
and related work products.

Cc2.7. All JITC Branch Chiefs will:

C2.7.1 Ensure test, evaluation, and certification
information is technically adequate and accurate;
interoperability and standards conformance status is
determined and reported properly; and the test
methodologies and status reporting complies with DoD and
JITC interoperability policy and procedures.

C2.7.2 Assist in the development, review, and promulgation
of JITC test, evaluation, and certification policy,
procedures, and test methodologies.

C2.7.3 Assist Portfolio/Division Chiefs iIn ensuring AOs
are trained and comply with DoD and JITC interoperability
policy and procedures; produce consistent products; enter
and maintain required STP and ERD information; and acquire
necessary technical expertise.

C2.7.4 Ensure test plans, reports, and certification
products are reviewed through the portfolio and command
review process, as appropriate.
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C2.7.5 Assist Portfolio/Division Chiefs iIn ensuring JITC
documents follow the current content and format guidance.

C2.7.6 Assist Portfolio/Division Chiefs iIn ensuring JITC’s
formal products are delivered to the customers in a timely
manner, after proper review, approval, and release
authorization.

C2.7.7 Assist Portfolio/Division Chiefs 1n planning and
budgeting for testing resources, including tools,
techniques and necessary infrastructure.

C2.7.8 Assist in resolving test, evaluation, and
interoperability issues within JITC.

C2.7.9 Assist Portfolio/Division Chiefs in ensuring all
assigned personnel are responsive to interoperability
status inquiries, requested document reviews,
interoperability status reporting requirements, requested
ICTO reviews, CCIF proposal reviews, and generation of
related products. Ensure assigned personnel supporting
these various tasks coordinate with other
portfolios/divisions and AOs, as appropriate.

C2.8. The Chief, Strategic Planning and Engineering
Division (JT4) will:

C2.8.1 Resolve any test, evaluation, and interoperability
issues within JITC.

C2.8.2 Coordinate with the JITC Senior Leadership to
establish JITC test, evaluation, and certification policy
and processes.

C2.8.3 Provide overall direction to Engineering and Policy
Branch (JT4A), and the MCEB ICP Executive Agent (EA) on
test, evaluation, and interoperability related matters.

C2.8.4 Oversee all JITC T&E and certification policy
development, publication, and related training programs,
including approval of functional/mission area testing
methodologies developed by lead portfolios, divisions, and
branches.

C2.8.5 Respond to data calls that are related to general
IOP T&E and certification issues iIn support of the
Government Accountability Office (GAO), Joint Staff (JS),
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Inspector General (1G), etc.; Engineering and Policy Branch
(JT4A) will be the lead branch if the task comes directly
to the Commander or Strategic Planning and Engineering
Division.

C2.9. The Chief, Engineering and Policy Branch (JT4A)
will:

C2.9.1 Assume all test, evaluation, and certification
responsibilities of Chief, JT4 when absent.

C2.9.2 Ensure consistency, logical flow, and
understandability of test plans, test reports, and
certification products across the command.

C2.9.3 Identify problem trends and provide policy or
recommend changes to the implementation of the policy, as
appropriate.

C2.9.4 Designate document assessor POCs (primary and
alternate) for the J-6 Joint C41 Program Assessment Tool —
Empowered (JCPAT-E).

C2.9.5 Resolve any test, evaluation, and interoperability
issues within JITC.

C2.9.6 Ensure the responsibilities of the Engineering and
Policy Branch for test, evaluation, and interoperability
are accomplished.

C2.9.7 Develop and maintain the policies and procedures
for JITC certification and related processes.

C2.9.8 Provide training and assistance in implementing
JITC test, evaluation, certification and related processes,
including requirements document review, test plan/report
generation, certification processing, and related topics.

C2.9.9 Conduct final review of documents, as appropriate,
and provide administrative ERD release authority.

C2.9.10 Ensure all final JITC products (e.g., plans,
reports, and letters) distributed through the ERD are
entered Into STP.

C2.9.11 Ensure OSD Test and Evaluation Oversight List is
entered Into the STP.
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C2.9.12 Ensure interoperability and standards conformance
status information iIs entered Into the STP.

C2.9.13 Ensure ERD and certification letter core
distribution lists are updated.

C2.9.14 Maintain interoperability policy and related T&E
information at the following locations:

C2.9.14.1 Policy share drive (see JITC Information Sharing
Tool (JIST)) will contain training briefings, DoD
interoperability policy and architecture information,
JCPAT-E document review material, STP training slides and
user manual, and example JITC test, evaluation, and
certification products.

C2.9.14.2 JITC Public Website. This location will contain
interoperability testing and DoD policy references.

C2.9.14.3 JITC Intranet Website. This location will
contain DoD and JITC policy documents, JCPAT-E related
material, JITC interoperability instruction, test plan and
report guidance, policy updates, and related material.

C2.9.15 Provide a capability for managing JCPAT-E document
reviews, including staffing of documents within JITC,
providing documents to the JITC Technical Library and
placing available unclassified documents from the
Unclassified but Sensitive Internet Protocol Router Network
(NIPRNeT) 1n a share drive, entering requirements document
information into the STP, and review and posting of JITC
comments to the JCPAT-E. The designated lead or alternate
assessor POC 1s also responsible for the following:

C2.9.16 Ildentify the portfolios/divisions within the
organization who should review each document.

C2.9.17 Staff the document internally to the document
reviewers within the organization.

C2.9.18 Review the consolidated reviewer comment matrix
for content and format, and submit to the JCPAT-E.

C2.9.19 Facilitate the test plan, test report, and
certification product review through final ERD release.
Test plan review will verify that the requirements are


https://jitcnet.fhu.disa.mil/scripts/jist3x/index.aspx
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valid for the proposed use (e.g., interoperability
evaluation is based on JS J-6 certified requirements).

C2.9.20 Monitor the test, evaluation, and certification
processes and assist in problem resolution.

C2.9.21 Review and comment on DoD interoperability
directives, instructions, policy, and procedures.

C2.9.22 Coordinate interoperability status reporting and
answer status inquiries.

C2.9.23 Serve as the interoperability policy and

certification point of contact (POC) between the JS J-6,
other external organizations, and JITC.

C2.9.24 Coordinate with and assist the MCEB ICP EA iIn
performing activities related to the MCEB ICP and
Interoperability Panel (IP).

C2.9.25 Publish the JITC Annual Report to the Chairman of
the Joint Chiefs of Staff (CJCS) on all JITC tests.

C2.9.26 Review and approve all JITC test, evaluation, and
certification products routed for Form 9 approval.

C2.10. Instrumentation Branch (JT4B) will:

C2.10.1 Develop and manage the STP to include:

C2.10.1.1 Review and approve STP access requests.
C2.10.1.2 Assist users iIn STP operation.

C2.10.1.3 Approve combining and deleting system entries.

C2.10.1.4 Assist STP coordinators in answering user"s STP
questions.

C2.10.1.5 Answer STP programmers® questions regarding
requirements implementation.

C2.10.1.6 Respond to data calls to support other JITC
Portfolios/Divisions, Commander, Annual Report, performance
metrics, etc., that require special STP reports/queries
development.
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C2.10.1.7 Provide STP in-progress reviews (IPRs) to JITC
Senior Leadership.

C2.10.1.8 Ensure proper STP data storage and back-up
procedures.

C2.10.1.9 Maintain STP servers at Fort Huachuca and Indian
Head .

C2.10.1.10 Review and approve all completed discrepancy
change forms (DCFs) before placement on STP production
site.

C2.10.1.11 Implement changes as requested.

C2.10.1.12 Develop STP training material.

C2.10.1.13 Provide STP briefings and demonstrations to
visitors.

C2.10.1.14 Provide STP training to the workforce.

C2.10.1.15 Host meetings with users to better understand
their specific STP requirements.

C2.10.1.16 Review and approve STP Users’ Manual.
C2.10.1.17 Ensure all STP marketing information is up-to-
date: business cards, information card, fact sheet, slides

in the Command brief, JITC web pages, etc.

C2.10.1.18 Contact AOs that do not respond to STP
coordinators” request for information.

C2.10.2 Manage the Electronic Report Distribution (ERD)
process to include:

C2.10.2.1 Develop and maintain the ERD tool.
C2.10.2.2 Assist users in ERD operation.
C2.10.2.3 Provide ERD training to the workforce.

C2.10.3 Manage the Joint Interoperability Tool (JIT) to
include:

C2.10.3.1 Develop and maintain the JIT.
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C2.10.3.2 Assist users in JIT operation.
C2.10.3.3 Provide JIT training to the workforce.
C2.11. The Chief, Warfighter Support Division (JT3) will:

C2.11.1 Ensure test portfolios/divisions leverage exercise
support efforts to aid the certification mission. For each
exercise/operation, lead the integrated test team (ITT) and
serve as overall command support coordinator for that
event.

C2.11.2 Manage the review of CCIF proposals, including the
development of any tools and procedures specific to CCIFs,
staffing of documents within JITC, and consolidation and
review of JITC comments.

C2.11.3 Provide liaison officers to combatant commands to
focus JITC"s efforts on the warfighters®™ current and
projected interoperability issues.

C2.11.4 Increase operational effectiveness of the
warfighter through pre-deployment planning, support, and
on-site resolution of interoperability issues.

C2.11.5 Manage contingency support deployment of JITC
personnel.

C2.11.6 Coordinate on-site iInteroperability exercise
assistance with the combatant commands; consisting of pre-
exercise planning, proposed system configurations
interoperability testing, technical assistance,
network/architectural analysis, document network
implementations, and operational assessment of combatant
commands special interest items.

C2.11.7 Operate a telephone and e-mail hotline to provide
JITC test experience and resources to solve real time
interoperability issues.

C2.11.8 Coordinate JITC COCOM support activities with the
applicable DISA field offices (FOs) and DISA desk officers.

C2.11.9 Develop and maintain system interoperability
exercise planning and reporting instructions.
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C2.11.10 Develop and distribute a Quarterly Warfighter
Lessons Learned Report technical document outlining how
JITC or other DoD organizations solved interoperability
Issues.

C2.11.11 Manage the JITC combined interoperability test
program. Work with on-site liaison officers (LNOs) and
JITC portfolios/divisions to identify yearly
interoperability and exercise issues for the combatant
commands and develop the "'spend plan™ to support these
ISsues.

C2.12. The Executive Agent, MCEB ICP will:

C2.12.1 Be responsible for ICTO staffing, coordination of
JITC’s position on ICTO requests, tracking ICTOs using the
STP, ensuring the status of ICTOs i1s accurate, and keeping
the JS J-6 and proponents informed of the status of ICTOs
that are expired or need attention, and provide material
for the STP and MCEB ICP portion of the JITC website
(http://jitc.thu.disa.mil/itp/index_html).

C2.12.2 Ensure that any policy related JITC position
presented at the MCEB ICP/IP, or to ICP/IP members,
represents JITC’s position and is coordinated in advance
with the Chief, Engineering & Policy Branch.

C2.12.3 Provide an electronic distribution list
(organizational addresses) for JITC certification memoranda
(comprising appropriate members of the MCEB ICP), as
needed.

C2.12.4 Provide an e-mail distribution list (Simple
Message Transfer Protocol (SMTP) addresses) for the ERD
core list for certification letter distribution, as needed.
Each organization in the electronic distribution list shall
have one or more e-mail addresses.

C2.12.5 Perform other duties related to the position of EA
of the MCEB ICP, IAW the ICP charter and as coordinated in
advance with the Chief, Engineering & Policy Branch.

C2.13. AIll JITC personnel responsible for T&E plans and

reports, and interoperability status reporting, including
all Branch Chiefs, Action Officers (A0Os), and appropriate
support contractors will:
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C2.13.1 Gain familiarity with the following DoD
Interoperability Policy documents:

C2.13.1.1 CJCSI 6212.01E, "Interoperability and
Supportability of Information Technology and National
Security Systems,"™ 15 December 2008.

C2.13.1.2 CJCSI 3170.01G, "Joint Capabilities Integration
and Development System,'™ March 01, 2009.

C2.13.1.3 DoDD 4630.05, "Interoperability and
Supportability of Information Technology (IT) and National
Security Systems (NSS),™ May 5, 2004.

C2.13.1.4 DoDIl 4630.8, "Procedures for Interoperability
and Supportability of Information Technology (IT) and
National Security Systems (NSS),"™ June 30, 2004.

C2.13.1.5 DoDD 5000.01, "The Defense Acquisition System,"
May 12, 2003.

C2.13.1.6 DoDI 5000.02, "Operation of the Defense
Acquisition System,' December 2, 2008.

C2.13.1.7 DoDD 8320.02, "Data Sharing In a Net-Centric
Department of Defense', December 2, 2004.

C2.13.1.8 DoDD 8500.01E, "Information Assurance', October
24, 2002.

C2.13.1.9 Defense Acquisition Guidebook.

C2.13.1.10 Manual for the Operation of the Joint
Capabilities Integration and Development System.

C2.13.1.11 I1tems in the T&C, JCPAT, and Plans and Reports
section of the JITC intranet.

C2.13.1.12 I1tems in the JITC Information Sharing Tool (NR-
KPP Testing Guidebook, Joint Interoperability Certification
template, etc.)

C2.14. Action Officers (AOs):

C2.14.1 Acquire working knowledge of the following
material:


http://jitc.fhu.disa.mil/jitc_dri/pdfs/6212_01.pdf
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http://jitc.fhu.disa.mil/jitc_dri/pdfs/d83202p.pdf
http://jitc.fhu.disa.mil/jitc_dri/pdfs/850001p.pdf
https://dag.dau.mil/Pages/Default.aspx
https://www.intelink.gov/wiki/JCIDS_Manual
https://www.intelink.gov/wiki/JCIDS_Manual
https://jitcnet.fhu.disa.mil/cert/updates.html
https://jitcnet.fhu.disa.mil/scripts/jist3x/index.aspx
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C2.14.1.1 JITC Action Officer’s Guide.

C2.14.1.2 DoD Interoperability Policy (as noted above in
para. C2.13).

C2.14.1.3 DoD Architecture Framework (DoDAF).

C2.14.1.4 GIG Architecture
e GIG Architecture
e JCAs, UJTLs, UJTL to JCA linkage, etc.

C2.14.1.5 Net-Centric Enterprise Services (NCES)

C2.14.1.6 NR-KPP elements
e Solution Architectures (DoDAF)

e Net-Centric Data and Services Strategies
DoD Information Enterprise Architecture (DoD I1EA)

e GIG Technical Guidance (GTG) and DoD Information
Technology Standards Registry (DISR) DISRonline

e Information Assurance IA
e Supportability: Spectrum, E3, GPS SAASM, JTRS

C2.14.1.7 JITC tools: STP, ERD, Techlib, JIT, J-RAD, NR-
KPP Helpdesk, Electronic NR-KPP.

C2.14.1.8 DISA/DoD tools (not listed above): JCPAT-E, DoD
Information Technology Portfolio Repository (DITPR),
Knowledge Management/Decision Support, DOD Metadata
Registry (MDR), and DoD Architecture Registry System
(DARS).

[See CJICSI 6212 resource page for a list of
interoperability related URLs.]

C2.14.2 Understand the program/system/components under
test sufficiently to represent JITC professionally and
authoritatively at Test Integration Working Group (TIWG) or
other meetings. (AOs should not rely totally on contractor
support for expertise. AOs need to acquire adequate
knowledge about the program/system under test to be able to
determine whether JITC/ Program Manager (PM)/proponent
plans are the right thing for the program.)


https://jitcnet.fhu.disa.mil/aoguide/aoguide.pdf
https://www.us.army.mil/suite/page/454707
https://www.intelink.gov/wiki/GIG_2.0
http://www.dtic.mil/futurejointwarfare/cap_areas.htm
https://jdeis.js.mil/jdeis/jel/template.jsp?title=train&filename=training.htm
http://jcams.penbaymedia.com/
http://www.disa.mil/nces/
https://www.us.army.mil/suite/page/454707
http://cio-nii.defense.gov/sites/diea/
https://www.intelink.gov/wiki/Portal:GIG_Technical_Guidance
https://disronline.disa.mil/a/DISR/index.jsp
https://www.us.army.mil/suite/page/369661
https://acc.dau.mil/CommunityBrowser.aspx?id=121424
https://stp.fhu.disa.mil/
https://jitcnet.fhu.disa.mil/scripts/erd/erdhome.asp
https://jit.fhu.disa.mil/
mailto:NR-KPP_Helpdesk@disa.mil
mailto:NR-KPP_Helpdesk@disa.mil
https://jcpat.csd.disa.mil/JCPAT/
https://ditpr.dod.mil/
https://metadata.dod.mil/mdr/homepage.htm
https://dars1.army.mil/IER2/
https://www.intelink.gov/wiki/Portal:CJCSI_6212_Resource_Page
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C2.14.3 Assist the program/system sponsor to work towards
an eventual joint interoperability certification, as
required, regardless of the type of support initially
requested. AOs should inform the PM/proponent about DoD
interoperability policy and procedures and work with them
in achieving interoperability.

C2.14.4 Review system capability/requirements documents.
Ensure the sufficiency and testability/measurability of the
NR-KPP and other interoperability requirements. If the AO
uncovers a requirements problem, coordinate with the
Engineering and Policy Branch (JT4A), notify the
PM/proponent, and coordinate through JT4A with the JS J-6
to resolve issues as soon as possible. Copy JT4A on all
correspondence with JS.

C2.14.5 Prepare an Interoperability Certification
Evaluation Plan (ICEP) and/or an Interoperability Test Plan
(1TP) iIn accordance with this instruction, as appropriate.
Coordinate with the PM/proponent on JITC products. Ensure
that the PM/proponent understands that we will perform an
interoperability evaluation based on JS J-6 certified
requirements, and will issue a certification letter as
appropriate. Do not promise a certification letter!

C2.14.6 Prepare and staff a straw man certification
letter, and summary report with test plan, to ensure that
valid requirements were used for planning the test, all
known issues have been worked out; expected outcome is
identified, etc. This should avoid any post-test surprises
during the document review, which could be a recommendation
to not issue a certification.

C2.14.7 Execute the appropriate plan(s): ICEP, ITP, and
any other applicable plan (e.g., generic test plan,
standards conformance test procedure, GIG Enterprise
Service Profiles (GESPs).

C2.14.8 Prepare and staff a test report, as appropriate,
compliant with this instruction and JITC Instruction 210-
85-1, "Documentation of Test and Evaluation Activities."

C2.14.9 Prepare and staff status, assessment,
certification, and related letters, compliant with this
instruction.


https://jitcnet.fhu.disa.mil/instruct/2108501_jun08.pdf
https://jitcnet.fhu.disa.mil/instruct/2108501_jun08.pdf
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C2.14.10 Create/update STP entries and maintain ERD
project distribution lists, compliant with this
instruction.

C2.14.11 Ensure all JITC formal products go through the
appropriate review processes and use the ERD for softcopy
distribution.

C2.14.12 Support requests for status, review of ICTO and
CCIF proposals, test exemptions, legacy waiver requests,
etc., as assigned, and coordinate with other
portfolios/divisions and AOs, as appropriate.

C2.14.13 Follow JITC policy and procedures, in
coordination with the lead AO, when establishing an MOA/MOU
IS appropriate.

C2.14.14 Be accountable for the quality of the products
and ensure that the products are properly marked for
classification.

C2.15. CTT Lead/Lead Action Officers will:
C2.15.1 Be responsible for all AO responsibilities.

C2.15.2 Serve as the central/single JITC POC to coordinate
all issues involving requirements, testing, certification,
and funding, including any MOA/MOU with the system sponsor.
This shall include ensuring that necessary test
methodologies, test tools and procedures and support
systems are available or developed, as needed. Any work
for foreign customers shall be coordinated with the
Business Operations Branch (JT2B) (funding can be a serious
issue).

C2.15.3 Ensure that test tools and procedures (including
those developed by other organizations) for
interoperability and standards conformance testing are
validated.

C2.15.4 Establish a CTT (if appropriate) that consists of
the lead AO and support staff and representatives of all
the support test portfolios/divisions as soon as the
program has been established with JITC. For new types of
testing, coordinate with Engineering and Policy Branch on
developing an adequate test methodology.
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C2.15.5 Develop a charter for the CTT (if applicable) that
clearly i1dentifies the roles and responsibilities of each
party involved in the test and evaluation.

C2.15.6 Conduct periodic In-Progress Review (IPR) meetings
to brief management on the status of the program, as
required, and ensure everyone on the team is on the same
sheet of music. Ensure that we do not give conflicting
information to our customers, personnel, or other
organizations, especially the JS.

C2.15.7 Ensure that the program’s overall JITC T&E and
certification strategy is technically sound and thoroughly
evaluates the system’s capabilities/requirements to
minimize the risk to the Warfighter.

C2.15.8 Identify the user(s) or user representative to
assist in the assessment of the expected operational
impacts of any discrepancies or the case where some
requirements are not met.

C2.15.9 Actively participate in those activities required
for the portfolio/division/branch to satisfy its
responsibilities as the lead for a particular
functional/mission area, as appropriate.

C2.15.10 Be accountable for the quality of the products
and ensure that the products are properly marked for
classification.

C2.16. Support Action Officers will:

C2.16.1 Be responsible for all AO responsibilities.

C2.16.2 Coordinate all funding, test, evaluation, and
certification efforts with the lead AO.

C2.16.3 Provide technical support and expertise to the
lead AO for document review, test planning, execution,
analysis, and reporting.

C2.17. System Tracking Program Coordinators will:

C2.17.1 Manage access to the STP database.

C2.17.2 Update the STP database with test information
(e.g., plans, reports, assessments, certification
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letters/summaries, Operational Test Readiness Review
(0TRR)), and exemption and waiver documents.

C2.17.3 Notify AOs of incomplete information or
discrepancies in STP and follow-up until the action is
completed.

C2.17.4 Assist all customers with matters related to STP.
C2.17.5 Provide training in STP use.

C2.17.6 Review products submitted to the JT4A Document
Review to verify the accuracy of the STP entries and
provide comments to the AOs and JITC JT4A Document Review.

C2.17.7 Review "Admin Alert" quarterly to check for
possible duplicate systems or missing/incorrect data.

C2.17.8  Support all STP related data calls when
requested.

C2.17.9 Store any classified products as appropriate.
C2.18. The JITC Technical Librarian will:

C2.18.1 Process documents related to JCPAT-E document
reviews, and other appropriate T&E and interoperability
material.

C2.18.2 Track and maintain accountability of all
documents.

C2.18.3 Ensure that unclassified JCPAT-E documents are
available via the TechLib32 tool through either scanned
image files or softcopy versions of documents (e.g., ISP
files on a share space). The goal will be to have
documents entered into the library and available
electronically within 2 business days.
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C3. CHAPTER 3. CERTIFICATION PROCESSES and PRODUCTS

C3.1 JITC Interoperability Certification Process. The
JITC will certify a system meets its interoperability and
standards conformance requirements. The JITC uses four
major steps to certify a system for Joint interoperability.
These steps are:

e ldentify (Interoperability) Requirements.
e Develop Certification Approach (Planning).
e Perform Evaluation.

e Report Certifications and Status.

C3.1.1 Identify Interoperability Requirements. If the
desired product of the evaluation effort is a Joint
Interoperability Test Certification, then the system must
have Joint Staff (JS) J-6 Interoperability & Supportability
(1&S) certified requirements. The Joint Capabilities
Integration and Development System (JCIDS) is described in
Chairman Joint Chiefs of Staff Instruction (CJCSI) 3170.01.
The JS J-6 uses the process described in this document to
certify capability documents. See Chapter 6 for JITC’s
role in the JCIDS process.

C3.1.1.1 AIll Information Technology (IT) and National
Security Systems (NSS) must have a JS J-6 1&S certified
Net-Ready Key Performance Parameter (NR-KPP) before JITC
Joint Interoperability Test Certification. The JS J-6 may
waive the requirement for an NR-KPP on a case-by-case
basis. If waived, JS J-6 will specify the source of
interoperability requirements. The action officer (A0) can
use the Joint C41 [Command, Control, Communications,
Computers, and Intelligence] Program Assessment Tool-
Empowered (JCPAT-E) to determine if the system has JS J-6
certified requirements. The JITC will use a Capability
Production Document (CPD), Information Support Plan (ISP),
ISP Annex, or Tailored ISP (TISP) as the primary
interoperability requirements sources. The JS J-6 must
certify these documents before they can be used to support
a Joint Interoperability Test Certification.

C3.1.1.2 The JS uses JCPAT-E as a repository for
requirements information. The JCPAT-E resides on the
SECRET Internet Protocol Router Network (SIPRNet). Before
gaining access to this tool, an AO must first have SIPRNet
access. Once the AO accesses the JCPAT-E, they will be
able to use the search tool to determine if the JS J-6 has


http://jitc.fhu.disa.mil/jitc_dri/pdfs/3170_01g.pdf
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certified the documents (as already mentioned) and can read
the comments other assessors submitted. See Chapter 7 for
further information on JCPAT-E access and use.

C3.1.1.3 The JITC System Tracking Program (STP) is an
unclassified database located on the Unclassified but
Sensitive Internet Protocol Router Network (NIPRNet) and
mirrored on the SIPRNet. It is available to users from a
.mil/_.gov domain. The STP should indicate if a particular
system has some requirements, based on information obtained
manually from the JCPAT-E. However, the actual documents
do not reside on the STP and the AO should confirm
information obtained from the STP before use. The AO will
need to access the JCPAT-E or JITC Technical Library for
the documents. See Supplement 4 for an STP description.

C3.1.1.4 Interoperability requirements are derived from
different sources depending on the specific situation. For
Acquisition Category (ACAT) programs, a current JS J-6
certified CPD or ISP should be used. In general,
Capability Development Documents (CDDs) are used for
planning purposes, and not for interoperability evaluation
and certification. For non-ACAT and fielded systems, an
ISP or TISP may be the only documents available and
current. For newer systems the ISP/TISP may contain most
of the NR-KPP information, which is merely referenced in
other documents, and the ISP/TISP is preferred. In special
cases, other JS J-6 approved requirements may be used for
Special Interoperability Test Certifications (e.g., Defense
Switched Network (DSN) voice switch evaluation).

C3.1.1.5 The JS has established exemption and waiver
processes, described in CJCSI 6212.01. See Chapter 9 below
for a complete description of JITC"s role in this process.

C3.1.1.6 IT the system does not have testable/measurable
requirements, or there are other requirements issues, the
AO must coordinate with the program manager (PM) and the JS
J-6 to resolve the issue. The JITC cannot make any changes
to, or ignore any of the JS certified requirements. This
prohibits "moving"” requirements to a later increment (e.g.,
spiral/block) or changing the criticality of requirements.
The AO must coordinate contact with JS J-6 to resolve
issues through the Engineering and Policy Branch (JT4A).

C3.1.1.7 A lack of JS J-6 certified requirements would
normally prevent JITC from issuing an interoperability
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certification. The JITC may still perform interoperability
testing and publish interoperability test reports and
assessments. For assessments, the AO can use available
documents to determine preliminary requirements, and then
work with potential user communities to verify and assess
the requirements criticality.

C3.1.2 Develop Certification Approach (Planning). To be
cost effective, the PM must integrate the evaluation of a
system’s interoperability into the overall test,
evaluation, and development processes. The PM/proponent
and JITC will establish a strategy for evaluating
interoperability requirements in the most efficient and
effective manner, in an operationally realistic
environment. This evaluation strategy identifies data
necessary to support an interoperability evaluation, as
well as the test events/environments planned to produce
that data.

C3.1.2.1 The PM/proponent should coordinate with JITC to
integrate interoperability test requirements and resources
into the system®s Test and Evaluation (T&E) documents
(e.g., Test and Evaluation Master Plan (TEMP) and test
plans). The JITC can produce two types of plans: the
Interoperability Certification Evaluation Plan (ICEP) and
Interoperability Test Plan (ITP). The product(s) used will
depend on several factors. The complexity of the system
(e.g., single i1tem, Family of Systems (FoS)/System of
Systems (SoS), number of external interfaces), development
approach (e.g., commercial off the shelf (COTS),
evolutionary with numerous increments), and the anticipated
number of JITC and non-JITC conducted test events are
important factors to consider. An ICEP establishes an
overall plan on how a system or FoS/SoS will be evaluated.
An ICEP will usually point to individual test plans for the
details on testing component systems. The ITPs are written
for individual test or data collection events. These plans
detail the testing and data collection and analysis
procedures that apply to that event. Generalized test
plans may be applicable to some testing programs where the
only variable is the specific system under test (i.e., test
configuration, procedures, etc., remain the same). All
JITC conducted tests require a test plan, and some systems
may need an ICEP. The AO should refer to JITCI 210-85-01
and related guidance for further policy on test plans and
reports.



https://jitcnet.fhu.disa.mil/instruct/2108501_Jun08.pdf
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C3.1.2.2 Changes in requirements, architecture, concept of
operations, or the developmental/operational testing
program may require changes in this overall plan. When a
program is being developed iIn phases, the plans must
specify which requirements the system must meet at each
phase. See Supplement 3 for ICEP and test plan guidance;
see Chapter 5 for staffing procedures. The AO should sit
down with the PM and explain how we plan to evaluate their
system and depending on the outcome they should expect to
receive certain products (manage expectations and ensure no
surprises at the end). Also, provide the PM with the list
of items we need in order to evaluate the system, e.g.,
Information Assurance (1A) and Supportability information.

C3.1.2.3 Any JITC-conducted tests will not commence until
adequate test plans have been developed and approved by the
JITC chain of command. Therefore, testing should be
planned as soon as practicable to allow time for an
adequate review and update, and for coordination with other
affected divisions. In parallel with plan development,
JT4A offers a preliminary review of draft test reports and
certifications (scans the results and conclusions, of
course) to expedite the reporting process and reduce the
risk of incorrect requirements or inadequate testing being
discovered after conclusion of testing.

C3.1.2.4 In order to develop the correct approach, the A0
should follow this list of AO best practices.

C3.1.2.4.1 Inform the PM/proponent about the
interoperability evaluation and certification processes.
This will give the PM/proponent an overview of the entire
effort and will allow them to budget correctly.

C3.1.2.4.2 Ildentify all of the valid interoperability
requirements and criticality. The AO should find these
defined In the applicable CPD/ISP/ISP Annex/TISP. This is
not the time to start paring down which of these
requirements can be tested because of cost considerations.

C3.1.2.4.3 Ensure all of the requirements are well defined
and testable. |If the system’s requirements are not
testable and measurable, the A0 must coordinate a remedy
through the JS J-6. The JITC cannot add or delete items,
nor can they change the criticality and still consider the
result as certified requirements. This includes
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requirements moving from one increment (block, phase, major
release, spiral, etc.) to another.

C3.1.2.4.4 Determine what test events are necessary to
assess all of the requirements. This is where the AO
determines how to test to ensure end-to-end
interoperability in as operationally realistic environment
as possible.

C3.1.2.4.5 Ildentify the project constraints: time,
equipment, funding, and personnel.

C3.1.2.4.6 Perform a cost/benefit analysis: affordable
confidence level. This is where we try to match the
project constraints to the system requirements and
determine which requirements can be affordably tested.

C3.1.2.4.7 Prioritize testing — even if plans are to test
everything, coordination with other JITC
portfolios/divisions is required to ensure that other
testing is not competing for the same resources. Ensure,
at a minimum, that all critical and higher risk (e.g.,
immature or evolving standards) requirements are thoroughly
tested.

C3.1.2.4.8 Ask the PM for the Program Security
Classification Guide to ensure our products are properly
marked and handled.

C3.1.2.4.9 Coordinate with the Engineering and Policy
Branch, PM/proponent, JS J-6, and Military Communications
Electronics Board (MCEB)/Interoperability Certification
Panel (ICP) representative, as necessary.

C3.1.2.5 The testing scope will depend on several factors.
The AO should consider risk to the warfighter when
determining how much testing is sufficient. The quality of
the data is more important than simply acquiring quantities
of raw data. The AO needs to ensure there i1s sufficient
data to maintain a reasonable confidence level. (The AO
should review the Sample Size Class material provided by
JT4A prior to planning for the test). When determining the
scope of effort an AO should consider the following:

e Mission criticality.
e System complexity.
e Number and criticality of the interfaces.


https://jitcnet.fhu.disa.mil/scripts/jist3x/index.aspx
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e Technology maturity.

e Military unique features vs. commercial-off-the-shelf
(COTS) capabilities.

e System performance in the field, exercises, and
participation In other tests.

C3.1.3 Perform Evaluation. A Joint Interoperability Test
Certification must be based on testing for use In an
operationally realistic environment. Information exchanged
must be accurate, timely, and in a format that meets the
users’ needs. The JITC, even 1T not conducting the test
event, is responsible for ensuring data collection and
analysis i1s properly performed in appropriate environments
using operationally realistic scenarios. Valid data from
reliable sources can contribute to the interoperability
evaluation.

C3.1.4 Report Certification and Status. The JITC can make
a certification determination only after sufficient valid
data has been collected and evaluated against JS J-6
certified requirements to clearly establish the system’s
ability to meet user requirements. The interoperability
evaluation must take into consideration both the technical
exchange of information and the end-to-end operational
effectiveness of that exchange, and shall factor in
appropriate standards conformance requirements. The JITC
publishes this determination In a certification memorandum
distributed through the Electronic Report Distribution
(ERD) tool. Possible certification products include the
Joint Interoperability Test Certification, the Limited
Joint Interoperability Test Certification, Special
Interoperability Test Certification, Interim Joint
Interoperability Test Certification, or a declaration that
the system is not interoperable.

C3.2 Life-Cycle Certification Processes. Figure 3-1
outlines the certification process. The process begins
with the production and certification of requirements
documents. The JS J-6 1&S Certification involves a review
and certification of the NR-KPP package (usually in CPDs,
ISPs, etc). The JITC can use any valid data from standards
conformance testing, developmental testing (DT),
Operational Test and Evaluation (OT&E), and other reliable
sources for interoperability evaluations. The
interoperability evaluation and Joint Interoperability Test
Certification must be completed before the product
(system/software) is fielded. The JITC may also evaluate
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some or all of the Information Assurance (1A) portions of
the NR-KPP, as coordinated with the system PM/proponent.
Once the system is certified by JITC and fielded, 1t moves
into operational support where JITC continues to provide
support throughout the system life-cycle. If changes to
the system or environment could affect interoperability,
the process starts again at the document
production/certification stage. After four (4) years
(three (3) years for Special certifications), the cycle
starts again with a review of the interoperability
requirements.
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Figure C3-1. Life-cycle Certification Processes

C3.3 System Acquisition and Procurement Timelines. The
assigned JITC Capability Test Team (CTT) Lead/Lead AO

should contact the systems” program manager as early as
possible to coordinate interoperability testing into the
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overall development and testing program. Joint
Interoperability Test Certification normally takes place
after completion of OT&E to allow the certification
decision to be based on the most realistic test data.
Testing before OT may be used to assess standards
conformance, generate Standards Conformance Certifications,
furnish data for Operational Test Readiness Review (OTRR)
input, and to support a subsequent interoperability
evaluation.

C3.3.1 CTT Lead/Lead Portfolio/Division/Lead Action
Officer. The lead portfolio/division will appoint one AO
as the lead system point of contact (POC) — the CTT lead is
appointed by the Commander. The CTT lead/lead AO will
manage the system®"s entire testing and certification effort
to include the entire cost estimate, total system
requirements review, and test product review (ensuring all
requirements have been evaluated). Other
portfolios/divisions may provide support and test conduct
when appropriate, but the lead portfolio/division and CTT
lead/lead AO will ensure the completion of an effective and
efficient testing program. Supporting portfolios/divisions
will coordinate their activities with the CTT lead/lead AO.
Typically, the lead division is responsible for issuing the
appropriate certification product(s). Testing products
(certification, assessment, status memoranda, etc.) will
list the CTT lead/lead AO and the support test division
POC. If a supporting division issues a certification
product, the CTT lead/lead AO will review the product. The
CTT lead/lead AO will establish a Test Team consisting of
the CTT lead/lead AO and support staff and representatives
of all the support test divisions (i.e., support AOs) as
soon as the program has been established with JITC. For
new types of testing, coordinate with the Engineering and
Policy Branch on developing an adequate test methodology
and a proper test documentation template. The CTT
lead/lead AO will coordinate the actions of the test team
and represent JITC to the PM. See Chapter 2 for CTT
lead/lead AO"s responsibilities, DISA Instruction 640-195-
4, Capability Test Team (CTT), and JITC Instruction 640-
195-01, Capability Test Team (CTT) for more information on
the CTT.

C3.4 Interoperability Reporting. The results of
interoperability assessments, tests, and evaluations are
documented in reports and assessment/certification
memoranda (DoD memoranda or commercial letters). The AO


https://intranet.disa.mil/ca/pubs/
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prepares these documents and submits them for review to the
appropriate branch/division/portfolio chiefs and the
Engineering and Policy Branch. The chief of the
responsible portfolio/division signs reports and most
certification memoranda. In cases of significant negative
findings, non-certifications, or sensitive, controversial
findings, the JITC Commander signs the document. See
Chapter 5 for a summary of the JITC review process.

C3.5 Interim Certificate to Operate (ICTO). In certain
cases, the ICP of the MCEB may grant a temporary waiver
(not to exceed 1 year) from JITC Joint interoperability
certification requirements. The ICTO gives authority to
field new systems or capabilities for a limited time, with
a limited number of platforms, to support developmental
efforts, demonstrations, exercises, or operational use.
The PM/proponent submits an ICTO request. The JITC’s role
is to provide a recommendation to the panel for or against
the waiver based on available interoperability data and the
interoperability environment for both system users and
users of connected systems. See Chapter 8 for ICTO
procedures.

C3.6 System Tracking Program (STP), Electronic Report
Distribution (ERD) Tool, and Joint Interoperability Tool
(JIT). The JITC maintains STP information on all systems
involved iIn JITC T&E and certification processes. This
database includes information on requirements document
reviews, certification testing, certifications, test plans,
test reports, assessments, ICTOs, etc. JITC AOs shall
review and ensure this information is current for their
systems. The STP information must be current before a
certification or report is released for distribution. The
JITC products are distributed electronically through the
ERD tool. The ERD softcopy is the record copy that is
entered into the JIT and STP, and is used to enter
certification status and date into the STP. The JT4A will
make a final review of documents submitted to the ERD,
verify that there 1s an appropriate STP entry, and provide
final administrative release. The JITC test information
will also be made available on the JIT, as will other items
not stored in the STP, such as the quarterly Warfighter
Lessons Learned Report. See supplement 4 and 5 for STP and
ERD policies, procedures, and responsibilities.

C3.7 T&E and Certification Products. The following
section describes the typical certification related
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products in the order in which they are normally produced.
New types or variations of these products shall not be used
without prior coordination with the JT4A and the granting
of a waiver for new products. This is necessary to ensure
that impacts to JITC processes and tools are properly
considered and action taken to update policy, procedures,
training material, web pages, interoperability databases
and tools (e.g., STP and the ERD tool). Similarly,
standard terminology shall be used, especially for any
items entered into databases (e.g., assessment status of
"met,”™ "not met,” or "not tested"” are valid entries in the
STP, while terms such as "passed™ are invalid). A
portfolio/division imposing unique requirements on the JITC
T&E and certification infrastructure (such as requiring a
special tool that no one else uses) may be asked to fund
part or all of any needed changes that are not of overall
benefit to JITC. Presentation Certificates (not to be
confused with certifications) may be issued at the time a
certification iIs issued, however, for interoperability
certifications, they shall only be issued when a system has
met threshold or objective requirements. Presentation
Certificates shall not be issued for assessments or
“"limited"” or “interim” interoperability certifications.

C3.7.1 Standards Conformance Certification. Issued after
technical testing against standards/standards profiles to
describe the degree of conformance to that standard (e.g.,
conformance to MIL-STD-188-181). Additional testing may be
required to determine compliance with standards profiles.
The JITC can perform standards conformance testing and
certification against any standard that can possibly affect
interoperability. Both U.S. and non- U.S. systems are
eligible for a Standards Conformance Certification.
Standards conformance is certified In a standards
conformance memorandum (or commercial letter), and may be
reported separately from interoperability status. All
standards conformance testing and certification performed
by a support division will be closely coordinated with the
lead division. Distribution of Standards Conformance
Certifications should include the ERD Conformance
Certification Letter Core List.

C3.7.2 Standards Conformance Assessment. Issued following
technical testing against standards/standards profiles to
describe the degree of conformance to that standard (e.g-,
conformance to MIL-STD-188-181) to provide feedback when a
Standards Conformance Certification Is not appropriate.
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C3.7.3 Joint Interoperability Assessment. Issued
following interoperability testing (Operational
Assessments, JITC interoperability assessments, etc.) to
provide feedback concerning interoperability strengths and
weaknesses when a certification iIs not appropriate. An
interoperability assessment is not sufficient to support a
Tielding decision. Joint Staff J-6 certified requirements
are not necessary for an assessment, and not all
requirements must be assessed; however, it is best to
depict all of the requirements In the assessment, as Is
done for interoperability test certifications.
Distribution of assessments may be limited to the
PM/proponent and any other interested, authorized parties.
Any system, U.S. or not, is eligible for a Joint
Interoperability Assessment.

C3.7.4 Operational Test Readiness Review (OTRR)
Interoperability Statement. The JITC input, as
appropriate, to the OTRR assesses whether a system is ready
for Operational Test and Evaluation (OT&E) from an
interoperability perspective. The JITC is directed to
certify —- for all applicable IT and NSS programs -- to the
Operational Test Agency (OTA) during (or before) the OTRR:

e The status of all IT and NSS interoperability and
standards conformance issues.

e That all required developmental testing (DT) relating
to IT and NSS interoperability has been successfully
completed.

e That no outstanding issues preventing the commencement
of OT&E remain. [DoDIl 4630.8]

For those programs where JITC has been involved, JITC will
provide input to the OTRR covering interoperability aspects
of the program based upon available pertinent information.
When JITC is requested to provide input to the OTRR, or
Milestone C decision, the CTT lead/lead AO will produce the
memorandum, coordinated with other appropriate divisions to
ensure that JITC provides a consolidated position.
Distribution shall include the ERD Interoperability
Certification Letter Core List (JS J-6 and MCEB ICP
members) .

C3.7.5 Interoperability Test Certifications.
Interoperability Test Certification involves an evaluation
of information interoperability with respect to
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interoperability requirements. See Chapter 6 for
evaluation methodologies and details.

C3.7.6 Special Interoperability Test Certification.

Issued for systems or system components (e.g., network
infrastructure components) that require operational
interoperability certification but are not subject to the
JCIDS process and do not need an NR-KPP certified by the JS
J-6 (e.g., commercial switches being procured to operate iIn
the DSN). JITC must verify that the item iIs not subject to
JS J-6 1&S certification.

C.3.7.7 Limited Joint Interoperability Test Certification.
Issued when a system has adequately demonstrated
operational interoperability for a subset of critical
interfaces. A Limited Joint Interoperability Test
Certification may not be sufficient to allow fielding. |If
military necessity warrants fielding of the system for the
demonstrated capabilities, the system PM/proponent should
contact the MCEB ICP for an ICTO. The system must have JS
J-6 certified requirements to receive this certification.

C3.7.8 Interim Certification. Interim Certification may
be issued when a capability module, that will be fielded
incrementally, has adequately demonstrated interoperability
for at least all critical threshold requirements identified
for the iIncrement. This interim certification attests that
the capability’s iInteroperability is sufficient to support
a fielding decision. When the capability is fully mature
and meets all critical threshold requirements for the
entire module, 1t may qualify for a Joint Interoperability
Test Certification. An Interim Joint Interoperability Test
Certification expires whenever the incremental module will
be replaced or revised, resulting In changes to NR-KPP
attributes, in addition to the four (4) year expiration
from original date of issue.

C3.7.9 Joint Interoperability Test Certification. Issued
when a system has adequately demonstrated operational
interoperability for all critical threshold requirements
pertaining to a specific release. This full system
certification attests that the system’s interoperability is
sufficient to support a fielding decision. Evaluation
should continue until the status of all objective
requirements can be determined and reported. The system
must have JS J-6 1&S certified requirements to receive this
certification.
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C3.8 Funding. Funding for interoperability certification,
including planning, testing, analysis, and reporting i1s the
responsibility of the system PM/proponent.

C3.9 Other Certifications. JITC Joint System
Interoperability Test Certification is focused on
information exchanges and operational use over external
system interfaces. There may also be other certifications,
validations, or accreditations required before fielding a
system (e.g., DoDI 5200.40 (DIACAP)), Information Assurance
(1A) and security, electromagnetic spectrum, and
authorization to connect to specific networks).
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C4. CHAPTER 4. NET-READY KEY PERFORMANCE PARAMETER (NR-
KPP)

C4.1 Overview. DoD Directive (DoDD) 4630.05 directs that
all Information Technology (IT) and National Security
Systems (NSS) be certified for interoperability before
fielding, and upon any change affecting interoperability.
Interoperability certification involves determining the
extent a system meets interoperability and net-centricity
requirements. The JITC evaluates interoperability against
a Joint Staff (JS) J-6 certified Net-Ready Key Performance
Parameter (NR-KPP) package. |If a system does not have JS
J-6 certified requirements, JITC can not issue a Joint
System Interoperability Test Certification. A system must
meet its interoperability requirements, including NR-KPP
compliance, i1n the intended operational environment for
JITC to certify it as interoperable. This chapter provides
the overview of the policy and processes related to
evaluation of NR-KPP compliance, with additional detail
provided in online guidance, templates, and examples.

C4.1.1 Current Guidance. JITC personnel can find updated
T&E and certification guidance on the internal JITCNet
website, under the ""References'™ tab. The DoD Policy and
Guidance section contains links to DoD interoperability
documents, and the JITC Test & Certification, etc. section
contains more specific guidance and administrative
material. Additional guidance specific to the evaluation
of the NR-KPP may be found in the Guide to NR-KPP Testing,
maintained on the JITC Intelink site.

C4.2 Introduction. The JITC must evaluate and certify all
IT and NSS periodically during their entire lives; every
four (4) years as a minimum. The JITC will evaluate the
five NR-KPP elements. All JITC testers should be familiar
with the DoD 4630 series, Chairman of the Joint Chiefs of
Staff Instructions Chairman of the Joint Chiefs of Staff
Instruction (CJCSI) 3170 and 6212, and other policies/
guidance related to the five (5) elements of the NR-KPP.

C4.2.1 Joint Interoperability Test Certification. The
JITC issues a Joint Interoperability Test Certification
when a system has adequately demonstrated interoperability
for at least all critical threshold requirements of the NR-
KPP pertaining to a specific Increment. This system
certification attests that the system’s interoperability is
sufficient to support a fielding decision. Evaluation


http://jitc.fhu.disa.mil/jitc_dri/pdfs/dd46305p.pdf
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should continue until the status of all objective
interoperability requirements can be determined and
reported. The NR-KPP evaluation is performed relative to
the NR-KPP compliance statement (table that contains the
threshold/objective values, as shown in table E-2 of 6212),
as described 1n Enclosure F. It 1s very important to note
that JITC does not evaluate all possible requirements
defined In the NR-KPP, and some items, particularly those
in the supportability element, merely have the status
reported (i.e., JITC usually does not directly perform any
assessment related to these i1tems). Other aspects of NR-
KPP compliance are performed during assessment of the
requirements documents themselves. These aspects are also
not “tested” by JITC, as they are static assessments of the
requirements and documentation, and not an evaluation of
whether a system correctly provides the required
capabilities while meeting performance and QoS measures.
(l1.e., assessment of the NR-KPP package in requirements
documents (e.g., having the required architecture views) Iis
performed during 1&S certification; assessment of actual
interoperability is performed during JITC evaluation.)

C4.2.2 Standards Conformance Certification. Standards
conformance is the first phase of interoperability for many
systems and an integral part of verifying a system™s Key
Interface Profile (KIP)/Global Information Grid (GIG)
Enterprise Service Profile (GESP) compliance. The AO
should consider several factors when determining if
standards conformance certification is required. These
factors include: wuse of military-unique features,
standards maturity, and testing resource availability (both
internal and external). Support divisions will coordinate
any standards conformance testing/certification with the
Capability Test Team (CTT) lead/lead AO. The AO should
review applicable standards as specified in the JS
certified requirements capabilities documents. The AO is
responsible for checking the KIP/GESP status. Standards
conformance iIs necessary, but not sufficient, to ensure
interoperability.

C4.2.3 Interoperability and Supportability (1&S)
Certification. The JS J-6 will provide an 1&S
Certification for NR-KPPs. When interoperability
requirements are waived by JS J-6, the J-6 will specify the
source of requirements to use for an interoperability
evaluation. JITC must base interoperability evaluations on
JS J-6 certified interoperability requirements. As Test,
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Evaluation, and Certification (TE&C) of the NR-KPP
continues to evolve, AOs should review the latest NR-KPP
training brief or contact JT4 for any late developments
when preparing for the test.

C4.3 NR-KPP Elements. The JITC will certify a system
meets i1ts interoperability requirements contained in the
NR-KPP, however, JITC does not certify the NR-KPP itself.
For programs subject to the NR-KPP, the evaluation will
determine the operational status of the NR-KPP requirements
(including interfaces, exchange requirements, and other
interoperability requirements). Test requirements shall be
obtained from the NR-KPP in a J-6 1&S certified document.
The joint interoperability test certification must address
the NR-KPP compliance statement, with the five primary
elements of the NR-KPP and associated performance
attributes, and provide the status of standards
conformance. The elements are not mutually exclusive —
there i1s considerable overlap and interplay of the
requirements of the NR-KPP. There may also be other
interoperability requirements outside the NR-KPP package
itself, as for example other KPPs directly related to
interoperability. The five (5) elements are:

e Solution Architectures (including end-to-end
information exchange)

e Net-Centric Data and Services

e GIG Technical Guidance (GTG) (DoD Information
Technology Standards Registry (DISR), KIPs,
GESPs)

e Information Assurance

e Supportability

C4.3.1 Solution Architectures. This element of the NR-KPP
includes both the technical exchange of information and the
end-to-end use of that exchange. Exchange status is
reported by physical/logical interface, defined iIn
architecture products, and by exchange requirements.
Interface status will include an identification of any
GESPs (KIPs or other standards) associated with the
interface and associated compliance status.

C4.3.2 Net-Centric Data and Services. Net-centric data
and service strategies and the provisions of the DoD
Information Enterprise Architecture (IEA) (i.e., net-
readiness). Evaluation of the net-centric data and



JITCI 380-50-02 4-48

services element to determine whether a system is net-ready
includes:

C4.3.2.1 That applicable data and service metadata have
been registered In the metadata registry (MDR), service
registry, and enterprise catalogue, as appropriate.

C4.3.2.2 That the registered metadata is syntactically
correct and iIncorporates the content necessary to establish
data and service visibility, availability, and
understandability.

C4.3.2.3 That the provider and consumer service
descriptions, when exercised, enable appropriate data and
service access and execution as described, and as
constrained by access policies.

C4.3.2.4 That data and services provided by the capability
may be discovered, accessed, and/or obtained by anticipated
consumers.

C4.3.3 GIG Technical Guidance (GTG). Evaluation of
compliance with GTG provisions includes verification:

C4.3.3.1 That standards declared in the TV-1 and deemed
to pose greater operational risk due to associated
information or system data exchange criticality, product,
protocol, or technology immaturity, or novelty or rarity of
implementation, have been correctly implemented.
Verification can be through some combination of
developmental and operational test results, separate
government or commercial test laboratory conformance or
compliance verifications, or JITC standards conformance
certifications.

C4.3.3.2 That standards declared in the TV-1 and deemed
not to pose greater operational risk as described in the
preceding paragraph have been correctly implemented in the
capability as evidenced by one of the means previously
noted, or by letters or memoranda of conformance or
compliance issued by a responsible officer of the program
office, or vendor executive.

C4.3.3.3 That TV-1 standards of GESPs correspond to the
GESP versions and have been implemented in accordance with
the GESP standards profiles, as dictated by potential
operational risk associated with the information exchanges.



JITCI 380-50-02 4-49

The status of implementation of the cited GESPs will be
reported separately as part of the certification
evaluation.

C4.3.3.4 That interoperability testing demonstrates no
performance limitations or discrepancies with significant
operational impact attributable to non-conformance to
standards.

C4.3.4 Information Assurance (IA). Compliance with 1A
requirements may be determined through IA processes defined
as:

C4.3.4.1 DOD Information Assurance Certification and
Accreditation Process (DIACAP). Verification consists of
determining whether certification and accreditation (C&A)
has been accomplished and, if so, what final C&A
determination was made, e.g., Authorization to Operate
(ATO), Interim ATO, (IATO), Interim Authorization to Test
(1ATT), or Denial of Authorization to Operate (DATO).

C4.3.4.2 C&A in accordance with Intelligence Community
Directive Number 503 under either the National Security
Agency/Central Security Service (NSA/CSS) Information
System Certification and Accreditation Process (NISCAP), or
in accordance with the C&A procedures defined by the
Defense Intelligence Agency for the DOD Intelligence
Information System (DODIIS). For capabilities evaluated
with these processes, the JITC shall verify, determine and
report the status accorded.

C4.3.4.3 For systems granted an exemption from DIACAP
processes (e.g., Platform Information Technology (PIT))
by a Designhated Accrediting Authority (DAA), the program
office or other proponent will provide a copy of the
exemption memorandum to the JITC. 1A requirements for
these systems will be incorporated as part of normal
design and test processes. Status will be reported in
terms of accomplishment of the stated 1A requirements as
indicated in the JS J-6 certified requirements or in the
IA exemption package.

C4.3.4.4 For all systems, determination shall be made
regarding whether the IA configuration of the capability as
tested corresponds to the IA configuration requirements
asserted for the capability.
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C4.3.4.5 For systems connecting to an enterprise network,
e.g., Unclassified but Sensitive Internet Protocol Router
Network (NIPRNet), Secret Internet Protocol Router Network
(SIPRNet), Joint Worldwide Intelligence Communications
System (JWICS), Defense Switched Network (DSN), Defense Red
Switch Network (DRSN), etc., appropriate IA configuration
and security scan testing dictated by the network manager
for approval to connect shall be performed, and the status
reported.

C4.3.4.6 JITC will also report on any known IA
deficiencies not covered in any accreditation
documentation.

C4.3.5 Supportability. Supportability requirements to
include:

C4.3.5.1 Verification that the program developing the
capability has completed the processes necessary to comply
with applicable policies regarding:

C4.3.5.1.1 Spectrum certification, achieved through
submission and approval of a DD Form 1494. If there are
any issues concerning the spectrum certification, the AO
might need to consult with the Joint Spectrum Center for
guidance since these are not JITC areas of expertise.

C4.3.5.1.2 Completion of applicable requirements of DOD
Directive 3222.3, “DOD Electromagnetic Environmental
Effects (E3) Program,” including verification of
Electromagnetic Compatibility (EMC), Electromagnetic
Interference (EMI), and Electromagnetic Vulnerability
(EMV), and other aspects as dictated by the capability and
its operational environment. This will normally be
achieved through official correspondence from the
developing program management office documenting completion
of any E3 analysis, test and evaluation dictated by their
J6-certified requirements. Such correspondence should
normally cite relevant test reports or other documentation
supporting completion of the required E3 mitigation.

C4.3.5.1.3 Verification that any GPS receiver equipment
acquired for use as part of the capability conforms to the
requirements of CJCSI 6130.01 for incorporation of a
Selective Availability Anti-Spoofing Module (SAASM).
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C4.3.5.1.4 Verification that any radio-based
communications requirement to be satisfied as part of the
capability under evaluation and operating in the Joint
Tactical Radio System (JTRS) spectrum, 2 MHz-2 GHz, is
acquired as a component capability from a JTRS-based
program source. Exceptions to this policy may only be made
by Assistant Secretary of Defense (ASD) Networks and
Information Integration (NI1)/DOD Chief Information Officer
(C10).
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C5. CHAPTER 5. TEST AND EVALUATION (T&E) PRODUCTS AND
CERTIFICATION MEMORANDUM STAFFING PROCESS

C5.1 Introduction. This chapter covers the internal JITC
staffing and routing process used for Test and Evaluation
(T&E) products and certification memoranda. The
Engineering and Policy Branch (JT4A) is responsible for
managing the formal JITC review processes.

C5.1.1 Staffing and routing processes differ based on the
type of document and the level of command attention
involved. There are two main types of documents covered by
this instruction. The first is certification/assessment
products. This type includes Interoperability Test
Certification, Interoperability Assessment, Special
Interoperability Test certification, Standards
conformance/compliance, Operational Test Readiness Review
(OTRR) 1input, and related status products. These will be
referred to collectively as certification products. The
second is test plans, reports, and related testing
products.

C5.1.2 There are two main levels of command attention.
The higher level is for non-certifications and other high
visibility products, with membership in this category
managed via the JITC Commander’s Watch List (CWL). The
lower level is everything else.

C5.1.3 The combination of document types and attention
levels results in four categories of review, with a fifth
category added for non-certifications.

e Certification/status products for Non-certifications
and CWL systems

e Certification/status products of non-CWL systems and
exempt certification products of CWL systems

e Plans and Reports on the CWL
e Non-CWL Plans and Reports
e Non-certifications

C5.1.4 In addition to formal reviews, JT4A will perform
courtesy reviews for Action Officers (AOs), support
contractors, and technical editors, i1If requested, and on a
time available basis.

C5.2 Commander®s Watch List. The JITC Senior Leadership
established the CWL to provide appropriate management
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attention to selected high visibility plans, reports, and
certification products.

C5.2.1 CWL Requirements. The CWL is composed of programs
that are DISA programs, ACAT I programs, and programs on
the DOT&E Oversight list. The CWL status of each program
is indicated on the JITC System Tracking Program (STP)
system entry. The JITC Commander can add systems to this
list, as desired, and the portfolio/division chiefs may
recommend CWL changes to JT4A.

C5.2.2 Exempt Certification Products. Exempt products are
those specific products (document types) for systems that
are listed on the CWL, but, due to low risk, only go
through the non-CWL review. The current list of exempt
products is on the STP Document Tracking entry page (if the
system is on the CWL). Two important notes: Tirst, only
the specific products on the list are exempt; similar
products are not exempt. Second, significant changes to
exempt products will require CWL review until the command
iIs satisfied the changes have been successfully
incorporated and the risk is, once again, low.

C5.3 Certification Products Review Process. Figure C5-1
below provides an overview of the processes for
certification products.
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Figure C5-1. JITC Certification Products Review Process
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C5.3.1 Create Document Tracking Form in STP. The document
tracking feature of STP i1s the JITC tool for measuring the
timeliness of the overall document production process, and
of the various phases from end of test to final document
transmitted to the customer. All documents covered by this
instruction must be entered into STP document tracking.

C5.3.1.1 Accuracy In creating document tracking entries Iis
important. Errors are labor intensive to correct
downstream, and cause delays that can count against the on-
time performance statistics for individual branches and
portfolios. If not detected and corrected, they distort
the workload measurement statistics for all levels of the
JITC organization.

C5.3.1.2 Common errors include the following:

o Wrong document type. |If the drop down list does
not offer the desired document type, there i1s a
reason. STP contains data validation rules intended
to prevent some errors. There are some groups of
document types for which only one document of that
group may be associated with a test activity. |If
other instances of that group occur for that system,
they need separate test activity entries.

o Wrong test activity.

o Wrong subject/title. The title field needs to
have the title or subject line exactly (copy and

paste) the same way it appears on the printed
document.

C5.3.1.3 There are three ways to create a document
tracking entry in STP.

o Insert under document tracking menu. The user
will be prompted to select the system, the test
activity, and to input tracking data.

o Follow link from the System View page. The
document will be automatically associated with the
system. The user will be prompted to select the test
activity and to input the tracking data.

o Follow the link on the Test Activity View page.
The document will be automatically associated with the
system and test activity. The user will be prompted
to input tracking data.
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C5.3.2 Enter Final Document Into Form 9 Process. The JITC
Form 9 i1s used to record official internal concurrences and
approvals of documents. It is implemented as an electronic
form with electronic signatures.

C5.3.2.1 There are five E-Form 9s that will be used to
record concurrence with documents as they go through the
review process. STP Document Tracking directs the Action
Officer (AO) to the current shared file location to select
the correct E-Form9. Additionally, the JITC Intranet
provides a page (see document “Links to Product Review
Shared Files”) which also contains pointers to the current
shared file location.

C5.3.2.2 The E-Forms 9 are:

o Certification products for programs on the CWL:
CWL.Letters.form9b.pdf

o Plans and Reports for programs on the CWL:
CWL.Plans.Reports.formOb.pdf

o Certification products for programs not on the
CWL: Non-CWL.Letters.form9b.pdf

o Plans and Reports for programs not on the CWL:
Non-CWL.Plans.Reports.form9b.pdf

o Non-Certification memorandum: Non-

Cert.form.9b_pdf

C5.3.2.3 See Paragraph C5.4 for detailed information on
the electronic Form 9 process.

C5.3.3 Is the Product a Non-Certification?

C5.3.3.1 |If the answer is yes, then the document proceeds
to command level review. The JITC commander will sign all
Joint Interoperability Test Non-Certifications. The review
process is, in order, AO, Administrative Support Assistant
(ASA), Branch Chief, JT4A, Portfolio/Division Chief, Chief
Engineer, Executive Assistant, Deputy Commander, and
Commander for review and signature. The Commander will
return the document to the AO. The AO will submit the
document to the JITC Electronic Report Distribution (ERD)
tool, or forward it to the ASA who will submit it into the
ERD, depending on Portfolio/Division policy.

C5.3.3.2 If the answer is no, the document review chain is
determined by the combination of Commander”s Watch List
(CWL) status and CWL product exemption status.
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C5.3.4 Is the System on the Commander’s Watch List (& Not
Exempt)? Certification products for systems that are on
the Commander”s Watch List and are not exempt proceed to
Command Level Review. Products for exempt systems and non-
CWL systems go directly into the Electronic Report
Distribution (ERD) tool after signature by the portfolio
chief.

C5.3.4.1 CWL status is displayed on the “View System” page
for the specific system in STP. A complete list of systems
on the CWL is available in STP as a selection under the
“Systems” menu.

C5.3.4.2 Some systems on the CWL have certain products
(document types) that, due to low risk, don’t go through
the JT4A and Command Group reviews. These will proceed
from portfolio review to ERD.

C5.3.4.3 The current “exempt” list should be obtained from
the STP document tracking feature, however, at the time of
publication of this instruction the list was:

o Standards Conformance/Compliance:
o] MIL-STD-188-181/182/183 standards
conformance and associated CJCSI 6251 compliance
o] Tactical Data Link (TDL) "standards
conformance'™ for Link 16 and Link 11
o] DoD Public Key Enabled (PKE) Compliance
o MIL-STD-188-242/243

o Special Interoperability Test Certifications:
o] Unified Capabilities Requirements (UCR)-
based (formerly Generic Switching Center
Requirements (GSCR)) Defense Switched Network
(DSN) special certifications
o] Internet Protocol version 6 (I1Pv6)
certifications

o Secure Fax
o] MIL-STD-188-161
o] NATO Standardization Agreement (STANAG) 5000

o National Imagery Transmission Format Standards
(NITFS)

C5.3.4.4 When there are changes to the testing situation,
to include new standards, new types of testing, changes in
requirements (e.g., new UCR), changes in test procedures,

revised cert template, etc., AOs must inform JT4A and they
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will review the changes to determine what makes sense and
iIs consistent with appropriate policy/guidance.

C5.3.5 Portfolio Level Review. This block in the process
diagram encompasses the reviews that take place at the
portfolio and all organizational levels below portfolio.
Each level has unique perspectives and each has primary
accountability/responsibility for different aspects of the
review.

e A0 (system and requirements expert)

o Ensures all requirements, test procedures,
limitations, results, iImpacts, and
conclusions are technically and logically
accurate and complete.

0 Ensures content, grammar, and format are
correct and follows Command guidance.

e Branch Chief (functional area expert)

o Confirms technical aspects are correct and
consistent with related findings of Command
in the functional area.

0 Ensures documents are free of unnecessary
system-specific jargon and limited
perspective.

e Portfolio Chief (primary warfighter & decision-
maker rep)

0 Ensures implications and impacts to
warfighter and decision-makers are correct
and clear. Ensures JITC management
positions and perspectives are reflected.

C5.3.6 Command Level Review. Non-exempt documents for CWL
systems are reviewed by JT4A and by the JITC command group.
Each review element has a unique perspective within JITC:
e Strategic Planning and Engineering Division,(JT4) (DoD
& JITC policy experts)

0 Ensures consistency across the Command, with
emphasis on policy implementation.

o Ensures consistency, logical flow, &
understandability of information to target
audience.

o ldentifies problem trends and provides policy or
recommends changes to the implementation of the
policy, as appropriate.

e Chief Engineer (strategic view expert)
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o Confirms sound testing principles and consistent
engineering procedures are used across the
Command .

e Deputy Commander (Command and DISA expert)
0 Ensures consistency with Command and DISA vision
and strategies.

e Commander — Signs all non-certifications.

C5.3.7 Electronic Report Distribution (ERD). The
Electronic Report Distribution tool automates and
standardizes the process of emailing testing and
certification products and maintains a centralized record
of what went out, when it went out, and to whom. See
Supplement 5 for detailed instructions on using the ERD.

C5.3.8 System Tracking Program (STP) and Joint
Interoperability Tool (JIT).

C5.3.8.1 The System Tracking Program (STP) and the Joint
Interoperability Tool (JIT) are separate repositories which
overlap In the area of storing interoperability testing and
certification products. Each one receives an electronic
copy of the final document that was sent out via the ERD.

C5.3.8.2 As part of the closeout of records for the
outgoing document, the STP system and test activity records
are updated (by JT4A and/or the STP Support team depending
on the document type) with information about the outgoing
document and links to where i1t is stored In the repository
portion of the STP. Additionally, the STP document
tracking entry is updated with completion data and removed
from active status.

C5.3.9 Random Quality Control. JT4A will perform quality
control reviews on a sampling of completed documents after
they have been sent out by the ERD process. This is to
provide for lessons learned without delaying the delivery
of documents to JITC external customers.

C5.4 Plans and Reports Review Process. Figure C5-2
provides an overview of the plans and reports review
process. It is similar in most respects to the process for
certification products. The difference is that all plans
and reports receive JT4A review, not just those for systems
on the Commander”s Watch List. For systems on the CWL,
plans and reports also receive JITC Command Group review.
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C5.5 Form 9 Process for Certification/Assessment Products.
Figure C5-3 provides an overview of the Form 9 Staffing and
tracking process.

Cert/
Assessment
Ready for
Form 9
(formal review)
S AOs: Update System, Test Activity, etc. (mandatory fields)
Create New Document Tracking form
T ®Document Title, Type, AO, verify Start/End Dates, Exempt (Y/N), etc.
P STP will provide a link to the current shared files location for the Form 9 templates
STP Support Team: Will receive an alert of a new submission and will review the system/TA information
{I AO places document and E-Form 9 in shared file snace I
Non-Cert? Yes
E
M <
A
| Portfolio System/ T4/ ®Note: The Form 9
L Review Product Yes Portfolio/ | process is for final
on CWL and Command | formal review & not
Non-exempt? Review for draft review
v
E S ERD/fJIT STP/JT4
R & T AOIASA sué)g}l)ts doctothe | Tp Team loads doc into STP
D P JT4 approves ERD submittal JT4 enters the results and doc link
JIT Team distributes & loads
doc into the JIT
Legend
AO Action Officer ERD Electronic Report
Distribution tool
ASA Administrative JIT Joint Interoperability
Support Assistant Tool
CWL Commander”s Watch STP System Tracking Program
List

Figure C5-3. Certification/Assessment Form 9 Staffing
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C5.5.1 Create Form 9. At the end of the process of
creating a new document tracking entry, the STP provides a
pointer to the shared file space which contains the
templates for the various electronic Form 9s referenced iIn
this procedure. The JITC Intranet website also provides a
page (see document “Product Review Shared Files) which
contains pointers to the current shared file space.
Because the technical details of the process may change
from time to time, this file area also contains briefing
material and detailed step by step instructions.

C5.5.2 STP Support Review. “STP Support Team: Will
receive an alert of a new submission and will review the
system/TA.” This review is for completeness of the system
and test activity entries in STP, and for several aspects
of self consistency.

C5.5.3 Placing Document Package on Shared Drive. *“AO
places document and E-Form 9 iIn shared file space” Because
the technical details of this step are subject to change
from time to time, the step by step instructions are
provided iIn a separate document stored in the same shared
area as the Form 9 templates. The JITC Intranet website
provides a page (see document “Product Review Shared
Files”) which contains pointers to the current shared file
space.

C5.5.4 Is the Document a Non-Certification? IT the
document is a Non-Certification, the Form 9 template should
already have been chosen to reflect this. The staffing
path for a Non-Certification includes both Portfolio and
Command Group level review and approval. Otherwise, the
review path is determined by a combination of the
Commander’s Watch List (CWL) status of the system and the
exemption status of the product (document) type.

Note: The JITC commander’s signature is required for a
Non-Certification.

C5.5.5 Is the System on the Commander”’s Watch List (CWL),
and 1s the Product (Document Type) Non-exempt? Documents
for non-CWL systems and exempt documents for CWL systems
receive only Portfolio level review and approval.
Non-exempt documents for CWL systems receive both Portfolio
and Command Group level review and approval.
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C5.5.6 Portfolio Review Process. Figure C5-4 illustrates
the Portfolio level review process.

C5.5.6.1 The document file and the e-Form 9 are maintained
on a shared drive in accordance with (1AW) the detailed
procedures stored with the e-Form 9 templates.

Coordination is carried out by email iIn accordance with
(1AW) portfolio policies. Typically, portfolios follow the
traditional chain of command as i1llustrated in Figure C5-4,
with the ASA included in the loop for format and other
administrative iIssues.

C5.5.6.2 When the document is approved, the final copy is
entered Into the Electronic Report Distribution (ERD) tool.
Which individual is responsible for this is determined by
portfolio policy. Typically, it is the AO or the ASA.
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C5.5.7 Portfolio and Command Level

Figure C5-4. Portfolio Level Review Form 9

Review Process. The

Command and Portfolio review process for Non-Certifications
and CWL non-exempt document types is illustrated in Figure

C5-5.
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C5.5.7.1 The e-Form 9 and the electronic file of the
document are maintained in a shared file space 1AW the
detailed procedures stored with the e-Form 9 templates.
Coordination and notification of the next person in the
review chain occurs by email. The order of review
generally follows the chain of command, with JT4A i1nserted
between the branch and portfolio levels, and with the Chief
Engineer and Executive Assistant inserted between the
Portfolio and Deputy Commander/Commander.

C5.5.7.2 When the document is approved, the electronic
file is submitted to the Electronic Report Distribution
(ERD) tool by the person designated by the portfolio.
Typically, this is the AO or the ASA.

C5.5.8 Electronic Report Distribution (ERD) Tool. After
submittal to the ERD, the document receives one final
administrative review by JT4A. After JT4A approval, the
ERD/JIT team emails the document to the recipients on the
external addressee list provided by the AO, to JITC
internal addressees, places the document on the Joint
Interoperability Tool (JIT) server, and forwards a copy to
the System Tracking Program (STP).

C5.5.9 Systems Tracking Program (STP)/JT4A. After receipt
of the outgoing ERD notification, the STP support team
places the document on the STP Server. JT4A enters the
results of the certification action in the STP Test
Activity page for the system, as well as a link to the
document on the STP server, and posts the completion data
to STP Document Tracking.

C5.6 Form 9 Process for Test Planning and Report Products.
The Form 9 process for test planning and test reports is
similar to the process for certification and assessment
products. The differences iIn routing are illustrated at
the general level in Figure C5-2 and provided on the e-Form
9 templates. The STP support team (instead of JT4A) posts
test planning and test report documents to the appropriate
areas of the STP and posts completion data to STP Document
Tracking.
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C6. CHAPTER 6. PROGRAM/SYSTEM-SPECIFIC POLICY AND GENERIC
TEST METHODOLOGIES POLICY

C6.1 Introduction. This chapter describes specific
policies that influence JITC Test and Evaluation (T&E) and
certification. All JITC T&E and certification must comply
with the following special policies.

C6.2 JITC Testing and Certification Guidelines. The
following section contains general guidance for the Action
Officer (AO) on conducting testing and certification for
JITC. See subsequent paragraphs for policies specific to
interoperability and standards conformance testing.

C6.2.1 Configuration Management (CM). Action officers
will follow JITCI 280-50-01, Configuration Management, when
other formal CM processes have not been established for a
test program. For T&E and interoperability purposes, CM
processes will be used at a minimum to verify the
configuration of the testing environment, to include the
system under test and interfacing system version
identification. Configuration information, to include
hardware and software (including firmware) version
identification information, shall be documented in JITC
test plans, reports, assessments, and certification and
other appropriate documents (e.g., status letters).

C6.2.2 Foreign Systems. Using an Interoperability
Assessment, JITC can report interoperability testing
results for foreign systems whose requirements are defined.
JITC can also report on the test status of U.S. and foreign
programs in combined and coalition environments, when the
requirements iIn these environments are defined. There is
also an exception in cases where a foreign program is U.S.
sponsored and has defined interfaces with U.S. programs.
Additionally, JITC can perform standards conformance
certification for foreign systems for any standard
affecting interoperability. 1In all cases involving a
foreign nation customer, AOs shall coordinate with the
Business Operations Branch (JT2B) to resolve any funding
issues, as there are constraints on how we can deal with
foreign entities.

C6.2.3 Homeland Security-Related Interoperability. All
JITC T&E and interoperability methodologies will treat
information exchanges with homeland security (non-DoD)
systems as any other external interface for the purposes of
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evaluating DoD system interoperability. Special policy for
evaluating interoperability of homeland security-related
systems themselves has not been established. As with other
systems without Joint Staff (JS) J-6 certified
requirements, JITC cannot issue an interoperability test
certification. However, JITC may produce assessments or
standards conformance certifications, as appropriate.

C6.2.4 Stimulators/Simulators and Training Systems.
Stimulators/simulators and training systems, separate from
operational systems, may be used in the development and
testing of Information Technology (IT) and National
Security Systems (NSS) and to support exercises. These
devices may iInteroperate with other systems iIn the
testing/exercise environment. Using these systems in a
testing environment does not necessarily mean the test is
not adequately operationally realistic. Potential
differences between the test environment and the
operational environment, and associated risks, must be
considered before issuing any interoperability
certification. The JITC may certify stimulator/simulator
and training systems iIn the same manner as operational
systems. These systems must have JS J-6 certified
requirements for certification. The JITC does not certify
that these systems provide an accurate model of any
particular environment. Certification memoranda should
contain wording to the effect: ™"This is a certification of
system conformance to interoperability standards or system
interoperability [tailor to fit situation]. It is not a
certification of system performance adequacy as stimulator
or simulator in any specific environment or application.”
The AO should tailor the wording as appropriate. Modeling
and Simulation verification and validation (or similar type
testing) techniques should be used to validate the systems.

C6.2.5 Validation of Test Tools and Standards. Test tools
(and any associated components such as test suites) and
standards/standards profiles will be validated before T&E
use. The JITC does not have the unique mission to validate
test tools or standards. However, JITC may contribute to
the validation as requested by a standards body or perform
validation under the authority used to establish a JITC
testing program.

C6.2.6 Information Assurance (1A). All IT and NSS,
including commercial and non-developmental items, must
comply with applicable DoD IA policies/regulations and
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Director Central Intelligence Directives (DCIDs). This
includes implementation of public key infrastructure (PKIl),
when required, to ensure information security over all
voice, video, and data transmission. Interconnection of
systems operating at different classification levels will
be accomplished by processes approved by the DoD Chief
Information Officer (CIO) in conjunction with Defense
Intelligence Agency (DIA) CIO. Information Assurance will
be an integral part of all interoperability efforts thus
allowing appropriate security measures to protect mission
data and system resources from all known threats. For
systems granted an exemption from DoD Information Assurance
Certification and Accreditation Process (DIACAP) processes
by a Designated Accrediting Authority (DAA), e.g., Platform
IT (PIT) designations the program office or other proponent
will provide a copy of the exemption memorandum to the
JITC. 1A requirements for these systems will be
incorporated as part of normal design and test processes.
Status will be reported in terms of accomplishment of the
stated 1A requirements. For cryptographic devices, the JITC
shall confer with the National Security Agency (NSA) and
user community, to confirm that IA characteristics of the
environment are operationally realistic. The methodology
for any T&E and status reporting of 1A attributes iIn System
View (SV)-6 architecture views has not been determined.
However, JITC shall verify that system and network
configurations used in testing are representative of a
realistic operational environment, to include 1A
characteristics of the environment. For all systems,
determination shall be made regarding whether the IA
configuration of the capability as tested corresponds to
the IA configuration requirements asserted for the
capability.

C6.2.7 "No Test Required"” Status Letters. Current DoD
interoperability policy (CJCSI 3170 and CJCSI 6212.01)
specifically assigns responsibilities for determining the
Joint Potential Designator (JPD) and certifying Net-Ready
Key Performance Parameter (NR-KPP) requirements. Neither
of these responsibilities iIs assigned to JITC, therefore,
JITC shall not issue an interoperability ""no test required”
letter.

C6.2.8 Issues with interoperability requirements shall be
coordinated with the JS J-6 for resolution. JS J-6
certified requirements shall be used to determine the
appropriate type and amount of testing required, including
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the situation where no operational testing is required.
There are two situations where JITC testing may not be
needed.

C6.2.8.1 The JS J-6 capability/requirements certification
memorandum may require the Program Manager (PM)/proponent
to coordinate with JITC on interoperability testing and
certification, even when there are no Joint
interoperability requirements. In this case, which could
be considered an administrative error, JITC may provide the
PM/proponent a letter confirming that there are no
requirements to test (but only after first coordinating
with JT4A). This shall only be done when the JS has
certified the requirements and there 1Is no NR-KPP to
evaluate. This shall not be done if there are no JS J-6
certified requirements on which to base the determination,
or 1T there are interoperability requirements, but JITC
sees no need, or has no capability to test. (E.g., if the
only information exchange is for Global Positioning System
(GPS) data, JITC cannot issue a memorandum stating that the
requirements do not need testing and certification.) In
these situations, the PM/proponent should request a waiver
from the interoperability requirements.

C6.2.8.2 A new system version having only minor changes
not affecting interoperability of the system or interfacing
systems, nor otherwise affecting the operational
interoperability environment may not require operational
testing. JITC will use information provided by the
PM/proponent and from other sources to decide if the
previous certification still applies to the updated version
(i.e., that the interoperability status remains unchanged).
Since any system modification has the potential of
adversely affecting iInteroperability, a risk assessment
must be performed to determine the chances and consequences
of impacts to interoperability. This situation will be
documented in an extension of certification letter, as the
determination of ""'no testing required” means that the
interoperability status is unchanged from the previous
version, in essence extending the previous certification to
cover the new release. Another rare case of "no test
required”™ required applicable to expired certifications 1is
discussed under extension of certifications

C6.2.9 Recertification and Extension of Certification.
The JITC interoperability re-certification is required upon
any of the following events.
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e When materiel changes (e.g., hardware or software
modifications, including firmware) and similar
changes to interfacing systems affect
interoperability

e Upon revocation of interoperability certifications

e Upon automatic expiration four (4) years after the
date of the certification, three (3) years for
Special certifications.

e When non-materiel changes (i.e., Doctrine,
Operations, Training, Logistics, Personnel, or
Facilities) occur that may affect interoperability

Other than the case of an expired certification, any of
these events will require additional operational
interoperability T&E and certification in order to update
the interoperability status.

C6.2.9.1 Expired Certifications. |If a review of the
circumstances for a particular system indicates no change
in interoperability characteristics or requirements since
the last certification, JITC may issue a new certification
upon expiration. A new certification is required to reset
the four-year validity period, three years for Special
certifications. This "re-issued” certification may not
require additional testing. However, the AO will reconfirm
requirements certification status. The AO will examine the
status of all interfacing systems to ensure that their
status or requirements with respect to the system under
test (SUT) have not changed. The AO should ensure the
interoperability environment has not changed, and verify
the previously certified interoperability status during
exercises or deployments. The JITC will issue a new
certification only in cases where a system meets all of
these conditions without having any additional
interoperability testing performed. A Limited Joint
Interoperability Test Certification will not be reissued iIn
those cases where only partial requirements were certified
because some requirements (critical or not) were not tested
or implemented.

C6.2.9.2 Certification Extensions (“'Derived”
Certification). |If a system has been modified, but JITC
determines the modifications do not affect
interoperability, no interfacing systems have changed
significantly, and the interoperability environment remains
unchanged (new interfacing systems, revised policy,
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directive, or instruction), the certification may be
extended to cover the modified system version. The
previous version of the system must have a current
interoperability certification based on JS J-6 certified
requirements. The system sponsor should provide a written
statement that the modifications do not affect
interoperability, along with sufficient information for the
JITC to independently make a determination of the impact of
changes. The extended certification will expire four (4)
years from the original certification date, three (3) years
for Special certifications.

C6.2.9.3 Revocation and Re-issuance of Certifications.
There are situations that may warrant the rescinding,
revocation, or re-issuance of a certification. These
situations range from the need to correct simple
administrative errors (e.g., wrong configuration
identified), to serious cases where the JS requests the
status be reexamined. It is Impossible to anticipate all
of these situations and the appropriate actions. All such
cases shall be brought to the attention of JT4A for
resolution. The STP information will be adjusted to
reflect the correct status. The AO will ensure that
everyone who received the original Electronic Report
Distribution (ERD) is properly notified.

C6.3 Standards and Standards Profiles Conformance Test
Methodology. Standards conformance certification results
from testing a system/component for conformity with
standards/standards profiles (for information processing,
content, format, or transfer). Conformity is characterized
with a matrix (in the certification summary) showing
whether an implementation (the hardware/software under
test) meets the individual mandatory and optional
requirements specified in the standard/standards profile.
Certification is confirmation that the system/component
meets - as a minimum - all of the mandatory and implemented
optional requirements and that there are no critical
discrepancies. Only interoperability test and standards
conformance certifications are defined in DoD
interoperability policy and procedures. Other types of
products may be useful to the PM/proponent; however, they
do not satisfy DoD requirements for having to have
standards conformance and interoperability certifications.

C6.3.1 Standards conformance certification requires two
basic components: conformity assessment tools and a
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conformance program. The conformance program should
include a conformance testing methodology and framework
(similar to the International Organization for
Standardization (ISO)/ International Electrotechnical
Commission (IEC) 9646 series). National Institute of
Standards and Technology (NIST), European
Telecommunications Standards Institute (ETSI), Open
Applications Group, and Organization for the Advancement of
Structured Information Standards (OASIS) are other
organizations with standards conformance (conformity)
methodologies that provide good standards conformance
methodology information. Reference should also be made to
DoDD 5105.19 (see portions related to DoD Executive Agent
for Information Technology (IT) Standards) and related
documents. When a JITC standards testing program does not
have a formally defined methodology, ISO/IEC 9646 will be
used as the basis for determining appropriate local
processes. As a minimum, a standards conformance program
will base testing and status reporting on implementation
conformance statements and conformance test reports that
indicate mandatory and optional protocol elements of the
standard/standards profile. All mandatory and implemented
optional requirements must be met for an implementation to
be considered conformant. Vendor self-certification alone
iIs not adequate for JITC to issue a standards conformance
certification.

C6.3.1.1 Standards conformance certification is based on
detailed assessment of protocol elements and other
specified requirements. Standards conformance
certification means that all mandatory items, and all
implemented optional items, are correctly supported. If an
optional item fails, It must be removed or disabled.
Standards conformance certifications must be based on a
test plan that has procedures to test all requirements.
Reporting of results must include a table that shows all
requirements (at a level sufficient to show at least the
major capabilities supported), what is implemented, and the
status. Status must be "rolled up™ -- a higher-level i1tem
passes only if all subordinate elements pass or are not
applicable. Most standards identify mandatory and optional
items and don"t necessarily identify the criticality. With
complex standards there is almost never 100% conformance,
so a status of "partially met"” or ""not met, but minor
impact or workaround exists' may be appropriate (in effect
factoring in criticality). Too little detail of analysis,
less stringent rules for passing, and allowing numerous
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non-conformance issues are characteristics of assessments
that should be documented in something other than a
certification of conformance.

C6.3.1.2 Standards compliance (verification, confirmation,
validation, etc.) certification. The DoD does not define a
"standards compliance certification.” Generally, one
conforms to standards and complies with policy. There are
few situations where a standards compliance certification
would be appropriate. Chairman of the Joint Chiefs of
Staff Instruction (CJCSI) 6251.01 requires systems to
conform to MIL-STD-188-181, MIL-STD-188-182, and MIL-STD-
188-183. Standards conformance certifications are issued
for each of the MIL-STD assessments. It 1s appropriate to
issue a standards compliance certification for CJCSI 6251,
when all of the individual standards conformance
requirements are met, except that a standards compliance
certification is not defined in policy/procedures, nor
implemented in the STP. Therefore, JITC does not
officially issue standards compliance certifications.

C6.3.1.3 Standards compliance letters are used to document
standards conformity iIn situations where a formal standards
conformance certification cannot be justified (e.g.,
analysis not sufficiently detailed and thorough). The term
"compliance™ is not entirely accurate, however,
"compliance™ letters lean more towards saying that an
implementation complies with the intent of the standard,
rather than strictly conforming to each item of the
standard. JITC also uses the term "standards compliance™
when other organizations issue a related standards
conformance certification -- this is more a matter of
avoiding the confusion of two "‘certifications,” rather than
a reflection of the test methodology, (i.e., some of these
products meet the criteria for issuing a standards
conformance certification, however, they are not treated as
such.) Standards compliance letters must clearly identify
what 1s meant by compliance, either directly or by
reference to the testing methodology documentation.
Compliance may be verified by a number of techniques,
including analysis, iInspection, demonstration, and testing,
to include use of data from other sources (e.g., from a
standards test body).
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C6.3.2 Characteristics of conformance and compliance
testing programs include:

C6.3.2.1 Conformance programs will have formal
standards/standards profiles, documented testing
methodology, validated test suites and tools, and
implementation conformance statements and associated
reports.

C6.3.2.2 Compliance programs may not examine all protocol
items and test each one for typical values, boundary
conditions (e.g., min/max values or min/max length of
data), invalid data (intentional bad data to determine if
behavior under error conditions i1s correct), etc. |If
testing is more of the nature of sending a message and
verifying it shows up on the other end (without examining
the Os and 1s), then this type of data supports an
interoperability assessment or standards compliance letter
better than a standards conformance certification.

C6.3.2.3 Standards conformance would allow discrepancy
reports to be associated with individual protocol elements.
IT the granularity of test cases does not allow a
determination to the level of protocol elements, then
testing i1s probably not sufficient for determining
standards conformance.

C6.4 Interoperability Evaluation and Certification. Joint
Interoperability Test Certification is the part of the
overall iInteroperability certification process that
characterizes operational interoperability capabilities and
assesses the operational impact of any discrepancies. The
JS J-6 certified capabilities and requirements feed the
JITC Joint interoperability test evaluation process, and,
in turn, the Joint Interoperability Test Certifications
provide input to the JS, and the Milestone Decision
Authority (MDA) (or equivalent) fielding decision. Policy
applicable to all types of interoperability test
certifications includes:

C6.4.1 Requirements shall be JS J-6 certified. The JITC
shall evaluate and make a certification determination based
on the NR-KPP components in J-6 1&S certified documents.
All exceptions shall be coordinated with JS J-6, including
any issues with certified requirements. All issues that
require coordination with JS J-6 shall first be coordinated
with JT4A.



JITCI 380-50-02 6-78

C6.4.2 Interoperability requirements shall be used for
evaluation and the status reported, not merely the
capabilities that have been implemented. This includes all
critical threshold requirements and all critical and non-
critical objective requirements. If requirements for
increments were not clearly delineated by increment (phase,
spiral, block, etc.) in the J-6 certified requirements, as
mandated by DOD policy, all interoperability requirements
shall be assumed to apply to the current increment and be
evaluated as such. Changing the increment or criticality
of a requirement Is a modification to the requirements that
may require re-certification by J-6.

C6.4.3 As a minimum, all enterprise level and external
joint critical information exchanges shall be evaluated
(see CJCSI 6212.01).

C6.4.4 Any other system interoperability requirements
shall be evaluated. (E.g., some interoperability
requirements do not appear in the integrated architecture
products, such as a capability to communicate on two
channels simultaneously.)

C6.4.5 Standards conformance requirements, as documented
in TV-1 products, or derived from other requirements and
specifications, shall be evaluated and reported as
appropriate for the complexity and maturity of the
protocols.

C6.4.6 Interoperability evaluation will be based on end-
to-end testing of production representative systems In as
realistic operational environment as practicable. This
includes use of test scenarios with a typical message mix,
loading that reflects normal and wartime modes, and benign
and hostile environments. System test configurations will
represent realistic IA aspects of the operational
environment.

C6.4.7 Interoperability evaluation must assess the
exchange and operational use of information amongst
systems. For the exchange to be assessed as meeting all
requirements, the technical exchange and operational use
must be confirmed, including associated attributes for
accuracy, completeness, timing, security, etc. Meeting the
requirements means that not only the SUT functions
correctly, but that the interfacing systems also performed
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as required, and that the network infrastructure also
provides the necessary reliability, bandwidth, response
times, security, etc.

C6.4.8 Version identification information shall be
provided for the system and net-centric components (both
services and data) to be certified and any interfacing
systems and net-centric components.

C6.4.9 Status reporting on items shall include the
criticality associated with the item, the status (e.g.,
certified, not tested), the degree of compliance (e.g., all
critical requirements met), and the expected operational
impact of any discrepancies. Expected operational impact
includes the impacts to the system’s ability to achieve the
stated capability, and/or accomplish the operational task,
the mission and the effects on the system, interfacing
systems, and interoperability environment (e.g., net-
centric services and data).

C6.4.10 The interoperability test certification memorandum
shall include a statement on any conformance certification
requirements, whether conformance has been conducted as a
separate test or included in the interoperability testing.

C6.4.11 Testing limitations shall be reported, including
the impact they may have on interpretation of the results
and conclusions. Any untested requirements shall be
included In the testing limitations.

C6.4.12 Life cycle interoperability evaluation will
continue until objective requirements have been satisfied
and certified, and then will continue as needed to satisfy
re-certification needs.

C6.4.13 Certification status will be verified during
exercises and deployments throughout the life cycle. |If
indications warrant (e.g., serious interoperability
problems are observed or reported, requirements or
operational environment appear to have changed,
configuration has changed significantly) interoperability
assessments or complete evaluations will be performed to
confirm and update the status, as necessary. Existing
certifications may be confirmed (no action required),
extended to minor system releases (updates), or revoked,
and certification, non-certification, and interoperability
status memoranda issued as appropriate.
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C6.5 Interoperability Key Performance Parameter (I-KPP)
Based Interoperability Test Certifications.
Interoperability evaluation and status reporting for
systems documented under the Requirements Generation System
(RGS) system shall follow the following guidance.

C6.5.1 Requirements shall be obtained from a JS J-6
certified Operational Requirements Document (ORD) or
certified I-KPP package. Some ORDs approved or directed by
the JROC before JCIDS may still be valid. However, JROC
approved ORDs, ORDs approved before 2001, and ORDs without
an 1-KPP statement require coordination with JT4A before
use; coordination with JS J-6 may also be required.

C6.5.2 The certification must address whether the 1-KPP
and individual top-level Information Exchange Requirements
(1ERs) and overall system interoperability performance have
been met. The status of physical/logical interfaces is
also reported.

C6.6 Net-Ready Key Performance Parameter (NR-KPP) Based
Interoperability Test Certifications. The JITC will
certify a system meets its interoperability requirements
contained in the NR-KPP statement. JITC does not certify
the NR-KPP. Guidance specific to the NR-KPP process
includes:

C6.6.1 For programs subject to the NR-KPP, the evaluation
will determine the operational status of the NR-KPP
requirements (including interfaces, exchange requirements
and other interoperability requirements). Test
requirements shall be obtained from the NR-KPP in a J-6 1&S
certified document.

C6.6.2 The Joint Interoperability Test Certification must
address the NR-KPP compliance statement, with the five
primary elements of the NR-KPP and associated performance
attributes, and provide the status of standards
conformance. The elements are not mutually exclusive —
there i1s considerable overlap and interplay of the
requirements of the NR-KPP.

e Solution architecture products (information exchange)

e Compliant with Net-Centric Data Strategy and Net-
Centric Services Strategy

e Compliance with GIG Technical Guidance (GTG)
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e DoD Information Assurance Requirements
e Supportability Requirements

CJCSI 6212.01, enclosure F, should be referenced for what
JITC evaluates for each element.

C6.7 JITC Certification Determination

C6.7.1 Interoperability test and evaluation quantifies the
degree to which a system interoperates with other systems
as required to provide a critical capability or to
accomplish a mission or task. The status also conveys the
level of risk associated with the system meeting
requirements by identifying the expected operational impact
of any discrepancies.

C6.7.2 The JITC must base interoperability evaluations on
JS J-6 certified requirements, the criticality of the
requirements, and the expected operational impact of any
deficiencies. An interoperability status is determined for
the overall system, if all critical interfaces have been
implemented and tested. Interfaces (external information
exchanges between systems) are assessed individually and
contribute to the overall system status. Compatibility,
including conformance to standards and standards profiles,
interoperability, supportability, IA issues, etc. should be
considered when providing interface and system
certification status. The overall status must also take
into consideration the cumulative effect of any
discrepancies, including any technical impacts.

C6.7.3 Interoperability certifications are issued for
systems and, whenever possible, provide the overall system
interoperability status with respect to all of the required
interfaces and other system interoperability requirements.
System certification is confirmation that the system is
interoperable and i1s ready for use iIn a
Joint/combined/coalition operational environment.
Certification letters include the interoperability status
of each external iInterface; however, the focus is on the
overall system requirements, not merely what was available

for testing. |If critical interfaces are untested, a
Limited Joint Interoperability Certification i1s used,
assuming other tested requirements are met. |If there are

critical interoperability requirements that are not met, or
the cumulative effect of problems may be expected to cause
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major operational problems (i.e., the system should not be
fielded), the system is not certified.

C6.7.4 The possible interoperability conditions for a
system include:

e Joint Interoperability Test Certification

e Special Interoperability Certification

e Limited Joint Interoperability Certification

e Interim Joint Interoperability Test Certification

e Extension of Certification

e Interoperability Test Non-Certification

e Interim Certificate To Operate (ICTO; issued by the
ICP)

e "No Test Required” (see above on ""No Test Required"”
letters)

e Other (untested/unknown)

C6.7.5 It is important to distinguish between the JITC
test certifications and certifications by other
organizations (e.g., J-6 1&S certifications).

C6.7.6 Interfaces are certified only as part of a system
certification. There is no process for certifying
individual interfaces. (This was primarily a problem when
JITC issued joint interoperability certifications for
Tactical Data Link (TDL), however, there are still
inquiries and attempts to issue “interface certs.”) The
interface status is determined by the results of
interoperability tests and other relevant information.
Additional input may include the results of any previous
interoperability testing, standards conformance testing,
compliance with standards profiles, and results of
interoperability and supportability certification efforts.
Other performance parameters, interoperability issues, and
technical impacts may factor into the evaluation as well.
Not all interfacing systems may participate in any one test
or interoperability demonstration, so it Is important to
identify the specific configurations used for the
certification.
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C6.8 System Certification

C6.8.1 Certification letters are issued for systems (or
rarely, for a system of systems/family of systems
(SoS/FoS), which may have one or more interface
requirements. Interfaces may be derived from or specified
in terms of information/data exchanges, although the NR-KPP
package (from a Capability Production Document (CPD),
Information Support Plan (ISP), Tailored Information
Support Plan (TISP), etc.) may contain a textual/tabular
list and should contain a graphical representation of
external interfaces in the architecture products. There
may be additional interoperability related requirements
(e.g., IA issues) that must be factored into the
interoperability status. |If only some of the interfaces
are tested, the certification will still provide the status
for all of the interface requirements. If there is
insufficient data to establish a system certification
status (i.e., there are untested or unimplemented critical
interfaces), the letter shall indicate that the overall
system is not certified, and will describe why an overall
status cannot be determined at this time. This Limited
Joint Interoperability Test Certification will certify
those iInterfaces for which adequate data is available and
the criteria are met.

C6.8.2 An overall system interoperability status will be
assigned to the system based on the criticality of
requirements and the expected operational impact of all
identified interoperability problems. The system status
shall take iInto account the criticality and
interoperability status of each interface, any overall
system interoperability performance criteria, as well as
any combined effects that may not have affected individual
interfaces but may affect the system as a whole. The
degree of system iInteroperability is expressed textually.
Future iInterface requirements are not used to determine the
current interoperability test certification of the systenm,
although future requirements should be listed in the matrix
when known, and all current requirements must be addressed,
not merely those tested or implemented. Both interface and
the overall system interoperability status must include
remarks indicating the degree of interoperability and the
severity of any expected operational impacts. A rationale
must be provided which describes the reasoning behind
assigning the interface and overall status. Results must
be presented in terms of overall system interoperability,
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external system interfaces, and interoperability KPPs,
IERs, Key Interface Profiles/GIG Enterprise Service
Profiles (KIPs)/GESPs), and other specified

interoperability requirements,

C6.8.3 CJCSI 6212.01 requires
realistic environment. |If the
significantly from the mission
environment, or results may be
hardware/software platforms or

as applicable.

testing iIn an operationally
test environment differs
and threat operational
sensitive to the specific
networks used for testing,

the certification should be qualified to reflect this
increased risk. The certification memo should state that
the results are valid for a specific environment, and
system interoperability should be verified before being
deployed in a different environment. Certain testing
limitations may also warrant qualifying the certification.
For example, 1f testing was limited to a benign environment
(e.g., clean networks, no information warfare activities),
this should be mentioned.

C6.8.4 System certification memoranda are normally issued
after completion of an interoperability evaluation, and
must reference any existing certifications still in effect.
In some situations, It may be appropriate to issue, update,
or revoke a certification for interfacing systems (i.e.,
those other systems interfacing with the primary system
under test). Information from any of the sources used to
evaluate interoperability may trigger a review,
reevaluation, and certification of a system. Results from
Tield, exercise, and demonstration support should be
examined for any required changes to certifications.

C6.9 Interoperability Status Determination

C6.9.1 The following certification definitions should be
used as a guideline for the terms used to describe various
degrees of interoperability. Certification is based on JS
J-6 certified requirements, the criticality of the
requirements, and the expected operational impact of any
deficiencies. Certification is applied to the overall
system, 1T all critical interfaces have been implemented
and tested. Interoperability status represents the extent
to which a system is interoperable with respect to
interoperability KPPs, IERs, KIPs/GESPs, standards
conformance, and other stated interoperability
requirements.
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C6.9.2 Critical requirements with deficiencies that may
result in major operational Impacts are grounds for
assigning an interoperability status of "not certified.”
Non-certification may also result because of the cumulative
effect of less severe problems or failed non-critical
requirements. Because of the complex interrelationship of
the factors determining interoperability, atypical
situations must be handled on a case-by-case basis. If
there are critical iInterfaces that are "'not certified,” the
overall system status must be non-certified — either a
Limited Joint Interoperability Certification or "non-
certification” shall be used in this circumstance. |If not
all critical requirements are met and the system does not
negatively impact the interoperability environment (e.g.,
degrade other systems) and does provide valuable
capabilities, a Limited Joint Interoperability
Certification may be most appropriate.

C6.9.3 Interface and system interoperability status are an
indication whether interoperability requirements are met
and systems are interoperable. It iIs not necessarily an
indication that the system being certified does or does not
contain any faults. Although it is desirable to be able to
isolate faults to a particular component, the
interoperability status should reflect whether the
system/interface works. In other words, the status is
independent of whether faults exist iIn the system under
test, an interfacing system, or the supporting
communications infrastructure.

C6.9.4 JITC categorizes the degree of interoperability of
systems and system interfaces based on the possible
operational impact of any interoperability deficiencies.
The AOs must work closely with the user community to assess
the expected operational impact of discrepancies, providing
appropriate input so any technical impacts are factored
into the assessment. The operational impact is key to
determining whether or not to certify an interface or
system. The tables below show the conditions which lead to
a given status determination and the terminology used to
describe the various degrees of interoperability.
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Table 6-1. Guidelines for Determining Interoperability
Status
Requirements Operational Risk/Adverse Effects Description Status

Met Impact (see table
6.2)
All — all KPP
requirements,
IERs, and None Low/None. No_adyerse 1 Certified
effects to mission.
other I0P
req’s.
Some — all
critical
(threshold) . Low. No adverse effects -
KPP req’s. Minor to mission. 2 Certified
IERs, other
I0P req’s.
Medium. Adversely
Some — all affects operational or
critical mission essential
(threShQId) Moderate Capab[llty, or technical 3 certified
KPP req’s, or life cycle support
IERs, other risk, but mitigating
IOP reqg’s. circumstances minimize
the impact.
High. Adversely affects
Fails some operational or mission Not
critical Major essential capability, or 4 C - e
- - - ertified
requirements. technical or life cycle
support risk.
Unacceptable. Prevents
Few or no the accgmplishmen? of an
requirements Critical operaF|onal or misston 5 Not
essential capability, or Certified
met. - _
Jeopardizes safety or
security.

Unknown — Not Depends on criticality 6 Not
tested. and operational impact. Tested
Not Depends on criticality 7 Not
implemented. and operational impact. Certified
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Table 6-2. Interoperability Status Descriptions

No.
EZE?Q Description
6.1)
The system/interface meets all interoperability
1 requirements (both threshold and objective) for a given
increment.
The system/interface meets all critical interoperability
requirements. No deficiencies have more than a minor
> operational impact with no adverse effect on
capabilities essential for mission accomplishment. All
critical system interoperability KPPs/interface IERs are
met.
The system/interface meets some interoperability
requirements. No deficiencies have more than a moderate
3 operational impact that may involve delays, degradation,

or work-arounds, but are unlikely to lead to critical
mission failures. All critical system interoperability
KPPs/interface IERs are met.

The system/interface does not meet some critical
interoperability requirements. Deficiencies may have
4 major operational impacts with adverse effects on
mission essential capabilities that lead to critical
mission failures.

The system/interface does not meet critical
interoperability requirements. Deficiencies prevent the

> accomplishment of critical mission capability, or
present a risk to safety or security.
The ability to meet interoperability requirements cannot
be demonstrated, and any operational impacts are usually
6 unknown. It is only rarely possible to assess an

operational impact (e.g., where some negative results
exist, but insufficient results to fully evaluate the
interoperability).

An interface capability is not implemented (either in
7 the SUT or interfacing system); therefore, it fails to
meet requirements and is ""not certified.”
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C7. CHAPTER 7. REQUIREMENTS DOCUMENTS REVIEW PROCESS

C7.1 General. The cornerstone of any certification effort
is testable and measurable requirements. The Joint Staff
(JS) attempts to ensure requirements are adequate by
mandating that these capability/requirements documents be
JS J-6 certified. The JITC acts as one of the assessors
during this review/certification process. Chairman of the
Joint Chiefs of Staff Instruction (CJCSI) 3170.01G, CJCSI
6212_.01E, and the Manual for the Operation of the Joint
Capabilities Integration and Development System describe
this process. This chapter elaborates on the associated
JITC processes.

C7.2 Overview. The document review process begins when
the program sponsor submits requirements documents to the
JS for review. JITC involvement officially begins when the
JS tasks the documents to JITC for review via the J-6 Joint
C41 [Command, Control, Communications, Computers, and
Intelligence] Program Assessment Tool-Empowered (JCPAT-E).

C7.2.1 In the case of Joint Capabilities Integration and
Development System (JCIDS) requirements documents
(examples: Initial Capabilities Documents (ICDs),
Capability Development Documents (CDDs), Capability
Production Documents (CPDs)), the documents are initially
submitted through the J-8 Knowledge Management/Decision
Support (KM/DS) tool. The Gatekeeper determines how the
capability affects the Joint Force, assigns the document a
Joint Potential Designator (JPD), and forwards the
documents selected for interoperability review to the
JCPAT-E tool for J-6 staffing.

C7.2.2 Non-JCIDS documents (e.g., Information Support
Plans (ISPs), Tailored Information Support Plans (TISPs))
are submitted directly by the sponsors to JCPAT-E.

C7.2.3 The JCPAT-E process staffs and reviews documents in
stages, beginning with draft level documents and advancing
to intermediate and final stages.

C7.3 JITC Process. The diagram below depicts the JITC
review process from the receipt of tasking from J-6 via the
JCPAT-E tool, through the submittal of JITC comments back
through the JCPAT-E tool. The rows (lanes) indicate who is
responsible for each step.


http://jitc.fhu.disa.mil/jitc_dri/pdfs/3170_01g.pdf
http://jitc.fhu.disa.mil/jitc_dri/pdfs/6212_01.pdf
https://www.intelink.gov/wiki/JCIDS_Manual
https://www.intelink.gov/wiki/JCIDS_Manual
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C7.3.1 Receive Tasking. The Document Review team receilves
the tasking as an email generated by the JCPAT-E system.
Overall suspense i1s set by the Joint Staff. JITC’s ability
to negotiate extensions for document review suspenses 1S
very limited.

C7.3.2 Download Document Set from JCPAT-E. Typically, the
Document Review team downloads the document set from the
Secret Internet Protocol Router Network (SIPRNet) JCPAT-E.
The document set includes the main document, plus any
enclosures such as architecture products/artifacts and
background information provided in the JCPAT-E entry. In
special cases when unclassified ISPs or TISPs are available
on the Unclassified but Sensitive Internet Protocol Router
Network (NIPRNet) JCPAT-E, the documents may be downloaded
from there as a matter of convenience.

C7.3.3 Make Document Available to Reviewers. The Document
Review team sanitizes unclassified documents that have been
downloaded from the SIPRNet and transfers them to the JITC
Tech Library. Classified documents will normally be
printed and transferred to the Tech Library as hard copy.

C.7.3.3.1 Unclassified documents are normally filed in the
Tech Library under their JCPAT-E control numbers.
Classified documents are normally filed under their JITC
Automated Classified Document Register (ACDR) control
numbers.

C.7.3.3.2 Unclassified ISPs and TISPs that are obtained
from the NIPRNet JCPAT-E may be placed in shared folders on
a shared NIPRNet drive. When this iIs the case, the review
tasking email will explain where to find the document.

C.7.3.3.3 There are special circumstances when document
packages will be placed in shared folders on a shared
SIPRNet drive, rather than being transferred to the Tech
Library. These include but are not limited to:

e Unclassified documents that for some reason cannot be
sanitized for removal from the SIPRNet. This may be
due to Tile format, size, or complexity of the
document package or some combination of circumstances.

e Classiftied documents that cannot be viewed effectively
in hard copy. Sometimes this is due to file formats.
Other times, it is due to graphics or other document
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portions that are highly detailed and rely on the
ability of the reader to zoom-iIn on-screen for
effective viewing.

e Surges in workload for the Document Review team make
it necessary to get documents available to reviewers
in a timely manner. In such cases, the Document
Review team will continue to work after the initial
tasking to get the documents to the Tech Library.

Note: Because the JITC Fort Huachuca SIPRNet shared drive
is not accessible to other locations such as Indian Head,
it Is necessary for Action Officers (AOs) and teams at
remote locations to establish and maintain their own access
to SIPRNet JCPAT-E. Whille there iIs some remote access to
the Tech Library and Fort Huachuca NIPRNet shared drives,
this access 1s not universal, adding to the importance for
organizations at remote locations to have SIPRNet JCPAT-E
accounts.

C7.3.4 Task Review of Document to Portfolio/Division. The
document review team sends out an email tasking to the
portfolio/division to review the document. The lead
portfolio/division and any supporting portfolio/division
will be assigned based on factors that include document
content, system assignment in the JITC System Tracking
Program (STP), assignment of related systems in STP, system
specific direction, and prior practice.

C7.3.4.1 The tasking email will include the JITC internal
suspense, which normally allows for two working days
processing time before the JCPAT-E suspense. Because
JCPAT-E is operated by DISA on behalf of the J-6, JCPAT-E
suspenses are often referred to as “DISA” suspenses.

C7.3.4.2 How document reviews are tasked and managed
within the portfolios/divisions is at the discretion of the
portfolio/division chiefs. Typically, portfolios/divisions
will follow the traditional chain of command in tasking
their subordinate elements.

C7.3.5 Action Officer Review, Comment, and Consolidation.
Responsibility for reviewing a document and coordinating
with, and consolidating the comments from, supporting
reviewers rests with the lead AO.
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C7.3.5.1 Key review points include the following:

e Use current checklists for document review. These are
located on the shared drive and also on the JITC
intranet.

e Comments must be submitted using the current comment
resolution matrix template (usually provided with the
tasking email). The comment matrix must be completed
according to directions. This is to enable use of the
automated process for uploading comments to JCPAT-E in
bulk.

e Each comment must have a Government representative as
the responsible point of contact (POC). While
contractors actually perform reviews iIn many cases,
they cannot be listed as the responsible POC.

e Treat every review as If it 1s the last time you are
going to get a chance to comment. |If early reviews
seem to be going favorably, J-6 can decide to certify
a document without going through all the normal review
stages.

e A critical comment is, by definition, a non-
concurrence with the document.

C7.3.5.2 JITC may non-concur with a document based on an
excessive number of substantive comments, even if there are
no critical comments. What constitutes excessive iIs
situation dependent and a judgment call on the part of the
AO and the JITC chain of command. 1In such cases, J-6 has
requested that reviewers provide a general critical comment
to explain the situation.

C7.3.5.3 As noted earlier, the JCPAT-E process involves
staffing and reviewing documents in stages, beginning with
early draft level stages and proceeding through
intermediate and final stages. The number of stages and
names of the stages changes from time to time. Current
observed sequence i1s Stage 1 > Stage 1l > Functional
Capabilities Board (FCB) Draft (sometimes called FCB Final
or Final). Again, JITC does not always have the
opportunity to review all possible stages of a document, so
each review should be treated as possibly the last review.

C7.3.5.4 Critical comments and non-concurrences with a
document in Stage 1l or later reviews, must be coordinated
with the proponent of the document prior to submittal.


https://jitcnet.fhu.disa.mil/cert/updates.html
https://jitcnet.fhu.disa.mil/cert/updates.html
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This coordination is the responsibility of the lead AO for
the review.

C7.3.5.5 The main purpose of the Functional Capabilities
Board (FCB) Draft/Final stages of review is to verify that
the comments from previous review stages have been
satisfactorily adjudicated. Only in extreme cases should
new issues be introduced at this point. Any non-
concurrences at the FCB Draft/Final stages of review must
be coordinated with the proponent before being submitted.

C7.3.5.6 At the conclusion of the review, the lead AO
consolidates the comments of any supporting reviewers with
their own, adds an overall concur/non-concur
recommendation, and forwards them up the chain of command
back to the Branch Chief.

C7.3.6 Branch Chief Review & Concur/Non-concurrence.
Assuming the normal chain of command, the Branch Chief
forwards the comments and concur/non-concur recommendation
to the Portfolio/Division Chief.

C7.3.7 Portfolio/Division Chief Review & Concur/Non-
concurrence. The Portfolio/Division Chief or their
designated representative forwards the comments and
concurrence/non-concurrence recommendation to the JITC
Document Review Team.

C7.3.8 JITC Document Review. The JITC Document Review
Team receives the comments from the portfolio and checks
them for administrative errors.

C7.3.8.1 The Document Review team forwards the comments
and portfolio recommendation to the JT4A Document Review
Government POC for approval.

C7.3.8.2 The JT4A Architecture Review team monitors the
incoming document review tasking messages from JCPAT-E.
The team performs a best-effort level of review of the
architecture artifacts within the assigned suspenses. The
team looks for consistency and for general compliance with
DoD Architectural Framework (DODAF) requirements.

C7.3.8.2.1 The Architecture Review team does not validate
the content of the architectural artifacts. The team does
not have the system-specific knowledge to assess whether

items like the timeliness fields in an SV-6 are the values
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required for the system to be interoperable or mission-
effective. Similarly, they do not have the knowledge to
determine i1f an interface, needline, or information
exchange is missing or is even needed. Acquiring and
maintaining that kind of system knowledge iIs the
responsibility of the AO.

C7.3.8.3 The Architecture Review team reviews the AO
comments and coordinates with the AO, i1f there are major
issues with the architecture artifacts or conflicts between
the AO and Architecture Team comments. The team provides
the results of this review and any coordination to the JT4A
Document Review Government POC.

C7.3.8.4 The JT4A Government POC reviews the comments and
portfolio recommendation and the input provided by the
Architecture Review team. They coordinate any JT4A
comments with the AO. When the comments are complete and
approved, the Government POC forwards them to the JITC
Document Review team for posting to JCPAT-E.

C7.4 Procedure for Classified Comments (JCPAT-E).
Classified comments are handled on an exception basis. The
general procedure is outlined below. 1t may be tailored on
a case by case basis.

C7.4.1 When the need arises to submit classified comments,
the AO coordinates with the JITC Document Review team to
arrange for the submittal and review of the comments.

C7.4.2 Typically, the AO will generate the comments on the
SIPRNet using the same comment matrix template used for
unclassified comments. The comments will be reviewed on
the SIPRNet by the chain of command up through the
portfolio.

C7.4.3 When approved at the portfolio level, the comments
will be sent by SIPRNet email to the JITC Document Review
Team member(s) agreed upon iIn the initial coordination.

C7.4.4 The JITC Document Review team member(s) will
coordinate with the JT4A Document Review Government POC to
obtain approval before posting.

C7.4.5 Upon receipt of approval, the JITC Document Review
team will post the comments to JCPAT-E.
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C7.5 Procedures for Joint Worldwide Intelligence
Communications System (JWICS) Comments. JWICS comments are
handled on a case by case basis. The AO coordinates with
the JITC Document Review team for administrative tracking
of the comments.

C7.5.1 The AO and any other required reviewers/chain of
command members review the document and submit comments
directly via JWICS. Normally, the JITC Document Review
team and Government JT4A representative will not view the
document or the comments.

C7.5.2 When the comments have been posted via JWICS, the
AO advises the JITC Document Review team so that the
suspense can be closed out.

C7.5.3 Depending on the circumstances, the JITC Document
Review team may post a place holder comment to JCPAT-E
indicating that comments have been submitted via JWICs.

C7.6 Additional Background Information.

7.6.1 Overview of Knowledge Management/Decision Support
(KM/DS) and JCPAT-E.

7.6.1.1 KM/DS and JCPAT-E are suites of automated tools
and databases that are used for managing the business of
the Joint Staff. The diagram below provides a simplified
view of their relationship to each other, and their
functions with respect to review of system requirements
documents.
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Figure C7-2. JITC Overview of KM/DS

and JCPAT-E Processes

7.6.1.2 KM/DS is a suite of tools operated in support of
the JS J-8. It is used for tracking much of the business
of the entire JS. It contains many other documents and
Tiles besides requirements documents. Examples include
briefings, meeting minutes, and decision memos.

7.6.1.3 JCPAT-E is a suite of tools and a database
operated and maintained by DISA GE33 primarily in support
of the JS J-6. It is also used for staffing certain non-
JCIDS documents that come under the purview of Office of
the Assistant Secretary of Defense (OASD) (e.g., ISPs,
TISPs) and selected DISA documents.
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7.6.1.4 Documents reviewed through JCPAT-E get various
iterations of staffing and revision. The document, the
comments, and any J-6 certification/non-certification memos
for each iteration are recorded in the database shown on
the diagram as “repository function.”

7.6.1.5 There might be occasional references to KM/DS in
JCPAT staffing documents. For JCIDS documents, it iIs part
of the pathway into the joint staffing process.

7.6.1.6 JCIDS documents are submitted by the proponent
into the KM/DS system.

7.6.1.7 Requirements documents are reviewed by the
Gatekeeper to determine if they need to be sent to JCPAT-E
for J-6 and/or OASD staffing and review.

7.6.1.8 Some of the items recorded in the JCPAT-E database
eventually get replicated in the KM/DS repository function.
Over the years, the transfer has not been consistent and
reliable.

7.6.1.9 KM/DS will sometimes show background information
(briefings, Joint Staff actions, etc.) not shown in JCPAT-
E. Rarely, KM/DS will have requirements documents that
were submitted and failed to make the transition to JCPAT-
E. Checking KM/DS can sometimes help track down things
that may have fallen through the cracks.

7.6.1.10 Proponents wishing to get their documents to
JCPAT-E should consult with the J-6. To keep things
submitted through KM/DS from falling through the cracks, it
iIs a good idea for the proponent to specifically request
Gatekeeper review and forwarding to J-6/JCPAT-E.

7.6.1.11 KM/DS also has staffing processes to the Joint
Staff and other higher level organizations. They do not
directly involve JITC. Indirectly, other organizations
(e.g., J-6) may elect to task JITC to assist iIn the review
of documents tasked to them through KM/DS. They may or
may not go through JCPAT-E for these indirect taskings.

7.7 Getting JCPAT-E Accounts. It is the responsibility of
the AOs and members of test teams to obtain JCPAT-E
accounts to enable them to keep current on the status of
all requirements documents for their systems, and to obtain
current copies of J-6 certified requirements documents for
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interoperability test planning and interoperability test
certification. Accounts are critical for AOs and test
teams who do not have access to the JITC Tech Library and
the shared drive resources. Instructions for obtaining
accounts are contained in the JCPAT-E user brief described
below.

7.8 JCPAT-E User Brief Available. JT4A maintains a
briefing on the aspects of JCPAT-E that are important to
JITC, and user instructions for functions frequently
performed by individuals in JITC. This briefing includes:

e Account application procedures
e How to find documents for a specific system

e How to find which documents are J-6 certified for
interoperability and supportability

e How to access the DoD Information Technology Standards
Repository DISROnline tool

e How to find TV-1s in DISROnline

Copies of this briefing are accessible at the following
locations:

e JITC intranet.
e The JITC shared drive and JITC Information Sharing
Tool (JIST).

e The JITC Fort Huachuca SIPRNet shared drive. Path is
posted above most of the terminals in the SIPR
Management Center.



https://jitcnet.fhu.disa.mil/cert/updates.html
https://jitcnet.fhu.disa.mil/scripts/jist3x/index.aspx
https://jitcnet.fhu.disa.mil/scripts/jist3x/index.aspx
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C8. CHAPTER 8. INTERIM CERTIFICATE TO OPERATE (ICTO)
PROCESS

C8.1. General. An Interim Certificate to Operate (ICTO)
allows a system to be fielded/connected to a live network
without a JITC interoperability test certification. The
ICTO is a temporary reprieve from the requirement that all
fielded DoD Information Technology (I1T)/National Security
Systems (NSS) must be certified for Joint interoperability
IAW the DoD 4630 series. An ICTO is not to exceed 1 year.
In accordance with Chairman of the Joint Chiefs of Staff
Instruction (CJCSI) 6212.01, an ICTO is the authority to
field new systems or capabilities for a limited time, with
a limited number of platforms to support developmental
efforts, demonstrations, exercises, or operational use.
Also, i1n accordance with (IAW) CJCSI 6212.01, all DoD
Information Technology (IT) & National Security Systems
(NSS) systems with Limited certifications are required to
pursue ICTOs. The ICTO will specify the way ahead, but
programs will strive for completing the Joint
Interoperability Test Certifications.

C8.2. Overview. The Interoperability Certification Panel
(ICP) 1i1s one of seven panels that support the Military
Communications-Electronics Board (MCEB). The ICP
identifies, coordinates, and resolves IT/NSS
interoperability testing issues; including ICTO request
approval. The ICTO process, format, meeting minutes, and
active letters are located at JITC’s ICP website. All ICTO
letters and status information are located in JITC”s System
Tracking Program (STP) under Main Menu/Reports/ICTO Report.

C8.2.1 The ICP members vote to approve or disapprove the
ICTO. The final authority to grant an ICTO i1s the ICP
Chairman (Joint Staff (JS) J-6).

C8.2.2 Decision to grant an ICTO is based on the following
information:

e Initial test results

e First system to implement an interface

e Assessed Impact on the operational systems / networks
e Urgent operational need

e Plan for future certification

e Possessing an IATO or ATO


http://jitc.fhu.disa.mil/jitc_dri/pdfs/6212_01.pdf
http://jitc.fhu.disa.mil/itp.htm
https://stp.fhu.disa.mil/
https://stp.fhu.disa.mil/
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e Have no pre-existing critical interoperability
deficiencies i1dentified by JITC

C8.2.3 An ICTO is not appropriate for systems that fail to
meet identified interoperability requirements during joint
interoperability testing and are not progressing towards a
full joint interoperability test certification.

C8.2.4 Fielded systems that do not have J-6
Interoperability & Supportability (1&S) certified
requirements (i.e., JS J-6 certified ISP, TISP, CPD, or
CDD) must request an ICTO in order to continue operating.

C8.2.5 An ICTO will not exceed one (1) year; however, the
ICP may consider an extension if, and only i1f, forward
progress is made towards interoperability certification.
Each system is reviewed on a case by case basis.

C8.3. Policy. The ICP Executive Agent (EA), who is the
JITC National Capitol Region (NCR) Liaison Officer, will
contact the appropriate JITC Portfolio/Division Chief or
Action Officer (AO) to obtain JITC’s position on an ICTO
request. JITC only provides a recommendation for (or
against) the ICTO, and does not submit requests for ICTOs.
Only the Program Manager (PM)/proponent can request an
ICTO.

C8.3.1 The assigned AO must review the ICTO, and
thoroughly research the system before providing a
recommendation.

C8.3.2 To ensure a consolidated JITC response, the AO will
coordinate with respective JITC Points of Contact
(POC(s))/1ead AOs if the ICTO topic crosses into another
Portfolio/Division mission/functional area, or if
additional expertise is required to review the ICTO
request.

C8.3.3 The AO will coordinate the recommendation with
their Branch Chief, Portfolio/Division Chief, and copy the
Chief, JT4A before notifying the ICP EA.

C8.4. Procedures. The procedures for processing an ICTO
are discussed below and depicted in Figure 8-1.

C8.4.1 Program manager (PM)/proponent completes an ICTO
request form.
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C8.4.1.1 The ICTO request form is located at JITC’s ICP
website. The PM/proponent sends the ICTO request to their
corresponding ICP Representative (REP).

o The ICP POC List is located at JITC’s ICP
website. This contains a complete list of ICP
REPs and contact information.

o0 The ICP REP reviews the ICTO request. If the ICP
REP concurs with the request, the ICP REP
forwards the request to the ICP Secretariat via
EA mailbox. Only ICP REPs can submit ICTO
requests to the ICP Secretariat, not the
PM/proponent.


http://jitc.fhu.disa.mil/itp/ictoinfo.htm
http://jitc.fhu.disa.mil/itp/ictoinfo.htm
https://jit.fhu.disa.mil/itp/download/itppoc.pdf
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Figure 8-1. Interim Certificate to Operate (ICTO)
Process (continued)

C8.4.2 The JITC AO’s input is provided either In-cycle
(during ICP meetings) or Out-of-Cycle (00C) via the web-
based tool. If the mandatory sections of the form are not
completed, the request will be returned to the ICP
Representative for completion, before i1t 1s submitted to
the JITC AO for their input. The ICP Secretariat will send
the ICTO request to the JITC AO for their input and
recommendation. The ICP EA will coordinate with the JITC
AO to ensure the interoperability testing status &
recommendation is provided to the ICP voting members.
JITC’s internal review of the ICTO is discussed below.

C8.4.2.1 If the ICP EA does not know the Subject Matter
Expert’s (SME) identity, the ICP EA will ask the
appropriate Portfolio/Division Chief to assign the ICTO to
an AO for SME review. |If the SME is not available, the
assigned AO will inform the SME of JITC’s recommendation.

C8.4.2.2 AO will review the ICTO, and thoroughly research
the system to determine if an ICTO should be granted.

C8.4.2.3 AO will use JITC’s STP to determine previous
testing and certification status.

C8.4.2.4 AO will coordinate with respective JITC POCs if
the ICTO topic crosses other Divisions/Portfolios, or if
additional expertise i1s required to review the ICTO
request.
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C8.4.2.5 AO will e-mail the recommendation to their Branch
and Portfolio/Division Chief for review and approval.
Additionally, the AO will provide a copy of the
recommendation to JT4A, Engineering & Policy Branch.

C8.4.2.6 The AO will coordinate their input with their
Branch Chief and post it in the STP.

C8.4.2.6.1 If processed in-cycle, then the ICTO request is
added to the bi-monthly (every other month) meeting agenda
and the JITC AO’s input is requested. The JITC AO’s input
is essential for the ICP voting members to determine if a
system obtains an ICTO during the ICP meeting.

C8.4.2.6.1.1 The ICP EA will invite the PM/proponent, via
the submitting Combatant Command/Service/Agency (C/S/A), to
the next scheduled ICP meeting to brief the system and the
justification for requesting an ICTO. The assigned AO is
invited to attend this briefing to obtain additional
information that may be useful iIn providing additional
support or further constraining the recommendation for the
ICTO, and to better understand the proponent’s plans for
moving towards full certification. They may also provide
additional information supporting a correct decision on the
ICTO based on the AO’s knowledge of and research into the
system’s history amd current status.

C8.4.2.6.1.2 JITC AO input is obtained by answering the
questions that correspond to their system, which can be
found by entering the STP system number i1n the STP,
scrolling down the main page, and left clicking on the
hyperlink named ""ICP/SME/AO Comments.”™ The JITC AO’s input
iIs due a minimum of ten (10) business days prior to ICP
meeting.

C8.4.2.6.2 If processed 00C, then the ICTO is loaded to
the web based tool. The tool will send an e-mail
notification to the appropriate JITC AO.

C8.4.2.6.3 The JITC AO input is obtained by answering the
questions in the same process as previously described
within three (3) business days to ensure the ICTO is voted
in a timely manner.

C8.4.3 The ICP members will then vote to approve or
disapprove the ICTO. The ICP Secretariat will send the
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ICTO request to Office of the Assistant Secretary of
Defense/Networks and Information Integration OASD/NII if
the request contains voice requirements 1AW DoD 8100.3
(connects to the Defense Switched Network (DSN), Defense
Red Switch Network (DRSN), and/or Public Switched Telephone
Network (PSTN)) for OASD/NII’s final approval., the ICP
will vote and make a recommendation on approving the ICTO
to ASD/NII1 as the DoD CIO. The ICP will not make a
positive recommendation on a DSN or PSTN ICTO request
without the concurrence of the ASD/NII ICP member.

C8.4.4 The ICP Chairman (JS J-6) will approve or
disapprove the ICTO.

C8.4.5 The ICP EA will forward the ICTO letter to the
PM/proponent, and the ICP e-mail distribution list
documenting the ICTO status.

C8.4.6 The ICP EA will post the ICTO letter in the STP
and monitor the expiration.

C8.4.7 The ICP EA will use STP to generate an Expiring
ICTO Alert. This alert provides a list of ICTOs that have
expired or will expire within 90 days.

C8.4.7.1 When an ICTO has expired, or is within 90 days of
expiration, the ICP EA will notify the ICP REP that action
iIs needed. If a satisfactory resolution cannot be
attained, the ICP EA will notify the responsible ICP
Combatant Command/Service/Agency (C/S/A) representative for
corrective action. It i1s the responsibility of the ICP
C/S/A representatives to ensure resolution of all expiring
or expired ICTOs.
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C9. CHAPTER 9. JOINT INTEROPERABILITY TESTING EXEMPTION
AND LEGACY INFORMATION SUPPORT PLAN WAIVER PROCESSES

Co.1. General. The Joint Staff (JS) has established the
Interoperability Testing Exemption Process and Legacy
Information Support Plan (ISP) Process to field systems, or
to continue operating systems without an Interoperability
Certification. The Chairman of the Joint Chiefs of Staff
Instruction (CJCSI) 6212.01, dated 15 December 2008,
establishes the procedure for Combatant Commands, Services,
and Agencies (C/S/A) to request an exemption for systems
that do not require joint interoperability certification
testing or for legacy systems that are not required to
produce updated requirements. The criteria for each
process can be found in CJCSI 6212.01E, Enclosure D, pages
D-4 to D-7 for legacy waivers and Enclosure F, pages F-22
to F-25 for testing exemptions.

C9.2. Process Overview. As required by CJCSI 6212_.01E,
the Program Management Offices (PMOs) will submit the
exemption/waiver request to the applicable C/S/A
Interoperability Certification Panel (ICP) representative.
The ICP representative will review the request for
completeness and validation. The ICP representative will
send complete and valid requests to JITC for review and
recommendation (legacy mailbox or test exemption mailbox).
The JITC will review requests and provide a recommendation
for or against the exemption/waiver to the appropriate ICP
representative and JS J-6. The ICP representative will
then forward the completed request to the JS J-6. The JS
J-6 will respond to the exemption/waiver request, reporting
either concur or non-concur, within 30 days of request
receipt. The response will be addressed to the requester,
the appropriate ICP representatives, JITC, and Assistant
Secretary of Defense (Networks and Information Integration)
ASD (NID).

C9.2.1 The JS J-6 will review requests and will make
recommendations on exempting a system from
testing/certification or waiving the system from developing
an ISP to the J68 Division Chief. The JS J68 Division
Chief retains final approval authority. If approved, this
status will be added to the JITC System Tracking Program
(STP) and the JS J-6 testing/certification database. If
not fully completed, requests will be returned without
being evaluated.


http://jitc.fhu.disa.mil/jitc_dri/pdfs/6212_01.pdf
http://jitc.fhu.disa.mil/itp/index.html
mailto:LegacyWaiverRecommen@disa.mil?subject=Waiver%20inquiry%20from%20JITC%20IOP%20instructioin%20link
mailto:JITCTestExemptionRec@disa.mil?subject=Exemption%20inquiry%20from%20JITC%20IOP%20instructioin%20link
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C9.2.2 The JS process starts when the requester, most
likely the PMO, completes the request form. The requester
sends the form to their C/S/A ICP representative. The ICP
representative will review the request. If the request is
incomplete, they will send 1t back to the requester for
revision. |ITf the ICP representative believes the request
is invalid, the PMO will proceed with the CJCSI 6212.01E
certification process. |If the ICP representative believes
the request i1s complete and valid, they will send i1t to
JITC for review and a formal recommendation.

C9.2.3 The JITC will review the request in accordance
with paragraph 9.2. If JITC determines the request is
incomplete, they will return 1t to the ICP representative
for revision. |If JITC determines the request is complete,
they will return 1t with a recommendation for or against
the exemption/waiver to the ICP representative. The ICP
representative will forward the completed request package
to the JS J-6 for consideration.

C9.2.4 The JS will evaluate the request, any supporting
documentation, and JITC"s recommendation before making a
decision. The JS will provide this decision to the
requester, the appropriate ICP representatives, JITC, and
ASD (NI1). If the JS disapproves the request, the PMO will
proceed with the CJCSI 6212.01E certification process. |If
the JS approves the request, the program is relieved of its
testing/certification requirements. The JS will submit i1ts
memo (approved or denied) to STP Support for inclusion in
STP, and the JS will enter the system into the J-6
database. Figure 9-1 depicts this process. STP Support
will enter the memos under the "Other Documents™ section of
the "System Documentation’™ tab of the system®"s STP entry.
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C9.2.5 The test exemption and legacy walver processes may
be used by PMOs of a legacy system, an existing electronic
component, or an application program that continues to be
used because the organization or agency does not want to
replace or redesign it, to bypass the CJCSI 6212.01E
testing and certification requirements, or for systems that
will be retired or replaced that do not need to produce an
updated requirements document.

C9.2.6 The JITC has an integral role in the exemption and
walver processes described in CJCSI 6212.01E (Enclosure D,
pages D-4 to D-7 & Enclosure F, pages F-22 to F-25). Once
JITC receives a request from an ICP representative, JT4A
will coordinate the staffing and review of JITC’s formal
recommendation for the test exemption or legacy waiver
request.

C9.3. Joint Interoperability Testing Exemptions. For
JITC to determine whether or not a system should be exempt
from interoperability testing, Action Officers (AOs) must
answer the following questions:

1) Is the system used by multiple C/S/As?
2) Does the system have joint interfaces?
3) Does the system have any interoperability issues?

C9.3.1 Once these questions have been answered, a
determination can be made whether to recommend exemption
for the system unless or until it undergoes a change. When
a system fails only one of the exemption criteria and 1is
not critical to the joint operational environment (“life or
death” impact), it may be necessary to perform a risk
analysis of the system to determine if recommending an
exemption would be a high or low risk to the Warfighter.
When a system fails multiple exemption criteria, JITC must
recommend against exemption regardless of the system’s
criticality to the joint operational environment. Doing
otherwise, would call JITC’s objectivity into question.

C9.3.2 Any system serving or involving a joint
organization is, by definition, joint. For example, any JS
internal application with interfaces only to other JS
applications or users would still be joint. It operates
in, and has its primary impact on, the joint environment.
Any argument with regard to exemption could only
realistically center on the degree of worst case impact.
Alternatively, 1T the system were genuinely stand-alone,
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with no information exchanges, interoperability would not
be an issue.

C9.3.3 JITC will evaluate requests based only on the
criteria stated in CJCSI 6212_.01E Enclosure F. AOs will
not take programmatic issues into account when drafting
their recommendations. Programmatic information will be
included In the request forms; however, this information is
provided to assist the JS in making a well informed
decision. JS°s role is to evaluate the request, JITC s
recommendation, the system"s impact (criticality & risk) to
the joint operational environment, and any associated
financial issues. JS maintains the authority and
responsibility to make exemption decisions. JITC should
never seek or be pushed into usurping JS"s role in the
process.

C9.4. Legacy Information Support Plan (ISP) Waivers.
Provides an ISP wailver process for legacy, non-Acquisition
Category 1 (non-ACAT 1) programs. This process is not
applicable to systems designated as ACAT I, ACAT 1A or
Office of the Secretary of Defense (0OSD) Special Interest.
For JITC to determine whether or not a system should be
waived from producing or updating an ISP, AOs must address
the criteria based on the option requested.

C9.4.1 For Option A — Permanent Legacy ISP Waiver.
Programs scheduled to terminate may not require updated
requirements documentation, and by extension
interoperability testing and certification, 1T they meet
the following criteria:

1) Lack J-6 Interoperability and Supportability (1&S)
Certification.

2) Lack a JITC Interoperability Test Certification.

3) Have no pre-existing critical interoperability
deficiencies identified by the JITC.

4) Have no plan for funding beyond the Future Years
Defense Plan (FYDP).

5) Will be out of the DOD inventory within 5 years.

C9.4.2 For Option B — Four-year Legacy ISP Waiver.
Programs maintaining a continued connection to the GIG with
no program updates may not require updated requirements
documentation, and by extension interoperability testing
and certification, 1t they meet the following criteria:
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1) Lack J-6 1&S Certified requirements documentation.

2) Lack a JITC Interoperability Test Certification.

3) Have no major planned updates, iIncremental changes,
sprints, or spiral development changes planned.

4) Have no pre-existing critical interoperability
deficiencies i1dentified by the JITC.

5) Will be funded beyond FYDP, with no established
retirement date.

6) Is currently connected to the GIG. A system connected
to the GIG is considered GIG-enabled. A GIG enabled
system is "any system that exchanges and/or
disseminates information in the manner described in
the GIG definition, and is in compliance with the
capability requirements stated In the GIG Capstone
Requirements Document to fulfill the system®s
operational purpose(s)/mission(s)”.

C9.4.3 Once these gquestions have been answered, a
determination can be made whether to recommend a waiver for
the system unless or until 1t undergoes a change. To
obtain a legacy waiver, a system must meet all of the
criteria of the option for which the PMO is applying. When
a system fails any one of the waiver criteria, JITC must
recommend against a waiver regardless of the system’s
criticality to the joint operational environment. Doing
otherwise, would call JITC’s objectivity into question.

C9.4.4 JITC will evaluate requests based only on the
criteria stated in CJCSI 6212.01E Enclosure D. AOs will
not take programmatic issues into account (beyond those
that specifically address the criteria) when drafting their
recommendations. Programmatic information will be included
in the request forms; however, this information is provided
to assist the JS i1n making a well informed decision. The
JS®"s role is to evaluate the request, JITC s
recommendation, the system"s impact (criticality & risk) to
the joint operational environment, and any associated
financial issues. The JS maintains the authority and
responsibility to make exemption decisions. JITC should
never seek or be pushed into usurping JS"s role in the
process.

C9.5 Exemption/Waiver Recommendation Process. The
requesting ICP representative will e-mail the testing
exemption request to the JITC Test Exemption
Recommendations mailbox or e-mail the legacy wailver request
to the Legacy Waiver Recommendations mailbox and courtesy
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copy the JS. JT4A will log the request and task it out to
the appropriate portfolio/division. The Portfolio/Division
Chief will task the review to an AO. The AO will
coordinate the review with multiple portfolios iIf the
subject matter crosses multiple disciplines. The
established Capability Test Team (CTT) Chairperson or lead
AO will coordinate the review and return a consolidated
answer. If a CTT is not formed, nor a lead AO established,
JT4A will designate a lead portfolio that will designhate a
lead AO. The Portfolio or Branch Chief will inform JT4A of
the assigned lead AO.

C9.5.1 The AO will create an STP entry if required. The
AO will thoroughly review the request form along with any
additional documentation available, and return a draft JITC
Test Recommendation Letter to their review chain for review
and comment. The Branch Chief will approve the draft
recommendation and send it to JT4A. JT4A will review (and
make any corrections/additions as needed to) the draft
recommendation and return the package to the portfolio for
final review and approval. The Portfolio Chief will
signify concurrence in a digitally signed e-mail to JT4A,
with a courtesy copy to the Branch Chief and the
originating AO.

C9.5.2 JT4A enters the final document into the Electronic
Report Distribution (ERD) Tool. The JT4A provides the
final approval before ERD release. The STP Support Team
will enter the recommendation letter into the system®s STP
entry. This concludes JITC"s internal process. The
overall process concludes when the JS sends the JS
approval/disapproval memorandum to the STP coordinators for
posting. Figure 9-2 depicts this process.
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Portfolio Repository

EA Executive Agent

ERD Electronic Report Rep Representative
Distribution (Tool)

10P Interoperability STP System Tracking Program

Figure 9-2. JITC Internal Review and Recommendation
Process (continued)

C9.5.3 When requested by the portfolio, a streamlined
process will be followed to eliminate some of the
unnecessary reviews and exchanges between JT4A and the

portfolio. Figure 9-3 depicts this process. Contact JT4A
ifT you wish to use this process.
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Figure 9-3. Alternate JITC Internal Review and
Recommendation Process (continued)

C9.6 AO Responsibilities. The JITC AO plays a critical
role in this review. The AO will research available system
information to determine if the system has any interface or
interoperability issues. At a minimum, the AO will
research STP for test reports and previous certifications,
the Department of Defense Information Technology Portfolio
Repository (DITPR) for interoperability and program
information, and the Joint C41 [Command, Control,
Communication, Computers, and Intelligence] Program
Assessment Tool Enhanced (JCPAT-E) for JCIDS or other
requirements documents.

C9.6.1 The AO will complete the processes depicted in
Figure 9-2 within the allotted timeframe. |If an extension
IS needed in order to obtain more information or
clarification from the PMO, contact JT4A to negotiate a new
due date. The AO will coordinate these activities through
e-mail only; a DISA Form 9 is not required.

C9.6.2 IT the system spans more than one portfolio®s area
of expertise, the lead AO i1s responsible for the
appropriate coordination. The lead AO is responsible for
updating the STP entry as needed. See Chapters 2 and 3 for
a discussion on the lead AO.

C9.6.3 The assigned AO will have 5 working days to review
the request package, other relevant documentation, internal
and external sources, and draft the recommendation letter.
The AO 1s responsible for coordination with the PMO to
obtain additional information.

C9.6.4 The AO should perform a thorough review of the
system’s requirements, examine any previous testing results
(JITC or Service), including the system"s field
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performance, before providing a recommendation. |If
possible, the AO should obtain user input to minimize risk
posed by operational interoperability issues. The AO"s
recommendation must be technically sound and accurate.

C9.6.5 The AO will use the letter template. Once the
recommendation has been ERDed out, the AO should review the
STP entry to ensure the correct information and status of
the test exemption/legacy waiver has been recorded in STP.
A list of DOs and DON’Ts (best practices) has been compiled
to assist the AO.

Co.7 Branch Chief Responsibilities. Branch Chief will
review the recommendation for technical accuracy before
forwarding to JT4A for review. In the iInstances where the
Portfolio Chief has delegated approval authority, Branch
Chief will provide final concurrence (digitally signed e-
mail) after JT4A reviews/revises the recommendation.

C9.8 Portfolio/Division Chief Responsibilities.
Portfolio/Division Chief will review the final
recommendation and provide concurrence through a digitally
signed e-mail.

C9.9 JT4A Responsibilities. JT4A will act as the POC
between JITC and the JS & ICP Representatives for all
exemption and waiver matters. JT4A will track the request
within JITC from receipt through ERDing of the
recommendation. JT4A will review the requests to ensure
they are valid and complete. JT4A will task the
portfolios/divisions with reviewing the requests.

C9.9.1 JT4A will review the recommendations to ensure the
criteria are addressed correctly and the memo is free of
typographical and/or grammatical errors. JT4A will include
additional verbiage to strengthen the recommendation as
needed. JT4A will send the revised recommendation to the
portfolio for concurrence. Recommendation will not be
ERDed without Portfolio/Division or Branch Chief
concurrence.

C9.9.2 JT4A will use the ERD for final document
distribution. Prior to submitting the document for
distribution, JT4A will create a distribution list
including the AO, Branch Chief, Portfolio/Division Chief,
required JT4A members, STP Support, JS, and the requesting
ICP representatives. JT4A will select "Other™ as the
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document type. The remainder of the ERD process continues
as described in Supplement 5.

C9.10 STP Support Team Responsibilities. The STP Support
Team will put a copy of the JITC recommendation and JS*s
decision memo into STP.
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C10. CHAPTER 10. U.S. MILITARY COMMUNICATIONS-ELECTRONICS
BOARD (MCEB) STATUS OF INTEROPERABILITY BRIEFING PROCESS

C10.1. General. In accordance with DoD Directive (DoDD)
5100.35, the mission of the Military Communications
Electronic Board (MCEB) is to:

C10.1.1 Coordinate between DoD Components; DoD and other
governmental departments/agencies; and between DoD and
representatives of foreign nations, on military
communications-electronic matters, including Information
Technology (1T) and National Security Systems (NSS),
referred by the Secretary of Defense, the Chairman of the
Joint Chiefs of Staff, the military departments, and other
DoD components.

C10.1.2 Provide guidance and direction to combatant
commands, services, and agencies (C/S/A).

C10.1.3 Furnish advice and assistance, as requested, to
the Secretary of Defense, the Chairman of the Joint Chiefs
of Staff, the military departments, and other DoD
components.

C10.2. Overview. In accordance with MCEB Pub 1, the
Interoperability Test Panel (ITP) [being changed to
Interoperability Certification Panel (ICP)] is required to
provide the MCEB a semi-annual (or as requested)
interoperability status briefing. JITC may present this
briefing on behalf of the ICP. The MCEB brief can be an
informational or decisional brief. After coordination with
the Joint Staff (JS) J-6, the Chief, Strategic Planning and
Engineering Division will recommend a subject or issue to
JITC’s Senior Staff, or the MCEB may request a specific
topic. Examples of previous MCEB briefings are located at:
http://jitc.fhu.disa.mil/itp/tstatus.htm.

C10.3. Policy. Approximately 6 months before the
scheduled briefing, the Chief, Strategic Planning and
Engineering Division will notify the portfolio/division
responsible for briefing the MCEB. 1t is the
responsibility of the lead portfolio/division to:

C10.3.1 Be prepared to brief the MCEB by continually
tracking the interoperability “big picture’ status with
respect to functional areas assigned to their


http://jitc.fhu.disa.mil/jitc_dri/pdfs/d510035.pdf
https://www.intelink.gov/sites/mcebfp/MCEB%20Publications/Forms/AllItems.aspx
http://jitc.fhu.disa.mil/itp/tstatus.htm
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portfolio/division.

C10.3.2 When notified of the requirement to brief the
MCEB, assign a functional area expert to brief the MCEB.
The Deputy Commander may also assign the briefer, as
needed.

C10.3.2.1 The selected briefer must:

e Have thorough knowledge of the functional area or
topic.

e Be well spoken and able to answer questions from all
military service levels, to include 3-Star level.

e Represent JITC In a professional manner.

e Present the briefing throughout the entire MCEB
briefing cycle, 1If the topic requires a
decision/action from the MCEB principals.

C10.3.3 Perform a thorough review and analysis of their
assigned functional area/topic.

C10.3.4 Report the status of interoperability on the
selected functional area, or provide issues/supporting
information on the assigned topic.

C10.3.5 For those systems that are reported as 'red,"
ensure the Program Manager has been notified of the
requirement for joint system interoperability testing and
certification. An initial contact letter example is
located on the JIST. See paragraph C10.4.4 for color code
definitions.

C10.4. Procedures. The procedures for preparing a
briefing and information paper for the MCEB are as follows:

C10.4.1 AlIl briefings must include an information paper.

C10.4.2 Use the general guidelines shown below for the
briefing slides. Check with the ICP EA for latest guidance
before start.

e Use the provided Joint Staff (JS) briefing slide
template, and do not remove the logo (i.e., do not
replace the JS logo with the DISA or JITC logo).

e No more than eight slides (excluding backup slides).


https://jitcnet.fhu.disa.mil/scripts/jist3x/index.aspx
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e Minimize use of colors, graphics, and bitmaps to
reduce fTile size of briefing.

e Number all charts in lower left corner.

e Do not use font size less than 20 point to ensure
readability.

e Briefings should be concise and to the point. Do not
get bogged down in technical details; keep detail
charts as backups.

C10.4.3 When preparing a status of interoperability
briefing, use DITPR to determine the program information,
Joint C41 Program Assessment Tool-Empowered (JCPAT-E) to
determine the status of the program’s requirements
documents, and JITC’s System Tracking Program (STP), to
determine the testing/certification status of the systems,
and then contact the JITC System Point of Contact (POC) to
verify the status.

C10.4.4 Use the following color-codes to depict a system’s
status on the briefing slides:

C10.4.4.1 Green systems have a full or limited joint
interoperability test certification memorandum. Fielding
these systems® certified interfaces may be of value to the
Warfighter, even if further testing is warranted, planned,
or even 1T the system has known limitations.

C10.4.4.2 Yellow systems are actively participating in the
testing process (engaged in or scheduled for joint
interoperability test certification/recertification) but
have not yet been certified/recertified for joint
interoperability.

C10.4.4.3 Red systems need to be certified/recertified,
but are not progressing toward obtaining
certification/recertification. These systems have either
been unable to schedule a joint system interoperability
test (due to C/S/A limitations) or have tested and were
unable to obtain a joint system interoperability test
certification.

C10.4.4.4 White systems are legacy systems that are
successfTully operating in the field and are of such a low
interoperability risk that there is limited benefit in
testing and certifying them. Many of these systems have
participated in other interoperability tests, but have not
themselves been evaluated or certified.


https://ditpr.dod.mil/
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C10.4.5 The Action Officer (A0) will ensure the briefing
and information paper go through the proper review and
staffing procedures before presentation to the MCEB.
During this process, the AO will incorporate comments, as
appropriate. The AO will ensure coordination with
respective JITC POC(s) if a briefing topic crosses into
other portfolios/divisions.

C10.4.5.1 AO develops the briefing and information paper.

C10.4.5.2 AO sends the briefing/information paper to the
branch chief for review/approval.

C10.4.5.3 Upon branch chief approval, briefing/information
paper is sent to the portfolio/division chief for
review/approval.

C10.4.5.4 Upon portfolio/division chief approval,
briefing/information paper is sent to the Chief,
Engineering and Policy Branch (JT4A) for review/approval.

C10.4.5.5 Once the branch/portfolio/division chief and the
Chief, JT4A approves the briefing/Zinformation paper, the AO
shall present the briefing to JITC’s Senior Staff.

C10.4.5.6 Incorporate changes from the Senior Staff and
staff them through the branch/portfolio/division chief and
JT4A.

C10.4.5.7 Upon approval from the branch/portfolio/division
chief and JT4A, the AO shall present the briefing to the
MCEB ICP. The ICP is one of the panels that support the
MCEB. All MCEB briefings must be coordinated through the
ICP before presentation to the MCEB. Contact the ICP
Executive Agent (EA) to schedule the MCEB briefing at:
ITP_EA@ncr.disa.mil

C10.4.5.8 Incorporate changes from the ICP members, and
staff them through the branch/portfolio/division chief and
JT4A. Upon approval, resubmit to the ICP EA for ICP
approval.

C10.4.5.9 Upon approval from the ICP, e-mail the
briefing/information paper to DISA’s Director of Test and
Evaluation Executive for review/approval (copy the JITC
Commander; Deputy Commander; Chief Engineer; CJCS J6 JITC


mailto:ITP_EA@ncr.disa.mil
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Liaison Officer; Chief, Strategic Planning and Engineering
Division; and Chief, Engineering and Policy Branch).

C10.4.5.10 Incorporate changes from DISA’s Director of
Test and Evaluation Executive and staff them through the
branch/portfolio/division chief and JT4A.

C10.4.5.11 Upon approval from the
branch/portfolio/division chief and JT4A, the briefing must
be e-mailed to DISA”’s MCEB Coordinator for staffing and
approval. If the briefing contains contentious material,
the MCEB Coordinator will staff the briefing through the
DISA Senior Leadership for review/approval.

C10.4.5.12 Incorporate changes from DISA’s MCEB
Coordinator, and staff the revised briefing through the
branch/portfolio/division chief and JT4A.

C10.4.5.13 Upon approval from the
branch/portfolio/division chief and JT4A, provide the
revised briefing to DISA’s MCEB Coordinator. DISA’s MCEB
Coordinator must be kept informed of any changes/issues
throughout the entire MCEB briefing cycle.

C10.4.5.14 The briefing must be staffed through the
following MCEB cycle with coordination from the designated
JS J-6 POC. The same briefer shall brief throughout the
entire MCEB briefing cycle if the topic requires a
decision/action from the MCEB Principals. These meetings
are usually one week apart. A quick turnaround is
necessary 1t changes are required between meetings.

o MCEB Coordinators” Meeting.
e MCEB C4 Deputies’ Meeting.
. MCEB Principals” Meeting (Executive Session).

C10.4.6 Ensure final MCEB briefing is sent to the ICP
Executive Agent for posting on JITC’s ICP website.
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S1. SUPPLEMENT 1. CERTIFICATION CHECKLIST OR STATUS SHEET
FOR ACTION OFFICERS

This enclosure provides the action officer (AO) a guide for
the i1nteroperability certification process.

Interoperability Certification Checklist

Initial Scoping and Coordination
1. Verify Joint Staff (JS) J-6 certified /approved
requirements (recorded in Joint Command, Control,
Communications, Computers, & Intelligence (C41) Program
Assessment Tool (JCPAT-E) for applicable document types),

i.e.:
= Capability Production Document (CPD)
= Information Support Plan (ISP)
= ISP Annex
= Tailored Information Support Plan (TISP)
= Unified Capabilities Requirements (not recorded iIn
JCPAT-E)
= Capability Development Document (CDD)*
= Other*
* -- Requires coordination with JT4A and possibly
JS J-6 before use.
1.1. 1f JS J-6 certified requirements are not available,

ensure the program manager (PM)/proponent has initiated
coordination through their channels with JS J-6 for a
waiver, or for approval to use alternate requirements.

2. Ensure measurable, testable, information exchange
specification In the relevant architecture framework
products, i.e., Operational Views (0V)-3, 0V-6C, System
View (SV-6), etc. Ensure the 0OV-1, 0OV-2, SV-1/2, and more
detailed exchange definitions are traceable. (Can we
clearly trace from a specified system or other information
exchange back to corresponding need lines in the OV-1, OV-
2, and/or interfaces iIn the SVvV-1/27?)


http://jitc.fhu.disa.mil/jitc_dri/jitc.html
http://jitc.fhu.disa.mil/jitc_dri/jitc.html
http://jitc.fhu.disa.mil/jitc_dri/jitc.html
http://jitc.fhu.disa.mil/jitc_dri/jitc.html
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Interoperability Certification Checklist
3. Document an unambiguous mapping between the specified
information exchanges and the hardware and/or software
interfaces we need to test to verify those exchanges.
Each information exchange should be allocated to one or
more interfaces, and each interface should have allocated
to it at least one information exchange. Ensure a
sufficient level of detail (e.g., criticality is
specified) exists to establish threshold and objective
requirements.

4. ldentify all key interfaces corresponding to a Global
Information Grid (GIG) Technical Profile (GTP) (formerly
known as GIG Enterprise Service Profile (GESP)) or Key
Interface Profile (KIP).

5. Ildentify interoperability-related requirements not
specified In the standard architecture products, e.g.,
parallel/simultaneous operation, redundancy, quality of
service, recovery capability, jam-resistance, etc.

6. Examine the standards profile (Technical View (TV)-1)
and determine what standards conformance certifications or
other verification is appropriate and/or available. Use
the JITC Risk Assessment Database (J-RAD), iIn conjunction
with the 0V-3 and SV-6, to identify high-risk standards
for specific conformance verification planning.

7. ldentify other developmental test (DT)/operational
test (OT) results and material that are, or will be,
available and initiate coordination to examine the
relevant documentation.

8. System Tracking Program (STP) actions:
Check STP for this and related systems to see what
system level actions may be required.

Update the System Under Test (SUT) entry with the
most current information.

Add any past or projected test/activities related to
this certification.

9. Draft a strawman Interoperability Certification
Evaluation Plan (ICEP) and/or Interoperability Test Plan
(1TP) for JT4A review.


https://stp.fhu.disa.mil/
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Interoperability Certification Checklist

10. Draft a strawman certification with exchange and
interface matrices, architecture diagrams, and preliminary
configuration data. |If the system is on the JITC
Commander”s Watch List (CWL) and not otherwise exempt from
review, contacting JT4A for review and identification of
additional data requirements, format verification, and
consistency check is highly recommended.

11. Coordinate with the PM/proponent to ensure our data,
test planning, and associated resource requirements are
incorporated in the next version of the Test and
Evaluation Master Plan (TEMP) or other program test
planning documentation.

12. Where applicable, obtain a copy of the program’s
Security Classification Guide to assist in determining
when test planning or reporting documentation may require
marking to indicate sensitive or classified information,
and in verifying sensitivity or classification of
information provided by the proponent.

Test Planning
1. Ensure all formally defined interoperability
requirements are reflected in certification and test
planning documents (even those we are not testing or
evaluating).

2. Ensure all interoperability-related requirements
identified outside the architecture framework products are
reflected in our planning.

3. Ensure we trace each identified formal requirement,
either in the standard framework products or elsewhere,
directly back to the respective product, diagram, or text
in the relevant requirements documentation.

4. Establish clear measures, and unambiguous criteria,
for determining, for each exchange or other requirement to
be evaluated, whether or not to certify it.

5. Ildentify appropriate user representatives for the
system application domain or mission areas to assess
impact of any discrepancies discovered in testing and
coordinate with them to review results.
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Interoperability Certification Checklist

6. ldentify and assess potential test and certification
impact of known documentation or resource limitations and
provide placeholder paragraphs in our test planning and
strawman test reporting documentation.

7. ldentify potential requirements ambiguities and
initiate coordination to resolve them with the
PM/proponent, or via PM/proponent coordination through
their requirements channels with the JS J-6.

8. Obtain and review available DT/0T documentation and
identify iInteroperability relevant results that may apply
to our current certification efforts.

9. Ildentify and document the relevant configuration data
(e.g., system and software versions,
protocols/languages/formats and versions, or specifying
documents and dates, relevant connection configuration
data) for both primary exchanges to be evaluated and any
alternate or work-around modes to be employed.

10. Submit the ICEP and/or ITP for the current effort to
JT4A for formal review, and resolve any review issues
raised.

Certification
1. Ensure the certification follows the format and content
guidance in the examples.

1.1. Memorandum:

Ensure the current versions of DoD Directive (DoDD)
4630.05 and CJCSI 6212.01 are identified as the first two
references.

Ensure paragraph 2 clearly indicates the status of the
overall Net Ready Key Performance Parameter (NR-KPP). For
limited certifications, ensure the standard final sentence
from the template is present.

Ensure the system and version tested and certification
status are clearly i1dentified in the subject and in
paragraph 2.
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Ensure paragraph 3 references the correct requirements
document(s), the first being reference (c), any others
immediately following. Ensure last sentence has standard
certification expiration text.

Ensure Table 1, Net-Ready Status, is complete and
accurate.
= Solution architecture status is a roll-up of the
statuses of evaluation of individual information
exchanges.
= Net-Centric Data and Services status is a roll-up
of the statuses from evaluation of net-centric
data and service strategy and DoD Information
Enterprise Architecture (IEA) implementation.
= Data Strategy status i1s based on evaluation of
how well the system meets its enterprise,
Community of Interest (COl) and capability-level
data strategy requirements.
= Net Centric Services status is based on how well
the system meets its Enterprise, COl, and
capability-level service requirements.
= GIG Technical Guidance status i1s a roll-up from
evaluation of implementation of GESPs and/or KIPs
and standards from the TV-1 identified as high-
risk.
= Internet Protocol version 6 (IPv6) status is based
on how well the system meets its IPv6
requirements. [Note: Applies primarily to NR-KPP
defined under 6212.01D. For later documents that
identify IPv6 requirements outside the NR-KPP,
these results would be reported as other
requirements, following the supportability
element.]
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= Information assurance status is a roll-up of the
certification and accreditation (C&A) status
Interim Authorization to Operate/Authorization to
Operate (1ATO/ATO), and results of evaluation of
the Information Assurance (1A) configuration, and
of results of standard security scans used to
determine whether connection to Defense
Information Systems Network (DISN) i1s permitted.
For platform information technology exempted from
DoD Information Assurance Certification and
Accreditation Process (DIACAP) C&A, evaluation of
testing of specific IA requirements identified in
the exemption, and/or in capability requirements
documentation, must be performed, as well as of
results of associated IA configuration checks and
applicable security scans.

= Supportability status is a roll-up of the status
of spectrum certification, Selective Availability
Anti-Spoofing Module/ Military GPS User Equipment
(SAASM/MGUE) use, and Joint Tactical Radio System
(JTRS) use, as applicable.

Ensure paragraph 4 has the correct final sentence applying
either to a single certified requirements document, or to
multiple such documents.

Ensure paragraph 5 has the correct POC information.

Ensure the current core distribution list is used, and
that any program or project-specific addressees have been
added, preferably using the abbreviated address form used
in the core list corresponding to the email address(es) of
the iIntended recipient(s).
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1.2. Enclosure 1, References:
Ensure inclusion of additional references as required,
e.g.,:
= Certified capabilities document or certified

ISP/TISP
= JS J-6 certification memorandum for ref a
= I1CEP

= Test Plan
= QOthers as required

Reference format should follow standard correspondence
reference rules, as exemplified in references (a) and (b)
in the memorandum, i1.e., organization, title, date.

1.3. Enclosure 2, Certification Report:

The current certification template, contains title page
and other front matter formatting, as well as detailed
guidance on the content of various sections. It also
contains format templates for the additional certification
testing status tables to be appended to the certification
report.

Review and Coordination
1. Ensure you performed all branch or section internal
review and staffing.

2. Ensure you have updated the STP system and
test/activity record entries to reflect current test
status, dates, Point of Contact (POC(s)) and interfaces.

3. If your system is on the commander’s watch list,
ensure you have forwarded softcopy of the completed letter
and summary to the JT4-E Form 9 Review for review.

4. 1T reviewed by JT4A, ensure you have addressed all the

consolidated JT4A and STP coordinator comments in a
revised draft.

5. Ensure you have forwarded your final draft folder.

6. Monitor the progress of your document, and edit i1t as
appropriate.
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Interoperability Certification Checklist
7. Once signed, distribute the document using the
Electronic Report Distribution (ERD) Tool.

Select the correct document type.

Select the correct core distribution list

Ensure any additional addressees specific to this
program or system have been added.

IT the document is proprietary, For Official Use Only
(FOUO), or classified, follow the appropriate
procedures for distribution via ERD (see Supplement
5) and storage.

Ensure the correct (final) version of the
certification has been attached.
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S2. SUPPLEMENT 2. CERTIFICATION MEMORANDA PRODUCTS -
FORMAT AND EXAMPLES

S2.1. Purpose. This enclosure points to annotated
examples of certification related products. This section
covers those products associated with 6212_.01E, including
the Net-Ready Key Performance Parameter (NR-KPP)
evaluation. Samples provided include (or eventually will
include):

S2.1.1 Standards Conformance Certification (Commercial and
Military)

e Conformance Certification
e Compliance Letters

S2.1.2 Joint Interoperability Assessment

S2.1.3 Operational Test Readiness Review (OTRR)
Interoperability Statement

S2.1.4 Interoperability Test Certifications

e Special Interoperability Test Certification

e Limited Joint Interoperability Test Certification
e Joint Interoperability Test Certification

e Interim Joint Interoperability Test Certification

S2.1.5 Administrative - Miscellaneous Letters and
Memoranda

S2.2. Example Products. The examples provide a basic
template and guidance for those portions of products that
are fairly stable. Location of these items is:

JITC Information Sharing Tool (JIST) — (under
appropriate tabs)

Other Policy/Procedures that are likely to change more
frequently (e.g., Form 9 guidance, Joint Staff Points of
Contact (POCs), core distribution lists) are also provided
on the JITC intranet.



http://jitc.fhu.disa.mil/jitc_dri/pdfs/6212_01.pdf
https://jitcnet.fhu.disa.mil/scripts/jist3x/index.aspx
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S3. SUPPLEMENT 3. TEST PLANS AND TEST REPORTS - GUIDE TO
CONTENT AND FORMAT

S3.1. Purpose. This enclosure points to guidance for test
plans and reports. JITC Policy for overall test
documentation is contained in JITC Instruction 210-85-01,
Documentation of Test and Evaluation Activities. This
instruction applies to all test plans and reports,
including those for interoperability testing. The
instruction directs writers to use the JITC Guide to Test
Documentation for content and format of these documents.

S3.2. Test Plans and Reports Policy and Guidance. The
JITC Guide to Test Documentation and associated guidance
and policy can be found on the JITCnet under References.



https://jitcnet.fhu.disa.mil/instruct/2108501_jun08.pdf
https://jitcnet.fhu.disa.mil/policy_letters/guidetstdoc.pdf
https://jitcnet.fhu.disa.mil/policy_letters/guidetstdoc.pdf
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S4. SUPPLEMENT 4. SYSTEM TRACKING PROGRAM (STP)

S4.1 General. The JITC"s System Tracking Program (STP) is
an on-line database that tracks systems®™ progress toward
Joint interoperability certification. The STP monitors the
complete life cycle of Information Technology (IT) and
National Security Systems (NSS) from
capability/requirements document status, to Interim
Certificate to Operate (ICTO), through test and evaluation,
and culminating with joint interoperability certification
status. The Strategic Planning and Engineering Division,
Instrumentation Branch (JT4B) is responsible for
maintaining the STP database and application.

S4.2 Applying for an Account. The STP is available on the
Unclassified but Sensitive Internet Protocol Router Network
(NIPRNet) and SECRET Internet Protocol Router Network
(SIPRNet). The SIPRNet site is a mirror of the NIPRNet
site. The AO should follow the Instructions outlined below
to request STP access.

S4.2.1 NIPRNet Instructions: The STP NIPRNet is available
to _MIL or .GOV domain users only. Contractors applying
for STP access must have a government sponsor and a need to
know .

= Access the NIPRNet and go to the STP homepage
https://stp.fthu.disa.mil.

= Click "Apply for STP User Account.™

= Complete the on-line form.

= Click "Submit Request."

= STP Support will e-mail a username and temporary
password within two workdays.

= The user will log into STP using the supplied username
and password. The STP will prompt the user to change
the temporary password.

= The user will accomplish subsequent logins using the
Common Access Card CAC.

S4.2.2 SIPRNet Instructions: Access the SIPRNet and go
to the STP homepage. SIPRNet does not require a user
account (i.e., username and password). Access to the STP
SIPRNet i1s open to all personnel with a SIPRNet account.

S4.3 STP Information. Information is JITC’s final
product, and it needs to be readily available to our Action
Officers (AOs) and customers. The STP provides a single


https://stp.fhu.disa.mil/
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repository of unclassified information to determine a
system’s interoperability certification status. The STP
contains system capability/requirements document
information from the Joint C41 [Command, Control,
Communications, Computers, and Intelligence] Program
Assessment Tool-Empowered (JCPAT-E). The STP does not
store the actual capability/requirements documents because
of classification concerns. Other documentation that can
be found in the STP include The United States Military
Communications-Electronics Board (MCEB) Interoperability
Certification Panel (ICP) ICTO information, including the
actual ICTO memo, test plans and reports, certifications,
test exemption and legacy wailvers.

S4.3.1 Limited Distribution. STP provides a way to
control who can view proprietary and/or sensitive
documentation. If who can view a document needs to be
limited to the JITC AOs of the system and test/activity
that its linked to, please send an email to JITC STP
Support (Jitcstp@disa.mil) so the STP Coordinator knows to
mark that document as limited distribution. NO CLASSIFIED
documents are in STP. A place holder for classified
documents will be put into STP so that a user knows there
is a document, and how to get to it if they need it.

S4.4 Responsibilities.

S4.4.1 JT4A 1s responsible for the following:

= Enter capability/requirements document information
obtained from the JCPAT-E and certification and test
information (certification date/status, interface
status/comments/test plans/test reports/certification
memos/other evaluation documents) obtained from the
ERD-distributed products.

= Verify the system entry (including interface
information) is correct. The STP entries must be
correct before JT4A provides Electronic Report
Distribution (ERD) technical and administrative
release approval as described in Supplement 5.

= Update the STP document tracking entry created by the
AO as the document moves through its review cycle.

S4.4.2 JT4B manages STP support tasks. These tasks
include:

= Approve/deny requests for access

= Develop/present training to the JITC workforce
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= Provide STP briefings/demonstrations for JITC visitors
as required

= Develop and maintain the STP Users® Manual

= Entering documents including test plans, test reports,
legacy wailvers and test exemptions

= Marking systems as on or off the Office of the
Secretary of Defense (0OSD), Director, Operational Test
and Evaluation (DOT&E) Test and Evaluation Oversight
List

= Serve as the point of contact for AOs and customers
having STP questions

S4.4.3 The United States Military Communications-
Electronics Board (MCEB) Interoperability Certification
Panel (ICP) Executive Agent is responsible for providing
the ICTO information, including the actual ICTO memo.

S4.4_4 Portfolio/Division/Branch Chiefs will periodically
review the STP Management Report to ensure the correct JITC
System POC (lead AO/Capability Test Team (CTT) Lead) is
identified for systems iIn their Portfolio/Division/Branch
and notify STP Coordinators (jitcstp@disa.mil), if
assistance is required to change the JITC System POC, or
modify any information in STP. Portfolio/Division/Branch
Chiefs will ensure AOs update and maintain applicable STP
entries.

S4.4.5 The JITC AO is responsible for the following:

= Create, 1T needed, and maintain system information
when assigned as the JITC System POC/CTT Lead.

= Maintain the accuracy of their system entries. |If
contractor support enters/maintains system entries,
the AO is still responsible for the final content.
This information must match the interoperability
matrix depicted in the final system interoperability
test certification letter.

= Create, ITf needed, a system for each requirements
document review.

S4.5 AO Procedures

S4.5.1 Document Tracking. The JITC AO is also responsible
for creating an STP Document Tracking Entry for all
documents before the document can be sent to the Electronic
Report Distribution (ERD). Once the entry has been
created, JT4 will update i1t as needed. The review cycle
required by the document is determined by the type of
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document being tracked and its relationship with the
Commander’s Watch List (CWL). 1In general, systems on the
CWL require review by JT4A. STP will indicate if a system
is on the CWL or not. The last step in all document
reviews i1Is having the document delivered via the ERD.

S4.5.2 Alerts. The JITC AO can utilize the STP to help 1in
maintaining the system information. When an AO logs in,
their home page will show all their systems and
tests/activities that they are the primary JITC AO for. In
addition, 1T any of them fit specific criteria for the
various alerts, these alerts will also be shown. These
alerts let the AO know when:
= If a test/activity requires a test report and or
certification and it has been too long since the end
of the test/activity and there is still no test report
and/or certification
= A certification is about to or has expired
= If a test/activity is planned and i1ts start date is iIn
the past
= |f a test/activity iIs in progress and its end date is
in the past
= |If there has been no review activity on a document
tracking entry for too long

S4.6 Helpful Resources. STP has many ways you can get
help. All training documentation and helpful hints can be
found In the STP directory on Hallway. Any requirements/
enhancements can be identified by any user using any of
following methods:

STP Feedback

E-Mail to JITC STP Support at jitcstp@disa.mil
DCFWin

STP training classes
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S5. SUPPLEMENT 5. ELECTRONIC REPORT DISTRIBUTION TOOL

S5.1. General. The Electronic Report Distribution (ERD)
Tool is JITC’s primary method to distribute formal products
(test plans/reports, certification documents, etc.) to our
customers. The ERD reduces the time required to get
products to our customers and reduces JITC’s postage and
handling costs. The Instrumentation Branch (JT4B) is
responsible for ERD. The ERD is available as a tool on
JITC"s Intranet web site. The action officer (AO) can find
the ERD instructions within the tool or request support
from the ERD team; we will not discuss them in this
supplement.

S5.2. ERD Process. The ERD process is depicted in Figure
S5-1. (See Chapter 5 for detailed document staffing.) The
AO or the administrative Support assistant (ASA) can submit
unclassified documents to ERD from their workstations. The
AO/ASA should use distribution lists including the
proponent and any other interested, authorized parties.

The AO/ASA will use the "Conformance Cert Letter Core List"”
for all Standards Conformance Certifications and the
"Interoperability Cert Letter Core List"” for all other
certification types (including "extension of
certification™). The first step in this process is to
determine if the document involves a system from the
Commander®s Watch List (CWL). (See Chapter 4 for a
discussion on the CWL.) For certification products, i1f the
system is on the CWL, the Engineering and Policy Branch
(JT4A) representative will ensure that the document has
gone through the review process described i1in Chapter 5 and
that the document is Tit for release. If the document has
not been formally reviewed or iIs not satisfactory, JT4A
will return the document for proper staffing or editing.

IT the document passes this final review, it will be
released to the ERD team and be delivered to the customer.
IT the system is not on the CWL, the certification document
is released to the ERD team for delivery to the customer.
JT4A will perform a quality check on some non-CWL
certification documents, after release, to provide feedback
to the portfolio/division on the quality of work.
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S5.3. ERD Results. For unclassified documents, the
customer will receive an e-mail with a portion of the
signed product in portable document format (PDF). For
certification documents, the customer will receive the
certification memo, but not the certification report
portion. For Test Reports, the customer will receive the
title, signhature, and executive summary pages. For all
documents, the customer will receive a uniform resource
locator (URL) address for the Joint Interoperability Tool
(JIT) server where they can find the entire product. The
customer must have a Common Access Card (CAC) to access the
JIT. The JITC also makes most products available on the
System Tracking Program (STP) tool. The customer must have
a CAC and be hosted on a .GOV or _MIL domain to access the
STP.

S5.4. Applicability. All unclassified and non-proprietary
JITC documents will be distributed to our customers using
the ERD. Sensitive, proprietary, or classified documents
must still go through the appropriate JITC review and
approval processes, with consideration given to the
classification (e.g., do not e-mail classified documents on
the NIPRNet). Below is a list of document types that are
considered test related and require distribution using the
ERD. This is not an inclusive list.

e Plans and reports of all types.

e Certification letters (Interoperability Test,
Standards Conformance, etc.).

e Compliance letters.

e Assessment letters.

e Operational Test Readiness Review (OTRR) letters.
e Recommendation to Proceed letters.

e Interoperability Status letters

S5.5. Document Archiving and Limited Distribution
(including classified). The STP coordinators enter JITC
testing related documents distributed by the ERD into the
STP. The JIT team enters all documents distributed by the
ERD into the JIT. 1t is the AO"s responsibility to notify
JT4A and the STP coordinators and ERD team if a document
should not be viewable by all STP or JIT users. The AO
should supply appropriate rationale to JT4A; approval is on
a case-by-case basis. The AO should periodically review
the STP"s "'System Documentation'™ link for all their systems
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and notify JT4A if a document is listed that should not be
viewed by all STP/JIT users. Separate “place holder”
letters are sent out in lieu of actual classified or
sensitive documents. For these situations, follow the ERD

instructions within the tool or request support from the
ERD team.
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S6. SUPPLEMENT 6. GLOSSARY

JITC Test and Evaluation (T&E) and certification processes
use DoD interoperability policy terms and definitions. The
following is a listing from this iInstruction.

PART 1 — ACRONYMS

A

ACAT Acquisition Category

ACDR Automated Classified Document Register (JITC)
ASA Administrative Support Assistant

ASD Assistant Secretary of Defense

ASD(NI1) ASD Networks and Information Integration

AO Action Officer

ASD (NI1) Assistant Secretary of Defense for Networks and
Information Integration

ATO Authorization to Operate (Information Assurance)

C

C4 Command, Control, Communications, and Computers

C41 Command, Control, Communications, Computers, and
Intelligence

CA Certifying Authority (1A)

C/S/A Combatant Commands/Services/Agencies

CCIF Combatant Commander Initiatives Fund

CDD Capability Development Document

CES Core Enterprise Services

Cl10 Chief Information Officer

CJCS Chairman of the Joint Chiefs of Staff

CJCsSI CJCS Instruction

CJICSM CJCS Manual

CM Configuration Management

COCOM Combatant Command

col Community of Interest

COTS Commercial Off-The-Shelf

CPD Capability Production Document

CPM Capabilities Portfolio Management

CRD Capstone Requirements Document

CTT Capability Test Team

CWL Commander”s Watch List (JITC)



JITCI 380-50-02 S6-150

D

DAA Designated Accrediting Authority (1A)

DARS DoD Architecture Registry System

DATO Denial of Authorization to Operate (I1A)

DCF Discrepancy Change Form (JITC)

DCF-Win DCF — Windows (JITC DCF tool)

DCR DOTMLPF Change Request

DCRA Derivative Classification Review Agent

DCID Director Central Intelligence Directive

DIA Defense Intelligence Agency

DIACAP Defense Information Assurance Certification and
Accreditation Program

DICE Defense Interoperability Communications Exercise

DISA Defense Information Systems Agency

DISN Defense Information Systems Network

DISR DoD Information Technology Standards Registry

DITPR DoD IT Portfolio Repository

DoD Department of Defense

DoDAF DoD Architecture Framework

DoD CI0 DoD Chief Information Officer

DoDD DoD Directive

DoDlI DoD Instruction

DoDI IS DoD Intelligence Information System

DOT&E Director of Operational Test and Evaluation

DOTMLPF Doctrine, Organization, Training, Material,
Leadership, Personnel, and Facility

DRSN Defense Red Switch Network

DSN Defense Switched Network

DT Developmental Testing

DT&E Developmental Test and Evaluation

E

E3 Electromagnetic Environmental Effects
EA Executive Agent

EMC Electromagnetic Compatibility

EMI Electromagnetic Interference

EMV Electromagnetic Vulnerbility

ERD Electronic Report Distribution (JITC tool)

ETSI European Telecommunications Standards Institute
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F

FCB Functional Capabilities Board

FHU Fort Huachuca

FO Field Office

FoS Family of Systems

FOT&E Follow-On Test and Evaluation

FOUO For Official Use Only

G

GAO Government Accountability Office

GIG ES GIG Enterprise Services

GES GIG Enterprise Services

GESP GIG Enterprise Service Profile (replaces KIPs)
GIG Global Information Grid

GOTS Government Off-the-Shelf

GPS Global Positioning System

GSCR Generic Switching Center Requirements (see UCR)
GSTP Generic Switch Test Plan

GTG GIG Technical Guidance

GTP GIG Technical Profile (future name for GESP)
I

1A Information Assurance

IATO Interim Authorization to Operate (l1A)

IATT Interim Authorization to Test (1A)

1AW In Accordance With

I1CA Interface Control Agreement

1CD Initial Capabilities Document

ICEP Interoperability Certification Evaluation Plan
ICP Interoperability Certification Panel (MCEB)
ICTO Interim Certificate to Operate (JS ICP)

IEA Information Enterprise Arcitecture

1EC International Electrotechnical Commission
IER Information Exchange Requirement

I1G Inspector General

IH Indian Head

1-KPP Interoperability Key Performance Parameter
IP Internet Protocol

1P Interoperability Panel

1-1PT Interoperability IPT

10P Interoperability
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I0T&E Initial Operational Test and Evaluation

IPR In-Progress Review

IPT Integrated Process Team

I1Pv6 Internet Protocol version 6

1&S Interoperability and Supportability (JS J-6)

1SO International Organization for Standardization

ISP Information Support Plan

ISRP Interoperability Senior Review Panel

IT Information Technology

ITP Interoperability Test Plan

ITP Interoperability Test Panel (becoming ICP)

V&V Independent Verification and Validation

IWL Interoperability Watch List

J

JCA Joint Capability Area

JCIDS Joint Capabilities Integration and Development
System

JCPAT-E  Joint C41 Program Assessment Tool-Empowered
(DISA/JS J-6)

JIST JITC Information Sharing Tool

JIT Joint Interoperability Tool (JITC)

JITC Joint Interoperability Test Command

JITCI JITC Instruction

JMA Joint Mission Area

JPD Joint Potential Designator

J-RAD JITC Risk Assessment Database

JROC Joint Requirements Oversight Council

JS Joint Staff

JTRS Joint Tactical Radio System

JWICS Joint Worldwide Intelligence Communications
System

K

KIP Key Interface Profile

KM/DS Knowledge Management/Decision Support Tool

KPP Key Performance Parameter

L

LNO Liaison Officer
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M

Max
MCEB
MDA
MDAP
MDR
MIL-STD
Min
MOA/MOU

N

NATO
NCES
NCR

NI
NIPRNet
Router

NISCAP

NIST
NR-KPP
NSA
NSA/CSS
NSS
NITES

0

ORD
OSD
oT
OTA
OT&E
OTRR
ov

PDF
PIT

Maximum

Military Communications-Electronics Board
Milestone Decision Authority

Major Defense Acquisition Program

(DoD) Metadata Registry

Military Standard

Minimum

Memorandum of Agreement/Understanding

North Atlantic Treaty Organization
Net-Centric Enterprise Services

National Capitol Region

Networks and Information Integration
Unclassified but Sensitive Internet Protocol

Network

NSA/CSS Informatin System Certificaiton and
Accreditation Process

National Institute of Standards and Technology
Net-Ready Key Performance Parameter

National Security Agency

NSA Central Security Service

National Security System

National Imagery Transmission Format Standard

Operational Requirements Document
Office of the Secretary of Defense
Operational Testing

Operational Test Agency
Operational Test and Evaluation
Operational Test Readiness Review
Operational View

Portable Document Format
Platform Information Technology (1A)

S6-153



JITCI 380-50-02

PITI
PKE
PK1
PM
PMO
POC
PSTN

Q

QoS

S

S/A
SAASM
SIPRNet
SME
SMTP
SoS
STANAG
STP

SUT

SV

T

TDL
T&E
TEMP
TISP
TIWG
™
TPED
TPPU
TV

UCR
UJTL
URL

PIT Interconnection (1A)

Public Key Enabled

Public Key Infrastructure

Program Manager

Program Management Office

Point of Contact

Public Switched Telephone Network

Quality of Service

Service/agency

Slective Availability Anti-Spoofing Module
SECRET Internet Protocol Router Network
Subject Matter Expert

Simple Message Transfer Protocol

System of Systems

Standardization Agreement (NATO)

System Tracking Program (JITC)

System under Test

System View

Tactical Data Link

Test and Evaluation

Test and Evaluation Master Plan
Tailored Information Support Plan
Test Integration Working Group
Trade Mark

Task, Process, Exploit, Disseminate
Task, Post, Process, Use

Technical View

Unified Capabilities Requirements
Universal Joint Task List
Uniform Resource Locator
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URR Universal Reference Resources
USD (AT&L) Under Secretary of Defense (Acquisition
Technology and Logistics)

V&V Verification and Validation
VVE&A Verification, Validation, & Accreditation
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PART 11 — DEFINITIONS
A

Accreditation. The process by which Information Technology
(1T)/National Security Systems (NSS) are evaluated for
meeting requirements to maintain the security of both the
information and the information systems. A designated
accreditation authority (DAA) i1s named for each system.
Co-DAAs will accredit IT and NSS in certain cases involving
interoperability or integration of multiple systems.

Acquisition Category (ACAT). Categories established to
facilitate decentralized decision-making and execution, and
compliance with statutorily imposed requirements. The
categories determine the level of review, decision
authority, and applicable procedures.

Architecture. The structure of components, their
relationships, and the principles and guidelines governing
their design and evolution over time.

Architecture Products. Architecture products are those
graphical, textual, and tabular items that are developed in
the course of building a given architecture description and
that describe characteristics pertinent to the purpose of
the architecture. When used as part of an architecture
description, all products, even those whose primary
presentation is graphical, should contain explanatory text.
A description of each product is provided in "“DoD
Architecture Framework Version 2.0 Volume 11 Product
Descriptions,”™ 28 May, 2009.

Assessments. Assessments are data collection
opportunities, such as demonstrations and exercises,
lacking some aspect necessary for a complete
interoperability evaluation. However, assessments
contribute valuable pieces of data, reducing and
simplifying the requirements for later testing. Other
reasons for conducting assessments iInclude program office
requests, system functional validation, or opportunities
for cost effective data collection before known system
problems have been eliminated.

Authorization to Operate (ATO). The authorization, granted
by a DAA for a DoD information system to process, store, or
transmit information. Authorization is based on
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acceptability of the IA component, the system architecture,
and implementation of assigned 1A Controls.

C

Capability Test Team. The CTT is a cross-cutting team of
subject-matter-experts (SMEs) covering the traditional
areas of Operational Test and Evaluation (OT&E),
Interoperability (IOP), Information Assurance (l1A),
Developmental Testing (DT), and other areas as appropriate.

Cert. Short for certification (JITC)

Certifying Authority. The senior official having the
authority and responsibility for the certification of
information systems governed by a DoD Component IA Program.

Coalition. An ad hoc arrangement between two or more
nations for common action.

Coalition Interface. Any iInterface that passes information
between one or more U.S. Information Technology
(1T)/National Security Systems (NSS) and one or more
coalition partner IT and NSS.

Combined. Between two or more forces or agencies of two or
more allies. (When all allies or services are not
involved, the participating nations and services shall be
identified, e.g., combined navies.)

Combined Interface. Any interface that passes information
between one or more U.S. Information Technology
(1T)/National Security Systems (NSS) and one or more allied
IT and NSS.

D

Defense Agencies. All agencies and offices of the
Department of Defense including the Missile Defense Agency,
Defense Advanced Research Projects Agency, Defense
Commissary Agency, Defense Contract Audit Agency, Defense
Finance and Accounting Service, Defense Information Systems
Agency, Defense Intelligence Agency, Defense Legal Services
Agency, Defense Logistics Agency, Defense Threat Reduction
Agency, Defense Security Cooperation Agency, Defense
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Security Service, National Geospatial-Intelligence Agency,
National Reconnaissance Office, and National Security
Agency/Central Security Service.

Denial of Authorization to Operate. DAA determination that
a DoD information system cannot operate because of
inadequate IA design, failure to adequately implement
assigned 1A Control, or other lack of adequate security.

IT the system is already operational, the operation of the
system is halted.

Designated Accrediting Authority. Official with the
authority to formally assume responsibility for operating a
system at an acceptable level of risk. This term is
synonymous with Designated Approving Authority and
Delegated Accrediting Authority.

Developmental Testing. Developmental testing performed
under government supervision that generates reliable, valid
data can be used to determine technical performance
capabilities, specification or standards conformance
status, and may supplement operational data for an
interoperability evaluation.

DoD 5000 Series. Department of Defense (DoD) 5000 series
refers collectively to DoD Directive (DoDD) 5000.1 and DoD
Instruction (DoDI) 5000.2.

DoD Component. The Department of Defense (DoD) Components
consist of the Office of the Secretary of Defense, the
Military Departments, the Chairman of the Joint Chiefs of
Staff, the combatant commands, the Office of the Inspector
General of the Department of Defense, the Defense Agencies,
DoD Field Activities and all other organizational entities
within the Department of Defense.

DoD Information Technology Standards Registry (DISR). The
DISR provides the minimal set of rules governing the
arrangement, interaction, and iInterdependence of system
parts or elements, whose purpose is to ensure that a
conformant system satisfies a specified set of
requirements. It defines the service areas, interfaces,
standards (DISR elements), and standards profiles
applicable to all Department of Defense (DoD) systems. Use
of the DISR 1s mandated for the development and acquisition
of new or modified fielded Information Technology (1T) and
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National Security System (NSS) throughout the DoD. The
DISR replaced the Joint Technical Architecture (JTA).

DoD IT Portfolio Repository (DITPR). The DITPR is a
computer system that keeps track of DoD Information
Technology (IT) systems. The DITPR is a web-based system
that authorized users login to view and update systems
information. The DITPR uses Oracle for i1ts database
management system.

E

Evolutionary Acquisition. The preferred strategy for rapid
acquisition of mature technology for the user. An
evolutionary approach delivers capability in increments,
recognizing, up front, the need for future capability
improvements. Each increment is a militarily useful and
supportable operational capability that can be developed,
produced, deployed, and sustained. Each increment will
have 1ts own set of threshold and objective values set by
the user. Block upgrades, pre-planned product improvement,
and similar efforts that provide a significant increase iIn
operational capability and meet an acquisition category
threshold are managed as separate increments.

F

Family of Systems (FoS). A set of systems that provide
similar capabilities through different approaches to
achieve similar or complementary effects. For instance,
the warfighter may need the capability to track moving
targets. The FoS that provides this capability could
include unmanned or manned aerial vehicles with appropriate
sensors, a space-based sensor platform or a special
operations capability. Each can provide the ability to
track moving targets but with differing characteristics of
persistence, accuracy, timeliness, etc.

Follow-On Operational Test & Evaluation (FOT&E). The test
and evaluation (T&E) that may be necessary after the Full
Rate Production (FRP) Decision Review to refine the
estimates made during operational test and evaluation
(OT&E), to evaluate changes, and to reevaluate the system
to ensure i1t continues to meet operational needs and
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retains its effectiveness In a new environment or against a
new threat.

Full-Rate Production (FRP). Contracting for economic
production quantities following stabilization of the system
design and validation of the production process.

G

Global Information Grid (GIG). The globally
interconnected, end-to-end set of information capabilities,
associated processes, and personnel for collecting,
processing, storing, disseminating, and managing
information on demand to warfighters, policy makers, and
support personnel. The GIG includes all owned and leased
communications and computing systems and services, software
(including applications), data, security services, and
other associated services necessary to achieve Information
Superiority. It also includes National Security Systems as
defined in Subtitle 111 of Title 40, United States Code, as
amended. The GIG supports all Department of Defense (DoD),
National Security, and related Intelligence Community
missions and functions (strategic, operational, tactical,
and business), In war and In peace. The GIG provides
capabilities from all operating locations (bases, posts,
camps, stations, facilities, mobile platforms, and deployed
sites). The GIG provides interfaces to coalition, allied,
and non-DoD users and systems.

Includes any system, equipment, software, or service that
meets one or more of the following criteria:

e Transmits information to, receives information from,
routes information among, or interchanges information
among other equipment, software, and services.

e Provides retention, organization, visualization,
information assurance, or disposition of data,
information, and/or knowledge received from or
transmitted to other equipment, software, and
services.

e Processes data or information for use by other
equipment, software, or services.
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GIG Enterprise Service Profile (GESP). GIG ESPs (GESPs)
provide a net-centric oriented approach for managing
interoperability across the GIG based on the definition and
configuration control of key interfaces and enterprise
services. The GESP i1s the set of guiding documentation
produced as a result of enterprise wide engineering
analysis based upon consideration of the following
criteria:

e The capability spans organizational boundaries

e The capability iIs mandatory or mission critical across
the GIG Enterprise

e The capability can be characterized In a consistent DoD
Information Enterprise Architecture and solution
architecture

e The capability is essential for resolving GIG end-to end
interoperability issues

e The capability enables net-centric information sharing
for multiple acquisition programs

GESPs provide a description of required operational
functionality, and technical specifications for using and
interfacing GIG enterprise services. A GESP contains:

An Interoperability Reference Architecture and Service
Description section which contains an interoperability
reference architecture and graphic and a service
description; an interoperability requirements and secured
availability section; a technical implementation profile
for critical GIG Technical Standards and interfaces that
are part of the GESP; a maturing guidance section; a
compliance testing section; a key programs implementing the
GESP section; a data section; and a references section.

Increment. A militarily useful and supportable operational
capability that can be effectively developed, produced or
acquired, deployed, and sustained. Each increment of
capability will have i1ts own set of threshold and objective
values set by the user.

Information Assurance (1A). Measures that protect and
defend information and information systems by ensuring
their availability, integrity, authentication,
confidentiality, and non-repudiation. This includes
providing for restoration of iInformation systems by
incorporating protection, detection, and reaction
capabilities.
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Information Support Plan (ISP). The identification and
documentation of information needs, infrastructure support,
IT and NSS iInterface requirements and dependencies focusing
on net-centric, interoperability, supportability and
sufficiency concerns.

Information Technology (IT). Any equipment, or
interconnected system or subsystem of equipment, that is
used in the automatic acquisition, storage, manipulation,
management, movement, control, display, switching,
interchange, transmission, or reception of data or
information by the Executive Agency. This includes
equipment used by a Department of Defense (DoD) Component
directly, or used by a contractor under a contract with the
DoD Component, which requires the use of such equipment, or
requires the use, to a significant extent, of such
equipment in the performance of a service or the furnishing
of a product. The term "IT" also includes computers,
ancillary equipment, software, firmware and similar
procedures, services (including support services), and
related resources. Notwithstanding the above, the term
"IT" does not include any equipment that is acquired by a
Federal contractor incidental to a Federal contract. The
term "IT" includes National Security Systems (NSS).

Initial Capabilities Document (ICD). Documents the
requirement for a materiel or non-materiel approach, or an
approach that is a combination of materiel and non-
materiel, to satisfy specific capability gap(s). It
identifies required capabilities and defines the capability
gap(s) in terms of the functional area, the relevant range
of military operations, desired effects, time and doctrine,
organization, training, materiel, leadership and education,
personnel, and facilities (DOTMLPF) and policy implications
and constraints. The ICD summarizes the results of the
DOTMLPF and policy analysis and the DOTMLPF approaches
(materiel and non-materiel) that may deliver the required
capability. The outcome of an ICD could be one or more
joint DCRs or recommendations to pursue materiel solutions.

Initial Operational Test & Evaluation (IOT&E). Operational
test and evaluation conducted on production, or production
representative articles, to determine whether systems are
operationally effective and suitable, and which supports
the decision to proceed beyond Low-Rate Initial Production
(LRIP).
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Interim Authorization to Operate. Temporary authorization
to operate a DoD information system under the conditions or
constraints enumerated in the accreditation decision.

Interim Authorization to Test. Temporary authorization to
test a DoD information system iIn a specified operational
information environment within the timeframe and under the
conditions or constraints enumerated.

Interim Certificate to Operate. Authority to field new
systems or capabilities for a limited time, with a limited
number of platforms to support developmental efforts,
demonstrations, exercises, or operational use. The
decision to grant an ICTO will be made by the MCEB
Interoperability Test Panel based on the sponsoring
component®s initial laboratory test results and the
assessed impact, 1If any, on the operational networks to be
employed.

International Electro-Technical Commission. The IEC is the
world®"s leading organization that prepares and publishes
International Standards for all electrical, electronic and
related technologies

International Organization for Standardization (1S0).
The iInternational-standard-setting body composed of
representatives from various national standards
organizations.

Interoperability. The ability of systems, units, or forces
to provide data, information, materiel, and services to and
accept the same from other systems, units, or forces and to
use the data, information, materiel, and services so
exchanged to enable them to operate effectively together.
Information Technology (IT) and National Security Systems
(NSS) interoperability includes both the technical exchange
of information and the end-to-end operational effectiveness
of that exchange of information as required for mission
accomplishment. Interoperability is more than just
information exchange. It includes systems, processes,
procedures, organizations, and missions over the life cycle
and must be balanced with information assurance.

Interoperability Test Certification. Interoperability Test
Certification involves an evaluation of information
interoperability with respect to interoperability
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requirements and capabilities. The Joint Interoperability
Test Command (JITC) issues "full™ system certifications
when all critical interoperability requirements are met
(i.e., all critical interfaces and exchange requirements,
or equivalent, are met) and there are no discrepancies with
critical operational impact. JITC updates Interoperability
Test Certifications throughout a system’s life cycle to
reflect changes in the system, status, and environment.

All JITC interoperability test certifications expire upon
changes that may affect interoperability.

Interoperability Testing Watch List (ITWL). Similar in
nature to the IWL (see below), but a process of the MCEB
ICP. The ITWL is part of the ICP interoperability
delingquency processes which focuses on systems not making
adequate progress in obtaining J-6 1&S and JITC
interoperability test certifications.

Interoperability Watch List (IWL). Established by the
Under Secretary of Defense (Acquisition Technology and
Logistics) (USD (AT&L)), the Assistant Secretary of Defense
(Networks and Information Integration (ASD
(NI'1))/Department of Defense (DoD) Chief Information
Officer (CI0), the Chairman of the Joint Chiefs of Staff,
and the Commander, U.S. Joint Forces Command (USJFCOM) to
provide DoD oversight for those Information Technology (IT)
and National Security Systems (NSS) activities for which
interoperability is deemed critical to mission
effectiveness, but iInteroperability issues are not being
adequately addressed. |IT and NSS considered for the IWL
may be pre-acquisition systems, acquisition programs (any
Acquisition Category (ACAT)), already fielded systems, or
combatant commander-unique procurements.

J

Joint. Connotes activities, operations, organizations,
etc., In which elements of two or more Military Departments
participate. Also, used in interoperability policy to
include combined, coalition, multinational, NATO, etc.

Joint Capabilities Integration and Development System
(JCIDS). A Chairman of the Joint Chiefs of Staff process
to identify, assess, and prioritize joint military
capability needs. The JCIDS process is a collaborative
effort that uses joint concepts and integrated
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architectures to identify prioritized capability gaps and
integrated Doctrine, Organization, Training, Material,
Leadership, Personnel, and Facilities (DOTMLPF) solutions
(materiel and non-materiel) to resolve those gaps.

Joint Interface. An IT and NSS interface that passes or is
used to pass information between systems and equipment
operated by two or more combatant commanders, Services, or
agencies.

Joint Potential Designator (JPD). Based on the content of
the submission and In his capacity of Gatekeeper, the Joint
Staff Vice Director, J-8, will assign a JPD designation
that specifies JCIDS validation, approval and certification
expectations.

K

Key Interface. Interfaces in functional and physical
characteristics that exist at a common boundary with co-
functioning i1tems, systems, equipment, software, and data.
They are designated as a Key Interface when one or more of
the following criteria are met:

e The iInterface spans organizational boundaries.
Different entities (service, agency, organization)
have ownership and authority over the hardware and
software capabilities on either side of the boundary.

e The iInterface is mission critical. Data from joint
organizations, multiple services, and/or multiple
agencies/organizations must move across the interface
to satisfy joint information flow requirements. |If
systems are not interoperable at that interface, the
ability to accomplish the mission is endangered.

e The iInterface is difficult or complex to manage.

e There are capability, interoperability, or efficiency
Issues associated with the interface.

e The iInterface impacts multiple acquisition programs,
usually more than two (e.g. network points of
presence, many-to-many or one-to-many connections).

e The iInterface is vulnerable or important from a
security perspective.

Key Interface Profile (KIP). An operational functionality,
systems functionality, and technical specification
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description of the Key Interface. The profile consists of
refined Operational Views (OVs) and Systems Views (SVs),
Interface Control Document/Specifications, Engineering
Management Plan, Configuration Management Plan, Technical
View (TV) with SV-TV Bridge, and Procedures for Standards
Conformance and Interoperability Testing. [Transitioning
to GESP/GTP.]

Key Performance Parameter (KPP). Those minimum attributes
or characteristics considered most essential for an
effective military capability. KPPs are validated by the
Joint Requirements Oversight Counsel (JROC), for JROC
Interest documents, and by the Department of Defense (DoD)
Component for Joint Integration or Independent documents.
Capability Development Document (CDD) and Capability
Production Document (CPD) (KPPs are included verbatim in
the Acquisition Program Baseline (APB)).

L

Low-Rate Initial Production (LRIP). The minimum number of
systems (other than ships and satellites) to provide
production representative articles for Operational Test and
Evaluation (OT&E), to establish an initial production base,
and to permit an orderly increase in the production rate
sufficient to lead to Full-Rate Production (FRP) upon
successftul completion of operational testing.

M

Materiel. Equipment, apparatus, and supplies used by an
organization or institution.

Milestone Decision Authority (MDA). The individual
designated, in accordance with criteria established by the
Under Secretary of Defense (Acquisition, Technology, and
Logistics) (USD (AT&L)), by the Assistant Secretary of
Defense (Networks and Information Integration) (ASD (NII))
(for Automated Information System acquisition programs), Or
by the Under Secretary of the Air Force (USecAF) (as the
Department of Defense (DoD) Space MDA) to approve entry of
an acquisition program into the next phase.

Milestones. Major decision points that separate the phases
of an acquisition program.
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Military Department. A department headed by a civilian
Secretary appointed by the President and includes a
Military Service (the Department of the Navy includes two
Services).

N

National Security System (NSS). Any telecommunications or
information system operated by the United States (U.S.)
Government, the function, operation, or use of which:

e Involves intelligence activities.

e Involves cryptologic activities related to national
security.

e Involves command and control of military forces.

e Involves equipment that i1s an integral part of a
weapon or weapons system.

e Is critical to the direct fulfillment of military or
intelligence missions. This does not include
automatic data processing equipment or services to be
used for routine administrative and business
applications (including payroll, finance logistics,
and personnel management applications).

Net-Centric. Exploitation of advancing technology that
moves from an applications-centric to a data-centric
paradigm - that is, providing users the ability to access
applications and services through Web services — an
information environment comprised of interoperable
computing and communication components.

Net-Centricity. Net-centricity enables user access and use
of resources both collaboratively and asynchronously,
regardless of time and place. 1t is the ability of a
program or system to integrate with, offer services to, and
exploit the services of a net-centric environment.

Net-Ready. DoD Information Technology (IT)/National
Security Systems (NSS) that meets required information
needs, Information timeliness requirements, has information
assurance accreditation, and meets the attributes required
for both the technical exchange of information and the end-
to-end operational effectiveness of that exchange. DoD
IT/NSS that is Net Ready enables warfighters and DoD
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business operators to exercise control over enterprise
information and services through a loosely coupled,
distributed infrastructure that leverages service
modularity, multimedia connectivity, metadata, and
collaboration to provide an environment that promotes
unifying actions among all participants. Net-readiness
requires that IT/NSS operate in an environment where there
exists a distributed information processing environment in
which applications are integrated; applications and data
independent of hardware are integrated; information
transfer capabilities exist to ensure seamless
communications within and across diverse Media; information
is Iin a common format with a common meaning; there exist
common human-computer interfaces for users; and there
exists effective means to protect the information. Net-
Readiness i1s critical to achieving the envisioned objective
of a cost-effective, seamlessly iIntegrated environment.
Achieving and maintaining this vision requires
interoperability:

e Within a Joint Task Force/combatant command area of
responsibility (AOR)

e Across combatant command AOR boundaries

e Between strategic and tactical systems

e Within and across Services and agencies

e From the battlefield to the sustaining base

e Amongst United States (U.S.), Allied, and Coalition
forces

e Across current and future systems

Net-Ready Key Performance Parameter (NR-KPP). The NR-KPP
IS a key parameter stating a system’s information needs,
information timeliness, 1A, and net-ready attributes
required for both the technical exchange of information
needs, Information timeliness, A, and net-ready attributes
required for both the technical exchange of information and
the operational effectiveness of that exchange. The NR-KPP
consists of information required to evaluate the timely,
accurate, and complete exchange and use of information to
satisfty information needs for a given capability. The NR-
KPP is composed of the following elements: 1) Compliant
solution architecture, 2) compliance with DoD Net-centric
Data and Services strategies, including data and services
exposure criteria (references u through x), 3) compliant
with applicable GIG Technical Direction to include DISR
mandated 1T Standards reflected in the TV-1 and
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implementation guidance of GIG Enterprise Service Profiles
(GESPs) necessary to meet all operational requirements
specified in the DoD Information Enterprise Architecture
and solution architecture system/service views, 4)
verification of compliance with DoD IA requirements
(references n through s), and 5) compliance with
Supportability elements to include, Spectrum analysis,
Selective Availability Anti-Spoofing Module (SAASM) and the
Joint Tactical Radio System (JTRS).

Non-Acquisition (Non-ACAT) Program. An effort that does
not directly result in the purchase of a system or
equipment for operational employment (e.g., science and
technology programs, concept exploration or advanced
development of potential acquisition programs).

0

Objective. The performance value that is desired by the
user and which the Program Manager (PM) is attempting to
obtain. The objective value represents an operationally
meaningful, time critical, and cost effective increment
above the performance threshold for each program parameter.

Operational Test and Evaluation (OT&E). The field test,
under realistic conditions, of any item (or key component)
of weapons, equipment, or munitions for the purposed of
determining the effectiveness and suitability of the
weapons, equipment, or munitions for use In combat by
typical military users; and the evaluation of the results
of such tests.

Operational View (OV). The OV is a description of the
tasks and activities, operational elements, and information
exchanges required to accomplish Department of Defense
(DoD) missions. DoD missions include both warfighting
missions and business processes. The OV contains graphical
and textual products that comprise an identification of the
operational nodes and elements, assigned tasks and
activities, and information flows required between nodes.
It defines the types of iInformation exchanged, the
frequency of exchange, which tasks and activities are
supported by the information exchanges, and the nature of
information exchanges.
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P

Platform IT (PIT). See Special Purpose System. (1A)

Platform IT Interconnection. Platform IT refers to
computer resources, both hardware and software, that are
physically part of, dedicated to, or essential in real time
to the mission performance of special purpose systems such
as weapons, training simulators, diagnostic test and
maintenance equipment, calibration equipment, equipment
used In the research and development of weapons systems,
medical technologies, transport vehicles, buildings, and
utility distribution systems, such as water and electric.
The avairlability, integrity, confidentiality,
authentication, and non-repudiation requirements of the
data i1t processes in direct support of its intended purpose
are inherently addressed in the system design and
operation. When platform IT interconnects with external
networks In order to exchange information, the IA
requirements generated by the exchange must be explicitly
addressed as part of the interconnection. If not already
established, as part of the iInterconnection negotiation,
the platform shall i1dentify the mission assurance category
and confidentiality level of i1ts iInterconnecting IT. The
connecting enclave must meet or exceed the mission
assurance category and confidentiality level of the
interconnecting platform IT. ITf the mission assurance
category or confidentiality level of the platform IT is
lower than that of the connecting enclave, the enclave is
responsible for assuring that the enclave"s integrity,
availability, and confidentiality are not degraded by the
interconnection. The enclave i1s also responsible for
providing any additional measures required to extend IA
services, such as identification and authentication to the
platform IT during the interconnection or to protect the
platform IT from interconnection risk, such as unauthorized
access.

S

Special Purpose System. System or platform that employs
computing resources (i.e., hardware, firmware, and
optionally software) that are physically embedded in,
dedicated to, or necessary in real time for the performance
of the system®™s mission. These computer resources are
referred to as platform IT. Platform IT only performs
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(i.e., is dedicated to) the information processing assigned
to it by its hosting special purpose system. Examples of
special purpose systems include weapons systems, training
simulators, diagnostic test and maintenance equipment,
calibration equipment, equipment used iIn the research and
development of weapons systems, medical technologies,
transport vehicles, buildings, and utility distribution
systems, such as water and electric.

Sponsor. The Department of Defense (DoD) component
responsible for all common documentation, periodic
reporting and funding actions required to support the
capabilities development and acquisition process for a
specific capability proposal.

Standards. Standards as referenced In this instruction are
Information Technology (IT) standards and include
specifications, profiles, protocols, implementation
conventions, Federal Information Processing Standards
(FIPs), Military Standards (MIL-STDs), Defense Performance
Specifications (MIL-PRFs), North Atlantic Treaty
Organization (NATO) Standardization Agreements (STANAGS),
Allied Communications Publications (ACPs), Allied Data
Publications (ADatP), guidelines, commercial item
descriptions, standardized drawings, handbooks, manuals,
tools, and other related documents relevant to the
application and use of information and communications
technology. They are software and hardware standards that
are used for intelligence collection, data and information
processing, information transfer, and information
presentation/ dissemination. |IT standards provide
technical definitions for information system processes,
procedures, practices, operations, services, interfaces,
connectivity, iInteroperability, information formats,
information content, interchange, and transmission of
transfer. |IT standards apply during the development,
testing, fielding, enhancement, and life cycle maintenance
of Department of Defense (DoD) information systems.
Recognized standards include those produced as non-
governmental national or international standards (e.g.,
ANSI and 1S0), trade association/professional society
standards, federal standards, military standards, and
multinational treaty organization standardization
agreements.

Standards Conformance Testing. This testing establishes
the extent to which a system conforms to the requirements
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of a standard/standards profile or complies with levels
specified iIn a standard. These standards may include
government, commercial, or North Atlantic Treaty
Organization (NATO) standards as long as the requirements
specified are measurable and testable. Conformance to
applicable standards i1s necessary, but not sufficient for
interoperability. Additional testing is required to ensure
that all required information exchanges meet user
requirements in the intended operational environment.

Supportability. The level that programs, regardless of
Acquisition Category (ACAT), adequately address Information
Technology (1T) and National Security Systems (NSS)
infrastructure requirements, the availability of bandwidth
and spectrum support, funding, personnel, and identify
dependencies and interface requirements between systems.

Sustainability. The ability to maintain the necessary
level and duration of operational activity to achieve
military objectives. Sustainability is a function of
providing for and maintaining those levels of ready forces,
materiel and consumables necessary to support military
effort.

Sustainment. The provision of personnel, logistic and
other support required to maintain and prolong operations
or combat until successful accomplishment or revision of
the mission or of the national objective.

System. For use iIn this publication, the term "system"
refers to a system or program. A practical definition is
that a "system™ will follow the complete Joint Capabilities
Integration and Development System (JCIDS) process.

System Under Test. Refers to a system that is being tested
for correct operation.

System of Systems (SoS). A set or arrangement of
interdependent systems that are related or connected to
provide a given capability. The loss of any part of the
system will degrade the performance or capabilities of the
whole. An example of an SoS could be interdependent
information systems. While individual systems within the
SoS may be developed to satisfy the peculiar needs of a
given user group (like a specific Service or agency), the
information they share iIs so Important that the loss of a
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single system may deprive other systems of the data needed
to achieve even minimal capabilities.

System View (SV). The SV is a set of graphical and textual
products that describes systems and interconnections
providing for or supporting, Department of Defense (DoD)
functions. DoD functions include both warfighting and
business functions. The SV associates systems resources to
the Operational View (0OV). These system resources support
the operational activities and facilitate the exchange of
information amongst operational nodes.

T

Technical View (TV). The TV is the minimal set of rules
governing the arrangement, interaction, and interdependence
of system parts or elements. Its purpose is to ensure that
a system satisfies a specified set of operational
requirements. The TV provides the technical systems
implementation guidelines upon which engineering
specifications are based, common building blocks are
established, and product lines are developed. The TV
includes a collection of the technical standards,
implementation conventions, standards options, rules, and
criteria organized into profile(s) that govern systems and
system elements for a given architecture.

Threshold. The minimum acceptable value that, in the
user’s judgment, Is necessary to satisfy the need. |IT
threshold values are not achieved, program performance is
seriously degraded, the program may be too costly, or the
program may no longer be timely. |If the threshold values
are not otherwise specified, the threshold value for
performance iIs the same as the objective value; the
threshold value for schedule i1s the objective value plus 6
months for Acquisition Category (ACAT) I and three months
for ACAT IA programs; and the threshold value for cost is
the objective value plus ten percent.
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U

Unified Capabilities Requirements. The document that
specifies the technical requirements for certification of
approved products to be used in DoD networks to provide
end-to-end Unified Capabilities (UC).

Universal Reference Resources (URRs). Reference models and
information standards that serve as sources for guidelines
and attributes must be consulted in building integrated
architecture products. The following are the currently
listed URRs: Department of Defense (DoD) Architecture
Framework; DoD Core Architecture Data Model; Universal
Joint Task List; Technical Reference Model; Global
Information Grid (GIG) Architecture; DoD Net-Centric Data
Strategy; DoD Metadata Registry; Net-Centric Operations
Warfare (NCOW) Reference Model (RM); and the DoD
Information Technology Standards Registry (DISR).
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