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Definitions
acombatsuportageny  (DODI 4630.8)

« System Standards Profile A system-specific list of all
technical standards and guidelines for their use.

— To meet IT and NSS interoperability needs, the system
standards profile should be built from applicable standards
drawn from the DoD IT Standards Registry (DISR)

This is the StdV-1 (previously TV-1); not to be confused with a
standards profile associated with a single or related group of
standards

« Standards Compliance Confirmation that an IT and
NSS has undergone standards testing and exhibits a
specified degree of standards conformity.




Definitions
s combat suport ageny (DO DI 4630.8) (Cont)

« Standards Conformance Certification Confirmation
by DISA (JITC) that an IT and NSS has undergone
Information technology standards testing and

exhibits IT standards-based implementation.

— IT standards include standards for information processing,
Information content (such as standard data definitions),

Information formats, and information transfer.

Standards conformance certifications are
produced by an organization authorized by
the standards body (not always JITC)



Definitions DISR

A Combat Support Agency

* DoD Information Technology Standards
Reqgistry (DISR)

* Defines service areas, interfaces, and
standards applicable to all DoD
systems



A Combat Support Agency (CO n t)

Definitions DISR

 Provides a web-based capability for creating
compliant profiles

Password protected site, CAC enabled
Can be used to build artifacts (TV-1, TV-2, StdV-1, or StdV-2)
https://disronline.disa.mil/a/DISR/index.isp

DISA maintains the site

FAQ provides a lot of useful information

Note some info is slightly out of date (KIPs, TV)
Migrating to GTG Federation

We don’t build TV-1/2 (StdV-1/2), but we must be aware of
the processes, including waivers, OUS, etc.


https://disronline.disa.mil/a/DISR/index.jsp
https://disronline.disa.mil/a/DISR/index.jsp

Main Policy Source

A Combat Support Agency

 DoDlI 4630.8

— Procedures for Interoperability & Supportability of
Information Technology and National Security Systems, 30
June 04

« CJCSI 6212.01E

— Interoperability and Supportability of Information
Technology and National Security Systems, 15 December
2008
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SC & Joint IOP Certification
Process



Testing Types
and Environments
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Certification
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N Joint Interoperability
N Ensures a system effectively exchanges
) ) information with other participants in a

Net-Centric environment

Laboratory Live Exercise
Comprehensive data collection for multiple tests Test ability to effectively exchange information
under controlled conditions. Can include early in an exercise or test environment with
user tests, Beta testing, etc. conditions as realistic as possible. Ensures

end-to-end interoperability.




Acquisition Process
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DoDI 5000.02
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System Life-Cycle
a combat support ageney C @[ tIfICA@tioON Process

Capability DT / Standards Conformance, OT&E, and Operational
Certification Interoperability Certification Verification
New/Updated Capability Recertification/Renew Feedback

JITC Interoperability Certification

DT/ o) i i
perational Production/ Operational
ico | |cop || cPD LIS;/, TEMPP Standards ey Test & Fielding Support
| Conformance Bl Decision
J6 Interoperability & IA Accreditation
Supportability

“...future capabilities must be born joint.”

Admiral E. P. Giambastiani, Commander, US Joint Forces Command
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Step 1
Identify & Verify
Requirements

Interoperability
Certification Steps

Step 2
Develop Certification
Evaluation Approach

Step 3
Collect & Analyze
Interoperability Data

IJ_

CPD
ISP
TISP
NR-KPP
Package H

ISP Angﬁx—-
~—

A

Any changes that
may affect
Interoperability

PM/PEO

ICEP/ITP
Development

Developmental
Test

Operational

\ Test

\ Exercise
Data

Interoperability
N Test

il

Recertification

1 Evaluations for Special certifications are performed
against the JS-approved Unified Capabilities
Requirements (UCR) document

Step 4
Determine the
Interoperability Status

Standards

Conformance

Interoperability
Assessment

OTRR
Interoperability
Statement

J

Special *
Interoperability

A

Limited Joint IOP

Test Certification, [«
J

Interim Joint IOP
Test Certification |e¢

J

Jomnt
Interoperability |«

Test Certification



D/E NR-KPP Compliance
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Net-Centricity

Compliance with the Net-
Centric Operations and
Warfare (NCOW) Reference
Model (RM) enterprise services

Compliance with net-centric data
and services strategies, DoD IEA

Strengthen NC Data/Service Strategy Compliance
- Evaluate Data/Service visibility, accessibility,
understandability

- Evaluate compliance with business rules and principles of
DoD IEA

Interfaces /

Operationally effective

Compliant solution architecture
products including specified

Use of DoDAF, JCSFL, Enterprise Architecture, etc.

Information information exchanges operationally effective - Verify E2E info exchange IAW the solution architecture
Exchanges information

exchanges
Standards Compliance with GIG Technical KIPs transition to GESPs and combined with DISR

Compliance

Compliance with:

Global Information Grid (GIG)
Key Interface Profiles (KIPs)

GIG IT standards and profiles
identified in the TV-1

Guidance (GTG), including TV-1
(Std-V1), GESPs (KIPs until
GESPs available)

compliance into GTG element
- Evaluate applicable GESPs/KIPs via SC/IOP testing
- Evaluate standards compliance

IA Compliance

Compliance with DoD
information assurance
requirements

Compliance with DoD IA
requirements

Verification that IA requirements met — no change
- Verify C&A status

- IOP testing is conducted using the approved IA
configuration

- JITC IA testing where applicable

Supportability

Compliance with Spectrum
Supportability and E3, Joint
Tactical Radio System (JTRS),
Selective Availability Anti
Spoofing Module (SAASM)
[Part of J-6 System Validation
and not NR-KPP]

Compliance with Spectrum
Certification and E3, SAASM, and
JTRS requirements

Added Supportability to NR-KPP compliance
-Verify current DD 1494 (spectrum cert) and E3 compliance
- Verify GPS SAASM compliance or waiver
- Verify JTRS compliance or waiver
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Certification

Interoperability Test &
Certification Products

Description

System can be

fielded (Y/N)?

Standards Conformance

System is certified for conformance to a

System may lack J-6 certified requirements

Certification standard/standards profile No
Joint Interoperability Test Full system certification. System meets at least all Yes
Certification critical interoperability requirements
Limited Joint T .
Interoperability Test System meets subset of critical interoperability Yes, with ICTO
o requirements
Certification
Interim Joint Interoperability A capablllty.r.nodule has adequa.telly demonstrated
e interoperability for at least all critical threshold Yes
Test Certification . . o ,
requirements identified for the increment
Special Interoperability Test [Based on other J-6 approved requirements (i.e., no Yes
Certification NR-KPP) -- E.g., use of UCR for voice switches
Non-Certification Crltleal operatlonal impacts expected No
Provides a warning to the warfighter
PM would like to determine the interoperability
Interoperability Assessment |status No
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General SC Testing Guidelines &
Staffing / Distribution Process



Standards Conformance
A Combat Support Agency TeSti n g Gu i d el i n eS

« Standards conformance testing establishes the
extent to which a system conforms to a
standard/standards profile
— Standards conformance is necessary, but not sufficient to
ensure interoperability

— JITC may provide a standards conformance certification
based upon an evaluation of data collected by other test
agencies. This data must be sufficient to determine
conformity to the specified standards/standards profiles.

« JITC may certify conformance to standards for
systems (IT/NSS or non-US) that implement
standards that can possibly impact interoperability

— DoD and Commercial customers

— Conformance to various standards
« UHF DAMA SATCOM, HF Radio MIL-STD, Secure Fax, etc.



rcomsn smor seenyT@StiNG Guidelines (Cont)

Standards Conformance £g3

« JITC SME will determine which standards require

testing vs. some other evaluation method

JITC may also evaluate conformance to NATO
STANAGSs and issue a standards conformance
certification

Standards Conformance Certifications do not
normally expire

— A specific hardware/software version is certified conformant
to a specific version of a standard



Standards Conformance g£g%
A Combat Support AgencyTeSti n g G u i d el i n eS (CO n t)

 Certifications and assessments include:
— Requirements were met, not met, or not tested
— Analysis of any discrepancies

— Any exceptions to standards conformance and
recommendations for meeting interoperability requirements

« Standards conformance is the foundation for
Interoperability test certification

— It is necessary but not sufficient to ensure
Interoperability

« Division/Portfolio chiefs sign all standards
conformance certification letters



Standards Conformance £y}
ncomsat s e 1€51ING Guidelines (Cont)

« Compliance is characterized with a matrix showing
whether an implementation meets the individual
mandatory and optional requirements specified in the
standard

« Certification is confirmation that the system meets —
as a minimum — all mandatory requirements and that
there are no critical discrepancies



Standards Conformance
A Combat SupportAgencyTESting GUidelineS (Cont) s

GESP (or KIP) Declaration contained in certified CPD, ISP, ISP

Annex, TISP, or NR-KPP package, TV-1 (StdV-1) from DISROnline.
— List of applicable GESPs/KIPs, GESP/KIP profiles, and implementation
options, and TV-1 (StdV-1) standards

JITC reviews applicable standards called out by GESP/KIP/TV-1
(StdV-1).
Identify standards/profiles that require testing vs. other evaluation methods.

Collect data to support standards conformance certification.
Analyze and roll up the results.

Information exchanges across key interfaces verified IAW
performance parameters during interoperability testing.

Available GESP/KIP/standards information:
— DISRonline to select DISR GESP/KIP profiles, TV-1 (StdV-1) standards



Standards Conformance g£g%
A Combat Support AgencyTeSti n g G u i d el i n eS (CO n t)

* In general, AOs should test DoD unique features

« Even some commercial standards may be critical

— For instance, a DFAS finance system requires absolute
accuracy. Compliance with commercial transfer protocols

may be areasonable test to consider for this type of system.
 AOs need to determine what is necessary for each
specific system



Standards Conformance @)
A comba supore acensy 1 €9 11INQY Guidelines (Cont) =

« Work with PM and developer to determine which
standards / standards profiles apply to COTS / GOTS

components and which apply to components being
developed

« Determine if conformance data is available for COTS /
GOTS items. (No further testing required.)

 For remaining standards / standards profiles,
determine method to verify conformance

— Analysis

— Inspection

— Demonstration
— Test



FAQ
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 Who selects the standards for the system standards
profile (TV-1/StdV-1)?

— The PM.

 Who decides if standards selected by the PM are IAW
DISR?

— GE33 has the primary responsibility to review
standards/StdV-1, but all JCPAT-E assessors as part of the
requirements document (e.g., CDD, CPD, ISP/TISP) review
process.

— The Joint Staff provides the final approval for the entire set of
requirements which includes DISR compliance. The
Component Acquisition Executive (CAE) or Acquisition
Authority has the ultimate responsibility for ensuring DISR
compliance.



A Combat Support Agency

JITC Standards Conformance/
Compliance Testing Capabilities/
JRAD



Types of Standards

A Combat Support Agency

« JITC performs/supports standards conformance
testing and certification in the following areas:

Standard POC

Mil-Std 6011/6016 (Link 11/16) Robin Murray
Mil-Std 6040 (USMTF) Gordon Devos
Mil-Std 6017 (VMF) Lauro Teran
Mil-Std 188-110 (HF Data modems) Sandra Maldonado
Mil-Std 188-141 (Med & HF Radio Equipment) Sandra Maldonado
Mil-Std 188-161 (Digital Facsimile) Steve Sones
Mil-Std 188-181/182/183 (UHF DAMA) Lisa Fardsalehi
Mil-Std 188-181c¢/182b/183b (IW) Norma Vega

JTRS (Multiple Standards) Bill Craig

XML (Multiple Standards) Elester Jackson




Other Standards
A Combat Support Agency CO m p I I a.n C e

« JITC performs standards compliance testing in the
following areas:

Standard POC

IBS Andy Blomstrand
CDL Barry Balderston
NITFS, GMTI Jim Durham
Motion Imagery (Full Motion Video) Randy Richard
Advanced IP Technologies (IPv6, IPv4, etc) Todd Beckman
PKI Sonny Milloy




What is J-RAD?
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e JITC Risk Assessment Database

« Standards analysis tool and standards information
repository

« Data from the National Center for Geospatial
Intelligence Standards (NCGIS) and the Joint
Interoperability Test Command (JITC)

« Compiles known data for each standard

 Enables analysts to locate standards data and
conduct risk assessments accurately and efficiently



Database Objectives
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« Recommend best practices for the risk-based testing
of Net-Centric standards

* Provide a JITC-recommended risk level for
standards

« ldentify Net-Centric standards in the DISR



Risk Analysis Process

A Combat Support Agency

« Apply analysis criteria

« Consider “threat to success” factors
 Determine inherent vs. contextual risk
« Evaluate the impact

« Assign an appropriate level of risk
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Other J-RAD Features

ADD/EDIT

Standards

Test Methodologies

Products / Test Tools

Producers

|
|
|
|
|

Interest Groups

|
|
|
|
|

Sources

Open Links to Sources

Contacts

|
|
|
|

Edit My Profile

|
|
|
|

STANDARDS

Yersion: 01.00.27 12/30/2008
Currently linked to backend database: T:ANGMSiDataEngineeringl) SGS0DB_be Prod.mdb

Welcome Cinda Caparulo

QUERIES REPORTS
[ NCGIS Stoplight Form l Standards TOC l l Standards w/ TTV Families ]

l Standards w/ TTV Families l

Testing Organization Form Temporarily Unavailable




State of the Standard
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ASSIST

STATE OF STANDARD

Select Standard: Advanced Authoring Format Version 1.1
LEINNEIE A dvanced Authoring Format Version 1.1
__

i AAF Object Specification

DISR Status  [Emerging

~| Document Type |[Standard +w|  LastUpdated in DISR: [Baseline 03-2.0

Abstract Service Area Secondary Interest
Applicability P |GECIMT: Motion Imagery | P [one Given Pl
#* L * w

Details u

s’
NCGIS < e —
1 e
Checklist Primary Owner |Geospatial Inteligence TWiaE (EWhE) b | < | » —

Checklist Stoplight Focus Group Steward  [Mone |

NOTES

0 General Notes

I Y i 7 Source ] Sce Al sources [l source ouery I

Select the type of source and enter source file as a hyperlink

_ CONTACTS P Local Copy « |[LAISGIPROJECTS OR PROGRAMS\MGADES\MiscStandards\aaF aafobiectspec-vi.1.pdf “
0 Contacts For Standard Izet Copy o hkbp: ey, aafassociation, org |
* - -~

INTEREST GROUPS -

RiskfTesting Info

JITC Information for Advanced Authoring Format Version 1.1

1 - - 0 Notes: PortFolio:
- Inherent Risk: Unknown — (»] IFelts MO |
JTC Testing Priotity [None Given et Testing Approach [None Given |
Rationale JITC Tesk Capability: D

JITC Risk Analysis Worksheet

Mo best capability at present

JITC Test Proc Tool:

Used in Enkterprise

|



General Report
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Standard: Advanced Authoring Format Wersion 1.1

aAF Object Specifll cation

Primany Owvaever Focurs Group Frone

Ceospatial Imntelligerncs TS WS Prices |:| 1= v rsssodn
Serwice Arealsk

ZE OIRT: potion Imagery
Secomnddany Interests:

rRlone Siven

Abystract
T he Acdvamnc=d Lodbhoring Format (AF ) is & professionasl file imnterchanogs format designied for the
multimedia, post production, sand authoring erevironm ent . 205 solves the problem of multi-wendor,
cro==—fplatformm irntsropsrakility for om putesrdoas=sd didgital produaction. 2A8F dos=s a nuambesr of things.
17 it allowes: complex relationshipsto be descibed intemrns of an abject model |, 200t facilitstes the
imterchangese of metadata snodfor program content, 300t prosvdes a weay 1o track the history of a piece
of program content from = source element=s throuch final procduction, 42 it makes it possible 1o
render comtent dowvrnstream Cwewrth appropriste egquipmentd, S it provides a convenient vy o "ewrsp
all elemeaents of a project together for archiving . By pres=srwing com prehersive source referencing,
and abstracing the crestive decision=s thast are macdse, A28 improwes molbimedia prodaction
otk flosssandd smplifies project mansgemaesnt. The 2A8F sSancdand corsists of the follossdre
o ponent=s: O- The L8F Ohject = pecification, wwhich defines the weay 2A0F mores metadasta ard
es=ence O- The 2aF AR S pecification, odhich defines howwrw=soflwware ergineser=s can write
applications O-T he A8F Reference Implem entstion, sdich implements both these spec icetions in
@ completely cross-platforrm manner O- The 288 Softwveares Dewvelopmert Hit (S0, wdhhich indoudes
dewelopoaer utilities ard walidastion te=st =uites O- The 28F Example softwears which demonstrate=s
howeto u=se the 20F =0 to producs 20F files O- The 28F == ple files orested by waorking A 0F
im plementations wWdth the accelerating progress of dicital techrnologies, an open imterchanoe
standard is ess=ntial to enalkd e the digital production s=mcilities of the fitare . The lack of integration of
multi-wrenclor product=s has proswen to be & signiicant obstaclh=s 1o the repid accsptancs of com puter
bas==d digital tools for professi onal production. 2A8F represenits & broad industry initistive to remoswse
thos2 obstacdes .

A i cal il
Applicastion sreas for 24080F incdouds: meda librares, esxgoloitation sw=sem s television and moswie post
production sy=sem=s, non-linear digit s editing sy=stem =, media archive systems, media
diss==mination system=.

Profile Ouestiocns:

Ooe=s your =vstem exchanogs motion imaoery data wdth exdemal system = or doss your =vstem task,
collect, producs |, proc=es=, catalog, store, read, explait, or disseminate digital motion imasgers?

R elewvant Informsationc

Compan es and organi mations devseloping 20F enabled applications are encouraced to join the a0F
Azsocimtion . Participastion prowides & unigque opportunity o influsencs warking practi c==s of the future
that ~ndll hawess a fanckam aerntal impsact on the marksts for their procdoact=s . 2additions iy, member bensfit=
imnclhude acces=s to 2080F =ample files, tutorials, exampple codes and LWL BMembers also are allowsesd to
participate in Soeamrensess Events and receive priority listing im the Developer Resource Directory. The
Lo SAos=ncimtion has four dass=ss of membershHip Prind sl , General | A=s=sociste and D ews=loper.
Principal Members: - E nioy all the benefits of General M embership - A re =ligible for election to the
Boasird of Director=s G ersral Members: - fMay appoint woting repres=srmtative=s 1o each of the o0F
Azsocistion comm ittess - b ay proposs newwy exdensions and additions to the 28F Specificastions -

R ec=ive slectronic copies of all 280F speecifications arnd publications - Recs=siwswe support for the o ofF
specificamtion and assodasted Softwars D evslopment Hit As=sociste Members - May sppoint nomn-
woting represerntastives to sach of the 28F SAssociation commitbttess - Recsiwse slecdironic copiss of all
Lo =pecifications and publications - Recsiwe support for the 280F specificastion and associated
Software D evelopment Hit Dews oper Mem bers Cedth five or fewser employessT - May appoint ssotino
repres=ntastivesto esch of the A080F Assaocistion comm itteses - M ay proposs Newy extensions and
additiorns to the 280F Spedfications - Recswe electronic copies of all 2A8F spec ficstions and
publication=s - Recsive mupport for the 2080F spec ficastion and sasssociated Softwvware D evslaopm ent Hi
Rtttk im sciclitios o thes fon e clssmes o mmoerm berahi e listed abaees thee SAF 0 oo ot oe mmosae slen s




Stoplight Report
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CAT 201

NCGIS GEOINT Standards Risk Assessment Stoplight Report as of 12302008 12:59:29 PM

OpenGIS® Catalogue Service {CAT) Implementation Specification (2.0.1), 20 May 2005

STATE RISK CHECKLISTITEM

SUMMARY

GENERAL LEVEL

_ _ Standard is Publizhed by an open, concenzsus-based standards organizaion. Reference number OGC 04-021r3

e BRI =i-oo-rd is cied in the DoD ASSIST Databass.

Mot in Dol ASSIST Dh

i Stenuste st SR standard is cted in the DISR. verifed
Unknowen § TED TED Standard has a published Abstract Test Sute (ATS).
Unknowen § TBD THED The ATS iz sufficient for MSG deplovment of the standard. Cannot detennine - recuires SME ewaluation.

FlSE e stnee i R 2 E wecutable Test Sute (E TS) is available in support ofthe ATS.

CEW 201 Compliance Ted Suite iz based on the followng O GC
spedfications

QGC Catalogue Servces Spedfication, version 2.0.1 [OGC 04-021¢3]
Qpen3ls Webh Sendces Comm on Specfication, version 1.0.0 [OGC
05-008c1]

Filter Encoding |mplementation Sped fication, version 1.1.0 [OGC 04-
0as]

Geographic inform &ion — Geography Markup Language, version 3.1
[DnZC 03-10501]

Unknowen § TED TBD The ETS iz sufficient for NS G deplovment of the standard.

Cannot detenmine - recuires SME ewvaluation.

_ _ A Reference Implementation (R is available to support testing.

Rl exids

_ _ Sam ple data confonming to the andard i available.

Ses CEW-2.001 test data at OGC site.
hitp: ficite opengeospatid omgitest_engine/cew2.0.1/f

Unknown £ TED TED Conformance test servces are available.

IMPLEMENTATION LEVEL

Unknowen § TED TBD MSG Enterprize-wide applicability

Unknown § TED TBD Web-basad Secure Erterpriss Infragtructure (WSE) Cannot detennine - requires SME ewvaluation.
Unkrown § TED TBD Geospatial Intdligence Knowtedge Base (GKB) Cannat determing - recuires SME ewvaluation.
Unknowen § TED TED Knovwdedge Production and Exploitation (KPE) Cannot determing - reguires SME evalustion.
Unknowen § TED TBD Fesource Tasking and Marketplace RTR) Cannot detenmine - recuires SME ewvaluation.

Unknown § TED TBD Mizsion and Corporate Support (MCS)

Cannot detennine - requires SME ewvaluation.

-




A Combat Support Agency

Benefits to JITC

J-RAD has the potential to:

extend the reach of SMEs supporting the workforce
disseminate new knowledge within the organization
transfer group and individual knowledge across the organization

Offer “one-stop-shopping” for all information needed to test the DISR
standards

Provide flexibility in determining which standards to prioritize during
the test by giving them a set of criteria to evaluate low and high risk
standards
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Example SC Testing



CDL Test Process

A Combat Support Agency

« Compliance tests are normally conducted in a
laboratory environment on an RF cable at the
vendor's facility or at JITC

* Interoperability testing is in an operational
environment, Line-of-Sight, over the air RF,
demonstrating maximum slant range requirements
and antenna pointing



Compliance Test
A Combat Support Agency P r O C eS S

« The CDL SUT is tested to a JITC validated CDL system for
waveform compliance

External Source Compliance
Validation Verification

GFE PCE Example MP-CDL
Compliance
Verification Test
RF Cable

GFE SCE

Validated GFE SCE/PCE/CDL-FT Validated CATE/GSTS




Compliance Test
A Combat Support Agency PrOceSS (COnt)

Four Phase Test
1. Modulation Off

. Frequency Accuracy
2. Modulation On

. Channel BER
. Digital Functions

. PN Codes
. Audio

. Network
. IDL/MIDL

3. Encryption/Decryption
Key Retention

Bypass

Channel BER

4. SND

Compare NAV data



Compliance Test vs.
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ISR Airborne Sensor Platform

(L;Eginf Common Data Link ISR Sensor Processor Platform
FL = Forward Link

ISR = Intelligence, Surveillance, and Reconnaissance - = CDL Waveform Compliance (Lab test)

PCE = Platform Communications Element

e ———

RE = Receive Element
RL = Return Link <7 B o ) )
SCE = Surface Communications Element (\ = CDL Interoperability (Operational environment)

TE = Transmit Element = -

~—_—
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