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The Compelling Argument for Item Unique Identification for Accurate Maintenance Priorities

INTRODUCTION

Item tracking technology and methodology have advanced to the point that a unique identifier can be used to capture the life history of maintenance items and repairables to better predict product failures and maintenance requirements. This advancement not only allows for the tracking of an item’s life history, but also allows for the reconstruction of that item’s life history from a variety of custodians and tracking systems. As such, implementation of item unique identifiers will greatly benefit maintenance personnel and help them achieve their maintenance priorities. 
However, several characteristics of maintenance and repairable items preclude accurate item lifecycle tracking:
· The item may be uninstalled and returned to the original equipment manufacturer or a subcontracted maintenance facility.

· In remanufacturing, the bill of materials is deconstructed (disassembled) and can be reconstructed with modified or upgraded components.

· The reconstituted repairable item component may be installed in a different final assembly

· Data and maintenance information is not shared between the various custodians and does not follow the repairable.

Many people see these characteristics as insurmountable obstacles to item management; therefore acceptance of IUID for maintenance management has been slow. However, the benefits that IUID implementation provides outweigh any perceived difficulties. This demands an exploration of the benefits of IUID across government and industry, potential challenges to IUID implementation, as well as potential solutions to these challenges to improve maintenance process effectiveness. 
INDUSTRY ANALYSIS
The Logistics Management Institute (LMI) studied more than 50 commercial firms that were using serialized item management (SIM) practices and technologies in order to determine their efficacy and the benefits derived. Item Unique Identification (IUID) was a part of this analysis as it is inextricably linked to SIM to provide a unique identity for a particular item across the lifecycle history of that item.  Several academic institutions and Enterprise Resource Planning (ERP) software providers were also included in the study to gain their perspective on the current state of SIM IUID. 

The results of the study indicated several shared characteristics of firms that are successfully implementing the advanced use of SIM IUID:

· Flexible, automated information systems (AIS) and technology (IT) that have evolved over decades of use.

· Employees and IT staff that are experienced in manufacturing resource planning (MRP II) and/or maintenance, repair, and overhaul planning systems.  
· A commitment to the use of SIM IUID from top management down through the shop floor level with persistent and consistent training and other related user support.  
· A sophisticated data collection process that addresses the need to gather detailed, reliable data from customers.  
· An organizational culture that embraces a near-paperless environment with a high level of data input accuracy and effective use of the query capabilities at all organizational levels. 

The following 26 SIM benefits were derived from study results and had varying influence (greatest influence items noted by an asterisk) in the perspective of organizations analyzed: 

· Accurate item identification*

· Automated data capture*

· Data collection*

· Inventory: spare parts management*

· Maintenance history*

· Quality improvements*

· Warranty ID and management*

· Work in progress management*

· Asset accountability and visibility*

· Asset valuation*

· Configuration management*

· Domain management

· Excess inventory reductions

· Inventory: warehouse practices*

· Mortality data and actual cost to repair

· Reliability tracking and improvements*

· Retrograde tracking and improvements

· Source of repair: cost/ performance comparison

· Bad actor ID and management

· Carcass loss reduction

· Condition based maintenance support

· Continuous process improvement efforts

· Contract repair visibility

· Correct troubleshooting and repair procedures 

· Disposal management

· Source of repair: where to repair  

Furthermore, the top four SIM user organizations studied viewed accurate data collection, item identification, and configuration management as top priorities in their decision to implement SIM and the most important benefits derived from its use.  As Item Unique Identifiers are the data key for item identification, an investigation of their use is merited.

IUID IN INDUSTRY AND GOVERNMENT
Recognizing that a 2-D data matrix captures more information than a standard barcode, industry is evolving from the use of barcodes to identify items to the use of 2-D data matrices as the Item Unique Identifier (IUID) for SIM and item tracking. With increasing frequency, the 2-D identifier is found on consumer products, billing and invoicing, manufactured products, and serially managed items.  In addition, the Automotive Industry Action Group (AIAG), National Institute of Standards (NIST), ISO/IEC, ASME, and various European standards organizations have adopted the use of the 2-D identifier as the new symbology standard. The challenge remains to expand the use of this next generation of item identification marking throughout the private and public sector. 
DOD must adapt to advancements in global item tracking practiced by industry and defense contractors that also have commercial interests.  The DOD Guide to Uniquely Identifying Items, Assuring Valuation, Accountability and Control of Government Property states that ultimately, implementation of IUID will help achieve:

· Integration of item data across DoD, Federal, and Industry asset management systems, resulting in improved data quality and interoperability amongst those systems
· Clean audit opinions on item portions of financial statements
· Improved item management and accountability
· Improved asset visibility and total life cycle management
Although each of these goals is important at the DoD level, it may be difficult for organizations tasked with traditional (legacy) marking and tracking practices to see an immediate positive impact.  Nonetheless, as determined by LMI, there are demonstrated measurable benefits to be gained by the implementation of IUID and its four components: (1) the UII, (2) the 2-D data matrix (“the mark”) in which the UII is stored, (3) the automatic identification technology (AIT) device (hereinafter referred to as a “scanner”) required to read the mark and retrieve the UII, and (4) the Automated Information System (AIS) that will warehouse the data.

Unique Identifier (UII)

The UII is a string of alphanumeric characters that provides a consistent means of uniquely identifying a specific item.  Manufacture serial numbers alone have proven to be unreliable to uniquely identify an item.  By associating the UII with data that describes that item, as the item moves through its lifecycle from acquisition to maintenance to disposal, the UII provides a single consistent reference with which all data associated with that item can be identified, combined, queried, or compared, across multiple vendors and AIS’s.

The UII will be up to 50 characters in length and will be constructed in accordance with industry standards, and registered in the IUID registry.  The UII provides a single, globally unique reference number and replaces the need to use multiple identifiers (serial number + manufacturer or serial number + part number + manufacturer).  By using the UII with existing Application Information Systems (AISs), either directly or through an external lookup table, data entry for item identification is reduced to a single data element.  To the organization, the immediate positive impact of implementing IUID appears to be small.  The positive impact will increase over time as newly procured items that are marked by the vendors are procured and integrated into the supply chain.

The length of the UII is one reason that a unique value can be created for every item within DoD, and throughout industry, globally.  Manual entry of the UII will result in a high incidence of data entry error due to the length of the UII.  To preclude manual entry of the UII and the potential data errors, the UII is embedded into a scannable 2-D matrix.  

The 2-D Matrix

There are many types of symbol technologies and barcodes, however, the IUID strategy specifies that two-dimensional (2-D) error correcting code (ECC) data matrices are to be used for item marking.  Advantages of the 2-D data matrix follow:

· Can store more data in less space than traditional linear barcodes, such as the Universal Product Code (UPC)

· Supports enhanced error checking and correction that allow its data to be recovered even if the mark itself is damaged 

· May be small in size and placed anywhere on the item where its location does not affect the form, fit, or function of the item

The 2-D data matrix consists of light and dark cells arranged in a square or rectangular pattern surrounded by borders that are solid on two sides and made up of alternating dark and light cells on the other two sides.  The cells may either be squares (as shown in Figure 1) or circles.  Circular cells are typically found with marks created using a method of stamping metal or plastic known as “peening.” The number of cells in an IUID mark may vary from 8 x 8 up to 144 x 144.  Each IUID mark has an even [image: image1.jpg]


number of rows and columns. 

Figure 1. ECC 200 Data Matrix

IUID marks use ECC 200 error correction codes.  Due to their dependability, these are found in a wide range of commercial products including compact disks (CD), digital video disks (DVD), and Blu-ray disks.  It has been demonstrated that data matrix marks using ECC 200 technology can be expected to have no more than 1 error in every 10,500,000 characters scanned and decoded.  Due to its robust capabilities, ECC 200 also enables successful reading of marks that have been damaged by as much as 60%.  IUID marks can be identified visually due to their use of ECC 200:  ECC 200 results in the cell in the upper right-hand corner always being the opposite color of the left and bottom borders.  
Scanners

Scanners are a necessary productivity device to read the UII accurately via the 2-D data matrix.  Every organization that is marking or handling items must include scanners in their material handling processes.  Scanner technology is available in many configurations from simple devices to handheld computers with integrated scanning capability.  Scanner hardware coupled with the 2-D data matrix not only provides fast, accurate identification of marked items, but it can also read marks in low light as well as those positioned in such a way that item data is difficult or impossible to humanly read.  As with the UII and the mark, the advantages of the 2-D matrix, UII, and scanner will be beneficial only when the items have been marked.  

Example:  A physical inventory requires locating and positively identifying a group or groups of items.  For many organizations, the process is conducted using a printed list that is manually “checked” when an item has been located.  If an item is marked with a 2-D data matrix, scanning the matrix results in the item being positively identified and “checked” with the scanner display and validated with the automated inventory management system data warehouse.  This automated process can be accomplished in a fraction of the time of the manual process with a much higher data accuracy rate.  Once the inventory has been completed, the data can be electronically uploaded as a document file or spreadsheet, or uploaded directly into the inventory management system, thereby eliminating manual entry of data, reducing errors and decreasing the time it takes to perform an inventory.

Scanners are not all equal in their ability to provide data in a specific format.  A data matrix is read using a scanner and processed using software within the scanner (firmware) that is designed to interpret/decode the image.  Because of the firmware component, the data stream may be raw (includes non-printable characters) or pre-processed (includes printable characters only), depending on the scanner used and the set up of its firmware.  Therefore, the selection of the scanner must in part be based on the needs of the firmware that will be receiving the scanned data. 

The addition of scanners to an organization offers the opportunity to automate many processes not solely related to IUID.  Because there are many types of symbol technologies and barcodes, organizations should obtain scanners that read the most common types.  By obtaining multi-function scanners to improve processes beyond IUID, the organization will improve overall logistics capabilities as a by-product of IUID implementation.
Automated Information Systems (AISs)
The AISs used within the enterprise are impacted by the implementation of IUID.  AIS enterprise integration is a necessary condition to enable consolidation of maintenance data.  DoD Instruction (DoDI) 8320.04 requires system owners to update their AISs’ acquisition and logistics processes through the use of IUID and support the use of the DoD IUID Registry.

To achieve these objectives, the following three issues must be resolved:   

1. Existing AISs must be updated to receive, store, and forward the UII data string and its associated data elements. 

2. The ability to use appropriate scanners must be incorporated into AISs associated with the physical handling of items. Once this is done, system users will be able to scan the 2-D data matrix that contains the UII, thereby enabling automated, accurate, speedy entry of the UII into their AIS.   The ability to quickly scan in a 2-D matrix will increase accuracy and decrease the time it takes to ship, receive, and otherwise track a part throughout the supply chain.

3. Where possible, existing processes and procedures must be modified to incorporate the use of IUID to obtain maximum savings and increase accuracy. 

Due to the difficulty with implementing changes to all interfacing systems simultaneously, IUID implementation priority should be given to systems that provide support for manual processes, such as shipping, inventorying, and receiving.
BUSINESS PROCESS

The addition of IUID to DoD business processes impacts many types of processes, such as:

· Manual processes that identify, record, and track storage and movement of serialized items;

· Automated processes that must be modified to use scanners;

· Processes that require modification to capture, store, and forward UII and pedigree data to other AISs; and

· Processes that must be modified to enable opportunistic marking of legacy items.

As previously discussed, the addition of scanners to manual processes offers benefits and labor savings due to increased speed, improved accuracy, and improved overall efficiency in the management and execution of the DoD supply chain.  Because scanners can process barcodes other than 2-D data matrices, scanners can provide immediate positive impact for non-IUID 2-D matrix related items such as linear barcodes, and PDF-417 barcodes.  The DoD strategy is to ensure that organizations determine their marking requirements in order to procure and use multi-purpose scanning and printing equipment that provides immediate benefit to DoD and downstream organizations. 

ITEM TRACKING CHALLENGE
Component item tracking has garnered greater attention with some of the recent product recalls and the expectation that product failures are unacceptable, especially those resulting in a loss of life or breech of national security.  Maintenance history is a frequent source of investigation during product failure analysis.  Maintenance and product life cycle history records cross several process and information technology boundaries and a common (unique) identifier is a necessary condition to link maintenance information.  The challenge of tracking multi-year maintenance history of items is challenged by several life cycle altering events.
Several characteristics of maintenance and repairable items elude tracking and accounting;

· The item may be uninstalled and returned to the original equipment manufacturer or a subcontracted maintenance facility.

According to DOD contract policy, the Original Equipment Manufacturer (OEM) is responsible to mark the item. Depot facilities, be they government or vendor operated, are the ideal checkpoint to validate marking. Furthermore, depot facilities are responsible for tracking item repair activities. The use of an IUID will allow an item’s maintenance data to be referenced, even when the data is maintained and accounted for in different AISs. Current AIS technology allows systems to be linked logically and physically so that data is referenceable. Depot and OEM vendors must be contracted to comply with data sharing requirements. 

· In remanufacturing, the bill of materials is deconstructed (disassembled) and can be reconstructed with modified or upgraded components.

Remanufacturing requires disassembly of the bill of materials (BOM) and reconstruction of the item—often using upgraded component items.  The component item will be marked and the item’s subcomponents may be marked if they are required to be tracked serially.  This scenario is significant justification for marking the component item and tracking maintenance at the component level, which will ensure that maintenance records are consolidated at the component level and at the serially managed item level.  Item failures will then be reported up to the (DoD) Product Quality Data Reporting system, which will allow for the capture of failure trends and provide a reference back to the OEM and production lot.  AIS updates to capture the IUID field will bridge the once islands of maintenance data.
· The reconstituted repairable item component may be installed in a different final assembly.
Once the depot has refurbished the repairable, the repairable item will be returned to the supply system and become available for reuse.  Maintenance records may be distributed between the OEM, depot facility, and consumers.  The OEM (stakeholder) and depot repair facility must take responsibility for monitoring mean time to failure (MTF).  Warranty must also be factored, linked, and monitored.  The program office for the overall platform or the program office for the manufacturer must measure OEM conformance to item reliability, MTF, and mean time to repair (MTR).  Measureable reliability service levels must be contract specified (determine warranty) and penalties assigned for non-conformance.   The implementation of IUID will allow the repairable to be referenced in multiple AISs across organizational boundaries.

· Data and maintenance information is not shared between the various custodians and does not follow the repairable.

Item configuration management information is entered, reentered, and stored in a variety of AISs and on paper records, which must be migrated to automated records. Item information is often stored under different key identifiers in the various AISs.  The implementation of IUID will provide a common denominator in each of the AISs to gather and consolidate maintenance information.

The transportation industry had to solve the tracking problem of items from manufacturer, truck, train, plane, etc.    FEDEX and many others concluded that a unique identifier was a necessary condition to identify and track an item across many AIS systems.  Also, ebusiness processes and automated data capture were necessary to increase the accuracy and reliability of the tracking and component data.  This challenge is symptomatic within the DOD supply chain with each organization (intra and inter service) dependent on its’ AIS to track items.   
Current AIS technology allows querying multiple AIS’s to gather and consolidate item configuration management and maintenance information and presentation of a consolidated picture.  An analogy would be the use of a social security number to perform background checks and credit checks for an individual and a search engine such as Google to interrogate multiple computer systems.   The strategy for greater asset visibility will require a unique item identifier, automated data collection technology, and consolidation and modernization of DOD supply chain information systems.
MARKING STRATEGY
The unique identification of items is driven by an integrated set of acquisition, logistics, and financial requirements to track and identify item information. The maintenance strategy is to track the item through procurement, production, delivery, custody, maintenance and repair, redistribution, warranty and disposal.  Two enterprise changes have occurred since the 1990’s; (1) software applications, when configured correctly, can track and report item status globally, (2) consumer and environmental laws are less tolerant to product failure.   Computer network and application providers, pharmaceutical companies, airlines, etc. are no longer satisfied with 2 or 4 sigma quality and reliability level.  Medicines are a good example.  There is zero tolerance for bad medicines. Chronic product failures are severely damaging to an organizations reputation, whether it is the prime vendor or program executive office. 

The categories of supply are a good starting place to determine what should be marked.  DOD has prepared guidance to determine whether an item should be managed with IUID and a 2-D matrix.  The following is some guidance for identifying what to mark:

· If the item is embedded in the product, SIM must be used only if the item is serially managed (also if the item value is great then $5,000).  Aircraft, weapons, and weapon systems are products that have sensitive items that must be tracked for a variety of reasons, including national security.  An imbedded (pedigree) item may have to be tracked at the component level.
· Additional categories for tracking an item are:
· Serially managed (weapons)

· Mission essential (MRAP)

· Controlled inventory (ammunition)

· Permanent identification needed (vehicles)

The product stakeholder owns the challenge of tracking items.  The program executive office may delegate tracking responsibility to a repair facility or vendor.  

Marking the enormous quantity of inventory in the DOD supply chain is a daunting task and should be approached opportunistically.  Identify control points that material passes through and set up marking stations at these key locations.  Since the shift in the 1990’s to vendor managed inventory and vendor direct delivery, vendors conducting automated inventory tracking (opportunistically) demonstrated  increased inventory accuracy and higher customer confidence in delivery and reporting.
OPPORTUNISTIC MARKING
As part of the current acquisition process, the Department of Defense requires all Original Equipment Manufacturers (OEMs) to tag new items with an IUID prior to delivery.  Once items are marked, the vendor, using the DoD procurement computer network infrastructure and process flow (Wide Area Work Flow), registers those items in the IUID Registry.  As new contracts are generated, more and more vendors (OEMs) are marking items prior to delivery to DoD agencies and customers. 

Other approaches to proliferate marking are necessary in the DoD environment where an item may remain in the field for decades.   A depot facility is an ideal control point to monitor the application of markings.  As items are returned to the depot, verification may be performed that items are marked appropriately and inventory and maintenance records can be validated.   Fixed assets aboard ship, plane, and weapons systems may never see a depot.  Items that remain in the field for extended periods of time may be marked during cycle counting (ex. annual inventory) or during periodic maintenance periods.   Control points, cycle counting, and periodic maintenance are touch points that provide cost effective check points to mark legacy items.

Legacy items are the current inventory of unmarked items that may require marking.  Those items already within the supply chain can be marked as they pass through process checkpoints such as depots, cycle counting, or periodic inventories.  

For example:

· During routine inventory, items that need to have IUID marks applied are identified and marked as a part of the cycle counting inventory process

· An unmarked item that enters a standard maintenance cycle is marked prior to completion of its maintenance cycle

· A legacy item is marked prior to being shipped to the customer

A process approach is necessary to proliferate item marking.  Inventory tracking and management strategies apply first-in-first-out (FIFO) and location codes to monitor the flow factor of inventory.  To cost effectively implement IUID, older inventory must be flushed from the inventory.  FIFO is the correct approach.  Also, new inventory should be marked with the 2-D matrix and UII item identifier.  As inventory is issued, the identifier should be validated and a 2-D identifier applied and registered.  Applying FIFO inventory control and item marking will cause items to become increasingly managed using the 2-D matrix and UII.

This opportunistic marking approach ensures that the overall cost of marking legacy items is reduced and the need for special projects centered only on marking is minimized or eliminated.  The process of injecting new items with IUID marks into the supply chain, marking current in process inventory, and consuming unmarked items will flush the supply chain of unmarked items.

MAINTENANCE PRIORITY

Assigning maintenance priority is a program and top management issue driven by customer requirements and oftentimes government regulation.  Priorities are derived from reliability and readiness requirements and service levels specified in the program contract.  The telecommunications, energy, and information technology sectors are prime examples of service levels improving to 99.999% availability.  While maintenance downtime and failures are expected, it is important to note that a failure of a key component of an airframe or weapon system when it is absolutely required can be mitigated with failover capability, redundancy, on-site spares, and quick change of parts.

The program management office owns responsibility for developing availability targets and the vendor owns responsibility for building the capability into the product.  Identifying the failure points are the vendor responsibility, and maintenance and repair instructions are written accordingly.  We understand the 100.000 mile transmission and 60,000 mile tires.  There are various situations where a transmission or tire does not deliver the desired performance but can meet the contract specified performance level.  The critical operational failure points can be identified during operational test and evaluation.  Continuous monitoring and measurement of failures is a customer, vendor, and program management issues.  As failure data is gathered, customer tracking and reporting of reliability and failure data to the program management office and ultimately the vendor is a necessary condition.
As the MRAP was developed and deployed, classic measurement of mean time to repair (MTR) and mean time to failure (MTF) became a program issue.  The failure of the Humvee to protect soldiers from roadside bombs was an enormous program and policy issue.  Measuring the accuracy of wire guide munitions to hit targets, minimizing civilian casualties, has greater significance in the world of global real-time communications.  
To speed up the reporting and accuracy of failure and reliability data will require a unique identifier, integrated AIS system with vendors, and process change to precisely identify failing components across the supply chain.  Maintenance requirements can be predicted with greater accuracy with more AIS and process integration.  Successful large global enterprises maintain continuous accurate reporting and tracking of equipment component performance data and calibrate maintenance priorities daily with tightly integrated systems and program management.
BUILD THE TEAM
Each organization should create a serialized item management implementation team with representatives from each of the major functional areas that will be impacted by IUID implementation including Program Offices, Contracting Officers, and Field activities.  This is a continuous improvement team (aka; quality circle).  As part of the planning process, the team shall be identified and their respective roles and responsibilities documented within the SIM and marking strategy.  A project lead is necessary to champion best practices, opportunistic marking of items, training, and provide project leadership support to organization initiatives.  

With organizational process change, top management commitment is a necessary condition.  Small changes in process and attitude translate into small successes that grow and consume the supply chain.  
CONCLUSION

The once insurmountable task of tracking an end item around the globe using intermodal means is being solved using a unique identifier.  Process and technology have matured and are being propagated which allow mapping of uniquely identified items, components, maintenance items, repairable items across disparate systems.  An item unique identifier with the ability to map to configuration management information is necessary to link segments of information and complete a broader picture of maintenance history and life cycle support.  
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