DEPARTMENT OF THE ARMY

Any Unit 

4TH INFANTRY DIVISION (MECHANIZED)

FORT HOOD, TEXAS 76544
MEMORANDUM FOR PERSONNEL CONCERNED                               3 MARCH 2005

SUBJECT:  ARMS ROOM STANDING OPERATING PROCEDURES (SOP)
1.  References.

a.
AR 190‑11, dtd 12 Feb 98, Physical Security of Arms, Ammunition and Explosives

b.
AR 190‑51, dtd 30 Sep 93, Security of Unclassified Army Property
c. AR 710‑2, dtd 31 Oct 97, Inventory Management Supply Policy Below Wholesale 

                                                Level             

d.
DA PAM 710‑2‑1, dtd 31 Dec 97, Using Unit Supply System (Manual Procedures)

e.
FH REG 190‑3, dtd 1 Sep 02, Administration and Management of Physical Security

f.
FH REG 190‑11, dtd 15 Aug 99, Weapons
g. FH REG 700-15, dtd 23 Mar 03, Ft Hood Ammunition Handbook

h. FORSCOM REG 190-13, dtd 1 Aug 99, FORSCOM Physical Security Program
i. AR 190-56, dtd 21 Jun 95, The Army Civilian Police and Security Guard Program
2.  Purpose.  To establish responsibilities and procedures for the arms room.
3.  Responsibilities.

a.  The commander is ultimately responsible for the physical security and accountability of their unit’s arms, ammunition, and explosives (AA&E), sensitive items, and other unit property secured in the unit arms room.
 
b.  The unit commander will:


(1) Appoint a key control officer and alternate.


(2) Appoint a unit physical security officer.


(3) Appoint a unit seal custodian and alternate (if the unit uses seals).


(4) Appoint an armorer and assistant armorer.


(5) Interview all personnel prior to granting them unaccompanied access to the arms room, and implement procedures which continue the evaluation process to ensure that any incident or condition which might result in the disqualification of such personnel.


(6) Give authorization in writing for the storage of items other than AA&E in the arms room (memorandum).   

           (7) Designate in writing those individuals authorized unaccompanied access to AA&E.

           (8) Report the actual/suspected loss or recovery of AA&E to FT. Hood PMO immediately.

           (9) Establish a training program for those personnel responsible for the accountability of AA&E.

           (10) Establish an aggressive training program to ensure all unit personnel are aware of their responsibilities for security and accountability of AA&E.

           (11) Take continuing action through annual update and refresher training to ensure that all personnel are aware of their responsibilities.
Note: Appoint personnel using memorandum format.

c.  Unit Key Control Officer will: 
(1) Appoint a key control custodian and alternate for the arms room.


(2) Train and supervise key custodian and alternate.


(3) Periodically (minimum of quarterly) inspect custodial area.  Record results on a memorandum for record.


(4) Issue all keys and locks by serial number to custodian using DA Form 2062.  (Issue keys to depositories for personal retention).


(5) Maintain the alternate keys (in separate sealed envelopes, signed and dated across the sealed flap by the custodian) to the operational and alternate arms room key boxes.

            (6) Turns high security padlocks, with damaged or broken keys, into the PMO, PSB for recoring and issuance of new keys.  (The PMO will only recore high security Sergeant & Greenleaf 833 series padlocks only.)

d.  Key Control Custodian and Alternate will:


(1) Hand receipt for all locks and keys on DA Form 2062.


(2) Prepare a DA Form 5513-R listing all keys/locks by serial number, location of locks and number of keys to each lock.  Maintain a copy of this form in both key depositories (Arms Room keys only).


(3) Conduct and record semiannual inventories of all keys and locks assigned (operational and alternate).  Maintain key inventories for one year.


(4) Ensure that inside doors of both entrance and issue windows are equipped with a sliding bolt-type lock or similar locking device, which can only be opened from inside the arms room (suggested FSN 5340‑00‑664‑1372).


(5) Brass locks will not be used in the arms room for anything other than the toolbox.


e.  Unit Physical Security Officer will:


(1) Train, supervise, and assist the armorer/assistant armorer in their duties.


(2) Ensure armorer/assistant armorer attend the III Corps armorer's course.


(3) Periodically inspect the arms room to ensure that responsible personnel are accomplishing regulatory requirements.


(4) Ensure all officers/enlisted and civilian personnel have undergone a local files check using DA Form 7281-R prior to their being granted unaccompanied access to the arms room.  Ensure original DA Forms 7281-R (signed and annotated by the commander) are on file in the arms room.


(5) Ensure an access roster is prepared and signed by the commander for ALL personnel granted unaccompanied access to the arms room.

f.  Unit armorer/assistant armorer will comply with all regulatory requirements and this SOP for the security, accountability, and maintenance of all weapons, locks, keys, and sensitive items stored in the arms room.

g.  Individual soldiers will become familiar with their responsibilities while in possession of weapons and sensitive items as outlined in appropriate regulations.
4.   Access.

a.  An unaccompanied access roster will be prepared and signed by the commander.  This roster will include the name, duty position, and rank or grade of all individuals authorized unaccompanied access to the arms room.

b.  All civilian and officer/enlisted personnel will have undergone a local files check, using DA Form 7281-R prior to being granted unaccompanied access to the arms room.   The original DA Forms 7281-R will be maintained in the arms room.

c.  Accompanied access rosters are prepared by various higher headquarters for personnel requiring access to the arms room; i.e., Garrison Physical Security, DPW maintenance, IG, or the unit’s higher HQ.  Personnel desiring access to the arms room will be required to provide identification, which will be checked against the appropriate access roster for authorized entrance.  Personnel not listed will be denied access and referred to the commander or first sergeant.  These rosters will be posted and maintained in the arms room.
5.  Inventories.

a.  Daily.


(1) A visual, by count, inventory will be conducted each time the arms room is accessed for the day or when a change of custody takes place.  All items in the arms room, to include keys, will be accounted for.  These inventories will be recorded on DA Form 2062.


(2) A visual count of all AA&E in the arms storage facility (including arms stored in separate locked containers) will be conducted by a responsible individual appointed by the commander, (other than the armorer) at the close of business each day the facility is accessed.  These inventories will be recorded using a separate DA Form 2062 from that used by the armorer, a heading will be added "FOR CLOSING INVENTORY PURPOSES ONLY".  Maintain these inventories in the same manner as the armorer's daily by count/change of custody inventories.

b.  Monthly.  A monthly serial-number inventory will be conducted and documented on FH Form 190-X47 by a responsible E-6 or above of all AA&E/sensitive items stored in the arms storage facility.  NVDs and other sensitive items stored in the arms room will also be inventoried at this time.  All items without a serial number will be accounted for using a by count numeric value.  A monthly inventory cannot be used in lieu of the closing inventory.   Additionally, arms signed out of the arms storage facility for maintenance on DA Form 2407/DA Form 5504 (Maintenance Request) will be physically viewed within 72 hours after the weapon has been turned in at the maintenance or repair facility.  This check will be done by a responsible staff sergeant or above and recorded on a memorandum signed and dated by that individual (file in the unit arms room).

c.  Quarterly.  The arms room SHOULD be inspected quarterly under the command supply discipline program (CSDP).

d.  Return from field.  All AA&E and sensitive items will be inventoried by serial number as soon as possible upon the unit's return to garrison.  This inventory will be completed prior to the release of personnel.  These inventories will be conducted, recorded, and maintained in the same manner as weekly or monthly inventories.

e.  Annual Inventory (banded/sealed containers).


(1) Bayonets when containerized, are the only items units are authorized to physically band or seal for the purpose of storage in the arms room. 



(2) Bayonets stored inside banded or sealed containers are inventoried annually during the last quarter of the calendar year.  The bands or seals are removed to complete the inventory.  Upon completion, re-band or reseal the items.


(3) The seals or bands are examined daily for signs of tampering.  Although the items secured in the containers are exempt from physical inventory, they must still be identified on inventory records with seal number listed, i.e., “1 container containing 96 bayonets protected by seal #12345.  


(3) Should there be evidence of tampering, open the containers and inventory the contents.  


(4) Apply seals so it would require breaking them to open the container.  Record seal numbers and the content of the container(s) on an informal memorandum signed and dated by the individual placing the seal or bands on the container.  Post the informal memorandum on the exterior of the container and update it each time the bands or seals are removed.


(5) A commissioned, warrant, or noncommissioned officer signs the informal memorandum after witnessing the inventory and sealing of the container.  The informal memorandum will include serial numbers, item descriptions, quantities, and the date resealed.

g.  Retention of inventories


(1) Daily inventories will be maintained until the next monthly serial number inventory.


(2) Serial number inventories will be maintained for two (2) calendar years provided there are no discrepancies, and keep any inventory sheets that show discrepancies four (4) calendar years.
6.  Issue procedures.

a.  A DA Form 3749 will be issued to all personnel for individual weapons.

b.  A DA Form 3749 will be issued to each member of the assigned team for crew served weapons.

c.  A master authorization list (MAL) will be prepared and maintained for all weapons and NVD’S.  The MAL will list weapon/NVD type, weapon/NVD serial number, card/rack number, and name and rank of the individual assigned.  This MAL will be updated as changes occur.  Privately owned firearms are also included on the MAL.. 

d.  For sensitive items, hand receipt procedures will be used if individuals do not have a DA Form 3749, Equipment Receipt.

e.  All items will be logged in or out of the arms room on FH Form 550 at time of issue or return.  (Exception: weapons may be issued for 24 hours or less using DA Form 3749 only.  If an individual does not have a DA Form 3749, Hand Receipt and Register FH Form 550 will be used.)

f.  Each service member is responsible for any item that he is issued from the arms room.  Personnel will NOT be issued weapons assigned to another individual, with the exception of cleaning details.  (Example: Driver will not receipt for commander's weapon.)

g.  All pistols and revolvers issued to individuals will be secured by either a military issue or locally fabricated lanyard.

h.  No more than one weapon at a time will be issued from the arms room to any member of a cleaning detail.  Cleaning details may be issued weapons from the arms room using only FH Form 550.

i.  Weapons may be issued to individuals using only DA Form 3749 if the commander determines that emergency conditions exist.  FH Form 550 will be completed as soon as possible.  If an individual does not have a DA Form 3749, hand receipt, a FH Form 550 will be used at time of issuance.

j.  Ammunition will be controlled using hand receipt procedures and FH Form 550.


(1) Ammunition for training will be hand receipted for by responsible arms room personnel and added to appropriate inventories.  Issue will be by hand receipt and FH Form 550.


(2) Operational ammunition will be issued to users by hand receipt and FH Form 550.
        k. Weapons will be issued/received through the issue window.  Exceptions are items whose weight or bulk would not prevent the safe issuance through the window.

7.  Storage of keys/locks.


(1) Keys will be divided into two sets, operational and alternate.


(a) Operational key set will include (on separate spot welded rings):  CIDS key on one ring.  Entrance/issue window keys on one ring.   Rack and container keys on one ring.


(b) Alternate key set will include (on separate spot welded rings):  Entrance/issue window keys on one ring.  Rack and container keys on one ring.
NOTE: Alternate CIDS key is maintained at the alarm monitor station.


(c) Entrance/issue window, and rack and container key rings will be in identical order for both sets.


(2) Key sets will be secured in locked metal containers, with keys to containers controlled as follows:


(a) Operational key to each container will be issued to the custodian (armorer) for personal retention.


(b) The alternate key to each container will be placed in separate sealed envelopes with the custodian’s signature and date of sealing across the flap.  These envelopes will be secured, controlled, and maintained by the unit key control office, first sergeant, or commander.  The opening of either envelope will require a 100% inventory of the arms room by two personnel NOT on the unaccompanied access roster.


(3) DA Form 5513‑R will be prepared and maintained in each container.


(4) The operational key container will be secured in the unit safe when not in use.  DA Form 5513‑R will be annotated when arms room personnel are issued the key container or return it (one locked box).


(5) Hand receipt the alternate key box to the next higher headquarters using DA Form 2062 (one locked box).
NOTE: Arms room personnel will not have unrestricted access to the arms room entrance keys.
8.  IDS.

a.  IDS will be placed in the secure mode at all times the arms room is to be unoccupied.

b.  In the event of an IDS failure or malfunction, the arms room will be placed under constant surveillance (an armed guard for Category II arms, and constant surveillance only for Category III and IV facilities).  (See 17 for guards.)
9.  Loss/Theft.  If a weapon or sensitive item is discovered missing:

a.  Immediately cease operations and secure the area.

b.  Notify Military Police.

c.  Notify the chain of command.

d.  Conduct a 100% inventory of weapons and sensitive items.

e.  Conduct a search of the area for the missing item(s).

f.  Assist investigators as necessary.
10.  Personally Owned Weapons (POWs).

a.  Personnel residing in the billets will store their POWs in the arms room.

b.  Personnel residing in BAQ or on post quarters may store their POWs in their quarters providing adequate security is maintained.

c.  All firearms stored on post will be registered with the III Corps Provost Marshal Office not later than five (5) working days from its introduction to Fort Hood.

d.  POWs will be stored, secured, issued, and accounted for in the same manner as government AA&E.

e.  POWs will be stored separately from government owned AA&E to the maximum extent possible.

f.  POWs will not be withdrawn from the arms room without a letter of permission signed by the CDR. One copy of the letter is retained in the AA&E storage facility with the DA FM 3749.  The original is retained by the individual and surrendered to the armorer when the weapon is returned to the arms room.  These letters are attached to the daily inventory and destroyed after the next monthly serial number inventory.  

g.  If POW is not returned to the arms room within a reasonable time, the armorer will immediately notify the unit commander.

h.  Privately owned ammunition may be stored in the arms room, separately from government ammunition, and will be accounted for and issued the same as government ammunition.

i.  Armorer will maintain a copy of Fort Hood Registration (FH Form 190- X19), with the original stamp, in the unit arms room.

     j. Privately owned weapons, other than firearms, such as knives, are authorized to be stored inside AA&E storage facilities.  The control and inventory procedures for weapons other than firearms are the same as firearms except a DA FM 3749 is not required.

11.  Deployment from home station.

a.  Sealing arms rooms.


(1) Prior to deployment a 100% serial number inventory of the arms room will be conducted and recorded.


(2) After the unit is uploaded, a responsible officer/NCO of the deploying unit and a responsible officer/NCO of the rear detachment will conduct a joint serial number inventory.  A copy of this inventory will be provided to the rear detachment commander.


(3) Secure the arms room and place a serial number seal through the exterior lock hasp.  Record the serial number on the joint inventory.  (see (2) above)


(4) Hand receipt arms room keys to rear detachment commander.


(5) During the unit's deployment, rear detachment personnel will conduct and record at a minimum, security checks every eight hours.


(6) Upon deploying unit's return, a joint serial number inventory will be conducted prior to a change of custody.


(7) If the CIDS malfunctions, the rear detachment commander will post an armed guard at the arms room until all weapons, ammunition, and sensitive items stored therein can be relocated to an alternate secure location or the IDS is repaired.


(8) Rear detachment commanders signing for sealed arms rooms must have a valid Local Files Check (DA Form 7281-R).  Commanders of each unit arms room to be sealed must update their unaccompanied access roster and add the rear detachment commander’s name.

b. Rear detachment arms room.


(1) The rear detachment armorer(s):


(a) Must have a valid Local Files Check (DA Form 7281-R) on file.   


(b) Must sign for all AA&E, NVDs, and sensitive items left in the arms room, and all arms room keys.


(c) Will annotate all items on all inventory forms as required.


(2) The armorers from deploying units will sign over all AA&E, NVDs, and sensitive items left behind to the rear detachment armorer on a hand receipt (DA Form 2062).


(3) Empty arms rooms:


(a) Contact the Alarm Monitor Station, 287-1934, for instruction on changing the alarm priority to indicate an empty arms room.


(b) Empty arms rooms will be secured with a 200/5200 series padlock and the keys signed over to the rear detachment commander.
12.  Bulletin board.

a.  There will be a bulletin board inside the arms room, screened from public view, for posting access rosters, construction statement, and other pertinent information.

b.  There will be a bulletin board as close to the issue window as possible, outside the arms room for posting pertinent information to service members.  FH Reg 190‑11, dated 15 Aug 99. (Appendix A) will be posted.
13.  Signs.

a.  The arms room will be posted as a Restricted Area.  This sign will be posted where it is visible from all approaches to the area.

b.  If the arms room is protected by IDS, a sign will be posted prominently, at eye level near the arms room entrance/issue window informing personnel of this fact.  Sign will be constructed IAW AR 190‑11.
14.  Security checks.

a.  A Standard Form 701 (Activity Security Checklist) will be posted inside the arms room, adjacent to the exit door, for use of arms room personnel.  Proper entries will be made on this form at the closing of the arms room for the day.  This form will be maintained for 30 days from the last entry and then destroyed.

b.  A Standard Form 702 (Security Container Check Sheet) will be posted at the entrance door of the arms room.  Each time the arms room is open or closed for the day, the armorer will record times and dates.  Staff duty and CQs will conduct and record security checks of the arms room at a minimum of every 24 hours when the arm room is a Category III arms room, and every 8 hours for a Category II arms room.  Completed forms will be maintained for 90 days from the last entry and then destroyed.  
15.  Protective seals.

a.  Commander will appoint a seal custodian using memorandum format.

b.  Seal custodian will:  Prepare a seal logbook, which will reflect:


(1) All seal numbers.


(2) Date and time applied.


(3) Date destroyed.


(4) Identification of items to which applied.


(5) Location of items.


(6) Name of person applying the seal.

c.  Conduct and record monthly inventories of all assigned seals.

d.  Maintain seals in a secure location with controlled access.
16.  Night Vision Devices.
 
a.  NVDs will be stored in the arms room which meet the following:


(1) Meet the structural standards of AR 190-11.


(2) Have a high security lock and hasp on the entrance door.
(3) Are under constant surveillance or have an operational intrusion detection system (IDS).

(4) NVD’S will not be stored inside NVD cases (canvas or hard case) while inside the Arms Room.


b.  Issue and turn-in procedures are:


(1) If issued for less than 24 hours - turn in DA Form 3749 (Equipment Receipt/Weapons Card).


(2) If issued for more than 24 hours - turn in DA Form 3749 and sign out on a sign out log.


(3) Return NVDs to arms room, sign in on log, and pick up DA Form 3749.

c.  Inventories:


(1) Daily counts will be performed each time the arms room is opened and closed.


(2) Inventoried monthly on FH Form 190-X47 by serial number.

d.  Storage:


(1) NVDs issued for training, operational, and other reasons will be carried on the person of the individual to who issued, and secured like weapons.


(2) NVDs must be accounted for daily during field training exercises.  Upon return to garrison, a 100 percent serial number inventory of these items must be conducted and recorded and FH Form 190-X47 before releasing personnel.

e.  Waivers/Exceptions to Policy:


(1) Waivers\exceptions to the policy regarding storage of NVDs may be granted only by the installation commander.  


(2) Request for waivers\exceptions should be submitted through command channels to the III Corps Provost Marshal Office, Physical Security Branch and include the following:


(a) Reason for inability to comply with this policy.


(b) Alternative procedures that will be affected to ensure security of NVDs.
(2) If approved, waivers will be granted for periods not to exceed 12 months.

17. Guards

      a.  Must be qualified with the issued weapon within the past 12 months.

      b.  Be briefed so they are aware of their legal authority, responsibility, and jurisdiction to include use of force.

c. Aware of their guard orders, to include communication and duress procedures.

d. Duties in the event of emergencies, such as alerts, fire, explosion, intrusion, and attempted seizure.

e. Location of fire protection, electrical switches, first aid facility.  

18.  Limitations For Ammunition Stored In Unit Areas


a.  AHAs or ASPs will be used unless such use would adversely impact operations or result in an unnecessary commitment of resources (require unit personnel to provide 24-hour security or extended travel).  Extended travel is considered 20 miles (35 km) from an established ammunition storage facility and the training facility where the ammunition is to be expended. 


b.  Authorized munitions for storage in arms rooms are limited to military typed classified HD (04) 1.2, HD 13, and 1-ID 1.4.  The term “limited quantities” is defined as the minimum amount of ammunition required to support operational missions (for security guard forces, military police, etc.) or to support the immediate training requirements of the unit owning the facility.


c.  When storage in an arms room is necessary, the following time limitations on such storage apply:



(1)  Reserve component units that are conducting weapons qualification during inactive duty training may, when required, store limited quantities of HD 1.4 munitions inside an arms room for a limited period of time not to exceed 7 days per training period.



(2)  Active component units  may, when required and under the conditions stated in paragraph 8a, store limited quantities (the amount required to support their immediate training needs) of HD 1.4 munitions inside an arms room overnight and when absolutely necessary over a weekend (not to exceed 72 hours).



(3)  Units with missions requiring HO ammunition  may request to extend storage times to coincide with mission requirements.  Requests will be through III Corps G-1 Safety Office,
 III Corps AcofS G-4, Deputy Commanding General to the Deputy Commanding General, FORSCOM.


d.  Battalions may store one 8 pound bottle of CS powder (K768) and up to 50 CS capsules (K765) in a locked CONEX.  The CONEX will not be located within 90 feet of an inhabited building (troop billets).  Exceptions must be submitted in writing to the III Corps G-4 for further coordination with the III Corps Provost Marshal Office and the III Corps G-1 Safety Office.


e.  CADs/PADs devices awaiting installation on an aircraft or unserviceable devices awaiting turn-in cannot be stored in unit areas.  

19.  Emergency Evacuation of Weapons During Field or Range Exercises


a.  In case of accident or injury:  The injured person’s weapon will be secured by the first person knowledgeable of the accident.


b.  The Platoon Sergeant or Platoon Leader will be informed of the incident and assume responsibility for ensuring that the weapon is returned to the Arms Room.  They will normally assign a section or platoon member the responsibility for safeguarding the weapon and returning it to the Arms Room.


c.  At range qualification/familiarization:  The Range Officer or the Safety Officer will ensure the weapon is adequately secured until it is returned to the Arms Room.


d.  Service member assigned to return the weapon will report to the unit armorer and turn in the weapon.  He will record the turn in on FH form 550 and will receive the DA Form 3749, which he will protect for the injured soldier.
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