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      13 June 2006

MEMORANDUM FOR Commanders and Armorers

SUBJECT:  Arms, Ammunition, and Explosives SOP

1.  References:

a.  AR 190-11, Physical Security of Arms, Ammunition, and Explosives (12 Feb 98).

b.  AR 190-13, The Army Physical Security Program (30 Sep 93).

c.  AR 710-2, Supply Policy Below the Wholesale Level (31 Oct 97).

d.  Standard Operating Procedures for Intrusion Detection Systems.

2.  Protection of arms, ammunition, and explosives (AA&E) is an extremely important responsibility.  The requirements for physical security, inventory and accountability of AA&E are critical tasks which demand meticulous attention to detail.

3.  The purpose of this SOP is to provide commanders and armorers with a quick reference on unit arms room procedures.  Included are requirements for protection, control and accountability of arms, ammunition, and explosives (except for Category I which few units will encounter), night vision devices, and other sensitive items when stored in unit arms rooms, and during deployment.  This SOP is not all-inclusive. There may be additional requirements based on local threat, which have to be implemented.  

4.  Point of contact is the State Security Manager 









Security Manager
DISTRIBUTION:

Unit Commanders and Unit Armorers

(UNIT)

1.  KEY AND LOCK CONTROL FOR AA&E:

Only the unit commander and key custodian, who must be appointed in writing (or alternate, if also appointed in writing), will issue and receive keys to and from individuals on the key access roster (unaccompanied access roster).  Also the commander or key custodian (or alternate) is responsible for conducting required inventories and maintaining the DA Form 5513-R (Key Control register and Inventory).  

a.  Keys for AA&E will be signed out to authorize personnel, as needed, on a key control register.  DA Form 5513-R (Key Control Register and Inventory) will be used.  Keys will be listed on the key control register by serial number; indicating the location of the lock; and the number of keys maintained for each lock.  



(1)  The operational set of keys will be issued to the unit armorer by serial number.  Subsequently, the unit armorer is responsible for controlling the keys.  The unit armorer may control the keys using one of the following procedures:




(a)  Carrying the keys on his or her person during duty hours.  Keys and locks will not be removed from the Installation except when authorized by the unit commander to provide for protected storage elsewhere and that should be a very rare exception.




(b)  Returning the keys to the unit key custodian at the close of business.  If the keys are returned to the key custodian, the key custodian must sign for the keys using DA Form 5513-R.  The key custodian and unit armorer must conduct a physical count (change of custody inventory) of weapons and other sensitive items stored in the arms room.  The key custodian must sign for the weapons and other sensitive items stored in the unit arms room using DA Form 2062 (Hand Receipt).  Completed hand receipts will to be retained until the next serial number inventory is successfully completed.




(c)  Placing the keys in a locked and sealed container and relinquishing custody of the container to the unit key custodian.  If this course of action is taken, the unit armorer must maintain a DA Form 5513-R containing the serial number of the seal that is on the container; the printed name and signature of the key custodian; and the date and time custody of the container was relinquished.



(2)  The alternate set of keys may be controlled using one of the following procedures:




(a)  Placing the keys in a locked and sealed container and relinquishing custody of the container to the next higher headquarters or a comparable unit.  The unit key custodian must maintain a DA Form 5513-R containing the serial number of the seal that is on the container; the printed name and signature of the person who received the container; and the date and time custody of the container was relinquished.




(b)  Storing the keys in a safe located within the unit.  When the alternate set of keys is stored in the unit, the keys will be placed in a sealed container (a sealed envelope may be used).  The unit commander will seal the container in a way to determine if the alternate set of keys is used.

Responsibility for AA&E keys must be continuously fixed, and the above procedures if precisely followed will establish the required responsibility.  
Definition of a sealed container in accordance AR 190-11, para 3-8f:  A sealed container is a locked and sealed container, or a sealed envelope (SF 700 per AR 380-5, para 5-104) containing the key or combination to the key container.


b.  Completed key control registers will be retained in the unit files for a minimum of 90 days while inventory records will be retained for a minimum of one year. 

(When the key control register and the key inventory record are on the same DA Form 5513-R, do not destroy completed key control registers after 90 days unless a different DA Form 5513-R is used for recording of key inventories.)


c.  Padlocks and their keys will be inventoried by serial number semiannually.


d.  Keys, which do not have a serial number, will be given one.


e.  Under no circumstance will arms room (AA&E) keys and locks, or alternate keys and locks be placed in any security container that contains or stores classified material.  When not attended or being used, keys will be stored in containers of at least 20 gauge steel or material of equivalent strength, and equipped with GSA-approved security padlocks or GSA-approved built-in 3 position changeable combination lock, or in a Class 5 or Class 6 approved container.  Key containers weighing less than 500 pounds will be fastened to the structure with bolts or chains equipped with secondary padlocks to preclude easy removal. If you have any question about the identification of security containers, bolts or chains, call the State Security Manager for assistance.


f.  Key and lock custodians, and alternates must satisfactorily undergo a command oriented security screening using (DA Form 7281-R) before being appointed, in writing, and assigned such duties.

2.  COMBINATIONS:


a.  Combinations to locks on vault doors or GSA-approved Class 5 or Class 6 security containers will be changed annually or upon change of custodian, armorer, or other person having knowledge of the combination, or when the combination has been subject to possible compromise.  Combinations will also be changed when a container is first put into service.  The combination will be recorded on SF 700 (Security Container Information Sheet), sealed in the envelope provided, and stored in a Class 5 security container located within the unit or the next higher headquarters.  No other written record of the combination will be kept.


b.  Control will be established to ensure that the envelopes containing combinations to locks or containers are not made available to unauthorized personnel.


c.  Use the factory setting of 50-25-50 whenever safes and arms rooms with combination vault doors are no longer in use.


d.  Change of combinations:  Furnish CSMS with a Work Order requesting to have any combination changed.

3.  ARMS ROOM EXTERIOR:

a.  A "Restricted Area" warning sign will be posted on the exterior wall of the arms room adjacent to each entrance at eye level, if possible.  When the warning sign can not be posted on the exterior wall adjacent to each entrance door, post a warning sign on the inside and outside of each entrance door.  Failure to post conspicuous signs and notices to give people approaching a restricted area actual knowledge of the restriction may seriously hamper any resulting criminal prosecution.


b.  An "Intrusion Detection System" warning sign will be posted on each exterior wall that contains an entrance to the arms room.  When possible, the warning sign will be posted at eye level.


c.  An SF 702 (Security Container Check Sheet) will be posted at the entrance to an arms room.  The date and time, and the initials of the individual who opened and closed the arms room should be annotated on the SF 702 each time the arms room is opened and closed.  At the close of business, the arms room should be checked.  The individual performing the check will enter the date, time and his/her initials on the SF 702 indicating a check was made.  


d.  Posting of "Fire Symbols" on exterior doors of arms rooms and buildings:  This is not a physical security requirement, but is required by safety regulations.  Fire Symbols are required if live ammunition is to be stored in the arms vault.  Contact the State Safety Office for further information. 

4.  STRUCTURE OF FACILITY:

a.  DA Form 4604-R, Security Construction Statement, will be posted on the interior wall of each arms room.


b.  The Security Construction Statement will verify the structure composition of the respective arms room (e. g., walls, ceiling, roofs, floors, and doors).  The statement will further indicate the highest construction category met for storage of AA&E, e. g., Category I, II, III, or IV.


c.  The Security Construction Statement will be revalidated by a qualified engineer every 5 years.  Contact the State Security Manager, if your arms room needs to be inspected.


d.  Copies of waivers or exceptions for arms room and other AA&E storage facilities with substandard structure will be maintained in the Physical Security Book.  

5.  INSTRUCTIONS: 

In accordance with AR 190-11, para 3-5a, unit commanders are required to issue instructions (same as standing operating procedures) regarding all phases of security operations for arms, ammunition and explosives pertinent to the unit.  The regulation further requires that the instructions be reviewed at least annually to ensure they are current.  At a minimum, the instructions must contain guidance on key control; issue and turn in procedures; inventory procedures; individual responsibilities; and procedures concerning privately owned weapons and ammunition.  The instructions should contain a date of issue or a date of revision. 
6.  ACCESS CONTROL:

a.  Commanders will be selective in assigning personnel to duties involving control of AA&E.  The following personnel, to include officers, will undergo a command-oriented security screening before they are assigned duties involving control of AA&E:



(1) Personnel authorized unaccompanied access to arms and Category I and II ammunition and explosives storage facilities (Unit armorers, assistant armorers, and unit arms room officers).



(2)  Personnel authorized to receive, store, or issue arms and Category I and II ammunition and explosives at such storage facilities (Unit armorers/ assistant armorers).



(3)  Personnel authorized to issue or control keys to AA&E storage facilities listed in (1) and (2) above.


b.  At a minimum, the command oriented security screening will include:



(1)  Personal interview of the individual conducted by his or her commander (or supervisor for civilian or contract personnel).



(2)  Request for medical file checks.



(3)  Personnel records check.



(4)  Records check of the Provost Marshal Office.



(5)  Records check of local civilian law enforcement agencies in the area (which will be conducted by the Provost Marshal Office).


c.  In order to complete this requirement, unit commanders must provide a DA Form 7281-R (Command Oriented Arms, Ammunition, and Explosives (AA&E) Security Screening and Evaluation Record) for each individual to the State Security Manager (See SIB 04-02 for instructions


d.  Completed DA From 7281-R’s will be retained on file within the command (in the unit Physical Security Book) until the individual departs, or is relieved of his or her AA&E oriented duties.  Security screening checks will be repeated every 3 years.  


e.  In addition to the requirements in paragraph (a) above, at the option of the commander concerned, two authorized persons may be required to be present during any operation which affords access to the arms room.  If the two-person rule is used, commanders should establish appropriate lock and key control to preclude defeat of the two-person rule.

7.  INTRUSION DETECTION SYSTEM:

a.  The IDS (Intrusion Detection System) is the current electronic protection system used for arms rooms, AA&E storage facilities, and other facilities which require intrusion detection systems.


b.  The IDS will be tested monthly and a log of the test maintained for at least 1 year recording all test results.  DA Form 4930-R (Alarm/Intrusion Detection Record) may be use to record results of tests.


c.  Standard Operating Procedures for Intrusion Detection Systems will contains specific guidance concerning the IDS.  This SOP should be readily available in the unit Physical Security Book.

8.  STORAGE AND SUPPLEMENTAL CONTROLS:

a.  When not in use, arms will be stored in banded crates, metal containers, approved standard issue racks or locally fabricated arms racks, and secured in approved arms storage facilities.  Standard issue metal wall lockers or metal cabinets which have been certified for AA&E storage, may be used.  Crates or containers will be banded, locked, or sealed in a way that will prevent weapon removal without leaving visible signs of tampering.  Screws or bolts used in assembling containers, lockers, or cabinets will be made secure to prevent disassembly.


b.  A representative from CSMS will inspect locally fabricated arms racks/containers and verify that they are constructed according to the AMCC (Army Armament, Munitions and Chemical Command) TDP (technical data package) specifications.  The certification (memorandum) will be posted in the arms room where the racks are located.


c.  All racks or containers will be locked with low security padlocks (series 200 or 5200).  All racks and containers weighing less than 500 pounds will be fastened to the building structure or fastened together in groups totaling more than 500 pounds with bolts or with chains equipped with low security padlocks.  When bolts are used to secure racks, they will to be spot-welded, brazed, or peened to prevent easy removal.  Bolts are recommended over padlocks as a means of reducing the number of locks in an arms room.  Chains used to secure racks and containers will be heavy duty, hardened steel, welded, straight link steel, galvanized of at least 5/16 thickness, or of equivalent resistance to force required cutting or breaking a low security padlock.  If you have 

any question concerning the identity of chains, locks and bolts required to meet these standards, contact the State Security Manager for assistance.


d.  An arms room is considered secure when all weapons racks and containers are locked with low security padlocks; the IDS placed in the secure mode; and the entry door of arms room is locked with a high security padlock, or the combination lock is activated on vault doors.  All of these steps must be completed for the arms room to be considered secure.


e.  During nonduty hours, arms rooms will be checked on an irregular basis at an interval not to exceed 24 hours. The SF 702 (Security Container Check Sheet) is used to record such checks.

9.  STORAGE OF TOOLS AND HIGH VALUE ITEMS:


a.  Tools such as hammers, bolt cutters, chisels, crowbars, hacksaws, cutting torches and similar items, which could be used to assist unauthorized entry to an arms room or other AA&E storage facility must not be readily accessible to intruders. 


b.  When the access door to the arms room is located within the unit supply room, tools will not be stored in the supply room.


c.  Commanders may authorize storage of sensitive items in the arms room in the absence of other secure facilities.  The authorization to store sensitive items in the arms room must be in writing from the unit commander to the armorer and it must be on file in the unit physical security book.  Commanders are cautioned, however, that each additional item of value stored in a weapons storage area increases the target potential to criminals.

10.  STORAGE OF AMMUNITION:

a.  Commanders will give written authorization for storage of any ammunition in the unit arms room before the ammunition is stored in the arms room.  The written authorization must state the type and quantity of ammunition to be stored, and the specific period of time covered by this authorization.  The authorization must be posted in the unit physical security book.


b.  In addition to written authorization, unit commanders must have an "explosives license" to store ammunition in the unit arms room.  



(1)  Training ammunition:



(a)  Storage of training ammunition in the unit arms room may not exceed 24hrs.  



(b)  Training ammunition will be controlled by the use of DA Form 5515, Training Ammunition Control Document (See DA Pam 710-2-1, para 11-13 for using the DA Form 5515).



(2)  Operational load ammunition will be controlled by the use of hand receipt (DA Form 2062, Hand Receipt) procedures.



(3)  Privately owned ammunition will not be stored in unit arms rooms.


c.  Ammunition authorized for storage in the unit arms room will be stored in containers.  Ammunition will be secured in banded crates, or approved metal containers, or cabinets that are approved standard issue, commercial, or approved locally fabricated.  Approved standard issue metal wall lockers may be used.  Containers weighing less than 500 pounds are required to be fastened to the structure (or fastened together in groups totaling more than 500 pounds) with bolts or chains equipped with secondary padlocks.  If you have any concern about identification of these approved containers, bolts or chains, call the State Security Manager for assistance.
11.  STORAGE OF PYROTECHNICS:

Such items will not be stored in any unit arms room without the approval of QASAS (Quality Assurance Specialist, Ammunition Surveillance).

12.  PRIVATELY OWNED WEAPONS AND AMMUNITION:

Privately owned firearms and ammunition will not be stored in the unit arms room. 

13.  INDIVIDUAL RESPONSIBILITY:

a.  Individuals issued, or in the possession of arms, are responsible for security of the property while entrusted in their care.


b.  Each weapon issued for training, operations, or any other reason will be carried on the person of the individual to whom issued at all times or it will to be properly safeguarded and secured.  Except during emergencies, weapons will not be entrusted to the custody of any other person except those responsible for the security of operational weapons.  Local procedures will be established to secure and account for the weapons of personnel medically evacuated during training. 


c. Each individual soldier must sign for his/her own individually assigned weapon, safeguard it, and turn it back in to the unit armorer.  No one will sign for another person’s individually assigned weapon. That means drivers can not sign for the commander’s weapon, etc.  Everyone must personally sign for and receive their assigned weapon. 

14.  ISSUE AND TURN IN PROCEDURES:

a.  A DA Form 3749 (Equipment Receipt) will be prepared for each individually assigned weapon.  The receipt will be given to the soldier who will receive the weapon.  New DA Forms 3749 are not required solely because there has been a change of responsible officers (unit commanders).  


b.  The unit armorer is required to maintain a master authorization list (MAL).  The MAL will contain the names and unit of the soldiers who will receive specific weapon issues, and the number of the equipment receipts (DA Form 3749).  The MAL will be kept updated to show personnel changes.


c.  Before a weapon is issued, the unit armorer must check each soldier's DA Form 3749 with the MAL to make sure there is no unauthorized issue of weapons.


d.  When individually assigned weapons are issued for 24 hours or less, the DA Form 3749 by itself is adequate.  An entry in the control sheet (such as FR Form 43-1) is not required.  However, the unit commander may require the use of both DA Form 3749 and a control sheet.


e.  When individually assigned weapons are issued for periods of more than 24 hours, the receiving soldier must turn in DA Form 3749 to the armorer for the weapon and complete all entries on the control sheet.  Use of a ditto mark (") is prohibited.


f.  When weapons are turned in, completing all entries and returning the soldier's DA Form 3749 will close out the control sheet entries.


g.  When other than individually assigned weapons (crew served weapons or any weapon that is not assigned to the individual) are issued, use hand or temporary hand receipt procedures (DA Form 2062, DA Form 3161, or DD Form 1150).  Control sheet entries are also required.


h.  Completed control sheets will be retained until completion of the next serial number inventory.

15.  INVENTORY PROCEDURES:

a.  When the responsibility for custody of the arms room or arms room keys is transferred between authorized persons, both incoming and outgoing custodians must conduct a physical count of the weapons and ammunition. The results of the inventory will be recorded on DA Form 2062, Hand Receipt.  The person assuming responsibility for the arms room or arms room keys will sign for the weapons and other sensitive items stored within the arms room.  Keep completely filled forms until the next serial number is completed.


b.  A serial number inventory will be conducted quarterly by an NCO, warrant officer, or commissioned officer appointed by the responsible officer.



(1)  The same person will not be appointed to conduct consecutive inventories.



(2)  The unit armorer will not conduct serial number inventories.


c.  The results of each quarterly serial number inventory will be recorded on a memorandum (Figure 1-2) or automated listing (example:  sensitive items inventory list, produced in Standard Property Book System and provided by the Property Book Officer).  Record the serial number of each weapon on the memorandum.  The use of a preprinted memorandum listing serial numbers is authorized.  Indicate on the memorandum any weapon that is signed out or in support maintenance.  Record the quantity of loose ammunition and banded or sealed containers on the memorandum.  The seal numbers of individual containers should be listed.  The inventory memorandum will include: signed and printed name of the person conducting the inventory, rank, and date that the inventory was performed.  


d.  Quarterly Serial Number Inventory records will be retained in the files for 2 years if no discrepancy is noted; 4 years if a discrepancy was noted.  Inventory records need to be posted in the physical security book and available for inspection at all times.


e.  Commanders should order a complete serial number inventory of weapons and other sensitive items stored in the arms room whenever anyone associated with the arms room is removed, transferred, or no longer requires access.

16.  CONSOLIDATED ARMS ROOM:

a.  When AA&E belonging to more than one unit or organization are stored in the same arms room, one commander will be designated as having responsibility for the overall security of the consolidated storage facility (host commander).  Access control will be established to ensure protection of each unit's arms.  Procedures will also be established to fix responsibility for issue, receipt, and physical accountability for arms, including ammunition, and other sensitive items stored in the consolidated storage facility. 


b.  Procedures for such consolidated arrangements will be established in standing operating procedures of the consolidated storage facility, or in the SOP of the higher headquarters.


c.  A bilateral agreement (formal agreement) will be signed by the host commander and tenant commander(s).  The agreement will contain the following:



(1)  Maximum quantity of arms and other sensitive items to be stored.



(2)  Physical safeguards to be used.



(3)  Frequency of and the responsibility for physical  inventories or reconciliation.



(4)  Reporting of losses for investigation.



(5)  Key control procedures.



(6)  Designate which unit has the overall responsibility for the arms room or facility.



(7)  Procedures for authorization and identification of individuals to receipt for and physically take custody of AA&E.


d.  The purpose of such coordination is protection in depth.  Authority, jurisdiction, and responsibility must be set forth in a manner that ensures protection of all parties and avoids duplication of effort.

17.  INVENTORY PROCEDURES DURING DEPLOYMENT:

a.  Prior to the deploying unit's departure from Home Station (or prior to shipping weapons or other sensitive items from Home Station), the unit commander should direct a 100 percent serial number inventory of weapons, and other sensitive items to ensure all items are accounted for.  Documentation requirements are the same as a quarterly serial number inventory.


b.  After the unit is uploaded, but before the commander departs, a responsible officer/NCO of the deploying unit and a responsible officer/NCO of a rear detachment remaining at Home Station should conduct a joint serial-number inventory of all items remaining in the deploying unit's arms room.


c.  Conduct a test of the intrusion detection system to ensure it is operating properly and secure the arms room.  The results of this joint inventory should be recorded on an informal memorandum.  Both deploying and rear detachment commanders should retain a copy of the joint inventory memorandum.


d.  When arms and other sensitive items (such as portable night vision devices and portable lightweight global positioning receivers) are returned from deployment, standard arms room turn-in procedures will be used to account for all arms and sensitive items.  A 100 percent serial number inventory will be conducted to ensure accountability.  If weapons or other sensitive items are still signed out or are in support maintenance, make sure they are supported by proper documentation.  Make a list of any differences.  Once the rear detachment personnel transfer custody of the arms room back to the deployed unit armor or assistant armorer, conduct a 100 percent serial number inventory.


e.  Ensure all arms and other sensitive items are accounted for before the unit is released, upon returning from deployment.

18.  SECURITY AND MOVEMENT BY UNIT OR ORGANIZATION AWAY FROM HOME STATION.

It is prohibited to carry, move, or store Government arms, ammunition, and explosives in privately owned vehicles (POVs) either on or off the installation.
Commanders will ensure adequate security measures are taken to protect weapons being moved by unit or organization transportation, on or off installations.  Security measures are required as follows:



a.   Weapons will be placed in the custody of a commissioned officer, warrant officer, noncommissioned officer (E5 and above).  Category II weapons will be provided armed guard surveillance when transported off post.  The commander will ensure guards are knowledgeable of AR 190-14 (Carrying of Firearms and Use of Force for Law Enforcement and Security Duties), paragraphs 2-2, 4-1, and 4-4.



b.  Weapons will be transported in secured racks or containers (secured containers for night vision devices) inside a covered van, trailer, or truck.  Weapons will not be transported in open vehicles.

19.  INFORMATION CONCERNING PHYSICAL SECURITY INSPECTIONS:


a.  AR 190-13 para 2-11 requires physical security inspections be conducted as follows:



(1)  When a mission essential or vulnerable areas (MEVA), unit, or activity is activated.



(2)  When no record exits of a prior physical security inspection.



(3)  When there is a change in the unit or activity that may impact on existing physical security plans, and there is an indication or reported incident of significant or recurring criminal activity.



(4)  Every 18 months for conventional arms, and ammunition storage activities.



(5)  Every 18 months for critically sensitive multiple-customer ADP service center activities or facilities.



(6)  Every two years for all other MEVAs.



(7)  For other activities, as directed by the local commander.


b.  AR 190-13, para 2-12 requires DA Form 2806-1-R (Physical Security Inspection Report) be retained in the active files of the inspected unit or activity until the completion of the next inspection, then destroyed.


c.  The JFHQ Intelligence and Security Division is responsible for scheduling and conducting all required physical security inspections of units and activities.

20.  HOW TO PREPARE FOR AN INSPECTION OF AN ARMS ROOM:


a.  Always be organized.  Keep all arms room business up-to-date.  A clean, orderly arms room makes a positive impression.


b.  Ensure that the following required documents be posted within the arms room:



(1)  DA Form 4604-R, Security Construction Statement.



(2)  The unit unaccompanied access roster 



(3)  Written certification from CSMS for locally fabricated arms racks/containers, if such racks are used in the arms room.



(4)  Written authorization from commander and an "explosive license" for ammunition currently stored in the unit arms room.  



(5)  Written authorization from the current unit commander for storage of sensitive items in the unit arms room .


c.  Ensure the following documents are posted in the unit physical security book:



(1)  Arms room instruction regarding all phases of security operations (the unit Standing Operating Procedures (SOP).



(2)  Armorer's hand receipt for items stored in the arms room.



(3)  Change of custody inventories (DA Form 2062, Hand Receipt).



(4)  Completed Weapons Issue and Turn-in Log.



(5)  Updated Master authorization list (MAL).



(6)  Hand or temporary hand receipts and other supporting documents for weapons not physically present in the unit arms room.



(7)  Records of quarterly serial number inventories for the previous two years, if no discrepancy noted; previous four years, if a discrepancy was noted.



(8)  DA Form 4930-R, Alarm/Intrusion Detection Record for previous year.

[UNIT COMMANDER’S SIGNATURE BLOCK]
