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1. References: AR 190-11, 30 SEP 93 (Update 3)



  AR 190-13, 30 SEP 93  (Update 3)



  AR 190-31



  AR 190-51, 30 SEP 93 (Update3)



  FM 19-30



  USAREUR REG 190-6, 23 JUN 93 (Change 3, 18 JUL 96)



  USAREUR REG 190-13, 25 AUG 95

2. Purpose:  To prescribe policy and standardize Arms Room accounting procedures that ensures rigid physical security standards.

3. Policy:  This SOP is in effect as of 10 February 2008.  If discrepancies exist between this SOP and higher headquarters, the most stringent applies

4. General:  An effective physical security program is designed to both neutralize desire and minimize opportunity to commit offenses.  The program must include the protection of persons and property from damage and loss resulting from criminal behavior.
a. Accountability and physical security are ongoing requirements, which must be stringently and routinely followed.  Even the most effective system of checks and safeguards will fail if every individual does not know his role and perform his duty.
5. Responsibilities:
a. Commander:

(1) Ensure that the responsibility is set for the receipt, issue, and turn-in of weapons.
(2) Schedule sufficient time for the maintenance and training of personnel and their assigned weapons.
(3) Approve or disapprove requests for the purchase of privately owned weapons.
(4) Insure that all new personnel receive an initial in briefing on responsibilities for the security of weapons and ammo.
(5) Conduct announced and unannounced inspections of the Arms Room.
(6) Sign all weapons cards, maintenance requests, and other documents needing the commander’s signature pertaining to the Arms Room.
(7) Ensure overall responsibility for the security, accountability, and inventories of sensitive items are followed, both in garrison and the field.
(8) Ensure AA&E is not transported in privately owned vehicles.
(9) Appoint an Arms Room Officer, an Armorer, and Arms Room Key Custodian.
(10) Interview all personnel before granting unaccompanied access to the Arms Room

.
b. Arms Room Officer: 

(1) Conduct and ensure the required accountability inventories are conducted as required.
(2) Establish and supervise procedures for the issue and turn-in of all weapons to the Arms Room during all normal operating hours and alerts.
(3) Ensure that all hand receipts to the Arms Room are current as required.
(4) Establish and supervise procedures in which an effective maintenance program is used for all weapons.

(5) Ensure that all procedures for issue, turn-in, transportation, and accountability of all weapons are followed
(6) Ensure that the Armorer and unit personnel read, understand, and comply with the contents of this SOP.  

c. Armorer:

(1) Physically check each weapon received in the Arms Room to ensure that it has been cleaned.
(2) Ensure that no weapons are stored in the Arms Room charged or with a magazine inserted.

(3) Ensure that all organizational level maintenance, repair, and inspections are performed on time.
(4) Develop a cycle of maintenance and inspection that cover all weapons within their respective maintenance schedule.
(5) Inform the commander of any weapon that has been damaged so that negligence or liability can be determined.
(6) Turn in all weapons not repairable to direct support maintenance.
(7) Comply in all administrative and physical security requirements that pertain to the turn-in and receipt of weapons from higher.
(8) Comply in all administrative requirements pertaining to the Arms Room.
(9) Comply with all regulations and policies pertaining to the Arms Room’s security,                                                                                                                        c      safety, operations, and maintenance.
d. The first line supervisors are responsible for ensuring that personnel maintain accountability, and that weapons are clean and PMCS is done after each drawing.
6. Administrative Control Procedures:
a. Issue Procedures:

(1) Only the authorized personnel on the access roster are authorized to issue weapons, ammunition and other sensitive items form the Arms Room.  All requests for issue will be coordinated in advance.
(2) All individuals intending to sign for a weapon will present their weapons card (DA Form 3749) that the Armorer will check against the master authorization list (MAL).  If the weapon described on the weapons card does not match the individual’s assigned weapon on the MAL, approval from the Commander will be obtained prior to releasing the weapon.  If the individual has not been assigned a weapon or a weapons card, a hand receipt (DA Form 2062) will be used to issue the weapon.
(3) Regardless of whether a weapons card or hand receipt is used, all individuals will additionally sign for the weapon/sensitive item on AE Form 190-13I.  Each person being issued a weapon/sensitive item will enter type of item, the serial number, the date and time of issue, print his name, and sign with his payroll signature.  The person issuing the weapon/sensitive item will verify the data and initial the “Issued By” box on the form.
(4) Individuals may not sign out another person’s weapon without the Commander’s approval.  The weapon must then be signed out on a hand receipt as well as AE Form 190-13I.
(5) When issuing weapons: double accountability is required, I.E. weapons card/hand receipt and signature on AE Form 190-13I.
(6) Armorer may not issue a weapon against a weapons card for greater than twenty-four hours.  All weapons issued for a period greater than 24 hours will require a DA 2062 and AE Form 190-13I.
b. Emergency Issue
(1) Only the Company Commander, or the First Sergeant in his/her absence, may authorize the emergency issue of AA&E.
(2) Only authorized personnel on the unaccompanied access roster are authorized to issue AA&E from the Arms Room.
c. Routine Turn-in:

(1) Timely turn-in of weapons and equipment must be emphasized by all supervisors; however, at no time will security or maintenance be neglected to facilitate turn-ins

(2) Operator maintenance will be performed on all equipment prior to returning the item to the Arms Room.
(3) The Armorer/Asst. Armorer will inspect all equipment, as it is turned-in.  If maintenance and cleaning has been properly completed, the Armorer will review the AE Form 190-13I on which the item was signed out to compare serial numbers.  If there is no discrepancy, the individual will enter the date and time of the transaction, while the Armorer initials in the “Received By” column.  The item will then be returned to its proper storage rack/container and the individual will receive his weapons card/hand receipt.
(4) Individuals cannot turn-in a weapon/item, which had been issued to another person.  Sign-in procedure will be as above but the weapons card will not be returned.  The individual will have to personally report to the Arms Room to receive the weapons card.
d. Emergency Turn-in
(1) If a Soldier must be medically evacuated from the field, his immediate supervisor is responsible for security the individual’s weapon and any sensitive items in his possession.  Under no circumstances will weapons or ammunition accompany the individual to the hospital.  The supervisor taking custody of the weapon/sensitive item will personally ensure the security and return of the item(s) to the Arms Room.  No supervisor will relinquish custody to a subordinate and task him with the security of the item(s).

NOTE:  All weapons must be physically checked to ensure the weapon has been cleared.  Weapons will be cleared prior to entering the Arms Room and then checked by the Armorer to verify that the weapon has been cleared.

e. Crew Served Weapons:
(1) Crew served weapons will be issued, and turned-in the same manner as all other equipment.
(2) All crew served weapons must be cleared before returning to the Arms Room.
7. Arms Room Key Control:
a. The keys to the Arms Room door, the racks, and the containers within the Arms Room will be maintained in two sets with the same number of keys in each set.  These keys will match the number of locks being used.  One set of keys, for emergency use, will be stored in the S-2’s safe.  The other set will be used for daily use.  Access to those keys will be restricted to those on the unaccompanied access roster.
(1) Any replacement of the keys or locks in the Arms Room will be noted on the MFR with the serial number of the key and lock.
(2) The keys will be placed in a small metal container with the key to the lock of the container stored in a key box in control of the key custodian in which the Armorer does not have access.  The box must be constructed of at least 20 gauge steel and provide the security of which the keys are used for.
(3) The individuals assuming and relinquishing control of the Arms Room will make all exchanges of the Arms Room keys in conjunction with a complete change of custody inventory.
(4) Arms Room keys will be inventoried semiannually and the inventories will be maintained on file for one year.
(5) When SDO’s are in charge of safekeeping of Arms Room keys they will sign for them on a DA Form 5513-R, which the Armorer will return to the Key Custodian along with the key to the key box.
(6) JSIIDS access key is affixed to the JSIIDS Box; therefore, the key will remain secured in the arms room at all times.

NOTE:  Arms Room Key Custodians are required the same background investigations as the Armorer.  

8. Inventories:
a. A monthly 100% inventory of all weapons (privately owned weapons and military to include knives ammunition, and sensitive items will be conducted by serial number or lot number.  Sergeant First Class or above will perform the inspection.  The inspector will rotate on a monthly basis and cannot perform the inspection during consecutive periods.  Monthly serial number inventories will be signed and dated by the NCO or Officer.  The inventories will be conducted on an informal MFR and kept for two years if no discrepancies exist, or four years if discrepancies are found.
b. A serial number inventory will be conducted with in the first 24 hours after arrival from any field exercise or return to home station from any deployment.
c. Change of Custody Inventories:

(1) Change of custody inventories will be conducted every time the Arms Room keys change possession.  The Armorer and the individual assuming the Arms Room will conduct a 100% visual inventory.  This inventory will be recorded on a DA Form 2062.  Change of custody inventories will be retained until the next monthly serial number inventory.  The individuals making the change of custody will annotate the key change on DA Form 5513-R.
(2) The Armorer will conduct a 100% visual inventory of all weapons, sensitive items, and privately owned firearms upon opening, and before closing the Arms Room.  These inventories will be annotated on a DA Form 2062 for these record counts and maintained on file until the next 100% monthly inventory.

9. Physical Security Criteria:
a. Arms Room:

(1) The Arms Room will be constructed IAW AR 190-11 and USAREUR REG            

190-13.
(2) A facility engineer will inspect the Arms Room construction criteria every 

                      five years.  They will post a structural waiver certificate in the Arms Room.
b. Racks and Containers;
(1) The local facility engineers will certify all locally fabricated racks and containers every five years.  A security construction statement will contain all necessary information to include rack/container number.
c. Unaccompanied Access Roster:
(1) An unaccompanied access roster will contain the names of those individuals authorized unaccompanied access to the Arms Room.
(2) At a minimum, all personnel on the unaccompanied access roster will have a command developed security screening, which includes the following:
a. A personal interview with the individual, conducted by his or her company commander.
b. Medical files check of active duty military personnel.
c. A personnel records check.
d. A records check from the Provost Marshals Office.  Security screening checks will be kept on file at the unit concerned on DA Form 7281-R (IAW AR 190-11, par. 2-12C).

10. Privately Owned Weapons:
a. For all requirements regarding POF’s consult AE 190-6.

11. Loss of AA&E and Sensitive Items
a. At any time, whether in garrison or the field, an inventory or other inspection determines a sensitive item or AA&E are unaccounted for, the following steps are taken:
(1) The Commander will be immediately notified
(2) A 100% serial number inventory of the Arms Room will be conducted.  Any items signed out for cleaning or for training will be returned to the Arms Room to be included in the inventory.
(3) If it is determined for certain that a weapon, ammunition, explosive, or sensitive item is missing, the Commander will restrict everyone present to the unit area.  The Battalion Commander/XO, Military Police, and the S-2 Officer/Security Manager will be notified.
(4) Reporting and investigative procedures will be IAW AR 190-11, par. 2-9 (Investigations)

12. Joint Services Interior Intrusion Detection System (J-SIIDS):
a. JSIIDS access key is affixed to the JSIIDS Box; therefore, the key will remain secured in the arms room at all times.
b. The J-SIIDS key will be accounted for on all inventories of Arms Room keys.
c. The Armorer will conduct monthly tests of the J-SIIDS. Tests are conducted IAW USAREUR REG 190-13, Chpt 6-14a(1).
d. If the J-SIIDS alarm does not function properly, notify the DPW to arrange for repair.  For all periods the J-SIIDS alarm is non-operational, an armed guard must be posted outside the Arms Room door 24 hours a day.  In this event, the SDO will notify the chain of command and the 1SG will initiate a DA Form 6 to rotate the guard through the company. 
e. If the J-SIIDS alarm sounds, the following actions occur:
(1) The fire department will dispatch an MP vehicle to the arms room, and notify the Company 1SG, who will in turn contact the Armore.
(2) Upon arrival, the Armorer will open the arms room and begin a 100% inventory count.  
(3) After a complete inventory and clearance from the Military Police, the Armorer will secure the arms room (to include) the JSIIDS.

13. Contingency Plans:
a. Power Failure: A power failure might possibly render the J-SIIDS inoperable, the actions in 12b will be followed.  If needed, lighting and communication would be provided through all company assets.
b. Natural Disaster: If natural disaster rendered the Arms Room unsecured, the same steps as above would be followed.  Additionally, if necessary, an alert would be called and the Arms Room would be moved to the nearest securable position where the steps above would continue to be followed.
14. Opening and Securing the Arms Room:
a. Opening the Arms Room:
(1) Ensure everyone is out of the protected area.
(2) Close all windows and doors except main entrance door.
(3) Ensure the control unit’s AC power indicator light is on.  Turn the mode switch to the secure position.
(4) Remove the mode switch key promptly.  Leave the protected area through the main entrance door and secure the door behind you.
(5) Ensure the personnel at the monitor station received the change from access to secure.
b. Clearing Arms Room: 
(1) Armorers will conduct a 100% inventory count before locking and clearing the arms room daily.  
(2) Any discrepancies will immediately be brought to the attention of the Arms Room Officer.
15. Convoy Movement: During any movement of the Arms Room by convoy, an Armorer will move in the lead vehicle with a loaded weapon.  Another Armorer will ride with the contents of the Arms Room carrying a loaded weapon.
16. Duress Procedures: If the Armorer perceives a legitimate threat to himself or any AA&E, he will activate the duress alarm located in the Arms Room.  The monitor personnel will immediately attempt to contact the Arms Room to confirm the threat.  The Military Police and the chain of command will also be immediately notified.
17. Disposal of Abandoned/Confiscated Weapons: This will be conducted IAW AR 190-30, 

Chapter 6.
18. Ammunition: Armorers will sign for all ammunition stored in the arms room.  Hand receipt 

form DA 2062 will include ammunition type by DODAC, lot number, and amount.  

Ammunition allotment will be in accordance with BSB guidelines and Force Protection 

levels.
MAJ, AV (BC36)






Commanding



Signature of Arms Room Officer                                ___________________________________
Signature of Unit Armorer                                          ___________________________________   

