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NARR/REF A IS INTEROPERABILITY AND SUPPORTABILITY OF INFORMATION

TECHNOLOGY (IT) AND NATIONAL SECURITY SYSTEMS. REF B IS MANAGEMENT AND USE OF THE
RADIO FREQUENCY RF SPECTRUM. REF C IS THE DEFENSE ACQUISITION SYSTEM. REF D IS
MANAGEMENT OF DOD INFORMATION RESOURCES AND INFORMATION TECHNOLOGY. REF E IS
USCENTCOM REGULATION FOR INFORMATION SYSTEMS MANAGEMENT C4 SERVICES AND
NETWORK MANAGEMENT //

RMKS/1. SCOPE: THE ELECTROMAGNETIC RF SPECTRUM IS A CRITICAL, FINITE NATIONAL
RESOURCE. THE AVAILABILITY AND ACCESS TO THE RF SPECTRUM IS VITAL TO THE SUCCESS OF
CURRENT AND FUTURE JOINT MILITARY OPERATIONS. THIS MESSAGE APPLIES TO ALL
COMPONENT COMMANDS, JOINT TASK FORCES (JTFS), US GOVERNMENT AGENCIES, COMBATANT
AND NON-COMBATANT MILITARY UNITS, AND ACTIVITIES PROVIDING OR RECEIVING COMMAND,
CONTROL, COMMUNICATIONS AND COMPUTER (C4) SUPPORT SERVICES FROM USCENTCOM WHILE
OPERATING IN USCENTCOM DESIGNATED AREA OF RESPONSIBILITY (AOR).

2. PURPOSE:

A. TO RE-EMPHASIS PROCEDURES ESTABLISHED IN REF A-E.

B. TO PROVIDE GUIDANCE REGARDING THE ACQUISITION AND USE OF SYSTEMS WHICH EMIT
RADIO FREQUENCY (RF) SIGNALS USED BY U.S. AND COALITION MILITARY FORCES OPERATING
WITHIN USCENTCOM AOR.

C. TO IMPLEMENT A PROCESS TO IDENTIFY AND PROVIDE RF SPECTRUM SUPPORT FOR THOSE
SYSTEMS REQUIRING IMMEDIATE DEPLOYMENT, PREVENT DEPLOYMENT OF SYSTEMS THAT MAY
NOT BE ABLE TO OPERATE AS THEY WERE DESIGNED, AND ALLOW DEPLOYED FORCES TO
CONTINUE OPERATING FREE OF INTERFERENCE WITH AN ULTIMATE GOAL TO FULLY SUPPORT THE
WARFIGHTER

3. THIS MESSAGE PERTAINS TO ALL RF SPECTRUM DEPENDENT EQUIPMENT INTENDED FOR USE IN
THE USCENTCOM AOR TO INCLUDE COMMERCIAL OF THE SHELF (COTS) EQUIPMENT.

4. THE USCENTCOM JOINT FREQUENCY MANAGEMENT OFFICE (JFMO) AND THEATER FREQUENCY
MANAGEMENT OFFICES (FMOS) MUST BE AWARE OF SYSTEMS DEPLOYING TO THEATER PRIOR TO
THE SYSTEMS DEPLOYMENT IN ORDER TO ENSURE THE SYSTEM IS RF SPECTRUM-SUPPORTABLE.
NATIONAL, INTERNATIONAL, AND DOD POLICIES AND PROCEDURES FOR THE MANAGEMENT AND
USE OF THE ELECTROMAGNETIC SPECTRUM DIRECTS PROGRAM MANAGERS DEVELOPING RADIO
FREQUENCY (RF) SPECTRUM-DEPENDENT SYSTEMS/EQUIPMENT TO CONSIDER RF SPECTRUM
SUPPORTABILITY REQUIREMENTS AND ELECTROMAGNETIC ENVIRONMENTAL EFFECTS (E3) EARLY
IN THE DEVELOPMENTAL PROCESS. GIVEN THE COMPLEX ENVIRONMENT (BOTH PHYSICAL AND
POLITICAL) IN WHICH DOD FORCES OPERATE AND THE POTENTIAL FOR WORLDWIDE USE OF
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CAPABILITIES PROCURED FOR DOD, EARLY AND THOROUGH CONSIDERATION OF RF SPECTRUM
REQUIREMENTS IS VITALLY IMPORTANT.

5. IAW WITH REF B THE MILITARY COMMUNICATION ELECTRONICS BOARD (MCEB) FREQUENCY
PANEL SPECTRUM SUPPORTABILITY PROCESS REQUIRES THAT ALL SYSTEMS HAVE OBTAIN RF
SPECTRUM SUPPORTABILITY PACKAGE (DD FORM 1494 WITH ASSIGNED JF12 NUMBER) PRIOR TO
REQUESTING FREQUENCY SUPPORT FROM A COCOM. THE MCEB SPECTRUM SUPPORTABILITY
PROCESS ENSURES THE RF SPECTRUM-DEPENDENT SYSTEM/EQUIPMENT BEING ACQUIRED IS
DESIGNED TO OPERATE WITHIN THE PROPER PORTION OF THE RF SPECTRUM.

A. THE TECHNICAL INFORMATION OBTAINED THROUGH THE SPECTRUM SUPPORTABILITY PROCESS
ALLOWS THE SPECTRUM MANAGERS AND FMOS TO EVALUATE THE EFFECTS THAT THE PROPOSED
SYSTEM WILL HAVE ON OTHER SYSTEMS IN THEIR ASSIGNED AREA OF OPERATIONS. THE
TECHNICAL DATA IS ALSO VITAL TO DETERMINE ALLOCATION OF THE BEST POSSIBLE
FREQUENCIES.

B. THE SPECTRUM SUPPORTABILITY PROCESS INCREASES THE LIKELIHOOD THAT NEWLY
ACQUIRED EQUIPMENT CAN OPERATE COMPATIBLY WITH OTHER SPECTRUM-DEPENDENT
EQUIPMENT ALREADY IN THE INTENDED OPERATIONAL ENVIRONMENT (ELECTROMAGNETIC
COMPATIBILITY). BECAUSE THIS PROCESS REQUIRES COORDINATION AT THE NATIONAL AND
INTERNATIONAL LEVELS, STARTING THE PROCESS EARLY HELPS A PROGRAM MANAGER ADDRESS
THE FULL RANGE OF CONSIDERATIONS AND CAVEATS, OBTAIN THE NECESSARY APPROVALS TO
PROCEED THROUGH THE ACQUISITION PROCESS, AND SUCCESSFULLY DELIVER CAPABILITIES
THAT WILL WORK.

C. SPECTRUM SUPPORTABILITY PROCESS ENSURES PERMISSION HAS BEEN (OR CAN BE) OBTAINED
FROM DESIGNATED AUTHORITIES OF SOVEREIGN ("HOST") NATIONS (INCLUDING THE UNITED
STATES) TO USE THAT EQUIPMENT WITHIN THEIR RESPECTIVE BORDERS.

6. SPECTRUM SUPPORTABILITY DOES NOT CONSTITUTE AUTHORITY TO OPERATE. HOST NATIONS
APPROVES FREQUENCY USAGE BASED ON SPECIFIC FREQUENCY REQUIREMENT RATHER THAN
BAND ALLOCATION.

A. FREQUENCY APPROVAL AND ASSIGNMENT MUST BE OBTAINED PRIOR TO OPERATION OF ANY
SYSTEM.

B. ALL FREQUENCY REQUESTS WILL BE SUBMITTED THROUGH THE USER'S CENTCOM COMPONENT
FMO (IE. CENTAF FOR AIR FORCE UNITS) TO THE USCENTCOM JFMO IN STANDARD FREQUENCY
ACTION FORMAT (SFAF) VIA SPECTRUM XXI.

7. KNOWING THAT THE ACQUISITION AND IMMEDIATE DEPLOYMENT OF NEW SYSTEMS MAY BE
NECESSARY TO MEET CRITICAL MISSIONS, THE USCENTCOM JFMO HAS IMPLEMENTED A MODIFIED
SPECTRUM SUPPORTABILITY PROCESS TO SUPPORT RAPID FIELDING OF RF SPECTRUM-DEPENDENT
EQUIPMENT OR SYSTEMS AS FOLLOWS:

A. SERVICE COMPONENT FMOS COORDINATE WITH THE PROGRAM OFFICE TO IDENTIFY SPECTRUM
REQUIREMENTS AND OBTAIN ALL THE TECHNICAL DATA FOR THE RF SPECTRUM-DEPENDENT
SYSTEM.

B. SERVICE FMOS WILL PROVIDE TECHNICAL INFORMATION TO THEIR RESPECTIVE CENTCOM
COMPONENT FMO.

C. CENTCOM COMPONENT FMO WILL NOTIFY USCENTCOM JFMO AS SOON AS THE SPECTRUM-
DEPENDENT EQUIPMENT IS IDENTIFIED FOR ACQUISITION, TESTING, OR DEVELOPMENT.

D. CENTCOM COMPONENT FMO WILL COORDINATE AND PROVIDE USCENTCOM JFMO ALL

THE TECHNICAL DATA.

E. USCENTCOM JFMO WILL REVIEW SYSTEM INFORMATION, ANALYZE IT AGAINST EXISTING
SYSTEMS, DECONFLICT AGAINST RESTRICTED BANDS, AND USCENTCOM UNIQUE FACTORS

F. USCENTCOM JFMO WILL PROVIDE SUPPORTABILITY OR NON-SUPPORTABILITY COMMENTS BACK
TO THE CENTCOM COMPONENT AND SERVICE FMOS AS WELL AS RECOMMENDATION OF
ALTERNATE SUPPORTABLE BANDS, IF NECESSARY.

G. ADDITIONALLY, USCENTCOM JFMO CAN PROVIDE ADDITIONAL RECOMMENDATIONS ON
DETAILED TESTING THAT WILL HELP DETERMINE COMPATIBILITY CONFLICTS WITH OTHER RF
SYSTEMS ALREADY EMPLOYED.

G. IF THE SYSTEM IS SUPPORTABLE, THE SERVICE FMO WILL COORDINATE WITH THE PROGRAM
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OFFICE AND ENSURE THE SPECTRUM SUPPORTABILITY PROCESS IS INITIATED AND NECESSARY
DOCUMENTS (DD FORM 1494) ARE SUBMITTED THROUGH THE PROPER CHANNELS.

H. SINCE THE SYSTEM IS DEPLOYING TO THE USCENTCOM AOR, THE CENTCOM COMPONENT WILL
IDENTIFY THE ACQUIRING UNIT AND SUBMIT A SFAF VIA SXXI TO THE USCENTCOM JFMO.

8. POINTS OF CONTACT (POC) & INFO: SERVICE COMPONENT FMO POC, RESTRICTED BANDS, AND
ADDITIONAL

INFORMATION IS AVAILABLE ON USCENTCOM JOINT FREQUENCY MANAGEMENT OFFICE WEBSITE
AT

HTTP://HQSWEB03.CENTCOM.SMIL.MIL/CCJ6/J6C/J6_COF/INDEX.HTM

9. THE LACK OF RF SPECTRUM SUPPORTABILITY COORDINATION HAS RESULTED IN THE
OPERATIONAL FAILURE OF SYSTEMS DURING CRITICAL MISSIONS DUE TO UNACCEPTABLE
ELECTROMAGNETIC ENVIRONMENTAL EFFECTS (E3) TO/FROM NEWLY DEPLOYED SYSTEMS. THE
CONTINUED FAILURE TO OBTAIN SPECTRUM SUPPORTABILITY AND FREQUENCY CLEARANCE WILL
RESULT IN PERSISTENT OPERATIONAL IMPACT: IT MAY ALSO LEAD TO LEGAL ACTION FROM THE
HOST NATION AUTHORITIES, FINES, CONFISCATION OF EQUIPMENT AND/OR DIPLOMATIC ACTION.
10. TO REDUCE COORDINATION TIME, IT IS HIGHLY RECOMMENDED THAT USER MANUALS FOR
ANY SYSTEM THAT USES THE RF SPECTRUM TO OPERATE (EITHER RCV OR TX) CONTAINS
SPECTRUM REQUIREMENTS. AT MINIMUM, OPERATING BAND, TUNING INCREMENTS, BANDWIDTH,
TRANSMIT POWER, AND ANTENNA GAIN. THIS INFORMATION WILL AID THE USER IN IDENTIFYING
THE SYSTEMS RF SPECTRUM NEEDS. MODIFICATIONS TO EXISTING MANUALS TO ENSURE THIS
DATA IS READILY AVAILABLE, IS ALSO RECOMMENDED.

11. OPERATORS ARE REQUIRED TO CONTACT THE INSTALLATION SPECTRUM MANAGER (ISM) PRIOR
TO THE INITIAL ACTIVATION OF A SYSTEM TO ENSURE THAT THE RF SYSTEM IS PROPERLY
REGISTERED, AUTHORIZED TO BE USED, AND WILL NOT CAUSE OR BE A VICTIM OF
UNINTENTIONAL ELECTROMAGNETIC INTERFERENCE (EMI).

12. THE POC FOR THIS MESSAGE IS THE USCENTCOM JOINT FREQUENCY MANAGEMENT OFFICE
(JFMO). CLASSIFIED EMAIL:

J6C.JFMO@CENTCOM.SMIL.MIL, UNCLASSIFIED EMAIL:J6C.JFMO@CENTCOM.MIL, DSN: 312-651-5366,
CML: (813) 827-5366.
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