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PurposePurpose

• Provide status of DIACAP policy 
formulation initiative
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What’s the Status of the Update?What’s the Status of the Update?
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• DIACAP WG kickoff April 2003
• Three WG drafts
• Version 4 to be released for wide informal review 

this month along with annotated outline for 
Manual

• Next step is SD 106 – formal coordination
• Positioning ourselves to include both the 

Instruction and Manual in the formal coordination 
package.  Still working whether we will publish 
manual as document or online in more dynamic 
knowledge base.
– IA Component of GIG Architecture
– Core Enterprise Services
– GIG Mission Areas and Domains



Why Update?Why Update?
Policy Objectives

1. Comply with FISMA and synchronize with DoD 
8500 Policy Framework

2. Support DoD transition to enterprise services
3. Provide better support to PMOs, DAAs and IAMs
4. Improve usability / reusability of C&A products
5. Improve compatibility with IC and federal 

processes
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FISMA RequirementsFISMA Requirements
Agency Heads will delegate to CIOs the authority to ensure compliance.
Each Agency CIO shall: 
1. Designate a senior agency information security officer who shall--

(i) possess professional qualifications, including training and experience, 
required to administer the functions described under this section (FISMA);
(ii) have information security duties as that official's primary duty; and
(iii) head an office with the mission and resources to assist in ensuring 
agency compliance with this section (FISMA);

2. Develop and maintain an agency-wide information security program 
3. Develop and maintain information security policies, procedures, and 

control techniques
4. Train and oversee personnel with significant responsibilities for 

information security with respect to such responsibilities
5. Assist senior agency officials concerning their [IA] responsibilities
6. Report annually to Agency Head on program effectiveness and progress 

of remedial actions
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FISMA RequirementsFISMA Requirements

Agency IA Programs shall:
1. Periodically assess risks
2. Develop policies and procedures that are based on the risk 

assessments; cost-effectively reduce risks; and address IA 
across the information system life cycles

3. Develop plans for providing adequate information security for 
networks, facilities, and systems or groups of information 
systems

4. Provide IA / security awareness training
5. Periodically test and evaluate the effectiveness of information 

security policies, procedures, and practices, at a frequency 
depending on risk, but no less than annually

6. Testing will include the management, operational, and 
technical controls assigned to information systems
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8500 Policy8500 Policy
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• DoD IA program has 3 levels – Defense, DoD Component, and 
DoD information system

• DoD information system is defined by management boundary / 
security policy (networks, systems, groups of systems); 4 types
– Enclave
– AIS application /service
– Outsourced IT-based process
– Platform IT Interconnection

• DoD information systems are responsible for implementing the 
baseline DoD IA Controls

• Implementation of the DoD IA Controls will be tested via the 
DoD IA Certification and Accreditation Program (DITSCAP or 
DIACAP)

• Compliance with the DoD IA Controls is a necessary condition 
of IA Accreditation.

-- DoDI 8500.2 Feb 6, 2003



8510 Overview8510 Overview
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• Reinterprets IA C&A through the FISMA and 8500 lenses

• Defines C&A in context of the DoD and DoD Component IA 
Programs

• Reinforces 8500 IA Controls structure as basis for IA C&A
– Describes process for making changes to the DoD baseline 

through Department-level risk assessment and interaction with 
Component IA programs

– Describes process for Component supplementation of DoD 
baseline through Component-level risk assessment and
evaluation of the Component’s IA program effectiveness

– Describes process for individual system supplementation of 
DoD+Component baseline through system-level risk assessment

• Requires every DoD information system to be under the 
authority of a DoD Component IA Program

• Requires the DoD Component IA Program to certify the 
implementation of DoD and DoD Component IA Controls
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The DIACAP Big Picture The DIACAP Big Picture –– RolesRoles
• Establish, maintain, and disseminate  DoD IA Controls and IA Controls 

Implementation Guides
• Assign governing IA program; provide standards and process for IT acquisitions under 

OSD oversight
• Provide oversight over DoD Component IA Programs

DOD IA PROGRAM

DOD COMPONENT- LEVEL IA PROGRAMS
• Establish, maintain, and disseminate DoD Component IA Controls and IA Controls 

Implementation Guides
• Provide standards and processes for IT acquisitions under Component oversight
• Provide oversight over DoD Information System IA Programs
• Track Component information systems and their DIACAP status
• Function as the Certifying Agent for Component information systems – apply expertise 

and lessons learned to  “help desk” like support and to improving/maintaining IA 
Controls and Implementation Guides (FISMA-required agency-level risk assessment)

• Provide IA management information / support to DAAs and PMOs
• Provide continuous or on-going IA Certification (e.g., assessing vulnerability scans, 

penetration tests, exercises, and IAVA compliance; periodically testing selected IA 
Controls) (FISMA required evaluation NLT annually)

• Participate in the DoD process for maintaining DoD baseline IA Controls and 
Implementation Guides (FISMA-required agency level-risk assessment)

DOD INFORMATION SYSTEM IA PROGRAMS
• Design, implement, administer, and maintain IA capabilities



DoD IA Program Structure (Single DoD Component View)DoD IA Program Structure (Single DoD Component View)

DoD 
Information 
System IAM

DoD 
Information 
System IAM

DAADAAPMPM

DoD CIO

DoD 
Component 

CIO

DoD IAM
(Sr IA Official)

DoD Component IAM
(Sr IA Official)

Head of DoD 
Component

DAAPM

DoD 
Information 
System IAM

Legend:  
Chain of Command
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Technical Direction, Coordination
The DoD IA Program, as defined in DoDI 8500.2

Note:  Some PMs and DAAs may report to the DoD Component CIO.
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The DIACAP Big Picture The DIACAP Big Picture –– RolesRoles

DOD 
COMPONENT IA 

PROGRAM

DoD 
INFORMATION 

SYSTEM IA 
PROGRAM

DEFENSE IA 
PROGRAM

• DoD IA Controls1

• Oversight

• IA Management & 
Readiness Reporting

• CM Support for DoD IA 
Controls

IT Acquisitions 
with OSD 
Oversight

• Assign Governing IA Program
• Standards & Oversight

• DoD Component IA Controls
• Registration/Tracking
• “Help Desk” Support
• Certification
• Oversight

DAA

Authorization

• Status
• Incremental & Completed Plans
• System Access/support for certification
• Maintenance of secure configuration

• Authorization 
Recommendations

• Support / Status

1With Maps/Interfaces to National and IC

DoD CIO

DoD Component CIO

Certification
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• Enclaves
• Core Enterprise 

Services
• AIS Applications 

(Domain or COI 
Services & 
Applications)

• Appoint & train the DIACAP Team.
• Establish MAC and Confidentiality Levels.
• Register with DoD Component IA Program.

• Identify all assigned IA Controls & Guides.  
• If operational, conduct compliance assessment.  If new 

start, develop initial IA/Security Architecture 
• Develop IA Controls Implementation Plan.
• Develop a timeline and identify resource requirements.
• Obtain DoD Component IA Program and DAA reviews.

• If new start, develop and implement detailed IA/Security design.
• Implement assigned IA Controls.

1.  SCOPE & REGISTER 2.  PLAN & DESIGN

3.  IMPLEMENT

4. CERTIFY

5. AUTHORIZE 
or DENY

• CES and AIS Application  certification has two parts:
• One time only (per baseline), the acquisition PM 

obtains certification that security features and 
functions organic to the service or application 
function as intended.  NIAP or Common Criteria 
evaluations meet this need for IA and IA-enabled 
products for both enclaves and AIS applications. 

• At each hosting enclave, the IT operations PM 
obtains certification that the security 
configuration settings of a newly hosted service 
or application are correct.

• If a CES, the acquisition PM must also obtain 
certification that the hosting enclave meets any special 
IA Controls for hosting a CES. 

• ATO.
• IATO with IATO Action Plan.
• IATT.
• DATO.

6.  MANAGE SECURE 
CONFIGURATION

• Exercise configuration management 
portion of IA Controls 
Implementation Plan for operational 
system, which permits IT component 
swaps and minor software releases

• Incorporate newly assigned IA 
Controls into IA Implementation Plan

• Acquisition PM supports IAVAs, 
corrections of other identified 
security vulnerabilities

7.  REVIEW IA PROGRAM
• Conduct IA monitoring as specified 

in the IA Implementation Plan.
• Conduct assigned / scheduled 

vulnerability scans and penetration 
tests

• Re-certify identified IA Controls
• Update IA Controls and Guides

STARTSTART

• Certification Scorecard/Residual Risk 
Assessment

• ID of any implementation that contradicts 
DoD Guide or use of IA/Security CES 
plus rationale

• Certification Scorecard/Residual Risk 
Assessment

• ID of any implementation that contradicts 
DoD Guide or use of IA/Security CES 
plus rationale

• CES and AIS Applications initiate DIACAP 
cycle for each Major Software Release

• CES and AIS Applications initiate DIACAP 
cycle for each Major Software Release

The DIACAP Big Picture The DIACAP Big Picture –– ActivitiesActivities



IA Controls & Implementation GuidesIA Controls & Implementation Guides
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C o n tro l N o C o n tro l  T e x t C o l 1 C o l 2

D C A S -1

T h e  a c q u is it io n  o f  a l l IA -  a n d  IA -e n a b le d  G O T S  IT  p ro d u c ts  is  lim ite d  to  p ro d u c ts  w h ic h  h a v e  b e e n  
e v a lu a te d  b y th e  N S A  o r in  a c c o rd a n c e  w ith  N S A -a p p ro v e d  p ro c e s s e s .   T h e  a c q u is it io n  o f  a ll  IA -  a n d  
IA -e n a b le d  C O T S  IT  p ro d u c ts  is  l im ite d  to  p ro d u c ts  w h ic h  h   

D C C S -1

A  D e p a r tm e n ta l re fe re n c e  d o c u m e n t s u c h  a s  a  s e c u r ity  te c h n ic a l im p le m e n ta t io n  g u id e  (S T IG ) o r  
s e c u r ity  re c o m m e n d a t io n  g u id e  (S R G ) c o n s t itu te s  th e  p r im a ry  s o u rc e  fo r s e c u r ity  c o n f ig u ra t io n  o r  
im p le m e n ta tio n  g u id a n c e  fo r  th e  d e p lo ym e n t o f  n e w ly  a c q u ire d  IA -   

D C C S -2

A  D e p a r tm e n ta l re fe re n c e  d o c u m e n t s u c h  a s  a  s e c u r ity  te c h n ic a l im p le m e n ta t io n  g u id e  (S T IG ) o r  
s e c u r ity  re c o m m e n d a t io n  g u id e  (S R G ) c o n s t itu te s  th e  p r im a ry  s o u rc e  fo r s e c u r ity  c o n f ig u ra t io n  o r  
im p le m e n ta tio n  g u id a n c e  fo r  th e  d e p lo ym e n t o f  n e w ly  a c q u ire d  IA -   

IA T S -1
Id e n t if ic a t io n  a n d  a u th e n tic a tio n  is  a c c o m p lis h e d  u s in g  th e  D o D  P K I C la s s  3  c e r t if ic a te  a n d  h a rd w a re  
s e c u r ity  to k e n  (w h e n  a v a ila b le ) .   

IA T S -2
Id e n t if ic a t io n  a n d  a u th e n tic a tio n  is  a c c o m p lis h e d  u s in g  th e  D o D  P K I C la s s  3  o r  4  c e rt if ic a te  a n d  
h a rd w a re  s e c u rity  to k e n  (w h e n  a v a ila b le )  o r  a n  N S A -c e r tif ie d  p ro d u c t .   

E B B D -1

B o u n d a ry  d e fe n s e  m e c h a n is m s  to  in c lu d e  f ire w a lls  a n d  n e tw o rk  in t ru s io n  d e te c t io n  s y s te m s  (ID S ) a re  
d e p lo y e d  a t th e  e n c la v e  b o u n d a ry  to  th e  w id e  a re a  n e tw o rk , a n d  In te rn e t  a c c e s s  is  p e rm itte d  f ro m  a  
d e m ili ta r iz e d  z o n e  (D M Z )  th a t  m e e ts  th e  D o D  re q u ire m e n t t   

E B B D -2

B o u n d a ry  d e fe n s e  m e c h a n is m s  to  in c lu d e  f ire w a lls  a n d  n e tw o rk  in t ru s io n  d e te c t io n  s y s te m s  (ID S ) a re  
d e p lo y e d  a t th e  e n c la v e  b o u n d a ry  to  th e  w id e  a re a  n e tw o rk , a t la ye re d  o r in te rn a l e n c la v e  b o u n d a rie s  
a n d  a t  k e y p o in ts  in  th e  n e tw o rk  a s  re q u ire d .  A ll In te r   

E B B D -3

B o u n d a ry  d e fe n s e  m e c h a n is m s  to  in c lu d e  f ire w a lls  a n d  n e tw o rk  in t ru s io n  d e te c t io n  s y s te m s  (ID S ) a re  
d e p lo y e d  a t th e  e n c la v e  b o u n d a ry  to  th e  w id e  a re a  n e tw o rk , a n d  a t  la ye re d  o r  in te rn a l e n c la v e  
b o u n d a r ie s  a n d  k e y p o in ts  in  th e  n e tw o rk  a s  re q u ire d .  A ll In te   

E B C R -1
T h e  D o D  in fo rm a tio n  s ys te m  is  c o m p lia n t  w ith  e s ta b lis h e d  D o D  c o n n e c tio n  ru le s  a n d  a p p ro v a l 
p ro c e s s e s .     

D C H W -1

A  c u r re n t  a n d  c o m p re h e n s iv e  b a s e lin e  in v e n to ry  o f  a ll  h a rd w a re  (H W ) ( to  in c lu d e  m a n u fa c tu re r,  typ e , 
m o d e l, p h ys ic a l lo c a t io n  a n d  n e tw o rk  to p o lo g y o r  a rc h ite c tu re )  re q u ire d  to  s u p p o r t e n c la v e  o p e ra t io n s  
is  m a in ta in e d  b y th e  C o n f ig u ra tio n  C o n tro l B o a rd  (C C B   

D o D  IA  C o n tro ls

Control No Control Text Col 1 Col 2

DCAS-1

The acquisition of all IA- and IA-enabled GOTS IT products is limited to products which have been 
evaluated by the NSA or in accordance with NSA-approved processes.  The acquisition of all IA- and 
IA-enabled COTS IT products is limited to products which h     

DCCS-1

A Departmental reference document such as a security technical implementation guide (STIG) or 
security recommendation guide (SRG) constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA-     

DCCS-2

A Departmental reference document such as a security technical implementation guide (STIG) or 
security recommendation guide (SRG) constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA-     

IATS-1
Identification and authentication is accomplished using the DoD PKI Class 3 certificate and hardware 
security token (when available).     

IATS-2
Identification and authentication is accomplished using the DoD PKI Class 3 or 4 certificate and 
hardware security token (when available) or an NSA-certified product.     

EBBD-1

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are 
deployed at the enclave boundary to the wide area network, and Internet access is permitted from a 
demilitarized zone (DMZ) that meets the DoD requirement t     

EBBD-2

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are 
deployed at the enclave boundary to the wide area network, at layered or internal enclave boundaries 
and at key points in the network as required. All Inter     

EBBD-3

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are 
deployed at the enclave boundary to the wide area network, and at layered or internal enclave 
boundaries and key points in the network as required. All Inte     

EBCR-1
The DoD information system is compliant with established DoD connection rules and approval 
processes.     

DCHW-1

A current and comprehensive baseline inventory of all hardware (HW) (to include manufacturer, type, 
model, physical location and network topology or architecture) required to support enclave operations 
is maintained by the Configuration Control Board (CCB     

DoD IA Controls

C o n t r o l  N o C o n t r o l  T e x t C o l  1 C o l  2

D C A S - 1

T h e  a c q u i s i t i o n  o f  a l l  I A -  a n d  I A - e n a b l e d  G O T S  I T  p r o d u c t s  i s  l i m i t e d  t o  p r o d u c t s  w h i c h  h a v e  b e e n  
e v a l u a t e d  b y  t h e  N S A  o r  i n  a c c o r d a n c e  w i t h  N S A - a p p r o v e d  p r o c e s s e s .   T h e  a c q u i s i t i o n  o f  a l l  I A -  a n d  
I A - e n a b l e d  C O T S  I T  p r o d u c t s  i s  l i m i t e d  t o  p r o d u c t s  w h i c h  h     

D C C S - 1

A  D e p a r t m e n t a l  r e f e r e n c e  d o c u m e n t  s u c h  a s  a  s e c u r i t y  t e c h n i c a l  im p l e m e n t a t i o n  g u i d e  ( S T I G )  o r  
s e c u r i t y  r e c o m m e n d a t i o n  g u i d e  ( S R G )  c o n s t i t u t e s  t h e  p r im a r y  s o u r c e  f o r  s e c u r i t y  c o n f i g u r a t i o n  o r  
im p l e m e n t a t i o n  g u i d a n c e  f o r  t h e  d e p l o y m e n t  o f  n e w l y  a c q u i r e d  I A -   

D C C S - 2

A  D e p a r t m e n t a l  r e f e r e n c e  d o c u m e n t  s u c h  a s  a  s e c u r i t y  t e c h n i c a l  im p l e m e n t a t i o n  g u i d e  ( S T I G )  o r  
s e c u r i t y  r e c o m m e n d a t i o n  g u i d e  ( S R G )  c o n s t i t u t e s  t h e  p r im a r y  s o u r c e  f o r  s e c u r i t y  c o n f i g u r a t i o n  o r  
im p l e m e n t a t i o n  g u i d a n c e  f o r  t h e  d e p l o y m e n t  o f  n e w l y  a c q u i r e d  I A -     

I A T S - 1
I d e n t i f i c a t i o n  a n d  a u t h e n t i c a t i o n  i s  a c c o m p l i s h e d  u s i n g  t h e  D o D  P K I  C l a s s  3  c e r t i f i c a t e  a n d  h a r d w a r e  
s e c u r i t y  t o k e n  ( w h e n  a v a i l a b l e ) .   

I A T S - 2
I d e n t i f i c a t i o n  a n d  a u t h e n t i c a t i o n  i s  a c c o m p l i s h e d  u s i n g  t h e  D o D  P K I  C l a s s  3  o r  4  c e r t i f i c a t e  a n d  
h a r d w a r e  s e c u r i t y  t o k e n  ( w h e n  a v a i l a b l e )  o r  a n  N S A - c e r t i f i e d  p r o d u c t .     

E B B D - 1

B o u n d a r y  d e f e n s e  m e c h a n i s m s  t o  i n c l u d e  f i r e w a l l s  a n d  n e t w o r k  i n t r u s io n  d e t e c t i o n  s y s t e m s  ( I D S )  a r e  
d e p l o y e d  a t  t h e  e n c l a v e  b o u n d a r y  t o  t h e  w i d e  a r e a  n e t w o r k ,  a n d  I n t e r n e t  a c c e s s  i s  p e r m i t t e d  f r o m  a  
d e m i l i t a r i z e d  z o n e  ( D M Z )  t h a t  m e e t s  t h e  D o D  r e q u i r e m e n t  t   

E B B D - 2

B o u n d a r y  d e f e n s e  m e c h a n i s m s  t o  i n c l u d e  f i r e w a l l s  a n d  n e t w o r k  i n t r u s io n  d e t e c t i o n  s y s t e m s  ( I D S )  a r e  
d e p l o y e d  a t  t h e  e n c l a v e  b o u n d a r y  t o  t h e  w i d e  a r e a  n e t w o r k ,  a t  l a y e r e d  o r  i n t e r n a l  e n c l a v e  b o u n d a r i e s  
a n d  a t  k e y  p o i n t s  i n  t h e  n e t w o r k  a s  r e q u i r e d .  A l l  I n t e r     

E B B D - 3

B o u n d a r y  d e f e n s e  m e c h a n i s m s  t o  i n c l u d e  f i r e w a l l s  a n d  n e t w o r k  i n t r u s io n  d e t e c t i o n  s y s t e m s  ( I D S )  a r e  
d e p l o y e d  a t  t h e  e n c l a v e  b o u n d a r y  t o  t h e  w i d e  a r e a  n e t w o r k ,  a n d  a t  l a y e r e d  o r  i n t e r n a l  e n c l a v e  
b o u n d a r i e s  a n d  k e y  p o i n t s  i n  t h e  n e t w o r k  a s  r e q u i r e d .  A l l  I n t e     

D o D  I A  C o n t r o l s

DoD Baseline
Controls + Domain

DoD ComponentAdd-Ons

System-

Unique

Add-Ons

Implementation Guides, 
Tests, and Report 
Formats.  Can Be 

Supplemented At Each 
Level.

DoD 
Baseline

DoD 
Component

System
Uniques

May Apply to New 
IA Control or 

Supplement an 
Existing IA 

Control



Communicating DIACAP StatusCommunicating DIACAP Status
Standard Reports,, Varying Levels of Information

• FISMA requirements are being incorporated into IT Registry
– DoD Information System, DAA, MAC, Confidentiality Level, 

Accreditation Decision and Date
• DIACAP Certification Scorecard -- NOTIONAL

– Report One - Summarizes Compliance by Number of IA Controls, 
(e.g., MAC 1, Sensitive = 107 Controls; System complies with 103
plus 5 Augmented Controls) plus optional narrative, POAM

– Report Two – Identifies the IA Controls for which the System does 
not comply; Identifies Augmented Controls; optional narrative, 
POAM

– Report Three – Provides summary information of salient DoD 
Component IA Control Guides 

• DoD Component IA Programs, as certifiers, have access to all 
C&A artifacts

• DoD IAM has access to all C&A artifacts for OSD-over-sighted 
program
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TODAY INTERMEDIATE TARGET

Non-Interoperable Point 
Solutions

…Foundation for Future …

Global Unique Digital 
Identity and IA Credentials 
for all IT Components and 

Complex Entities

IA Privileges Dynamically 
Adjusted to Reflect IA 

Posture of GIG or Entity

Plug & Play Devices

Signed SW

IFF

Army
Active Duty

Rank
LTC

SAMPLE

Pay Grade
O5

Geneva Conventions Identification Card

Parker IV,
Chris J.

Issue Date
1999SEP03

Expiration Date
2002SEP01

Army
Active Duty

Rank
LTC

SAMPLE

Pay Grade
O5

Geneva Conventions Identification Card

Parker IV,
Chris J.

Issue Date
1999SEP03
Issue Date
1999SEP03

Expiration Date
2002SEP01

CAC

Toward NetToward Net--CentricityCentricity
Identity, IA Credentials, IA Posture
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DITSCAP DIACAP TARGET

• Slow, Manual, Frustrating
• Non-Standard Solutions
• Abdicated Responsibility
• Difficult to Share

• Integrated with FISMA; 
Standard Terms and 
Reports

• Integration with Other IA 
Management Processes

IA Privileges Dynamically 
Adjusted to Reflect IA 

Posture of GIG or Entity

• System-Unique 
Requirements and 
Metrics (Risk 
Assessment)

• System-Unique IA 
Architecture

• DAA Signature is the 
System IA Credential

• Information is Seldom 
Current

• No Information on Many 
Systems

• Baseline DoD Controls, 
Standards, Tests, 
Metrics (DoDI 8500.2 and 
DoD 8510.x-M)

• Emerging GIG and DoD 
Component 
Architectures

• Reviews NLT Annual
• Status in Online 

Repositories
• Expanded System 

Boundaries = Greater 
Coverage

• Mature knowledge-base 
Integrates DoD, 
Component, Mission 
Area, Domain, and COI 
IA Controls & Standards

• Robust plug-and-play 
Enterprise IA Services 

• Continuous Automated 
Certification of IA 
Posture and Smart 
Adjustments to Digital 
Policies

• IA Posture Visible

Toward NetToward Net--CentricityCentricity
Identity, IA Credentials, IA Posture



Enterprise Mission Assurance Support Enterprise Mission Assurance Support 
System (System (eMASSeMASS))
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• Joint R&D initiative focused on applying egov/ebusiness principles 
and technologies to Information Assurance Management

• Enterprise database with integrated schema
• Web Services architecture
• Core is C&A – data oriented approach

• Transactional processes
• Reusable data (e.g., between enclaves and 

applications)
• Intelligent RTM based on DoD 8500, DCID 6/3, special 

cases (e.g., CDS)
• Schedule

• DLA conducting agency-wide pilot now
• Working with IC to incorporate their requirements

• DCID 6/3 controls and registration info
• PL-3 compliance

• OSD is a candidate pilot for Mar 03 and next release
• NGA is designated IC pilot for Mar 03 and next release
• eMASS is candidate for Core Enterprise Service under NCES



ConclusionConclusion
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• What we have:
– Reasonably mature policy
– Good start on the Implementation Guides
– Promising automated tools

• What we need
– IA Portal,  DIACAP knowledge-base and processes for 

authoring and managing content

• Biggest challenge in DIACAP will be 
unlearning old habits and seeing things 
with fresh eyes

• Sometimes the strength of a policy or 
process is in the “white space”

• Many, many changes ahead with 
transformation to net-centricity



BACKUPSBACKUPS
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How How DoDIDoDI 8500.2 Helps Today8500.2 Helps Today
Recasts IA to be:

1. Bounded and measurable.

2. Directly tied to mission and information value.

3. Expressed as things that you do.

4. Easily communicated and compared.

1. Bounded and measurable.

2. Directly tied to mission and information value.

3. Expressed as things that you do.

4. Easily communicated and compared.

Adequate security means security commensurate with the risk and 
magnitude of the harm resulting from the loss, misuse, or 
unauthorized access to or modification of information. This includes 
assuring that systems and applications used by the agency operate 
effectively and provide appropriate confidentiality, integrity, and 
availability, through the use of cost-effective management, 
personnel, operational, and technical controls.
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- OMB A-130



Banded IA Levels … DoD IA ControlsBanded IA Levels … DoD IA Controls

21

Power to the Edge

1. Security Design & 
Configuration

2. Identification & 
Authentication

3. Enclave & Computing 
Environment

4. Enclave Boundary Defense
5. Physical & Environmental
6. Personnel
7. Continuity
8. Vulnerability & Incident 

Management

SUBJECT AREAS

Importance to Warfighter
Integrity, Availability

MAC III MAC II MAC I

Public
C

on
fid

en
tia

lit
y

Sensitive

Classified

73

110

MAC = Mission Assurance Category

Basic

High



How How DoDIDoDI 8500.2 Helps Today8500.2 Helps Today
Establishes Multi-Echelon Management Structure
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Policy, Architecture, Standards, & 
Accountability

Services & Applications

Lightweight Application

Application Service
Application Service

M
es
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IA
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Core Enterprise Services

R
eu

sa
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Comp = DoD Component

Standard Computing Enclaves

Common Network Transport

Defense-Wide IA Program

C/S/AC/S/A
DoD Information System

IA Program

Comp
IAP

Comp
IAP

Comp
IAP

GIG Portfolios and 
Governance



How How DoDIDoDI 8500.2 Helps Today8500.2 Helps Today
Concept of System Based on Management Boundaries

Directory 
Services

Certificate
Server

LAN 
Management

Intrusion 
Detection

Vulnerability
Scanner

Virus 
Protection

Workstation

Shared 
Application

Servers

Workstation

Protected 
Application

Servers
Subordinate 

LAN

Printers

D
M

Z

Directory 
Services

Certificate
Server

LAN 
Management

Intrusion 
Detection

Vulnerability
Scanner

Virus 
Protection

Workstation

Shared 
Application

Servers

Workstation

Protected 
Application

Servers
Subordinate 

LAN

Printers

D
M

Z

AIS 
Applications Platform IT 

Interconnections

Enclave

Outsourced 
IT-Based 

ProcessesCore 
Enterprise 
Services

• “Units” of C&A should be to management/IA program boundaries.  
• Don’t need IA programs for individual applications and utilities.
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How How DoDIDoDI 8510 Continues The Transformation8510 Continues The Transformation
Emphasizes “WHAT” not “HOW”Emphasizes “WHAT” not “HOW”
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C o n tro l N o C o n tro l  T e x t C o l 1 C o l 2

D C A S -1

T h e  a c q u is it io n  o f  a l l IA -  a n d  IA -e n a b le d  G O T S  IT  p ro d u c ts  is  lim ite d  to  p ro d u c ts  w h ic h  h a v e  b e e n  
e v a lu a te d  b y th e  N S A  o r in  a c c o rd a n c e  w ith  N S A -a p p ro v e d  p ro c e s s e s .   T h e  a c q u is it io n  o f  a ll  IA -  a n d  
IA -e n a b le d  C O T S  IT  p ro d u c ts  is  l im ite d  to  p ro d u c ts  w h ic h  h   

D C C S -1

A  D e p a r tm e n ta l re fe re n c e  d o c u m e n t s u c h  a s  a  s e c u r ity  te c h n ic a l im p le m e n ta t io n  g u id e  (S T IG ) o r  
s e c u r ity  re c o m m e n d a t io n  g u id e  (S R G ) c o n s t itu te s  th e  p r im a ry  s o u rc e  fo r s e c u r ity  c o n f ig u ra t io n  o r  
im p le m e n ta tio n  g u id a n c e  fo r  th e  d e p lo ym e n t o f  n e w ly  a c q u ire d  IA -   

D C C S -2

A  D e p a r tm e n ta l re fe re n c e  d o c u m e n t s u c h  a s  a  s e c u r ity  te c h n ic a l im p le m e n ta t io n  g u id e  (S T IG ) o r  
s e c u r ity  re c o m m e n d a t io n  g u id e  (S R G ) c o n s t itu te s  th e  p r im a ry  s o u rc e  fo r s e c u r ity  c o n f ig u ra t io n  o r  
im p le m e n ta tio n  g u id a n c e  fo r  th e  d e p lo ym e n t o f  n e w ly  a c q u ire d  IA -   

IA T S -1
Id e n t if ic a t io n  a n d  a u th e n tic a tio n  is  a c c o m p lis h e d  u s in g  th e  D o D  P K I C la s s  3  c e r t if ic a te  a n d  h a rd w a re  
s e c u r ity  to k e n  (w h e n  a v a ila b le ) .   

IA T S -2
Id e n t if ic a t io n  a n d  a u th e n tic a tio n  is  a c c o m p lis h e d  u s in g  th e  D o D  P K I C la s s  3  o r  4  c e rt if ic a te  a n d  
h a rd w a re  s e c u rity  to k e n  (w h e n  a v a ila b le )  o r  a n  N S A -c e r tif ie d  p ro d u c t .   

E B B D -1

B o u n d a ry  d e fe n s e  m e c h a n is m s  to  in c lu d e  f ire w a lls  a n d  n e tw o rk  in t ru s io n  d e te c t io n  s y s te m s  (ID S ) a re  
d e p lo y e d  a t th e  e n c la v e  b o u n d a ry  to  th e  w id e  a re a  n e tw o rk , a n d  In te rn e t  a c c e s s  is  p e rm itte d  f ro m  a  
d e m ili ta r iz e d  z o n e  (D M Z )  th a t  m e e ts  th e  D o D  re q u ire m e n t t   

E B B D -2

B o u n d a ry  d e fe n s e  m e c h a n is m s  to  in c lu d e  f ire w a lls  a n d  n e tw o rk  in t ru s io n  d e te c t io n  s y s te m s  (ID S ) a re  
d e p lo y e d  a t th e  e n c la v e  b o u n d a ry  to  th e  w id e  a re a  n e tw o rk , a t la ye re d  o r in te rn a l e n c la v e  b o u n d a rie s  
a n d  a t  k e y p o in ts  in  th e  n e tw o rk  a s  re q u ire d .  A ll In te r   

E B B D -3

B o u n d a ry  d e fe n s e  m e c h a n is m s  to  in c lu d e  f ire w a lls  a n d  n e tw o rk  in t ru s io n  d e te c t io n  s y s te m s  (ID S ) a re  
d e p lo y e d  a t th e  e n c la v e  b o u n d a ry  to  th e  w id e  a re a  n e tw o rk , a n d  a t  la ye re d  o r  in te rn a l e n c la v e  
b o u n d a r ie s  a n d  k e y p o in ts  in  th e  n e tw o rk  a s  re q u ire d .  A ll In te   

E B C R -1
T h e  D o D  in fo rm a tio n  s ys te m  is  c o m p lia n t  w ith  e s ta b lis h e d  D o D  c o n n e c tio n  ru le s  a n d  a p p ro v a l 
p ro c e s s e s .     

D C H W -1

A  c u r re n t  a n d  c o m p re h e n s iv e  b a s e lin e  in v e n to ry  o f  a ll  h a rd w a re  (H W ) ( to  in c lu d e  m a n u fa c tu re r,  typ e , 
m o d e l, p h ys ic a l lo c a t io n  a n d  n e tw o rk  to p o lo g y o r  a rc h ite c tu re )  re q u ire d  to  s u p p o r t e n c la v e  o p e ra t io n s  
is  m a in ta in e d  b y th e  C o n f ig u ra tio n  C o n tro l B o a rd  (C C B   

D o D  IA  C o n tro ls

Control No Control Text Col 1 Col 2

DCAS-1

The acquisition of all IA- and IA-enabled GOTS IT products is limited to products which have been 
evaluated by the NSA or in accordance with NSA-approved processes.  The acquisition of all IA- and 
IA-enabled COTS IT products is limited to products which h     

DCCS-1

A Departmental reference document such as a security technical implementation guide (STIG) or 
security recommendation guide (SRG) constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA-     

DCCS-2

A Departmental reference document such as a security technical implementation guide (STIG) or 
security recommendation guide (SRG) constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA-     

IATS-1
Identification and authentication is accomplished using the DoD PKI Class 3 certificate and hardware 
security token (when available).     

IATS-2
Identification and authentication is accomplished using the DoD PKI Class 3 or 4 certificate and 
hardware security token (when available) or an NSA-certified product.     

EBBD-1

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are 
deployed at the enclave boundary to the wide area network, and Internet access is permitted from a 
demilitarized zone (DMZ) that meets the DoD requirement t     

EBBD-2

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are 
deployed at the enclave boundary to the wide area network, at layered or internal enclave boundaries 
and at key points in the network as required. All Inter     

EBBD-3

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are 
deployed at the enclave boundary to the wide area network, and at layered or internal enclave 
boundaries and key points in the network as required. All Inte     

EBCR-1
The DoD information system is compliant with established DoD connection rules and approval 
processes.     

DCHW-1

A current and comprehensive baseline inventory of all hardware (HW) (to include manufacturer, type, 
model, physical location and network topology or architecture) required to support enclave operations 
is maintained by the Configuration Control Board (CCB     

DoD IA Controls

C o n t r o l  N o C o n t r o l  T e x t C o l  1 C o l  2

D C A S - 1

T h e  a c q u i s i t i o n  o f  a l l  I A -  a n d  I A - e n a b l e d  G O T S  I T  p r o d u c t s  i s  l i m i t e d  t o  p r o d u c t s  w h i c h  h a v e  b e e n  
e v a l u a t e d  b y  t h e  N S A  o r  i n  a c c o r d a n c e  w i t h  N S A - a p p r o v e d  p r o c e s s e s .   T h e  a c q u i s i t i o n  o f  a l l  I A -  a n d  
I A - e n a b l e d  C O T S  I T  p r o d u c t s  i s  l i m i t e d  t o  p r o d u c t s  w h i c h  h     

D C C S - 1

A  D e p a r t m e n t a l  r e f e r e n c e  d o c u m e n t  s u c h  a s  a  s e c u r i t y  t e c h n i c a l  im p l e m e n t a t i o n  g u i d e  ( S T I G )  o r  
s e c u r i t y  r e c o m m e n d a t i o n  g u i d e  ( S R G )  c o n s t i t u t e s  t h e  p r im a r y  s o u r c e  f o r  s e c u r i t y  c o n f i g u r a t i o n  o r  
im p l e m e n t a t i o n  g u i d a n c e  f o r  t h e  d e p l o y m e n t  o f  n e w l y  a c q u i r e d  I A -   

D C C S - 2

A  D e p a r t m e n t a l  r e f e r e n c e  d o c u m e n t  s u c h  a s  a  s e c u r i t y  t e c h n i c a l  im p l e m e n t a t i o n  g u i d e  ( S T I G )  o r  
s e c u r i t y  r e c o m m e n d a t i o n  g u i d e  ( S R G )  c o n s t i t u t e s  t h e  p r im a r y  s o u r c e  f o r  s e c u r i t y  c o n f i g u r a t i o n  o r  
im p l e m e n t a t i o n  g u i d a n c e  f o r  t h e  d e p l o y m e n t  o f  n e w l y  a c q u i r e d  I A -     

I A T S - 1
I d e n t i f i c a t i o n  a n d  a u t h e n t i c a t i o n  i s  a c c o m p l i s h e d  u s i n g  t h e  D o D  P K I  C l a s s  3  c e r t i f i c a t e  a n d  h a r d w a r e  
s e c u r i t y  t o k e n  ( w h e n  a v a i l a b l e ) .   

I A T S - 2
I d e n t i f i c a t i o n  a n d  a u t h e n t i c a t i o n  i s  a c c o m p l i s h e d  u s i n g  t h e  D o D  P K I  C l a s s  3  o r  4  c e r t i f i c a t e  a n d  
h a r d w a r e  s e c u r i t y  t o k e n  ( w h e n  a v a i l a b l e )  o r  a n  N S A - c e r t i f i e d  p r o d u c t .     

E B B D - 1

B o u n d a r y  d e f e n s e  m e c h a n i s m s  t o  i n c l u d e  f i r e w a l l s  a n d  n e t w o r k  i n t r u s io n  d e t e c t i o n  s y s t e m s  ( I D S )  a r e  
d e p l o y e d  a t  t h e  e n c l a v e  b o u n d a r y  t o  t h e  w i d e  a r e a  n e t w o r k ,  a n d  I n t e r n e t  a c c e s s  i s  p e r m i t t e d  f r o m  a  
d e m i l i t a r i z e d  z o n e  ( D M Z )  t h a t  m e e t s  t h e  D o D  r e q u i r e m e n t  t   

E B B D - 2

B o u n d a r y  d e f e n s e  m e c h a n i s m s  t o  i n c l u d e  f i r e w a l l s  a n d  n e t w o r k  i n t r u s io n  d e t e c t i o n  s y s t e m s  ( I D S )  a r e  
d e p l o y e d  a t  t h e  e n c l a v e  b o u n d a r y  t o  t h e  w i d e  a r e a  n e t w o r k ,  a t  l a y e r e d  o r  i n t e r n a l  e n c l a v e  b o u n d a r i e s  
a n d  a t  k e y  p o i n t s  i n  t h e  n e t w o r k  a s  r e q u i r e d .  A l l  I n t e r     

E B B D - 3

B o u n d a r y  d e f e n s e  m e c h a n i s m s  t o  i n c l u d e  f i r e w a l l s  a n d  n e t w o r k  i n t r u s io n  d e t e c t i o n  s y s t e m s  ( I D S )  a r e  
d e p l o y e d  a t  t h e  e n c l a v e  b o u n d a r y  t o  t h e  w i d e  a r e a  n e t w o r k ,  a n d  a t  l a y e r e d  o r  i n t e r n a l  e n c l a v e  
b o u n d a r i e s  a n d  k e y  p o i n t s  i n  t h e  n e t w o r k  a s  r e q u i r e d .  A l l  I n t e     

D o D  I A  C o n t r o l s

DoD BaselineControls

DoD Component or DomainAdd-Ons

System-

Unique

Add-Ons

Standard Implementation 
Guides, Tests, and 

Report Formats
IA Controls and Implementers may vary in level of required 
detail, time and effort to implement, testing frequency, and 
frequency of change.  New IA Controls don’t have to restart 
the DIACAP clock.

In Net-Centric terms … separates data from application
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IA Program Management by Subject AreaIA Program Management by Subject Area

C o n tro l N o C o n tro l  T e x t C o l 1 C o l 2

D C A S -1

T h e  a c q u is it io n  o f  a l l IA -  a n d  IA -e n a b le d  G O T S  IT  p ro d u c ts  is  lim ite d  to  p ro d u c ts  w h ic h  h a v e  b e e n  
e v a lu a te d  b y th e  N S A  o r in  a c c o rd a n c e  w ith  N S A -a p p ro v e d  p ro c e s s e s .   T h e  a c q u is it io n  o f  a ll  IA -  a n d  
IA -e n a b le d  C O T S  IT  p ro d u c ts  is  l im ite d  to  p ro d u c ts  w h ic h  h   

D C C S -1

A  D e p a r tm e n ta l re fe re n c e  d o c u m e n t s u c h  a s  a  s e c u r ity  te c h n ic a l im p le m e n ta t io n  g u id e  (S T IG ) o r  
s e c u r ity  re c o m m e n d a t io n  g u id e  (S R G ) c o n s t itu te s  th e  p r im a ry  s o u rc e  fo r s e c u r ity  c o n f ig u ra t io n  o r  
im p le m e n ta tio n  g u id a n c e  fo r  th e  d e p lo ym e n t o f  n e w ly  a c q u ire d  IA -   

D C C S -2

A  D e p a r tm e n ta l re fe re n c e  d o c u m e n t s u c h  a s  a  s e c u r ity  te c h n ic a l im p le m e n ta t io n  g u id e  (S T IG ) o r  
s e c u r ity  re c o m m e n d a t io n  g u id e  (S R G ) c o n s t itu te s  th e  p r im a ry  s o u rc e  fo r s e c u r ity  c o n f ig u ra t io n  o r  
im p le m e n ta tio n  g u id a n c e  fo r  th e  d e p lo ym e n t o f  n e w ly  a c q u ire d  IA -   

IA T S -1
Id e n t if ic a t io n  a n d  a u th e n tic a tio n  is  a c c o m p lis h e d  u s in g  th e  D o D  P K I C la s s  3  c e r t if ic a te  a n d  h a rd w a re  
s e c u r ity  to k e n  (w h e n  a v a ila b le ) .   

IA T S -2
Id e n t if ic a t io n  a n d  a u th e n tic a tio n  is  a c c o m p lis h e d  u s in g  th e  D o D  P K I C la s s  3  o r  4  c e rt if ic a te  a n d  
h a rd w a re  s e c u rity  to k e n  (w h e n  a v a ila b le )  o r  a n  N S A -c e r tif ie d  p ro d u c t .   

E B B D -1

B o u n d a ry  d e fe n s e  m e c h a n is m s  to  in c lu d e  f ire w a lls  a n d  n e tw o rk  in t ru s io n  d e te c t io n  s y s te m s  (ID S ) a re  
d e p lo y e d  a t th e  e n c la v e  b o u n d a ry  to  th e  w id e  a re a  n e tw o rk , a n d  In te rn e t  a c c e s s  is  p e rm itte d  f ro m  a  
d e m ili ta r iz e d  z o n e  (D M Z )  th a t  m e e ts  th e  D o D  re q u ire m e n t t   

E B B D -2

B o u n d a ry  d e fe n s e  m e c h a n is m s  to  in c lu d e  f ire w a lls  a n d  n e tw o rk  in t ru s io n  d e te c t io n  s y s te m s  (ID S ) a re  
d e p lo y e d  a t th e  e n c la v e  b o u n d a ry  to  th e  w id e  a re a  n e tw o rk , a t la ye re d  o r in te rn a l e n c la v e  b o u n d a rie s  
a n d  a t  k e y p o in ts  in  th e  n e tw o rk  a s  re q u ire d .  A ll In te r   

E B B D -3

B o u n d a ry  d e fe n s e  m e c h a n is m s  to  in c lu d e  f ire w a lls  a n d  n e tw o rk  in t ru s io n  d e te c t io n  s y s te m s  (ID S ) a re  
d e p lo y e d  a t th e  e n c la v e  b o u n d a ry  to  th e  w id e  a re a  n e tw o rk , a n d  a t  la ye re d  o r  in te rn a l e n c la v e  
b o u n d a r ie s  a n d  k e y p o in ts  in  th e  n e tw o rk  a s  re q u ire d .  A ll In te   

E B C R -1
T h e  D o D  in fo rm a tio n  s ys te m  is  c o m p lia n t  w ith  e s ta b lis h e d  D o D  c o n n e c tio n  ru le s  a n d  a p p ro v a l 
p ro c e s s e s .     

D C H W -1

A  c u r re n t  a n d  c o m p re h e n s iv e  b a s e lin e  in v e n to ry  o f  a ll  h a rd w a re  (H W ) ( to  in c lu d e  m a n u fa c tu re r,  typ e , 
m o d e l, p h ys ic a l lo c a t io n  a n d  n e tw o rk  to p o lo g y o r  a rc h ite c tu re )  re q u ire d  to  s u p p o r t e n c la v e  o p e ra t io n s  
is  m a in ta in e d  b y th e  C o n f ig u ra tio n  C o n tro l B o a rd  (C C B   

D o D  IA  C o n tro ls

Control No Control Text Col 1 Col 2

DCAS-1

The acquisition of all IA- and IA-enabled GOTS IT products is limited to products which have been 
evaluated by the NSA or in accordance with NSA-approved processes.  The acquisition of all IA- and 
IA-enabled COTS IT products is limited to products which h     

DCCS-1

A Departmental reference document such as a security technical implementation guide (STIG) or 
security recommendation guide (SRG) constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA-     

DCCS-2

A Departmental reference document such as a security technical implementation guide (STIG) or 
security recommendation guide (SRG) constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA-     

IATS-1
Identification and authentication is accomplished using the DoD PKI Class 3 certificate and hardware 
security token (when available).     

IATS-2
Identification and authentication is accomplished using the DoD PKI Class 3 or 4 certificate and 
hardware security token (when available) or an NSA-certified product.     

EBBD-1

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are 
deployed at the enclave boundary to the wide area network, and Internet access is permitted from a 
demilitarized zone (DMZ) that meets the DoD requirement t     

EBBD-2

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are 
deployed at the enclave boundary to the wide area network, at layered or internal enclave boundaries 
and at key points in the network as required. All Inter     

EBBD-3

Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are 
deployed at the enclave boundary to the wide area network, and at layered or internal enclave 
boundaries and key points in the network as required. All Inte     

EBCR-1
The DoD information system is compliant with established DoD connection rules and approval 
processes.     

DCHW-1

A current and comprehensive baseline inventory of all hardware (HW) (to include manufacturer, type, 
model, physical location and network topology or architecture) required to support enclave operations 
is maintained by the Configuration Control Board (CCB     

DoD IA Controls

C o n t r o l  N o C o n t r o l  T e x t C o l  1 C o l  2

D C A S - 1

T h e  a c q u i s i t i o n  o f  a l l  I A -  a n d  I A - e n a b l e d  G O T S  I T  p r o d u c t s  i s  l i m i t e d  t o  p r o d u c t s  w h i c h  h a v e  b e e n  
e v a l u a t e d  b y  t h e  N S A  o r  i n  a c c o r d a n c e  w i t h  N S A - a p p r o v e d  p r o c e s s e s .   T h e  a c q u i s i t i o n  o f  a l l  I A -  a n d  
I A - e n a b l e d  C O T S  I T  p r o d u c t s  i s  l i m i t e d  t o  p r o d u c t s  w h i c h  h     

D C C S - 1

A  D e p a r t m e n t a l  r e f e r e n c e  d o c u m e n t  s u c h  a s  a  s e c u r i t y  t e c h n i c a l  im p l e m e n t a t i o n  g u i d e  ( S T I G )  o r  
s e c u r i t y  r e c o m m e n d a t i o n  g u i d e  ( S R G )  c o n s t i t u t e s  t h e  p r im a r y  s o u r c e  f o r  s e c u r i t y  c o n f i g u r a t i o n  o r  
im p l e m e n t a t i o n  g u i d a n c e  f o r  t h e  d e p l o y m e n t  o f  n e w l y  a c q u i r e d  I A -   

D C C S - 2

A  D e p a r t m e n t a l  r e f e r e n c e  d o c u m e n t  s u c h  a s  a  s e c u r i t y  t e c h n i c a l  im p l e m e n t a t i o n  g u i d e  ( S T I G )  o r  
s e c u r i t y  r e c o m m e n d a t i o n  g u i d e  ( S R G )  c o n s t i t u t e s  t h e  p r im a r y  s o u r c e  f o r  s e c u r i t y  c o n f i g u r a t i o n  o r  
im p l e m e n t a t i o n  g u i d a n c e  f o r  t h e  d e p l o y m e n t  o f  n e w l y  a c q u i r e d  I A -     

I A T S - 1
I d e n t i f i c a t i o n  a n d  a u t h e n t i c a t i o n  i s  a c c o m p l i s h e d  u s i n g  t h e  D o D  P K I  C l a s s  3  c e r t i f i c a t e  a n d  h a r d w a r e  
s e c u r i t y  t o k e n  ( w h e n  a v a i l a b l e ) .   

I A T S - 2
I d e n t i f i c a t i o n  a n d  a u t h e n t i c a t i o n  i s  a c c o m p l i s h e d  u s i n g  t h e  D o D  P K I  C l a s s  3  o r  4  c e r t i f i c a t e  a n d  
h a r d w a r e  s e c u r i t y  t o k e n  ( w h e n  a v a i l a b l e )  o r  a n  N S A - c e r t i f i e d  p r o d u c t .     

E B B D - 1

B o u n d a r y  d e f e n s e  m e c h a n i s m s  t o  i n c l u d e  f i r e w a l l s  a n d  n e t w o r k  i n t r u s io n  d e t e c t i o n  s y s t e m s  ( I D S )  a r e  
d e p l o y e d  a t  t h e  e n c l a v e  b o u n d a r y  t o  t h e  w i d e  a r e a  n e t w o r k ,  a n d  I n t e r n e t  a c c e s s  i s  p e r m i t t e d  f r o m  a  
d e m i l i t a r i z e d  z o n e  ( D M Z )  t h a t  m e e t s  t h e  D o D  r e q u i r e m e n t  t   

E B B D - 2

B o u n d a r y  d e f e n s e  m e c h a n i s m s  t o  i n c l u d e  f i r e w a l l s  a n d  n e t w o r k  i n t r u s io n  d e t e c t i o n  s y s t e m s  ( I D S )  a r e  
d e p l o y e d  a t  t h e  e n c l a v e  b o u n d a r y  t o  t h e  w i d e  a r e a  n e t w o r k ,  a t  l a y e r e d  o r  i n t e r n a l  e n c l a v e  b o u n d a r i e s  
a n d  a t  k e y  p o i n t s  i n  t h e  n e t w o r k  a s  r e q u i r e d .  A l l  I n t e r     

E B B D - 3

B o u n d a r y  d e f e n s e  m e c h a n i s m s  t o  i n c l u d e  f i r e w a l l s  a n d  n e t w o r k  i n t r u s io n  d e t e c t i o n  s y s t e m s  ( I D S )  a r e  
d e p l o y e d  a t  t h e  e n c l a v e  b o u n d a r y  t o  t h e  w i d e  a r e a  n e t w o r k ,  a n d  a t  l a y e r e d  o r  i n t e r n a l  e n c l a v e  
b o u n d a r i e s  a n d  k e y  p o i n t s  i n  t h e  n e t w o r k  a s  r e q u i r e d .  A l l  I n t e     

D o D  I A  C o n t r o l s

DoD BaselineControls

DoD Component or DomainAdd-Ons

System-

Unique

Add-Ons

Standard Implementation Guides, Tests, and 
Report Formats

IA Controls and Implementers may vary in level of required 
detail, time and effort to implement, testing frequency, and 
frequency of change.  New IA Controls don’t have to restart 
the DIACAP clock.

1. Security Design & Configuration
2. Identification & Authentication
3. Enclave & Computing 

Environment
4. Enclave Boundary Defense
5. Physical & Environmental
6. Personnel
7. Continuity
8. Vulnerability & Incident 

Management

SUBJECT AREAS
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The DIACAP Big Picture The DIACAP Big Picture –– RolesRoles

DOD 
COMPONENT 
IA PROGRAM

DoD 
INFORMATION 

SYSTEM IA 
PROGRAM

DEFENSE IA 
PROGRAM

• DoD IA Controls
• Oversight

• IA Management & 
Readiness Reporting

• CM Support for DoD IA 
Controls

IT Acquisitions 
with OSD 
Oversight

• Assign Governing IA 
Program

• Standards & Oversight

• Component IA Controls
• Registration/Tracking
• “Help Desk” Support
• certification (Certification)
• Oversight

DAA

Authorization

• Status
• Incremental & Completed Plans
• System Access/Support for certification
• Assured Systems

• Authorization 
Recommendations

• Support / Status

DoD and Component IA 
Programs pick up most 
traditional Certifier and 
DAA Rep Functions … 
optimally motivated to 

ensure that each 
system’s IA is 

successful, and that the 
IA programs of all 

systems work together 
and support the 

enterprise
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DIACAP ConclusionDIACAP Conclusion
• Discussed how DIACAP 

• Supports the GIG Transformation 
• Implements new federal requirements (FISMA)
• Builds on and integrates new IA policy (8500 

series)

• Shown that change is both evolutionary and 
revolutionary, and that you can start today
implementing the DoD baseline IA Controls

• Confirmed that DIACAP is being worked in 
conjunction with federal guidelines (NIST SP 800-53 
and 800-37) and with IC updates to DCID 6/3

• Highlighted issues relevant to discussion of GIG 
governance



Federal Models of Banded IA LevelsFederal Models of Banded IA Levels
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• IC and DoE models only address classified systems
• IC only addresses SCI
• DoD High Confidentiality (Classified) equivalent to DCID 6/3 PL-2
• NIST must address all federal systems other than National Security 

Systems
• DoD must address non-NSS & NSS, unclassified and classified, 

and ensure bridge to SCI



Example of an IA ControlExample of an IA Control

IA Service: Availability Control Subject Area: Continuity
Control Number:  CODB Control Name:  Data Backup Procedures

CODB-1 Data backup is performed at least weeklyat least weekly.

CODB-2 Data backup is performed dailydaily, and recovery media are stored offrecovery media are stored off--sitesite at a 
location that affords protection of the data in accordance with its mission 
assurance category and confidentiality level.

CODB-3 Data backup is accomplished by maintaining a redundantredundant secondary systemsecondary system,  
not collocated, that can be activated without loss of data or disruption to the 
operation.

29
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GIG Architecture

Users, 
Providers
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