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GAOQO Report on DOD Technical Data Needs:
The Data Management Strategy Imperative
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A 2006 GAO report was the impetus behind DOD’s move to require
programs to develop a Data Management Strategy

GAO Eindings: "™ The Army and the Air Force have encountered
limitations in their sustainment plans for some
fielded weapon systems because they lacked

.....................................

GAO s G fonies needed technical data rights.
, _ = The lack of technical data rights has limited the
WEAPONS o .
ACQUISITION services’ flexibility to make changes to
DOD Should sustainment plans that are aimed at achieving

Strengthen Policies for

Assessing Technical cost _savings and me_eting Iegislatiye
Data Needs to Support requirements regarding depot maintenance
Weapon Systems —_

capabilities.

As a result of the limitations encountered due to
the lack of technical data rights, the services had
to alter their plans for developing maintenance
capability at public depots, new sources of supply
to increase production, or competitive offers for
the acquisition of spare parts and components to
reduce sustainment costs.

*Source: “DOD Should Strengthen Policies for Assessing Technical Data Needs to Support Weapon Systems,” GAO Report GAO-06-839
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GAO made two important conclusions in its study ...

= “We have previously made recommendations
that DOD enhance its policies regarding
technical data. DOD has concurred with these
recommendations but has not implemented

el them. In fact, DOD has de-emphasized the
_iﬁ“ﬁf%mfl:fjf:“m“jff;fd acquisition of technical data rights as part of
M““m — the department’s acquisition reforms and

o performance-based strategies.”

Conclusions

» “Unless DOD assesses and secures its rights
for the use of technical data early in the
weapon system acquisition process when it
has the greatest leverage to negotiate, DOD
may face later challenges in developing
sustainment plans or changing these plans as
necessary over the life cycle of its weapon
systems.”

*Source: “DOD Should Strengthen Policies for Assessing Technical Data Needs to Support Weapon Systems,” GAO Report GAO-06-839
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. and recommended changes in DOD’s acquisition of technical data ...

» GAO recommended improvements in DOD’s
acquisition policies regarding the acquisition
of technical data.

sysmn acquisiion process when it has the greatest leverage to negotiate,
OD may face later challenges in devel megmzlal.nmsn plans or
hsng-m these plans as necessary over the Iife cycle of iis weaponspstems.
a cost-

= “To ensure that DOD can support
sustainment plans for weapon systems
throughout their life cycle, we recommend
that the Secretary of Defense direct the
Under Secretary of Defense (Acquisition,
Technology, and Logistics) to specifically

Recommendations for T ensure that DOD can supy
Executive Action throu

+ apply to weapon systems that are to be supported by performance-
sse ot cssrr.!nge ens:swe]tssnowespmsymems that are to

S require program managers to assess

long-term technical data needs and
establish corresponding acquisition
strateqies that provide for technical data
rights needed to sustain weapon systems
over their life cycle.” (emphasis added)

. which was the impetus for the USD(AT&L) policy

*Source: “DOD Should Strengthen Policies for Assessing Technical Data Needs to Support Weapon Systems,” GAO Report GAO-06-839
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DOD and Navy Policies Requiring a Data Management Strategy (DMS)
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In 2006, Congress directed DOD to require all major weapons
systems to assess their long-term technical data needs

Section 802 of the John Warner National Defense Authorization Act for
FY 2007, Public Law 109-364, states:

“The Secretary of Defense
shall require program
managers for major weapon
systems and subsystems of
major weapon systems to
assess the long-term technical
data needs of such systems
and subsystems and establish
corresponding acquisition
strategies that provide for
technical data rights needed to
sustain such systems and
subsystems over their life
cycle.”

Assessments and acquisition strategies
developed pursuant to this statute shall:

Be developed before issuance of the
contract solicitation;

Address the merits of including a
priced contract option for the future
delivery of technical data not
acquired upon award;

Address the potential for changes in
the sustainment plan over the life
cycle of the weapons system; and

Apply to systems that are to be
supported by performance-based
logistics arrangements as well as
those supported by other
sustainment approaches.
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To implement the Act, DOD required Program Managers for all
ACAT I and Il programs to develop a Data Management Strategy

. |
i [
'}

-y

July 17, 2007 USD (AT&L) Memo requires all DOD
ACAT | & Il Program Managers to assess the long-
term technical data needs of their systems and
include it in a Data Management Strategy (DMS)

September 11, 2007 ASN (RD&A) Memo
directing Navy Program Managers for all
ACAT | & Il programs to incorporate the
requirements of the USD (AT&L) Memo

the policy for
the Navy

These policies have been included in revisions of DOD Instruction
5000.02 and SECNAVINST 5000.2, respectively
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The AT&L Memo explains what a Data Management Strategy
should include, including future delivery of technical data

The Data Management Strategy (DMS) must:

Be integrated with other life cycle
sustainment planning and included in the
Acquisition Strategy;

Assess the data required to design,
manufacture and sustain the system as
well as to support re-competition for
production, sustainment or upgrade;

Address the merits of including a priced

THE UNDER SECRETARY OF DEFENSE
0 DEPTNBE PENTAGON

AL 1S

Frogram Maragen for Aoguisios Csicgary TACATE | .l [ programs, ropardow o
planned untinmed approsch, dhal sncu the o -tirm chnicsl dats ronds of teed
wrere dmad reflect . EidesiEml in @ Dats Mssagornim Sumegy (DAEF) The DAFS sl

D contract option for the future delivery of
e s et technical data and intellectual property

0 (abdobook

rights not acquired upon initial contract
award and shall consider the contractor's
responsibility to verify any assertion of
restricted use and release of data.

Nlly point of comtset s Al Check Silve, OIUSDVLEME (Misterial Resd e and
¢ Policy )k, ol TO3-500 1675

The OAET believes all programs, not just ACAT | & II, should have a DMS
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The latest version of DOD Instruction (DEC 2008) implementing
DOD Directive 5000.02 includes the requirement to develop a DMS

Department of Defense
INSTRUCTION

NUMEBER 000.02
December 3, 2008

USD{AT&L)
SUBJECT: Operation of the Defense Acquisition System
References: See Enclosare 1
1. PURPOSE. This Instruction:

3. Reiszues Referenca (2) to implement Dol Directive $000.01 (Feference (b)), the
guidelmes of Office of Management and Budget (OMB) Circalar A-11 (Reference (<)), and the
wvarious laws, pelicy, and regulanons Listed in Enclosure 1 of this issuance.

T, Establishes a simplifiad and flexible management framework for transzlating capabilicy
needs snd technolegy oppormunities, based on approved capabiliny needs, into stable, affordable,
and well-managad acquizition programs that incinde weapon systems, sarvices, and awtomarad
mformation systems (AISs).

. Consistent with stanitory requirements and Reference (b)), authorizes Milastons Decision
Anthorides (MDAs) to tailor the regulatory information requiraments and scquisition process
‘procadures in this Insmuction to achieve cost, schedule, and performance geals.

2. APPLICABILITY AND SCOPE This Instruction applies to:

3. OS5Iy, the Military Deparments, the Office of the Chaimian of the Joint Chiefs of Staff
and the Join: Staff, the Combatant Commands, the Office of the Inspector General of the
Deparmment of Defense, the Defense Agencies, the DoD) Field Acrivites, and all other
orgapizational enttes within the Deparment of Defensa (harasfier referred to collactivaly as tha
Dol Components™).

B, All defense technelogy projects snd acquisition programs, inchiding acquisitions of
services. Some requirements, where stared, apply ealy w Major Defense Acquisition Programs
(D APs) or Major Automared Informanon System (MAIS) programs.

. Highly sensitive classified, crvprologic, and inrellizence projects and programs shall
follow thiz Instraction and Reference (b} to the extent pracricable.

25 June 2009

DaDI 5000.02, December §, 2008

ENCLOSURE 12

SYSTEMS ENGINEERING

1. SYSTEMS ENGINEERING ACROSS THE ACQUISTTION LIFE CYCLE Rigorous

a.fﬁ:m:lah]e systapeetial are ju.tempen;ble in the joint battle space_

DATA MANAGEMENT AND TECHNICAL DATA RIGHTS

a. Program Managers for ACAT [ and IT programs, regardless of plannsd sustaimment
approach, shall assess the lons-term technical dara needs of their systems and reflect that
aszagament in 2 Dats Management Strategy (DAS). The DMS shall:

(1) Be integrared with other life-cycls susrainment planning and included in the
Acguisition Strategy.

(2} Asszess the dara reguired to desizo, manufacrure, and sustain the system, as well 35 1o
SUpEOTT Te-competition for production, sustainment. or upgrades; and

(31 Address the merits of including a priced contract option for the future delivery of
technical data and intallecmal property rights not acquired wpon inital conmact award and shall
consider the contractor’s responsibility to verify any assertion of resmicred use and release of
data.

. Tke DMS shall be approved in the comtext of the Acquisition Strategy prior to Lssuing a
conmact solicitation

Implementation Pla.n and summarized in the program’s SEP (Beeference (a0)) and DoD Directive
8320.03 (Feference {ca))).

11, SEECTRUM SUPBORTABITITY. For all electromagnetc specmmm-dependent systems,
PMs shall comply with U.S. and host naton spectrum regulaticns. They shall submit written
determinations o the Dol Component CIO or equivalent that the alecmomagnetic specomm
DECESSATY 0 support the operaton of the system during it expected Life cycle is, or will be,

0 ENCLOSURE 12




SECNAYV 5000.2D cites the DMS in Table E3T1

The OAET is
working on
including
additional
DMS

information

as part of the

revisions to
SECNAV
5000.2D

SECHAVINET 5000.2D
october 18,

2008

Table E3T1 STATUTORY INFORMATION AND MILESTONE REQUIREMENTS (cont’d)

Frogram Information and Fresenta-
Reports tion Form ACAT Applicability **% | Brapared By Approved By
COMPONENT FREEPARED (cont’d)
Clingar-Coher Act (CCA) Sa= DODI I, IA, II, HE & EM DOD CIO (RCAT IA}
Compliance S5000.2, ITI, IV Fgm Initiation [coordi- DON CTI0 [ACAT
[all information technology Encl 4, iIT, for Zhips nated with IJIAMILY
[IT) - including mational Table E4T1 inzluding M5 B Cmd IO
security systems (H33) HEA) M5 C III/IW)
Programs) FRE IR ac
eguivalent
Competition Analy=i= Azgrn Strats I, IA, II, HE E MIOE
[Depot-leval Maintenance 53M III, IV M3 C [if no M3 E}
rule}
Congressional Annual Beport to Ik Arnnually, 45 days EM A3DNII) /0OD CID
Hztification of MAIS program |Clongress after President's
comst, scheduals, and Budget i=
performance information submitted to
Congze=s aftec
achieving M3 B
Congressional Juartercly Beport to Ih = Zanior Official
Hztification of wariances in |longress following M2 E
MAIS program co=t, =cheduls,
and performance parameters
Congre=asiornal Hotification Letter Ix EM CRE/Seniogr Official
£ MRIS 5i cant {after coordination
with ASD{NII1 /DOD
CI0 or USDMATSL)
when MAIS is above
program change MIOAP threshold)
Congressional Hotification Latter Ik &0 day= prier to EM ASD(NII) /0OD CIO
of & MAIEZ Progra=m an MDA decisicn
Cancellation or Jigrificant to cancel or
Baduction in 3ccps zigrnificantly
reduce the scope
of a fielded oz
post-M3 T MRIZ
program
Consideration of Technology D3 (M3 2} I, IA, II, ME A/BESC M MO
Iz=zues= Acagn Stras III, IV
Ccoperative Opportunities ID3 (M3 &} I, IA, II, ME A EM MIOE
Acgn Jtrats III, IV s B/C
Core Logistics Bpnalysis/ Acgn Strats I, IA, II, M3 B EM MDA
Scurce of Repair Analy=is= III, IV M3 C [if mno M3 E}
Datz Mapnagem=nt Strategy Acgr Strat I, Ik, II ME EBJ/C EM MIOE

FRF IR or
equivalent
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Inclusion in Navy Two-Pass/Six-Gate Review Process

25 June 2009 Page 13



» sl ®
The OAET has proposed that the Navy include the DMS in its Two-
Pass, Six-Gate Review Process

DON Requirements Acquisition
N i o~
« | PAass 1 Jf——\ »a A—N PASS2 | E
OSD/JOINT E
LEVEL 4
JROC cD
Annual
‘ CSB
: vV
; Nl
NAVY/USMC /_1\ / \' K:.\‘ X /_ -\ (" \\ SSAC |/—6q\‘| sSDD
LEVEL N— \2) /| &) N N
CDDand | .
ICD Alternative : SDS RFP Sufficien I
CER Approval 470 Selection Y Bl %g;:‘n?:ﬁ . v | Approval > Approval > F{ewiel.l\r‘:!'II
Lead Org:  OPNAV/HQMC PNAV/HQMC || OPNAV/Hamc! ASN(RD&A) ASN(RD& ASN(RD&A)
Chair: DCNO (N8)/DC, CD&lI| | cNo/cMC CNO/CMC — ASN(RD&A) ASN(RD&A)  ASN(RD&A)
PEO/SYSCOM/ i
OPNAV/HQMC ACA ! SbS
LEVEL !
* DON CIOMrtlflcatlon Investment Review Board certification, and Defen siness System (DES)
L#/' Gate Review Management Committee approval prior to obligation of funding for a DBS program when cost > $ 1 million

The requirement to develop and reach concurrence on a Data Management
Strategy (DMS) should be done in conjunction with the Acquisition Strategy —

which will be driven by the Technology Development Strategy (See SECNAV
5000.2D section 3.4.1)

Both the Acquisition Strategy and the Technical Development Strategy are
part of the “Core Brief”
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We believe there are additional touch points between the DMS and
the Gate Review Process at Gates 2 and 5

Gate 2: Analysis of Alternatives (AoA) Validation

The review process includes leveraging common development and
exploring reuse

Is there extensive use of proprietary or non-standard technologies?

The DMS discusses how the Government will enforce its intellectual
property rights and support design disclosure and component reuse

Gate 5. Request for Proposal (RFP) Approval. This is the point to update
the DMS initially developed at Gate 2 to ensure it manages IP appropriately,
including determining:

Requiring the correct deliverables;
A process for reviewing and accepting deliverables;

How decisions for acquiring IP rights for privately-funded (e.g. IRAD)
items are made;

What repositories and design tools being used,;
How “early and often” design disclosure is being accomplished; and,

How deliverables are being made available to other programs or third
parties for their use (consistent with Government’s data rights).

25 June 2009 Page 15
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Technical Data and Intellectual Property Rights
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To understand how to craft a Data Management Strategy, we must
first understand what is meant by “Technical Data” ...

The Defense Federal Acquisition Regulations Supplement (DFARS) defines the term:

DFARS 252.227-7013 Rights in Technical Data—Noncommercial Items

(a)(14) “Technical data” means recorded information, regardless of the form or
method of the recording, of a scientific or technical nature (including computer
software documentation). The term does not include computer software or data
incidental to contract administration, such as financial and/or management
information.

DFARS 252.227-7102-2 Rights in Technical Data

(a) The clause at 252.227-7015, Technical Data--Commercial Items, provides the
Government specific license rights in technical data pertaining to commercial items or
processes. DoD may use, modify, reproduce, release, perform, display, or disclose
data only within the Government. The data may not be used to manufacture
additional quantities of the commercial items and, except for emergency repair or
overhaul, may not be released or disclosed to, or used by, third parties without the
contractor's written permission. Those restrictions do not apply to the technical data
described in 227.7102-1(a).

(b) If additional rights are needed, contracting activities must negotiate with the
contractor to determine if there are acceptable terms for transferring such rights. The
specific additional rights granted to the Government shall be enumerated in a license
agreement made part of the contract.

25 June 2009 Page 17
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... and be aware that, generally, the DFARS prescribes the
Government’s rights in technical data with several exceptions:

252.227-7013 Rights in Technical Data--Noncommercial Iltems.

(b) Rights in technical data. The Contractor grants or shall obtain for the Government the
following royalty free, world-wide, nonexclusive, irrevocable license rights in technical data other
than computer software documentation (see the Rights in Noncommercial Computer Software and
Noncommercial Computer Software Documentation clause of this contract for rights in computer
software documentation):

(1) Unlimited rights. The Government shall have unlimited rights in technical data that are—

= (i) Data pertaining to an item, component, or process which has been or will be
developed exclusively with Government funds;

u e
(2) Government purpose rights.

m (i) The Government shall have government purpose rights for a five-year period, or
such other period as may be negotiated, in technical data—

o (A) That pertain to items, components, or processes developed with mixed
funding

|
(3) Limited rights.
= (i) Except as provided in paragraphs (b)(1)(ii) and (b)(1)(iv) through (b)(1)(ix) of this
clause, the Government shall have limited rights in technical data—

O (A) Pertaining to items, components, or processes developed exclusively at
private expense and marked with the limited rights legend

This iIs SEAOOL and SEAOQ02’s area of expertise — get them involved early!
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However, it is important to remember that the DMS covers more
than just technical data, it also includes intellectual property rights

= Intellectual Property Rights (IPR) of interest to DOD programs include:

1 Copyright — It Is the standard legal protection for software. The
government must obtain rights in copyrighted software so that it
may reproduce or distribute the data

1 Patent — Patent law protects inventions by giving the inventor
exclusive rights to exclude others from manufacturing, using, or
selling the invention for a limited period of time

= Program Managers must ensure they consider technical data rights,
copyrights, and patent rights when determining their IPR needs for the
Program’s life cycle

1 Must also consider implications of COTS and Open Source
materials on the overall DMS

25 June 2009 Page 19



Naval OA Contract Guidebook for Program Managers
Intellectual Property Rights Guidance
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NOA Guidebook IPR-Management-Related Sections

= Chapter B: Examples of Section H Language
(special clauses)

Example:
1 Clause H - . Specially Negotiated
License Rights

“1. The United States Government has
Special License Rights in the Data, Special
License Rights in the Data. Special License
Rights means the right to: (i) Use, modify,
reproduce, perform, display, or disclose the
Data within the Government without
restriction ...”

= Chapter C. Recommendations for Section L
Language

Example:

1 “The Offeror shall propose the extent to
which the rights in technical data (TD),
computer software (CS), computer software
documentation (CSD), and
inventions/patents offered to the
Government ensure unimpeded, innovative,
and cost effective production ...”

25 June 2009 Page 21 _3
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NOA Guidebook IPR-Management-Related Sections (continued)

Chapter D: Recommendations for Section M Language

“Factor (): Data Rights, Computer Software Rights and Patent Rights.

In evaluating the Data Rights and Patent Rights, the Government will use
information in the proposal to assess the extent to which the rights in technical
data (TD), computer software (CS), computer software documentation (CSD),
and inventions/patents offered to the Government ensure unimpeded, innovative,
and cost effective production, operation, maintenance, and upgrade of the
[SYSTEM NAME] throughout its life cycle.”

Appendix 1: Recommended NOA CDRL and Deliverable Iltems

“It is recommended that the Program Office perform an assessment of its
Intellectual Property Rights needs ... and craft its CDRL and Deliverable
requirements accordingly. If the Program Office, PEO, Domain or Sponsor
believes that the program deliverables would be of such interest that they
warrant inclusion in the appropriate Repository (such as Surface’s SHARE or
PEO C4I's NESI) then the CDRL and deliverables should include those design,
developmental, or diagnostic items needed to reproduce or recreate the asset.”

Appendix 2: Assessing A Program’s Intellectual Property Rights Needs

“Goals: Programs should work within their PEOs and their Communities of
Interest in considering their future needs for data and other IPR in a structured,

focused manner.”
CONSULT LEGAL COUNSEL — They will help you navigate these issues
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Linking the RFP to the Data Management Strategy

= The RFP should be consistent with the Program’s Data Management
Strategy.

= The RFP and DMS should address:
1 The process for reviewing and accepting deliverables;

1 The Navy’s intentions regarding acquiring Intellectual Property
rights for privately-funded (e.g. IRAD) or SBIR items;

1 The Navy’s requirements for Contractor repositories, design tools,
and artifacts;

1 How “early and often” design disclosure will be accomplished; and,

=1 The mechanisms for making deliverables available to other
programs or third parties for their use (consistent with
Government’s data rights).

= The DMS should explain the COTS license and Open Source
Software management approach, including processes for rationalizing
COTS licensing outside of program.
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Deliverables as defined in the RFP should be consistent with the DMS

= Address the steps that the Navy is taking to obtain appropriate IP rights to
everything the Government needs to compete upgrades or replacements of
a system or component (consistent with FAR and DFARS and the System
Life Cycle Sustainment Plan).

= Significant CDRLs and DIDs defined by the Program should be consistent
with the Program’s life cycle management plan. Specific items to address
include:

1 Software Development Process

Open System Management Plan

Interface Control Documents and Requirements Specification
Results of OA Assessments

Testing information, test programs, and results

Data models

Source code, executable code, tools and binaries

Software Requirements Specifications and Development Files (SPS,
SIP, STP, STR, SUM, STD, etc)

1 And many others....

25 June 2009 Page 24
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Conclusion

GAO found shortcomings in DOD'’s policies regarding the technical data
needs of weapons systems

USD(AT&L) promulgated a policy requiring ACAT | & Il programs to develop
a Data Management Strategy

ASN(RD&A) implemented the policy

The OAET is working to have the requirement (for all programs) included in
the Navy’s Two-Pass/Six-Gate Review Process

The Naval OA Contract Guidebook gives Program Managers guidance
regarding assessing their Program’s IPR needs

The Open Architecture Enterprise Team strongly recommends that all
programs, regardless of their ACAT classification, create and use a Data
Management Strategy

CONSULT LEGAL COUNSEL — They will help you navigate these issues

25 June 2009 Page 25



	�Naval Open Architecture � Data Management Strategies
	Agenda
	GAO Report on DOD Technical Data Needs:�The Data Management Strategy Imperative
	A 2006 GAO report was the impetus behind DOD’s move to require programs to develop a Data Management Strategy
	GAO made two important conclusions in its study … 
	… and recommended changes in DOD’s acquisition of technical data …
	DOD and Navy Policies Requiring a Data Management Strategy (DMS)
	In 2006, Congress directed DOD to require all major weapons systems to assess their long-term technical data needs
	To implement the Act, DOD required Program Managers for all ACAT I and II programs to develop a Data Management Strategy
	The AT&L Memo explains what a Data Management Strategy should include, including future delivery of technical data
	The latest version of DOD Instruction (DEC 2008) implementing DOD Directive 5000.02 includes the requirement to develop a DMS
	SECNAV 5000.2D cites the DMS in Table E3T1
	Inclusion in Navy Two-Pass/Six-Gate Review Process
	The OAET has proposed that the Navy include the DMS in its Two-Pass, Six-Gate Review Process
	We believe there are additional touch points between the DMS and the Gate Review Process at Gates 2 and 5
	Technical Data and Intellectual Property Rights
	To understand how to craft a Data Management Strategy, we must first understand what is meant by “Technical Data” … 
	… and be aware that, generally, the DFARS prescribes the Government’s rights in technical data with several exceptions:
	However, it is important to remember that the DMS covers more than just technical data, it also includes intellectual property rights
	Naval OA Contract Guidebook for Program Managers�Intellectual Property Rights Guidance
	NOA Guidebook IPR-Management-Related Sections
	NOA Guidebook IPR-Management-Related Sections (continued)
	Linking the RFP to the Data Management Strategy
	Deliverables as defined in the RFP should be consistent with the DMS
	Conclusion

