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1.0 INTRODUCTION 

1.1 Background 
Prior to IT Lean, the Air Force used numerous processes to develop, test, field, and support information 
technology (IT) systems.  The policies and processes of the various stakeholders were poorly integrated, 
and often security, interoperability, supportability, sustainability, and usability (SISSU) were not 
communicated or addressed early enough in IT systems acquisition.  This resulted in costly delays and 
failures in satisfying warfighter needs.  
 
To resolve these issues, the Air Force Chief Information Officer (SAF/XC), and the Director of Acquisition 
Integration (SAF/AQX) chartered a business process reengineering team to establish a new, integrated 
process that clearly defines requirements, design, and test activities to ensure that SISSU is incorporated 
from requirements generation forward.  This effort, dubbed “IT Lean Reengineering”, was led by 
representatives from SAF/XC and SAF/AQX, and included representatives from other HQ United States 
Air Force (USAF) offices, major commands (MAJCOM), functional communities, and product centers.  
 
The reengineering team developed the IT Lean Process based on the acquisition process described in 
Department of Defense Instruction (DoDI) 5000.2, Operation of the Defense Acquisition System, but 
streamlined it to accommodate the need to rapidly develop and field secure IT.  This process establishes 
clearly defined phases, activities, and decision points and requires early and continuous stakeholder 
involvement.  The IT Lean Process reinforces the application of robust systems engineering principles to 
the IT lifecycle.1  
 
The SISSU process is the information sharing methodology for the IT Lean Process.  The SISSU process 
facilitates the networthiness assessment of IT, formerly accomplished through the Certificate of 
Networthiness (CoN) and Certificate to Operate (CtO).  The SISSU process eliminates the CoN and CtO 
for all IT systems.  The activities and information requirements previously associated with the CoN and 
CtO, often as an “end of runway” check, now occur early and throughout a program’s development cycle.  
The SISSU process focuses on sharing information in lieu of generating, reviewing, and staffing 
redundant documentation.  The SISSU process, through use of the SISSU Checklist, can help the 
program team identify security certification and accreditation (C&A) requirements.   
 
The IT Lean Reengineering Guidebook describes both the IT Lean and SISSU processes, including their 
applicability and relationship to other Department of Defense (DoD) and Joint requirements, acquisition, 
and security certification processes.  References to the IT Lean Reengineering Guidebook will be added 
to the appropriate 10-, 33-, 63-, and 99-series and other Air Force instructions and/or policy directives.  
Detailed information on the IT Lean Process is provided in this IT Lean Reengineering Guidebook, which 
is available electronically on the AF Portal at: 
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=OO-SC-AF-47. 

                                                      
1 Air Force Software-Intensive Systems Strategic Improvement Program (AFSSIP) memo, 13 January 2004. 
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2.0 APPLICABILITY 

2.1 IT Lean Process   
The IT Lean process applies to programs in acquisition or sustainment including upgrades or 
modernizations.  IT Lean will also be used for commercial-off-the-shelf (COTS) and 
government-off-the-shelf (GOTS) products being integrated into the Air Force Enterprise Network.  The 
requirements of the DoD 5000-series acquisition policy, CJCSI 3170.01F, Joint Capabilities Integration 
and Development System, 1 May 2007,  and AFI 10-601, AFI 99-103, Capabilities-Based Test and 
Evaluation, 12 May 2008, still apply.2 
 
All AF programs except SAP/SAR and Space must use the SISSU Checklist for Security Certification and 
Accreditation (C&A) regardless of Acquisition Category (ACAT).  SAP/SAR and Space systems will 
provide the system C&A package through use of the Guest (previously called non-AF) IT Lean process 
for AF connection approval.  Approval for a program to enter IT Lean is vested in the appropriate 
acquisition autjhority for the program (MDA or local acquisition authority. 
 
IAW AFI 63-101, all programs that meet the following criteria can use the IT Lean process: 

• An IT program as defined in DoDI 5000.2; 
• Designated ACAT III or Non-ACAT with a total cost of less than $15M or below  in development 

or enhancement costs; and 
• Has a Joint Potential Designator (JPD) of “Independent” (programs with no JPD are assumed to 

be “independent” – see CJCSI 3170.01F for definition of JPD) 
 
SISSU Checklist.  Although it is not required for non-IT Lean programs (e.g., Information Systems), the 
SISSU checklist can benefit all IT programs, including ACAT and major automated information system 
(MAIS) designated programs, to assist in the early identification of derived SISSU requirements.  The 
security portion of the IT Lean process will be used by all programs for security C&A activities.  Starting 
with requirements generation and continuing throughout the program, the continuous use of this tool will 
assist Program Managers in creating an efficient and effective development environment.  The SISSU 
Checklist can be found at: https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=OO-SC-AF-
47. 
 
For Guest (DoD, Joint, non-AF) systems, see paragraph 9.0 and reference the “Non-AF System Getting 
Started Guide”. 
  
  

                                                      
2 This IT Lean Guidebook serves as one of the integral guides used to map acquisition and sustainment strategies for successfully 
executing capabilities based acquisition. Coupled with AFI 10-601, the PM shall use the DoD 5000 series, AFI 10-601, AFI 99-103, 
AFI 63-101, CJCSI 3170.01, AFPD 33-2, assistance from the Acquisition Centers of Excellence (ACE), and the plethora of 
references and supporting information sited in this document, to ensure the depth and breadth of necessary information is acted 
upon to develop and implement a successful program strategy.  
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3.0 IT LEAN PROCESS 

3.1 Background 

The IT Lean Process provides a standardized and streamlined approach to develop and field SISSU 
compliant IT capabilities.  The process has four distinct phases: Define Need, Design, Build and Test, and 
Release and Support, as well as five milestone reviews: Define Need Review (DNR), Design Review 
(DR), Test Readiness Reviews (TRR) I and II, and Field Readiness Review (FRR).  The IT Lean Process 
is depicted in Figure 1.3   A side-by-side comparison of the IT Lean Process with the traditional DoD 
acquisition process is shown in paragraph 5.6. 

 
Figure 1.  IT Lean Process. 
 
 

Initiate & Plan C&A Execute DIACAP I-Plan Certification & Accreditation Maintain ATO, Review, Decomm 

  Implementation Plan   SIP 
 ATO/ATC - IATO/IATC - DATO/DATC ST&E
  Scorecard - POA&M 

Define Need Design Build & Test Release & Support 

DNR DR FRRTRR 2TRR 1

Integrated  
Test Plan 

Cert. Testing OT&E

SISSU Sub -Process
Validation Validation ValidationStart EITDR 

Integrated 
Test Plan

Integrated 
Test Plan

Integrated 
Test Plan

“ AoA ” Req. Development 

Validated Test Results 

DIACAP

IT Lean Process

IATT

Activity 
Decision 

Required document

Document required 
by an external process  

 
The IT Lean Process focuses on addressing SISSU requirements early and posting the information for 
continual review, issue resolution, and validation in the Enterprise Information Technology Data 
Repository (EITDR)4.  As depicted above, SISSU validation occurs before each major decision review in 
the IT Lean Process.  The SISSU process is described in paragraph 4.0. 

The DoD Information Assurance Certification and Accreditation Process (DIACAP)5 is required for all 
DoD-owned or controlled information systems that receive, process, store, display, or transmit DoD 
information, and is aligned with the IT Lean Process above.6   

3.2 Pre-IT Lean Process Activities  
As described in the Clinger-Cohen Act of 1996 and CJCSI 3170.01F, organizations must continually 
identify and assess their business processes and enterprise architectures to expose capability gaps and 
needs.  These needs are exposed through methods such as functional area analysis, functional needs 
analysis, business process reengineering, corporate-level processes (such as the Capabilities Review 
                                                      
3 Acronyms are defined in Appendix D. 
4 SISSU information is posted in the Enterprise Information Technology Data Repository (EITDR), described in Figure 2. 
5 Department of Defense Information Assurance Certification and Accreditation Program , 28 November 2007, URL 
https://diacap.iaportal.navy.mil/ 
6 AFPD 33-2 documents the AF policy for the IT Lean process  
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and Risk Assessment), and architectural analyses between the current and objective IT architecture.  
After the capability gap or need has been identified, the sponsor must consider all doctrine, organization, 
training, materiel, leadership, personnel, and facility (DOTMLPF) approaches, and exhaustively document 
the need to acquire or procure an IT solution to fill the gap. 
 
National Defense Authorization Act (NDAA).  The Defense Business Systems Management Committee 
(DBSMC) replaces the Information Technology Advisory Board (ITAB); functions associated with the 
Officer of the Secretary of Defense (OSD) Overarching Integrated Product Team (IPT) process are 
replaced by a standing Investment Review Board for Defense Business Systems. 
 
Management of Defense Business Systems.   
The system program manager shall utilize DoD and Air Force policies and processes in support of the 
management of defense business system programs.  DoDD 5000.1 provides management principles and 
mandatory policies and procedures for managing acquisition programs.  DoDI 5000.2 establishes a 
simplified and flexible management framework for translating mission needs and technology 
opportunities, based on approved mission needs and requirements, into stable, affordable, and well-
managed acquisition programs that include weapon systems and automated information systems (AIS).  
It authorizes Milestone Decision Authorities (MDA) to tailor procedures to achieve cost, schedule, and 
performance goals (within statutory requirements).  AFI 63-101, Operations of Capabilities Based 
Acquisition System, 29 Jul 2005, implements AFPD 63-1, Capability Based Acquisition System, 10 Jul 
2003, DoDD 5000.01, The Defense Acquisition System, 12 May 2003, and DoDI 5000.2, Operation of the 
Defense Acquisition System, 12 May 2003. 
 
Certification of Defense Business Systems.   
Any IT system that is designated as a defense business system with  total modernization or development 
funding exceeding $1 million must be certified by the designated Investment Review Board (IRB) and 
approved by the DBSMC prior to obligating funds.  Per Section 332 of the Ronald W. Reagan National 
Defense Authorization Act for FY05 (FY05 NDAA, P.L.108-375), failure to obtain DBSMC approval may 
result in an Anti-Deficiency Act violation. Details of the AF’s certification process are found in the AF IT 
Investment Review Guide located at the AF IT Investment Compliance Review CoP.  In addition, 
information on the DoD Certification and Annual Review Processes can be found on the Business 
Transformation Agency7 website. 

3.3 Information Sharing Strategy 
The IT Lean process promotes a net-centric approach to information use that is making program-specific 
SISSU information accessible and reusable - not just captured in multiple redundant documents.  The 
new process is supported by an IT solution that allows assigned stakeholders common, secure, and 
reliable access to this information throughout the life cycle of an IT acquisition.  In addition, this 
information sharing solution provides reporting, query, and search capabilities to minimize the need to 
create extensive documentation.  Under this construct, producers of requirements and system information 
(i.e., sponsors and Program Management Offices (PMOs)) should make all SISSU information available 
to reviewers and validators so a continuous review of a program’s derived requirements can be 
conducted.  Additionally, this information is needed by requirements, acquisition, and fielding authorities 
to make program decisions at proper milestone reviews.  Figure 2 provides a high-level operational 
concept graphic of the IT Lean information sharing strategy.  
  

                                                      
7 Business Transformation Agency URL http://www.defenselink.mil/bta/ 
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Figure 2. IT Lean Information Sharing Strategy. 
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3.4 Enterprise Information Technology Data Repository (EITDR) 
The EITDR8 is the system of record for storage, management, and collection of SISSU information for all 
Air Force IT programs and initiatives.  Sponsors and PMOs must input all required information into the 
EITDR starting with the requirements definition.  Reviewers and validators must use the EITDR to 
conduct virtual evaluations of a program’s SISSU information. By using the EITDR and the Air Force 
Knowledge Service (AFKS) for data storage, stakeholders with access will continually review and validate 
SISSU information.  Requirements, acquisition, and fielding decision makers will use this information 
throughout the IT Lean and DoD 5000-series processes.  Program offices can produce some DoD 
required documentation by leveraging report-generation functionality of the EITDR. 
  

3.5 IT Lean Define Need Phase 
The IT Lean Define Need phase allows the sponsor (customer or user) to describe their capability need, 
develop functional and non-functional requirements, and allows the program manager (PM) to analyze 
the best acquisition strategy and solution.  The IT Lean process begins here.  The IT Lean Define Need 
phase is made up of three sub-phases:  Define, Refine, and Analyze, which culminate in the Define Need 
Review.  Activities and information requirements for each phase of the process are described in this 
section.  All necessary information, including architecture views (or location of architecture views), SISSU 
requirements, and location of functional requirements are stored in the EITDR, accessible by all 
stakeholders through the Air Force Portal.  For the purposes of the IT Lean Reengineering Guidebook, 
the information required during each phase of the IT Lean Process and stored in the EITDR is referred to 
as the “Capabilities Package.”9  A high-level depiction of the Define Need phase is provided in Figure 3.  
 
 

                                                      
8 SAF/XCI Email Policy dated 5 Aug 06, Mandatory Use of the Enterprise Information Technology Data Registry (EITDR) 
9 The Capabilities Package is synonymous with “survey” in EITDR.   
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Figure 3. IT Lean Define Need Phase  
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3.5.1 Define Sub-Phase 

The Define sub-phase allows the sponsor to document the high-level capability need and begin 
addressing SISSU requirements.  Activities associated with the Define sub-phase are described below. 
 
(1) Identify IT capability need.  The IT Lean Process begins when a sponsor identifies an IT capability 

need.  This occurs after all activities described in paragraph 3.2 have been executed. 
 
(2) Set up survey10 in the EITDR (if one doesn’t exist).  After receiving management approval, the 

sponsor should contact their organization’s Portfolio Manager (PfM) to create a new initiative in the 
EITDR.  PMs must contact their PfM for specific system(s) and role assignments in EITDR.  PfM 
Point of Contact (POC) information can be found on the EITDR CoP URL; 
https://rso.my.af.mil/afknprod/ASPs/DocMan/DocMain.asp?Filter=OO-TR-MC-16&FolderID=OO-TR-
MC-16-5&Tab=0.  Sponsors can contact SAF/XCPR if necessary to identify an organization’s PfM.  
The sponsor can request an EITDR account (if they don’t already have one) through 554 ELSG /SBI 
by completing a DD Form 2875, System Authorization Access Request (SAAR).11  The EITDR CoP 
contains the account access form (DD Form 2875) and access instructions.12  Reference “Air Force 
Information Systems – Getting Started Guide for Processing Systems for Certification and 
Accreditation” from registration to conducting IT Lean process.   

 
 
(3) Identify and engage system stakeholders and assign SISSU roles.  Having proper stakeholder 

involvement is crucial to the success of defining the requirement and addressing SISSU needs.  
Identify the system personnel required to fulfill the SISSU roles for data entry, review, and validation 
of the SISSU discipline information within EITDR.  Figure 4 should be used as a general guidance 
when the PM develops the System Stakeholder Review Team list.13  This stakeholder list may be 
used, maintained, and revised as necessary throughout the system life cycle.  The PM must ensure 
availability of these members. 

 
Figure 4. Stakeholder Team List. 
 

System Stakeholder Review Team List 
TEAM LIST UPDATED:  DD MMM YYYY 

The following information must be provided by the Program Manager/System Owner, except as noted.   

                                                      
10 Surveys are the “meat and potatoes” of the EITDR system, where portfolio owners answer questions to input information about 
their systems and initiatives in several categories of topics.  The different functional groups supported by EITDR (i.e., IPv6, NDAA, 
PfM/CIR, FISMA etc) require different subsets of these questions to be answered.  Collectively, the complete set of questions is 
called a survey.  Surveys are typically completed for a particular budget cycle, because answers to particular questions can 
determine the continued budgetary support for the portfolio in subsequent budget cycles. 
11 Requests can be sent to EITDR.Helpdesk@wpafb.af.mil. 
12 EITDR account information is located on the EITDR CoP URL  
https://afkm.wpafb.af.mil/asps/DocMan/DOCMain.asp?Tab=0&FolderID=OO-TR-MC-16-36&Filter=OO-TR-MC-16 
13 This stakeholder list is not exhaustive; it is intended to give the sponsor and/or Program Manger an idea of the type of expertise 
they will need for system development. 
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Individuals may fill more than one role.  For detailed stakeholder process information, consult the IT Lean 
Guidebook (paragraph 3.4.1(3), (5), and (6)) on the Information Assurance Community of Practice 
(CoP) Web Site on the Home page under the category “Community Bookshelf”. 

System Name System 
Acronym 

Version 
Number (Exactly as entered in EITDR) 

   
 

System Stakeholder Review  
Minimum Team Member List 

Title Team Members 
[Name, Rank, Phone (DSN preferred), Email Address, Organization/Office Symbol] 

Program Manager  

Functional User  

IA Manager  
Lead Architect 
(if assigned)  

Lead Engineer 
(if assigned)  

Software 
Development Lead  

DAA  
Certifying  
Authority (CA)  

CA Representative  

Agent of CA (ACA)  
Information System 
Owner (ISO)  

Test Director / 
Manager  

Assigned and provided during Initial Review on initial email.  
HQ Air Force Communications Agency (AFCA)/EVSC 

DSN 229–6485 or afca.evsc@scott.af.mil

AFCA SISSU 
Security Action 
Officer 

 

 

Title Other Team Members 
AFFMA  
Representative  (for wireless requirements) 

CITS  
Representative  

Network  
Engineer  

STEM  
Financial  
Manager  

Intelligence  
Representative  

Security Forces 
(if assigned)  

Civil Engineer 
(if assigned)  
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(4) Create System Version and Determine the Degree of System Modification. 
 

a. Create System Version.  If the system’s configuration changes the configuration 
change/modification must be processed through the IT Lean process and a system version must 
be created within EITDR.14  NOTE:  The SISSU version must be the configuration 
management version number that the system will field.  The accreditation 
decision/connection approval documents reflect the version number and therefore must 
match.  Reference paragraph 3.7.1 (1).  (Other terms used for the version number:  Product 
Baseline number, Release number, configuration control version number etc.)  

  
b. Initial Version Review Processing.  SISSU Security Validator/AFCA Action Officer (AO) 

process only.  AFCA AO will email a report to the PM to resolve the responses in EITDR. (The 
AO and PM will work through the Initial Version Review ((IVR) comments). If unable to come to 
resolution or if the PM fails to respond within 2 working days, the AO will email a report to the 
Certifying Authority (CA) (AFCA/EV) with all invalid questions and AO comments. The CA will 
forward the report to the PM’s chain of command (O-6) for action. The PM will make necessary 
changes in EITDR, notifying the AO when complete.  The AFCA AO must ensure all IVR 
questions are brought to a valid state before IVR approval. NOTE: Systems with Invalid IVR 
question responses are not ready to move to Define Need Phase.  If the IVR questions are 
determined to be valid: if not requesting a bypass, the AO sends an e-mail to the PM with 
instructions to finalize the version and proceed to the Define Need Phase.  If requesting a bypass, 
the AO sends e-mail to the PM with instructions to finalize the version and proceed to the directed 
phase.   

 
c. Determine the Degree of System Modification.  If the system has undergone a previous version in 

the IT Lean process, a “predecessor version” can be brought forward to allow update to the 
system information.  Also the Initial Review Meeting is initiated and conducted by the PM through 
contact of stakeholders to determine the level of assessment required for the current version of 
the system.  If the IVR determines there is no change to the SISSU discipline(s) from the previous 
version, the discipline(s) can be “bypassed.”  The remaining disciplines are addressed through 
the IT Lean process as deemed necessary.  NOTE:  The Security discipline will require approval 
from AFCA/EVSC based on the security review of the artifacts uploaded in the Initial Review 
Decision Outcome question.   

 
(5) A key group of stakeholders is the integrated test team (ITT) as defined in AFI 99-103.  The ITT will 

actively participate in all process phases and advise about the need for an Integrated Test Plan (ITP) 
beginning at the Refine sub-phase. 

 
The sponsor will engage their supporting intelligence representative to determine whether or not 
intelligence support is required.  If intelligence support is required, procedures in accordance with 
AFI 14-111, Intelligence in Force Modernization, must be followed in conjunction with the IT Lean 
process. 
 

(6) Notify reviewers and validators.  During this activity, the sponsor and/or program manager will 
negotiate a window of time with the SISSU reviewers and validators when production, posting, 
reviewing, and validating of SISSU information in EITDR will be accomplished.  Negotiation of 
participation can be included and discussed during the Initial Review Meeting.  NOTE:  The AFCA AO 
and SISSU Security Validator are not involved in the Initial Review Meeting.  However, 100% of the 
SISSU security questions must be answered before SISSU Security validation occurs.  As a 
minimum, reviewing and validating agencies will have 2 weeks (10 working days) to provide 
comments on the applicable set of SISSU answers once EITDR provides notification that SISSU 
questions are all answered and locked, reviewed, and validated.  EITDR will provide automatic 

                                                      
14 System version is referred to as a “snapshot in time” and correlates to a Configuration Management Product Baseline. 
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notification to all stakeholders when the current date is equal to 10 days of the discipline target 
completion date.   The information producer must perform comment resolution as necessary to 
resolve any/all issues/concerns to keep with the system IT Lean Phase schedule.  If time permits, 
reviewing and validating agencies may review questions once questions are locked and reviewed, to 
escalate the review and validation process. 

 
(7) Produce and post SISSU requirements.  After an IT capability need is identified, the sponsor and/or 

program manager must answer questions questions associated with this IT Lean sub-phase from the 
SISSU Checklist (reference paragraph 4.4.9.)   

3.5.2 Refine Sub-Phase. 

The Refine sub-phase is intended to further refine the capability need by defining functional requirements, 
drafting the ITP and project schedule, and posting required SISSU information in EITDR.  Activities 
associated with the Refine sub-phase are described below. 
 
(1) Document functional requirements.  The sponsor, with the help of the program manager, can 

document their functional requirements however they see fit.  The sponsor validates functional 
requirements during the Refine sub-phase. 

  
(2) Develop draft Integrated Test Plan (ITP).  The ITP integrates individual contractor and government 

test plans into an interlocking series of evaluations focused on the current increment with follow-on 
increments described in lesser detail.15  The program manager, sponsor, and Integrated Test Team 
will collaborate to write the ITP.  The ITP includes all security test criteria (reference DIACAP 
Validation Procedures) including those formerly identified and collected through the security testing .  

 
(3) Develop the project schedule.  The program manager, with the help of the sponsor, will develop the 

project schedule.  The project schedule must identify the tasks and assign resources to those tasks.  
The project schedule must reflect activities associated with producing, posting, reviewing, and 
validating SISSU information in EITDR. 

3.5.3 Analyze Sub-Phase 

The Analyze sub-phase consists of an analysis of potential alternatives and an extensive SISSU analysis 
on the proposed solution.  Activities associated with the Analyze sub-phase are described below.  For 
intelligence-sensitive initiatives, an intelligence support working group (ISWG) begins the intelligence 
infrastructure analysis in accordance with AFI 14-111. 
 
(1) Assess potential alternatives.  The sponsor and program team assess the performance 

characteristics and estimated costs of alternative systems to satisfy the capability need and weigh 
SISSU requirements for each alternative.  The sponsor and program management team must 
research existing and non-existing materiel solutions including COTS and GOTS products that could 
potentially satisfy the capability need and are compatible with the objective architecture used to 
define the need. 

 
The sponsor and program team, if identified, should prioritize the following potential alternatives: 

 
 Utilize enterprise resource planning (ERP) when ERP capabilities offer advantages over 

other available alternatives. 
 

 Utilize COTS or GOTS; either procure a COTS or GOTS product or integrate/tailor COTS or 
GOTS through a contractor or organically.16  (See SD-2, Buying Commercial & 

                                                      
15 AFI 99-103, Capabilities Based Test and Evaluation. 
16 The Enterprise Integration Toolkit (www.eitoolkit.com) and SD-2, Buying Commercial & Non-developmental Items: A Handbook, 
Apr 1996. http://stinet.dtic.mil/oai/oai?&verb=getRecord&metadataPrefix=html&identifier=ADA309030 can assist in COTS 
procurements. 
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Nondevelopmental Items:  A Handbook, Apr 1996, for details about acquisition and testing of 
COTS and GOTS items).  Reference Appendix A for the COTS/GOTS process. 

 
 Build a custom solution using a contractor or the government. 

 
If the alternative involves organic development, the sponsor should provide sufficient analysis to 
show that no alternative or private sector source can support the need more effectively or at lower 
cost.17 

 
(2) Choose alternative.  The sponsor, with the help of the program manager, must choose the best value 

solution that will satisfy the capability’s need and be secure, interoperable, supportable, sustainable, 
and usable.  

 
(3) Develop acquisition strategy.  The program manager, with the help of the sponsor and other 

stakeholders, develops an acquisition strategy during this phase.  The acquisition strategy explains 
the method for acquiring or procuring the solution such as a purchase agreement, contractor 
solicitation, etc.  If the acquisition strategy involves contractor development, a request for proposal 
package and source selection criteria must be developed.  

 
(4) Produce and post SISSU requirements.  When the program manager decides on the appropriate 

acquisition strategy and solution, the SISSU information for that solution is addressed.  The program 
manager, with the help of the stakeholder team, answers all required SISSU questions in the EITDR.   

 
(a) DIACAP Comprehensive Package.  System Identification Profile (SIP). The SIP is started during 

system registration in the EITDR and continually compiled throughout the certification and 
accreditation process.  The SIP provides general information about the system.  Assignment of 
DIACAP IA controls should be validated based on the Mission Assurance Category and 
Confidentially Level assigned to the system. 

 
(b) Air Force Clinger-Cohen Act (CCA).  Compliance with the Clinger-Cohen Act (CCA) of 1996.  All 

acquisitions of IT services, regardless of services category shown in Table 3-2, are subject to 
Title 40, Subtitle III, USC 11101.  

 
The PM shall initiate a Clinger-Cohen Act (CCA) compliance and certification package at program 
initiation or the earliest point possible for all IT (including National Security Systems (NSS)) 
acquisitions.  The PM shall prepare a matrix identifying the eleven items (See table located in 
E4.T1 of DoD 5000.2).  This package should be a coordinated effort with the appropriate 
functional operator or user.  The completed CCA package will be forwarded to the AF Chief 
Information Officer (CIO) (SAF/XC) to confirm compliance back to the MDA.  Major Automated 
Information System (MAIS) programs (ACAT IAM or IAC) require additional certification of 
compliance with the CCA by the DoD-CIO (OSD/NII). 

 
(c) Federal Information Security Management Act (FISMA)18.  FISMA (PL 107-347) mandates the 

agency CIO maintain an inventory of all information systems under their purview.  OMB Circular 
A-130 mandates all federal computer systems be certified and accredited.  Within DoD, DoDI 
8500.1, paragraph 4.13, requires all DoD ISs be certified and accredited.  Systems in pre-
deployment are not required to be C&A’d for FISMA purposes but should be working towards 
accreditation utilizing the DIACAP implemented via IT Lean.   

 
(d) Information Support Plan (ISP).  All systems - ACAT and non-ACAT acquisitions, and fielded 

systems must be evaluated and certified prior to (initial or updated) fielding, and periodically 
during the entire lifecycle of the program. Program Managers shall prepare the ISP, which 
documents the information support needed to develop warfighter capabilities described in the 

                                                      
17 In accordance with the Clinger-Cohen Act of 1996. 
18 Title 44 U.S.C. Sections 3541-3549 (Federal Information Security Management Act (FISMA). 

    17



                                                                         IT Lean Reengineering Process Guidebook 
 

Initial Capabilities Document (ICD), Capability Development Document (CDD), and Capability 
Production Document (CPD) or requirement document. The ISP describes and evaluates 
intelligence, infrastructure, interoperability and other IT and NSS interfaces the acquisition 
program needs during development, testing, training and operations. The ISP also documents 
current/projected deficiencies in intelligence support needed to develop the weapon system 
capability. 

 
An approved ISP is required not later than Milestone B (or appropriate and related “milestone- 
like event” (for Non-ACAT) and should be initially developed concurrently and collaboratively with 
the associated CDD or CPD, unless exceptions are noted in an Acquisition Decision 
Memorandum. As the program matures, or proceeds through multiple evolutionary blocks or 
phases, the Program Manager shall update the ISP. Updates shall contain progressively more 
detailed and specific time-phased descriptions of the types of information needed; integrated 
architectures; spectrum supportability, security, connectivity, and interoperability issues; and 
infrastructure, intelligence, information assurance, net-readiness, and other information support 
needs. Changes in information support, infrastructure, and interface requirements resulting from 
proposed changes in approved JCIDS documents shall be highlighted to facilitate the ISP review. 

 
(5) The MDA or cognizant fielding authority shall review, assess, and approve ISPs for ACAT and 

Non-ACAT programs. At the end of MS B (or milestone-like event), the PM will ensure all support 
concept elements are fully identified with supporting documentation. For IT Lean the ISP should 
be completed by Design Review.  At this point, the PM, together with the operator MAJCOM, will 
decide whether technologies will be organically supported, contractor supported, or a combination 
thereof. Examination and evaluation of existing support concepts and preparation for the 
development of the new support systems is key to posturing for the next phase. Additional 
guidance on ISPs can be found at http://www.dau.mil/pubs/gdbks/acqulogguide.asp; DoD 
Directive 4630.5, Interoperability and Supportability of Information Technology (IT) and (NSS), - 
http://www.dtic.mil/whs/directives/corres/html/46305.htm; DoD Instruction 4630.8, 
Procedures for Interoperability and Supportability of Information Technology (IT) and (NSS), 
http://www.dtic.mil/whs/directives/corres/html/46308.htm; and CJCSI 6212.01, 
Interoperability and Supportability of Information Technology and NSS, 
http://www.dtic.mil/cjcs_directives/cjcs/instructions.htm#6000.  For procedures on 
submitting and coordinating the ISP, see the SAF/XCX ISP Policy Community of Practice on Air 
Force Knowledge Now: https://rso.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=OO-AQ-
AF-18. 

 
(5) Validate SISSU information in EITDR.  This activity is performed by personnel and/or 

organizations identified in Figure 4. 
  
(6) SISSU Security Validator/AFCA AO process only.  The AFCA AO will validate/invalidate the 

responses to Define Need Phase security questions. Invalidated questions will be accompanied 
by an entry in the comment portion of each question. NOTE: All questions must be brought to a 
“Valid” state before applying for Define Need SISSU Security discipline approval.  The AO will 
email a report to the PM to resolve the invalid responses in EITDR. (This is a one-time attempt at 
Define Need response resolution between the AO and the PM).  The PM will make necessary 
changes in EITDR, notifying the AO when complete.  If the PM does not resolve all the invalid 
questions or if the PM fails to respond within 2 working days after all Define Need questions have 
had a validation review, the AO will email a report to the CA with all invalid questions and 
comments for resolution. The CA will forward the report to the PM’s chain of command (O-6) for 
action. The PM will make necessary changes in EITDR, notifying the AO when complete. AO will 
re-validate the Define Need questions. If Define Need questions remain invalid, the AO will 
recommend “Non-Concur” to the CA.  The AO will include a report with all Invalid questions and 
comments. The CA will notify the ISO and DAA with recommendation for “Non-Concur”.  NOTE: 
Systems with invalid Define Need question responses are not ready to move to the Design 
Phase.  If a “Non-Concur” has been recommended, the PM cannot proceed to the Design Phase. 
The CA, ISO, DAA, & PM must resolve before further AO actions. Once all Security Define Need 
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questions have been validated, the AO will email the PM allowing them to proceed to the Design 
Phase and request the PM contact AFCA/EVSC for approval of the Security Discipline when all 
other SISSU disciplines have been approved. The PM sends email request for SISSU Security 
Approver (AFSC/EVSC) to lock and approve the security discipline when all other disciplines are 
complete. 

 
(7) Send recommendation to the program manager.  This activity is performed by the validation 

authorities identified in Figure 29. The recommendation includes any associated risks and/or any 
SISSU information that requires adjudication by the decision authority.  This recommendation is 
used by the decision authority as part of the Define Need Review. 

3.5.4 Define Need Review. 

After the need has been documented, refined, and analyzed, the Define Need Review is held.  A 
validation of all applicable SISSU requirements by the appropriate validators (described in paragraph 4.3) 
is an input to the Define Need Review.  The chair of the Define Need Review determines the appropriate 
type of meeting (i.e., physical or virtual).  The DNR cannot be done until all questions in the SISSU Define 
Needs Phase have been answered, reviewed and validated. 
 
This review ensures the appropriate analysis has been done on the functional requirements, derived 
SISSU requirements, and potential solutions.  The approval authority varies based on the scope and 
dollar amount of the requirement. For functional and MAJCOM requirements that do not meet Air Force 
Requirements for Operational Capabilities Councl (AFROCC) thresholds (ref AFI 10-601), the approving 
authorities are the chairs of the functional and MAJCOM requirements boards.  In some cases, the 
functional and MAJCOM requirements boards will approve a requirement before sending it to the 
AFROCC.  For infostructure requirements that do not fall within a specific functional domain (e.g., 
potential cross-cutting MAJCOM requirements), the O-6 level Infostructure Requirements Council will 
validate and approve.19 
 
To initiate the Define Need Review, the sponsor/program manager contacts the appropriate functional or 
MAJCOM requirement board, where the requirement is presented and considered.  The requirement 
review boards have architectural and IT expertise to verify that SISSU information has been addressed.  
Based on the questions that must be answered in this phase for all SISSU questions, the appropriate 
stakeholders should be at the review board.  Formation requirements for the Define Need Review vary 
from board to board.  At a minimum, the presentation will discuss or explain how SISSU needs have been 
met.  After receiving the briefing, the approval authority (often the chair of the requirements review board) 
makes a decision on whether or not to proceed with designing and developing the capability. 
 
Figure 5.  Define Need Review Participants. 
Figure 5 identifies the chair(s) and participants at the Define Need Review. 
 

Chair(s) Participants (Role) 
IT Infostructure Req. Council Chairs 

or 
Functional Lead 

or 
MAJCOM Lead 

or 
PM  

Dependent on the requirements review board. At 
a minimum, the review should involve the 
Functional and/or MAJCOM CIOs and Product 
Center Chief Architects. 

 
NOTE:  For applications in the sustainment phase of their lifecycle, delegation of formal review “chair” 
may be delegated to the Program Manager for the Define Need Review. 
 

                                                      
19 Infostructure Requirements Council Charter is located on AIPT Community of Practice (CoP) web site at 
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=OO-SC-AF-42 and reference i-TRM URL https://itrm.hq.af.mil/itrm/ 
for process guidance.  

    19

https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=OO-SC-AF-42
https://itrm.hq.af.mil/itrm/


                                                                         IT Lean Reengineering Process Guidebook 
 

The results of this review are documented in a memorandum signed by the decision authority.  If 
approved, the memorandum will grant the authority to proceed to the next phase.  A template for this 
memorandum is provided in Appendix B. 

3.6 IT Lean Design Phase 
The IT Lean Design phase allows the PMO to design a solution consistent with the acquisition strategy.  
The IT Lean Design phase is initiated after the Define Need Review and is made up of three sub-phases:  
Prepare, Design, and Validate, which culminate in the Design Review. Activities and information 
requirements for each phase of the process are described in this paragraph.  The IT Lean Design phase 
builds on the Capabilities Package in the EITDR, expanding it to include additional SISSU and 
programmatic information.  A high-level depiction of the Design phase is provided in Figure 6.  
 
Figure 6.  IT Lean Design Phase. 

 

Prepare Design

Design 
Review (DR)

Validate

Validation
SISSU Sub-Process

 
 

 

3.6.1 Prepare Sub-Phase 

The IT Lean Design phase begins after the sponsor has selected an acquisition strategy from the Define 
Need Review and documented all applicable SISSU and functional requirements.  When the PMO has 
the authorization to proceed from the sponsor, they begin the Prepare sub-phase. Activities associated 
with the Prepare sub-phase are described below. 
 
(1) Notify reviewers and validators.  During this activity, the sponsor and/or program manager will 

negotiate a window of time with the SISSU reviewers and validators when production, posting, 
reviewing, and validating of SISSU information in EITDR will be accomplished.  However, 100% of 
the SISSU security questions/IA controls must be answered before SISSU Security validation occurs.  
As a minimum, reviewing and validating agencies will have 2 weeks (10 working days) to provide 
comments on the applicable set of SISSU answers once EITDR provides notification that SISSU 
questions are all answered and locked, reviewed, and validated.  EITDR will provide automatic 
notification to all stakeholders when the current date is equal to 10 days of the discipline target 
completion date.  The information producer must perform comment resolution as necessary during 
this period.  As a prelude, notify the reviewing/validating authority when SISSU questions are 
answered so that they can "assist" the information producer.  If time permits, reviewing and validating 
agencies may review questions once questions are locked and reviewed, to escalate the review and 
validation process.  

 (2) Define the environment required for the Design phase.  Defining the environment includes acquiring 
or securing the use of all hardware and software, models and simulations, testbeds, test 
instrumentation to include training the design team, and gathering data as needed. 

3.6.2 Design Sub-Phase 

The actual system design is produced during the Design sub-phase. Activities associated with the Design 
sub-phase are described below. 
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 Produce system design(s). The design team (contractor and/or government) produces the design 
using the functional requirements, stakeholder input, and SISSU questions in the EITDR as primary 
guides.  As possible, all SISSU elements are built into the system design.  If applicable, a proof-of-
concept is created during this phase.  The Design sub-phase is completed when the design is built 
and ready for validation by the stakeholder team. 

3.6.3 Validate Sub-Phase 

The Validate sub-phase requires the program manager to validate one or more designs in preparation for 
the final review by the customer. Activities associated with the Validate sub-phase are described below. 
 
(1) Review and validate system design.  The program manager’s staff reviews the system design(s) and 

reduces technical risks by reviewing all applicable SISSU information in the EITDR.  Program risks, 
(including i.e., costs, schedule and performance) are reviewed here.  A key part of this validation is 
ensuring all functional and necessary SISSU requirements have been adequately incorporated in the 
system design.  After the program manager validates the design(s), a meeting is held with the 
customer and the other stakeholders for final review.  If the sponsor and stakeholders agree that the 
design does not adequately address functional and SISSU requirements, the design is not validated. 

 
(2) Assess Program Risk Level.  The program manager’s staff will further assess risk using the 

Guidelines for Conducting Operational Test and Evaluation for Software Intensive System 
Increments, published by the Director, Operational Test and Evaluation (DOT&E), June 16, 2003.  
This document presents a set of guidelines for tailoring pre-development test strategies and test 
events to the operational risk of a specific system increment.  It provides “affordable confidence” to 
the IT Lean Process while mitigating risk.  For insignificant to moderate risk increments, these 
guidelines streamline the operational test process by potentially reducing the degree of testing.  
These guidelines also permit the delegation of testing and fielding decisions for specific increments.  
These guidelines apply to all increments of software-intensive systems except the “core” increment 
that undergoes full operational testing. 

 
(3) Produce and post SISSU requirements.  After an IT capability need is identified, the sponsor and/or 

program manager answer questions associated with this IT Lean sub-phase from the SISSU 
Checklist (reference paragraph 4.4.9.)  

 
(4) Validate SISSU information in EITDR.  This activity is performed by personnel and/or organizations 

identified in Figure 4. 
 

(5) SISSU Security Validator/AFCA AO process only..  The SISSU Security Validator will 
validate/invalidate the responses to the Design Phase questions. Invalidated questions will be 
accompanied by an entry in the comment portion of each question.  If Invalid (invalid - does not have 
an acceptable plan), responses are provided by adding comments in EITDR to support the reason for 
invalidation. The Security Validator will send an email to the PM identifying all invalid responses and 
directions for further actions. (This is a one-time response from the Security Validator to the PM in an 
effort to meet the “IA control expectations”.)  The PM will update IA controls (answer, lock, and 
review) in EITDR based upon the report provided by the SISSU Security Validator. Once all questions 
are locked again, EITDR will notify the SISSU Security Validator the system is ready for re-validation. 
Security Validator will re-validate the responses. If changes (provided by the PM) to Security 
questions are again determined to be invalid: the SISSU Security Validator will provide comments in 
EITDR to support the reason for invalidation. The SISSU Security Validator will send an email with an 
attached report to the CA identifying remaining invalid responses. The CA will send the report to the 
PM’s chain of command (O-6) for action. The PM will update questions (answer, lock, and review) in 
EITDR based upon the report provided by the CA to the PM’s chain of command. EITDR will notify 
the SISSU Security Validator when ready for validation. The SISSU Security Validator will re-validate 
the responses. If at this time, the Security question responses remain invalid: the SISSU Security 
Validator will provide a DATO recommendation to the CA & DAA which will include a report of all 
remaining “invalid” Security questions, the Scorecard and a POA&M (if available at this time).  A 
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POA&M will be included if the system has non-compliant IA controls, whether they are the IA controls 
in resolution, or if they have been validated already. If the system is using a predecessor with a 
POA&M, that version’s POA&M must also be included. NOTE: All questions must be brought to a 
“valid” state before applying for Design Phase Security discipline approval. If a DATO has been 
recommended, the PM can not proceed on to Build & Test.   The CA will forward a recommendation 
for DATO to the system ISO, DAA, & AF-DAA.  CA, ISO, DAA, & PM must resolve before further 
AFCA actions can take place. The DAA will provide an accreditation decision to the PM’s chain of 
command and CA.  NOTE:  If a DATO has been recommended, the PM can not proceed on to 
Design Phase. (AFCA will await further guidance from DAA).  If all questions are valid (valid - met the 
requirements as stated in the Phase 2; has not met requirement, but has an acceptable mitigation 
plan; or has not met the requirement, but recommend the DAA accepts the risk).  The SISSU Security 
Validator will provide comments to support the validation of non-compliant IA controls and provide 
additional comments as necessary.  Once all Design security questions have been validated, the 
Security Validator will email the PM and request the PM contact AFCA/EVSS for approval of the 
Security Discipline (in the Design Phase) when all other SISSU disciplines have been approved for 
the Design Phase, thereby allowing them to proceed to Build & Test Phase.  The PM sends email 
request for AFCA/EVSS to lock and approve the Security discipline. AFCA/EVSS locks and approves 
the Security discipline for the Design Phase. An EITDR-generated message will notify the PM of 
security discipline approval. 

 
(6) Registration of information system Ports, Protocols, and Services (PPS).  The Security Validator will 

forward the system’s PPS information to the appropriate AF authority for registration.  The AF 
authority will forward the system’s PPS information to the DoD official.  The SISSU Security Validator 
reviews and verifies the PM completed PPS worksheet is accurate and complete and provides it to 
the EVSS PPS Validator (AFCA.EVSIA5@scott.af.mil) for review and registration. NOTE: The PPS 
may or may not be available at this time based upon system design and implementation status. The 
PPS worksheet is not required until the Build & Test Phase. The SISSU Security Validator reviews 
the PPS for accuracy and completeness.  If needed, will work through the PPS Validator 
(AFCA/EVPI) to fix and complete.  The PPS Validator forwards worksheet to AF PPS Registrar.  AF 
PPS Registrar then notifies appropriate System POC and PPS Validator of completed registration via 
email. The SISSU Security Approver approves the Security discipline in the  Design Phase.   

 
(7) Send recommendation to the program manager.  This activity is performed by the validation 

authorities, identified in Figure 29.  The recommendation includes any associated risks and/or any 
SISSU information that requires adjudication by the decision authority.  This recommendation is used 
by the decision authority as part of the Design Review.   

 
(8) Request an interim authorization to test (IATT).  The IATT is a temporary authorization to test an 

information system in a specified operational information environment or with live data within the 
timeframe and under the conditions or constraints enumerated within the IATT documentation. An 
IATT may not be used to avoid ATO or IATO validation activity and certification determination 
requirements for authorizing a system to operate. Operation of a system under an IATT in an 
operational environment is for testing purposes only (i.e., the system will not be used for operational 
purposes during the IATT period). The program manager may request an IATT during the Build and 
Test phase of the IT Lean process. Per DoDI 8510.01 (6.3.3.2.6.3.), in order for a system to  request 
an IATT, all applicable IA controls should be tested and satisfied prior to testing in an operational 
environment or with live data except for those which can only be tested in an operational 
environment. If the information system has an appointed DAA or Lead DAA the appointed DAA or 
Lead DAA will sign the IATT. The AF-DAA (MAC I systems), AFCA/CC (MAC II systems), or 
AFCA/EV (MAC III systems)  are the only individuals who can approve the Authorization to Connect 
(ATC). Otherwise, the AF-DAA will grant the IATT and ATC for the information system.  Reference 
Initial Review Decision Review Outcome help text and the IA CoP Frequently Asked Questions (FAQ) 
for specific procedures on required artifacts for IATT or an additional IATT. 
 
Guest systems follow the process for requesting an ATC, and upload their artifacts, to include their 
IATT, IAW the Guest system process. 
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3.6.4 Design Review 

The Design Review is a formal review of the proposed system design(s) with the customer and 
stakeholders.  The chair of the Design Review determines the type of meeting (i.e., physical or virtual) 
that is appropriate.  All the requirements, including functional, interface, database, system specifications, 
risk mitigation strategies, critical technical parameters, and SISSU validations are presented.  The 
acquisition strategy with cost, schedule, and performance updates is also provided.  The program 
manager through collaboration with the customer, design team and stakeholders, selects a solution and 
outlines a recommended course of action to begin development. 
 
The approval authority for the Design Review is dependent on the scope of the requirement, and can 
range from the functional lead, the program executive office (PEO), the acquisition wing or group 
commander, or the program manager.  The DR cannot be initiated until all questions in the SISSU Design 
Phase have been entered, reviewed and validated.  Figure 7 identifies the chair(s) and participants at the 
Design Review. 
 
Figure 7.  Design Review Participants. 
 

Chair(s) Participants (Role) 
Functional Lead 

or 
Program Executive Office (PEO) 

or 
Acquisition Wing/Group Commander 

or 
Program Manager 

- System Designated Approval Authority (or 
designated representative) 

- Integrated Test Team Representative(s) 
- Functional Lead (Usability) 
- Architect (Interoperability) 
- Chief Engineer (Supportability & Sustainability) 

 
The results of this review are documented in a memorandum, signed by the decision authority.  If 
approved, the memorandum will grant the authority to proceed to the next phase. A template for this 
memorandum is provided in Appendix B. 

3.7 IT Lean Build and Test Phase 
The IT Lean Build and Test Phase represent the development, testing, and final review or approval 
activities of the system.  The IT Lean Build and Test phase is initiated after the Design Review and 
consist of two activities:  Build & Integration Test and Operational Test.  Although developmental test and 
evaluation (DT&E) occurs primarily during the Build & Integration Test activities, it will in some measure 
occur throughout the IT Lean Process.  Operational test and evaluation (OT&E) will be integrated as 
much as possible with DT&E, consistent with DoDI 5000.2 and AFI 99-103, to take advantage of any 
synergies and commonalities between these tests; however a dedicated phase of operational testing is 
required before full rate production or system fielding is approved.  
 
The Build and Test phase includes all of the activities and products from the Design Readiness Review 
(DRR) to the Full–Rate Production Decision Review (FRPDR) described in DoDI 5000.2 and the Air Force 
instructions that implement DoDI 5000.2.  The Build and Test phase does not include the Low-Rate Initial 
Production activities and related products, the Capability Production Document (CPD), Performance 
Based Logistics Implementation, and Live Fire Test & Evaluation.  Also note that the Economic and Cost 
activities developed for the Affordability Assessment in the Define Need phase probably will not change in 
this phase, unless the data used in the previous calculations changes.  The Affordability Assessment from 
the Define Need Phase can be used in this phase.  The phase description that follows emphasizes 
additional or modified activities, products, and considerations that the IT Lean Framework requires.  
 
Figure 8.  IT Lean Build and Test Phase 
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Initiate, post, review, and validate responses to the SISSU Checklist.  The Program Manager and other 
stakeholders may begin answering questions associated with the Build and Test phase from the SISSU 
Checklist (reference paragraph 4.4.9.)  Complete all review and validation activities for all of the 
responses to the SISSU Checklist questions associated with the Build and Test phase prior to TRR II. 
 
The IT Lean Build and Test phase is characterized by the concepts of seamless verification and 
integrated testing.  Seamless verification constitutes the planning, conducting, and reporting of cost 
effective test and evaluation (T&E) programs as an efficient continuum of integrated testing.20  It helps 
testers structure T&E to more effectively support the requirements and acquisition processes.  Seamless 
verification minimizes the handoffs and rework between contractor, developmental, and operational 
testing by implementing integrated testing techniques and procedures.  Key stakeholders from multiple 
disciplines must integrate their efforts, share all information, identify problems early, and ensure that 
systems are ready to enter dedicated operational testing with a high probability of success.  The 
seamless verification concept is integrated testing, which is the preferred way to organize all T&E 
activities, resources, and information within statutory and regulatory guidelines and sound engineering 
principles.  
 
The ITT will establish developmental and operational test strategies consistent with customer 
requirements and developer efforts.  The T&E strategy must support the requirements and acquisition 
strategies.  All tests, each with specific objectives, must be organized to achieve the greatest possible 
synergy, efficiency, and effectiveness.  Testers will help ensure these documents support development of 
a T&E strategy, and that operational capability requirements are testable.  The ITT will implement testing 
best practices such as automated test scripts to facilitate automatic playback with automated validation.  

3.7.1 Build and Test Activities 

During Build and Test, components are built, validated, assembled, and integrated to form a system, and 
then integrated with the supporting infrastructure.  Testing needed to validate these steps is also 
performed.  The Build and Integration Test activities include all of the activities and products from the 
Design Readiness Review (DRR) to Milestone C described in DoDI 5000.2 and the Air Force instructions 
that implement the DoD 5000-series of instructions, except the products previously noted in the 
description of the Build and Test phase. 
 
(1) Assign producers, reviewers, and validators.  During this activity, the sponsor and/or program 

manager will negotiate a window of time with the SISSU reviewers and validators when production, 
posting, reviewing, and validating of SISSU information in EITDR will be accomplished.  If time 
permits, reviewing and validating agencies may review questions once questions are locked and 
reviewed, to escalate the review and validation process. 

 
(2) Define the environment required for the Build and Test phase.  Defining the environment includes 

acquiring all the hardware and software, training the testers, and gathering data as needed. 
 

(3) Complete the Integrated Test Plan, and the Test and Evaluation Master Plan (TEMP) if required, and 
all draft test scripts except unit test scripts.  Finalize and evaluate any test scripts still in draft form, 

                                                      
20 According to AFI 99-103, Capabilities Based Test and Evaluation. 
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with the exception of unit test scripts.  Trace all test scripts back to the system design or 
requirements.  Test scripts should follow the strategies defined in the test plan. 

 
(4) Component Build.  The Component Build follows the DoDI 5000.2 activities.  During Component 

Build (done one component at a time), the software components are built to provide the materiel 
solution.  Organize, combine, validate, and regression test the software components to form the 
complete system.  Organize and combine test materials to form a complete test package for 
component integration testing.  Test the combined components and continue efforts to validate 
regression test conditions carried forward from earlier phases.  Testing conducted during component 
build will continue to test system performance, security, and interoperability capabilities.  Test 
planning for certification will continue for these three areas.  

 
(5)  Test Readiness Review I (TRR I).  Upon completion of the component integration testing, the 

Program Manager and DT&E Test Director conduct and co-chair TRR I.  The chairpersons of the 
TRR I determine the type of meeting (i.e., physical or virtual) that is appropriate.  Agreement to 
proceed will result in continuing with the Build and Test activities.  If  the condition of the system 
results in an agreement to recycle for correction, then the system goes to the appropriate phase for 
resolution.  When agreement cannot be reached, the situation is elevated up the management chain 
until resolved.  Figure 9 identifies the chairpersons and participants at TRR I.   

  
Figure 9. TRR I Participants. 
 

Chairpersons  Participants (Role) 
Program Manager - Program Management Team 

and 
DT&E Test Director  

- Sponsor Representatives  
 

  
The results of this review are documented in review minutes signed by the chairpersons.  

 

 

 

3.7.2 Formal System Test Activities 

(1) Perform System Build and Test.  During the System Build and Test, verify that all components are 
integrated to function properly, and the system has been integrated with the supporting infrastructure.  
Stub-test the system interfaces before entering the system integration test.  

 
 Leverage the test materials used during Component Build Testing, and any additional data needed to 

test system integration functions that would otherwise go untested, to the maximum extent possible.  
This test package consists primarily of transactions to test the functionality of the system, thus 
making comprehensive test results available for review and analysis by functional test personnel.  
Additionally, this same information is used to establish simulated operational conditions needed to 
test other functions (e.g., various types of recovery), interoperability testing, and other capabilities 
that are dependent on activity being generated by the system.  Through test automation, complete 
systems tests can be conducted and validated in a darkroom environment, thus making possible 
regression and compatibility testing at a level and within time constraints otherwise not attainable 
(e.g., technical compliance network order (TCNO) validation by using applications, application 
compatibility with infrastructure changes, regression testing of sustainment activity). 

 
 In addition to the System Build and Test specified above, also accomplish initial interoperability 

testing.  Prior to this time, stub testing was used to validate the system interfaces; however, testing at 
this point will consist of the actual end-to-end interoperability test when feasible. 
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(2) Perform Performance Evaluation Test.  The Performance Evaluation Test evaluates factors like 
response time and capacity.  Stress the system by executing a real or simulated load and compare 
performance as the load varies.  It is important to create tests that are repeatable under a variety of 
possible field configurations. 

 
(3) Perform the System Operability Test.  Conduct the System Operability Test in a laboratory or a 

location that is isolated from the base network that is functionally equivalent and appropriately scaled 
to the target operational environment.  If the operational test is conducted in an operational 
information environment or with live data, then the AF-DAA will have to provide an Interim 
Authorization to Test and ATC21.  If the IS has an appointed DAA or Lead DAA then the AF-DAA or 
authorized authorities based on MAC level will provide the ATC in conjunction with the IATT.  Certify 
security, interoperability, performance, and functionality.  The testing conducted is as near as 
possible to actual operating conditions.  Testing begins by validating the test environment (hardware 
and software), loading and installing the release, and performing other activities needed to ready the 
environment for testing.  Conduct the systems test using essentially the same test materials as used 
for system integration testing.  This should be an automated test, with automated validation, and is 
intended primarily to support a realistic assessment of the system from a functional perspective.  In 
addition, train functional personnel and provide hands-on time to test any functional conditions that 
remain outstanding and to build the confidence needed to support functional certification.  Conduct 
integrated tests to support security, performance, and interoperability certification.  Throughout the 
phase, identify and document defects, and return the system to the applicable phase for resolution.  
After correction, validate and regression test as part of their acceptance. 

 
(4) Send SISSU recommendation to the Program Manager.  The validation authorities identified in Figure 

29 provide recommendations, including any associated risks or any SISSU information that requires 
adjudication by the decision authority.  The decision authority uses this recommendation as part of 
the TRR II.  

(5) Obtain an Interim Authorization to Test (IATT).  The IATT is a temporary approval granted by the 
Lead Designated Accrediting Authority (DAA) (AF-DAA, Space DAA, SAP/SAR DAA), or appointed 
DAA for a system to test based on preliminary results of a security evaluation.  An IATT is required 
before the system is put on the live network for operational testing or if the system is tested with live 
data.  The AF-DAA or appointed DAA is the only authorized authority who can approve the IATT.  
The AF-DAA or authorized authorities, based on the MAC level, are the only individuals who can 
approve the connection approval authority.  The IATT may be issued at TRR II.  

(6) SISSU Security Validator/AFCA AO process only.  The SISSU Security Validator will 
validate/invalidate the responses to Build and Test phase questions. Invalidated questions will be 
accompanied by an entry in the comment portion of each question. NOTE: If a request for an IATT 
has been submitted by the PM, the SISSU Security Validator will validate the Build and Test phase 
security portion in order to provide a IATT security recommendation.  

3.7.3 Conduct Test Readiness Review II (TRR II)  

This review determines if the system is ready to proceed to operational testing.  If the determination is 
that the system is not ready, the system returns to the appropriate phase for resolution.  If the system is 
determined to be ready, it proceeds to operational test activities.  The chairperson of the TRR II 
determines the type of meeting (i.e., physical or virtual) that is appropriate.  The AF-DAA (Air Force 
Network Operations (AFNETOPS)/CC or AF-DAA Representative) approves/disapproves the system for 
connection to the operational network for OT&E.  Figure 10 identifies the chairpersons and participants at 
TRR II. 
 
Figure 10. TRR II Participants 
                                                      
21 DoDI 8510.01, DoD IA C&A Program dated 28 Nov 07, paragraph 6.3.3.2.6.3 and AFPD 33-2, Communications and Information, 
Information Assurance (IA) Program  
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Chairpersons Participants (Role) 

- Information System Owner or Delegated Accrediting 
Authority 

- AF-DAA (AFNETOPS/CC), AF Certifying Authority, or 
AF-DAA Representative if requested22 

Operational Test Director 

- Program Management Team 
- Sponsor Representatives  

 
The chairperson signs the documented results of this review. 

Obtain at least an IATT.  If an IATO has not been issued previously, an IATT is issued at TRR II.  The 
IATT is a temporary approval granted by the Lead Designated Accrediting Authority (DAA) (AF-DAA, 
Space DAA, SAP/SAR DAA), or appointed DAA for a system to be tested in an operational enviornment 
or with live data. The AF-DAA authorized authorities based on MAC level will provide the ATC.      

3.7.4 Operational Test Activities 

The Operational Test activities consist of Operational Test & Evaluation (OT&E) as determined from a 
review of DOT&E’s Guidelines for Conducting Operational Test and Evaluation for Software Intensive 
System Increments.  The amount of operational testing required will be commensurate with the risk 
inherent in the system.  The Operational Test activities culminate in the Field Readiness Review (FRR).  
The Operational Test activities include all of the activities and products from the Milestone C to Full Rate 
Production Decision Review (FRPDR) described in DoDI 5000.2, and the Air Force instructions that 
implement the DoD 5000-series, except the products previously noted in the description of the Build and 
Test Phase.   
 
(1) Conduct Operational Test & Evaluation (OT&E).  OT&E determines system operational effectiveness 

and operational suitability, and the operational impacts of fielding or employing a system across the 
full spectrum of military operations.  OT&E also looks at doctrine, operational concepts, system 
performance, procedures, tactics, training, organization, personnel, logistics support elements, 
intelligence support elements, and materiel issues.23 

 
 Conduct OT&E in a realistic operational environment under actual operating conditions with 

representative users supporting the test.  This testing determines if operational requirements are 
satisfied, and assesses system impacts to peacetime and combat operations.  OT&E identifies and 
helps resolve deficiencies as early as possible, identifies the need for enhancements, and looks at 
changes in system configuration that alter system performance. 

(2) Produce and post SISSU requirements.  The sponsor and/or program manager answer questions 
associated with this IT Lean sub-phase from the SISSU Checklist (reference paragraph 4.4.9.) 

(3) . SISSU Security Validator/AFCA AO process only.  The SISSU Security Validator will 
validate/invalidate the responses to Build and Test phase questions. Invalidated questions will be 
accompanied by an entry in the comment portion of each question.  If Invalid responses are provided, 
the SISSU Security Validator provides comments in EITDR to support the reason for invalidation. The 
SISSU Security Validator will send an email with an attached report to the PM identifying all invalid 
responses and directions for further actions. (This is a one-time response from the SISSU Security 
Validator to the PM in an effort to meet the “IA control.”)  The PM will update Security questions 
(answer, lock, and review) in EITDR based upon the report provided by the SISSU Security Validator.  
Once all questions are locked again, EITDR will notify the SISSU Security Validator the system is 
ready for re-validation.  The SISSU Security Validator will re-validate the responses. If changes 
(provided by the PM) to the Security questions are again determined to be invalid:  the SISSU 

                                                      
22 AFPD 33-2, Communications and Information, Information Assurance (IA) Program 
23 AFI 99-103, Capabilities Based Test and Evaluation. 
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Security Validator will provide comments in EITDR to support the reason for invalidation. The SISSU 
Security Validator will send an email with an attached report to the CA identifying remaining invalid 
responses.  The CA will send the report to the PM’s chain of command (O-6) for action. The PM will 
update questions (answer, lock, and review) in EITDR based upon report provided by the CA to the 
PM’s chain of command.  EITDR will notify the SISSU Security Validator the system is ready for 
validation. The SISSU Security Validator will re-validate the responses. If at this time, the Security 
question responses remain invalid the SISSU Security Validator will provide a DATO 
recommendation to the CA and DAA which will include a report of all remaining “invalid” Security 
questions, the Scorecard, and a POA&M (if available at this time).  A POA&M will be included if the 
system has non-compliant IA Controls, whether they are the IA Controls in resolution, or if they have 
been validated already. If the system is using a predecessor with a POA&M, that version’s POA&M 
must also be included. NOTE:  All questions must be brought to a “valid” state before requesting the 
Build and Test phase, Security discipline approval. If a DATO has been recommended, the PM can 
not proceed on to Release and Support phase.  The CA will forward the security recommendation for 
DATO to the system ISO, DAA, and  AF-DAA.  The CA, ISO, DAA, and  PM must resolve before 
further AFCA actions can take place.  The DAA will provide accreditation decision to PM’s chain of 
command and CA.  NOTE:  If a DATO has been recommended, the PM can not proceed on to 
Release and Support Phase. (AFCA will await further guidance from DAA).  If all questions are valid 
(valid - met the requirement as stated in Phase 3; has not met requirement, but has an acceptable 
mitigation plan; or has not met the requirement, but recommend the DAA accepts the risk.)  The 
SISSU Security Validator will provide comments to support the validation of non-compliant IA controls 
and provide additional comments as necessary.  The SISSU Security Validator reviews and verifies 
the PM completed PPS worksheet is accurate and complete.  If previously registered, verifies no 
changes were made and no additional PPS actions are required at this time.  If not previously 
registered, provides the PPS worksheet to the AFCA/EVSS PPS Validator 
(AFCA.EVSIA5@scott.af.mil) for review and registration.  The AFCA/EVSS PPS Validator reviews the 
PPS for accuracy and completeness.  If needed will work through the SISSU Security Validator for  
fix.  The AFCA/EVSS PPS Validator forwards worksheet to AF PPS Registrar.  The AF PPS Registrar 
via email notifies the appropriate system POC and PPS Validator of the completed registration. 

(4) The PM will generate a POA&M in EITDR.  If it is determined the POA&M data information is 
classified or a data aggregation issue, prepare the POA&M in a classified environment and convey it 
outside EITDR to the SISSU Security Validator via SIPRNET.     The SISSU Security Validator will 
instruct the PM to also include non-applicable IA Controls into the POA&M.  AFCA/EVSS locks and 
approves the Security discipline for the Build and Test phase; regardless of other disciplines.  An 
EITDR-system generated notification is sent to the PM indicating the security discipline approval. The 
SISSU Security Validator provides a certification determination to the AF-DAA or appointed DAA of 
for the accreditation decision. If AFNETOPS/CC is the DAA, one memo will be prepared for the 
accreditation and connection approval decision.  If the System DAA is appointed by AFNETOPS/CC 
then AFCA/EVSC prepares the ATC package.  NOTE:  The ATC decision may occur before an 
Authorization to Operate (ATO) is  issued, however, the final ATC decision will not be released until 
the ATO is issued. 

3.7.5 Field Readiness Review (FRR) 

The designated Milestone Decision Authority (MDA) or like authority and the Information System Owner 
co-chair the FRR.  The Lead DAA’s (AF-DAA, Space DAA, SAP/SAR DAA), appointed DAA, or AF-DAA 
Representative may be requested to participate if issues warrant their attendance.  The chairpersons of 
the FRR determine the type of meeting (i.e., physical or virtual) that is appropriate.  Upon completion of 
operational testing, the chairpersons review the operational test results and recommendations by the 
SISSU validators, Lead DAA or Appointed DAA as to the accreditation decision/connection approval to 
ensure that the system is SISSU-compliant and ready for fielding.  If the MDA or like authority determines 
the system is not ready, the system returns to the appropriate phase for resolution.  Otherwise, the 
chairpersons will provide fact-based, operational risk management based recommendations for FRR final 
decision to field the system.  Figure 11 identifies the chairpersons and participants at the FRR. 
 

    28



                                                                         IT Lean Reengineering Process Guidebook 
 

(1) Obtain the Authorization to Operate (ATO) or Interim Authorization to Operate.  The ATO/IATO is an 
approval granted by the Lead DAA or appointed DAA to operate the system at an acceptable level of 
risk.  Information System Owners must review accreditation packages and submit the package to the 
CA and AF-DAA or Appointed DAA.  For systems with an IATO, ISO reviews the POA&M and provide 
updated POA&M to the CA and AF-DAA for Lead DAA or appointed DAA review/approval.  This 
document is provided to the MDA or like authority prior to FRR so they can make the fielding 
decision.   

 
(2) Obtain AF-DAA ATC approval and Post to EITDR.  The AFNETOPS/CC is the AF-DAA and is 

responsible for connection authority over all ISs connecting to the AF-GIG.  The AF-DAA or delegated 
authorities assume responsibility for connection authorization approval prior to deployment on the 
AF-GIG.   The connection authority (ATC, DATC) will be issued prior to FRR.  Depending on the 
system Mission Assurance Category (MAC), the ATC signatory authority is as follows:  MAC I - 
AFNETOPS/CC or CV, MAC II - AFCA/CC or CV, and MAC III - AFCA/EV or Deputy.  The 
ATC/DATC is provided to the MDA or like authority prior to FRR so they can make the fielding 
decision.  Paragraph 7.0 describes the AF-DAA procedures.      

 
Figure 11.  FRR Participants. 
 

Chairpersons / Decision Authority Participants (Role) 
-  Designated Accrediting Authority 
-  Operational Test Director 

Milestone Decision Authority (or 
designated representative) 

-  Program Management Team and 
 

Information System Owner24
 

-  Sponsor Representatives 
- Certifying Authority, if requested 
- AF-DAA (or AF-DAA Representative), if requested 

 
The Acquisition Decision Authority or MDA signs a memorandum documenting the results of this review.  
If approved, the memorandum will grant the authority to proceed to the next phase and for system release 
to support fielding.  Appendix B provides a template for this memorandum. 

3.8 IT Lean Release and Support Phase 
The IT Lean Release and Support phase is triggered by the FRR, having resulted in a memo signed by 
the designated Acquisition Decision Authority and sent to the implementing agency (functional system 
program office or lead command) and affected user organizations.  The ATC signed by the AF-DAA, 
provides the approval for operating a system at an acceptable level of risk.  The DATC will be issued to 
ISs denied access by the AF-DAA or for standalone systems.  Figure 12 depicts the Release and Support 
phase and the parallel activities of the IT Lean process. 
 
Figure 12.  IT Lean Release and Support Phase 
 

 Release Implement Ops Support
& Sustainment

SISSU Sub-Process  
 
The Release and Support phase consists of three sub-phases: Release, Implement, and Operational 
Support and Sustainment. 

3.8.1 Release Sub-Phase 

The Release sub-phase requires that the production hardware has been developed and/or purchased 
and the final version of the software has been completed, that all aspects of the Capabilities Package 

                                                      
24 AFPD 33-2, Communications and Information, Information Assurance (IA) Program, paragraph 5.21.10 
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documentation are done, the SISSU information has been updated, and the supporting infrastructure 
(power, network access, facilities, training courses, manpower, etc.) has been prepared and acquired.  
The Capabilities Package will include the production baseline, user support documents (user’s manual, 
operations manual, connection authority), and release forms (e.g., “read-me” documentation).  Activities 
associated with the Release sub-phase are described below. 
 
(1) Capture the production baseline.  The configuration manager performs this activity.  The configuration 

manager also updates the configuration management plan and maintains version control. 

3.8.2 Implement Sub-phase 

The Implement sub-phase begins when production hardware and/or software is available for 
implementation.  Activities associated with the Implement sub-phase are described below. 
 
(1) Prepare site.  This is part of the Implementation Plan and should involve the end-user, workgroup 

manager, and implementation team. 
 

(a) Install hardware and software. 
 

(b) Conduct final training.  Final training should be provided for the end-user, network manager, and 
implementation team. 

 
(2) DIACAP Activities.   
 

DITSCAP transition to DIACAP.  Develop strategy plan to transition to DIACAP within 180 days.25  
Upload the strategy plan in EITDR.  If system re-certification or security posture change occurs 
transition to DIACAP immediately.  Otherwise conduct annual IA control reviews until system re-
certification or system security posture occurs.   

3.8.3 Operational Support and Sustainment Sub-phase 

Acceptance of the first implementation of the end user/site/AF triggers the Operational Support and 
Sustainment sub-phase.  The inputs are:  Production hardware and software, help desk calls, operations 
network report, TCNO/Information Assurance Vulnerability Alert (IAVA) (DC4N), patch notifications, and 
decommission notification.  This sub-phase and the Release and Support phase is complete when the 
last site is decommissioned.  Activities associated with the Operational Support and Sustainment sub-
phase are described below. 
 
(1) Provide operational support and sustainment.  This activity is performed by the PMO, in conjunction 

with the functional owner and other appropriate offices.  Operational support and sustainment 
includes:  help desk and patch management support, system monitoring and trend analysis, 
maintaining certification and accreditation, conducting physical/function configuration audits, updating 
financial plans and base and MAJCOM architectures and blueprints, etc.  

 
(2) DIACAP – Maintain Authorization to Operate and Conduct Reviews.   
 

Continued authorization to operate is contingent upon the sustainment of an acceptable IA posture. 
 

Situational Awareness. The IAM monitors for security relevant events and configuration changes to 
the system or information environment that negatively impact IA posture, and both continuously and 
periodically assesses the quality of IA controls implementation against performance indicators such 
as security incidents, feedback from external inspection agencies, exercises, and operational 
evaluations.  The IAM shall annually provide a written or DoD PKI-certified digitally signed statement 
(IAM Annual Security Review Memorandum) to the DAA and the CA that indicates the results of the 

                                                      
25 DIACAPs transition start date is based on signatory of AFPD 33-2, dated 5 April 2007. 
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security review of all IA controls and the testing of selected IA controls as required by Subchapter III 
of Chapter 35 of title 44, United States Code, “Federal Information Security Management Act 
(FISMA) of 2002”. The review will either confirm the effectiveness of assigned IA controls and their 
implementation, or it will recommend: changes such as those described in DoDI 8510.01 paragraph 
6.3.4.2 a change in accreditation status (e.g., accreditation status is downgraded to IATO or DATO); 
or development of an IT Security POA&M. The CA and DAA shall review the IAM statement (IAM 
Annual Security Review Memorandum) in light of mission and information environment indicators and 
determine a course of action that will be provided to the concerned CIO or SIAO for reporting 
requirements described in FISMA. The date of the annual security review will be recorded in the SIP.  
A DAA may downgrade or revoke an accreditation decision at any time if risk conditions or concerns 
so warrant. In addition, the IAM, independently or at the direction of the certifying authority, DAA, or 
appointed DAA, may schedule a re-validation of any or all IA controls at any time.  The IAM may 
recommend changes or improvement to the implementation of assigned IA controls, the assignment 
of additional IA controls, or changes or improvements to the design of the information system itself.  
The IAM provides an annual written statement (IAM Annual Security Review Memorandum) to the 
DAA, CA, and the CA Representative, based on the review of all IA Controls and testing of selected 
IA controls as required by FISMA.  Reference DoDI 8510.01 paragraph 6.3.4.3 for additional 
information.  The IAM will provide the annual date of review within EITDR.  (The functionality for 
entering the IAM information will be provided in future IT Lean enhancements.) 

 
(3) First and Second Annual Reviews.  The program manager and system stakeholders must continually 

update and maintain the accuracy and currency of the system’s SISSU information in the EITDR 
during operational support and sustainment.  The process below will be completed in EITDR for both 
the first and second annual reviews.  Future enchancement of EITDR IT Lean process will include 
the document template, digitized signature capability, and respository for the document. 

 
(a) Future enhancement of EITDR will provide 90-day advance notification to IAM/PMO when the 

annual ATO/ATC first and second annual reviews are due for revalidation. 
 

(b) The IAM will conduct an annual review and document the date of completion in EITDR.  The IAM 
will provide a written statement (IAM Annual Security Review Memoradum) based on the review 
to the AF-DAA or appointed DAA and CA.  EITDR will prompt the IAM to indicate through “yes or 
no” questions whether there are changes to the IA controls or system security posture. 

 
1) If “no,” EITDR will provide automatic notice that there are no changes in the IA controls or 

system security posture. 
 

2) If “yes,” EITDR will provide notice for the PM to conduct an Initial Review Meeting. 
 

a) The CA Representative will prepare an IATO or DATO and obtain from the IAM POA&M 
documentation (which will be uploaded in EITDR), and obtain electronic signature from 
the AF-DAA or appointed DAA. 

 
b) The CA Representative will update the date of the IATO or DATO in EITDR upon AF-

DAA or appointed DAA signature. 
 

c) The Authorization Termination Date (ATD) is automatically reset by EITDR to 180 days 
from the date of the IATO/DATO.  NOTE:  Reference DoDI 8510.01, para 6.3.3.2.6.2.2, 
an IATO accreditation decision must specify an ATD that is within 180 days of the 
authorization date.   A DAA may not grant consecutive IATOs totaling more than 360 
days.   

 
d) EITDR will provide notification to initiate the C&A process. 
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(4) System Reaccreditation.  An IS must be recertified and reaccredited once every three years.  The 
results of the IA controls validation tests conducted during an annual review may be used in the 
recertification and reaccreditation of the information system. 

 
(a) EITDR will provide 120-day advance notification to the IAM, PMO, and HQ AFCA/EVSC, prior to 

the 3-year ATO/ATD date, that system recertification and reaccreditation is required. 
 
(b) PMO shall initiate the IT Lean process.   

 
(5) Decommission the DoD Information System.  When a DoD information system is removed from 

operation, a number of IA-related events are required relative to the disposition of DIACAP 
registration information and system-related data or objects in GIG supporting IA infrastructures and 
core enterprise services.26 

 
(a) The PMO will update EITDR to provide the projected decommissioned date. 
 
(b) The PMO will be notified 180 days prior to the projected decommission date to conduct interview 

with IAM and Lead DAA or appointed DAA to determine if there is a change to the projected 
decommission date. 

 
1) If it is determined the date in EITDR is reflected correctly and the system will in fact be 

decommissioned, EITDR will provide notification and require electronic signature from PM, 
Lead DAA or appointed DAA, and User Representative based on the decommission date to 
initiate decommissioning procedures IAW DIACAP. 

 
2) If the decommission date is updated from the interview, the PMO will change the 

decommission date in EITDR to reflect the agreed upon date. 
 
3) EITDR will notify HQ AFCA/EVSC when the system is decommissioned. 

  
Figure 13.  Information Requirements. 
 

PHASE Sub-Phase Information Requirements 
- Identify capability needs 
- Required SISSU Checklist questions 
- System Stakeholder Team Review List 
- SISSU Team List 
- Initial Security Review Survey Meeting Define 

DEFINE NEED 

- Obtain Ports, Protocols, and Services Worksheet27 
- Identify System Mission Assurance Category and Confidentiality Level  
  and assign  IA controls based on MAC & CL 
- Draft DIACAP System Identification Profile (SIP) 

Refine 

- Requirements  
- Program schedule 
- Add any unique or robust IA controls 
- Required SISSU Checklist questions 

Analyze 

- Required SISSU Checklist questions  
- Proposed solution 
- Acquisition strategy 
- Test and Evaluation Strategy 

Prepare - Required SISSU Checklist questions 
- Integrated Test Plan (ITP) (draft)  

                                                      
26 DoDI 8510.01,  DoD IA C&A Process  dated 28 Nov 2007, paragraph 6.3.5 
27 AFI 33-137 Ports, Protocols, and Services Management 
https://wwwd.my.af.mil/afknprod/ASPs/CoP/ClosedCoP.asp?Filter=OO-SC-CA-28) or via the AF IA CoP 
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- Draft DIACAP Implementation Plan (implementation of IA controls) 
- Draft DIACAP Scorecard 
- Draft DIACAP Plan of Action and Milestone (POA&M) (if required) 
- System design DESIGN Design - Required SISSU Checklist elements 
- CCA Compliance 
- Approved ISP 
- Completed Ports, Protocols, and Services Worksheet 

 Validate 

- System design (program manager approved) 
- Required SISSU Checklist elements 
- Update draft DIACAP Implementation Plan (implementation of IA  
  controls) 

 

BUILD & TEST 

Component Build & Validate  - None 
- Validated software components 
- Risk assessment using DOT&E Guidelines for OT&E Software  
   Intensive Systems 
- Integrated Test Plan 

 Plan for Component Build & Validate 
 DT&E report for Component Build & Validate 

System Assembly  Plan for performance certification (draft) 
 Plan for security certification (draft) 
 Plan for interoperability certification (draft) 
 Automated test scripts 
 Plan for Certification Testing 
 Test report for System Assembly/Component Integration 

- Required SISSU Checklist questions 
 

System Integration Test 

- Updated automated test scripts 
- DT&E report, System Integration Test 
- Required SISSU Checklist questions 
- Validation of IA controls (DIACAP) 

Certification Testing 

- Minutes from TRR I 
- Certification Testing report 
- Functional certification letter 
- Certification test report 
- Security certification determination memo 
- Performance evaluation report 
- Interoperability test & evaluation report 
- Interoperability certification letter 
- Required SISSU Checklist questions 
- Interim Authorization to Test (if required) 
- Validation of IA controls (DIACAP) 

 Operational Testing 

- Minutes from TRR II 
- Operational test report 
- Required SISSU Checklist questions 
- IATO/ATO 
- ATC/DATC 
- DIACAP Comprehensive Package (to include all artifacts) 
   -- Final Implementation Plan 
   -- Final POA&M (if required) 
   -- Final Scorecard 
   -- Final SIP 

RELEASE &  
SUPPORT 

Release 

- Production baseline 
- Release forms 
- User support documents 

 User manuals 
 Operator manuals 
 Trusted facilities manual  
 Security features user’s guide 

- Required SISSU Checklist questions 
- FISMA Compliance 

Implement 
- IAM Annual Security Review Memorandum 
- IAM Type Accreditation Memorandum, if applicable 
- Required SISSU Checklist questions 

Operational Support & 
Sustainment 

 
- Financial plans 
- Required SISSU Checklist questions 
- Annual Security Reviews 
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4.0 “HOW-TO” IT LEAN PROCESS 

4.1 Goal 
The primary goal of the IT Lean process is to streamline the approval of non-functional requirements for 
IT.  The IT Lean process replaced the CoN and CtO process and supports the DIACAP Certification and 
Accreditation process.  The IT Lean process shifts the focus from a document-centric certification 
process, to an information-based process.  Whereas the process was characterized by coordination of 
ISPs, DIACAP Comprehensive Package, and other supporting documentation, the IT Lean process 
allows producers of SISSU information to post, review, and collaborate virtually.  This expedites the 
certification process and allows stakeholders to have greater and easier insight into a program’s SISSU 
information at any phase of the acquisition.  The IT Lean process allows an independent, objective review 
of SISSU requirements throughout a program’s life cycle. 
 
The IT Lean process was designed and implemented as an abbreviated acquisition process.  Applicability 
for programs is defined in this IT Lean Guidebook as well as AFI 63-101.  The Program Manager (PM), 
per AFI 63-107, is responsible for not only the acquisition piece but also the sustainment of the IT system 
until it is decommissioned.  The IT Lean process provides the PM with the capability to support the 
sustainment of the system.  By initially completing all the SISSU disciplines, the PM has established a 
SISSU baseline. 
 
Future modifications and/or upgrades to the system are identified during the “Version Creation” process 
and documented in the “Initial Review Decision Outcome” question.  During this process, specific IT Lean 
questions may be identified as requiring an update.  If there are no questions in a specific discipline that 
do not require updating, the PM may “Bypass” that discipline.  NOTE:  The SISSU Security Approver 
(AFCA) is the only role that can bypass the security discipline.  If specific questions within a discipline are 
identified, they must follow the workflow process by answering, locking, reviewing and validating the 
question.  Other questions within those disciplines need no action.  If the modification/upgrade is purely 
functional and has no impact on any discipline, all the disciplines may be bypassed, however justification 
must be entered for each bypass and the version then moves forward in the IT Lean process.    
 
Additionally, using the IT Lean process and the EITDR for information management, the program 
manager can auto-generate the information content for DoD-required C&A documentation such as  the 
DIACAP Comprehensive or Executive Package artifacts. 

4.2 Pre-IT Lean Process 

4.2.1 Obtain EITDR Account and Determine Stakeholders 

The PM can use the System Stakeholder Team and SISSU Team Lists to identify system stakeholders for 
the C&A process and assigned the SISSU roles.  The templates for the System Stakeholder Team and 
SISSU Team List are provided on the IA CoP.  Effective 15 Jan 08 the Portfolio Manager will grant the 
two SISSU Site roles allowing program managers to assign SISSU permission/roles for their self as well 
as the system stakeholders.  AFCA/EVPC SISSU Administrators can assist the PM/PfM in setting the 
permissions.  AFCA/EVSC is responsible for setting SISSU Security Validator and Approver permissions.  
Each user must have an active EITDR account.  The assignment of the AFCA Action Officer (AO) will be 
provided via email to the PM during the initial contact during the IVR and upon answering the SISSU 
question O1 by AFCA/EVSC.   

 
Prior to the “creation of a version” within EITDR, the PM will initiate the Initial Review Meeting and engage 
the appropriate stakeholder personnel to address the details of the system modification.  The Initial 
Review Meeting is to determine if the system is new, modified and or upgraded or a recertification prior to 
initiating the IT Lean process.  The Initial Review Meeting will also determine if the system will be granted 
a “bypass option” of the IT Lean disciplines and phases.   
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(1) During the meeting the PM should determine the impact to the system and which SISSU disciplines 
are affected.   

 
(2) Obtain EITDR portfolio management roles to register a system or create an IT Lean/SISSU version. 

NOTE:  The SISSU version must be the configuration management version number that the 
system will field.  The accreditation decision/connection approval documents reflect the 
version number and therefore must match.  Reference paragraph 3.7.1 (1).  (Other terms used 
for the version number:  Product Baseline number, Release number, configuration control 
version number etc.)  Also they will determine the system stakeholders and grant the necessary IT 
Lean/SISSU permissions.  The v2.7.4 Alert will provide the necessary instructions for granting SISSU 
permissions.  NOTE:  For initial SISSU permissions, Program Managers must contact their 
Portfolio Manager to obtain the EITDR portfolio role as “Program Manager/Sponsor” and two 
site roles (SISSU User and SISSU Program Manager.)  The “Program Manager/Sponsor” or 
“SISSU Approver” permission given at the Portfolio Record Roles tab allows the individual to 
create an IT Lean/SISSU version.  The “SISSU Program Manager” site role will allow the PM to 
set their own and their system stakeholders’ permissions.  The Program Manager/Sponsor or 
SISSU Approver or individual delegated these roles will also need the “SISSU Producer” 
permission for the Security and General disciplines to complete the IVR.  The IVR consists of 
“General and Security” questions.  The PM can use the System Stakeholder and SISSU Team List28 
to track the individuals assigned to the system as stakeholders and the stakeholders assigned 
SISSU roles.   

  
(3) The PM will then conduct a physical or telephonic meeting with the system stakeholders to discuss 

the information.  The system IAM should be involved to provide the determination as to whether the 
system security posture is affected. 

4.2.2 Getting Started in the IT Lean Process 

The “IT Lean” tab allows for the system to be addressed by version number that allows multiple versions 
to be worked at a time and an option to bring forward the previous version data.  (The “IT Lean” tab is 
viewable only after you have SISSU User role.)  To create a version you must be assigned the EITDR 
system role of Program Manager/Sponsor or IT Lean SISSU Approver role.  Based on the results of the 
meeting the PM will create the SISSU version and complete the IVR questions in EITDR.  Once the IVR 
question O1 is answered, EITDR provides system notification that an AFCA AO should be assigned to 
the system.  The Initial Review Decision Outcome question should contain the following types of 
information pertinent to the system modification or action required.  Based on the AFCA AO review of the 
Initial Review Decision Outcome question artifacts, the AO will document the results of the IVR as to 
approval/disapproval for the security “bypass option” in an email to the PM.  The AFCA AO email should 
be uploaded in the Initial Review Decision Outcome question by the PM to document the justification of 
the security IVR review.  The “Help text for the Initial Review Decision Outcome question” provides the 
artifacts required for the Initial Review Decision Outcome question.29  Reference the “AF System Getting 
Started Guide” for step-by-step procedures on obtaining an EITDR account, registering the IS, creating 
an IT Lean version (to include ATC request and completing the IVR and granting IT Lean/SISSU 
permissions.  For Guest systems that require ATC approval, follow the “Non-AF System Getting Started 
Guide.”” for step-by-step procedures.     
 
A Program Manager/Sponsor or SISSU Approver can open another version of an IT Lean survey at any 
time—even if another version is already open for that system.  This is also independent of the phase of 
the open versions, so more than one version can be open in the same phase at the same time.  The only 
connection between the versions occurs during its creation, when the SISSU Approver can designate a 
previous version as the new version’s predecessor.  The new version then “inherits” all answers to the 

                                                      
28The System Stakeholder and SISSSU Team List are available on the IA CoP,  
https://wwwd.my.af.mil/afknprod/ASPs/docman/DOCMain.asp?Tab=0&FolderID=OO-SC-IA-01-31-20&Filter=OO-SC-IA-01 
29 IA CoP https://wwwd.my.af.mil/afknprod/ASPs/docman/DOCMain.asp?Tab=0&FolderID=OO-SC-IA-01-31-20&Filter=OO-SC-IA-
01 
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https://wwwd.my.af.mil/afknprod/ASPs/docman/DOCMain.asp?Tab=0&FolderID=OO-SC-IA-01-31-20&Filter=OO-SC-IA-01


                                                                         IT Lean Reengineering Process Guidebook 
 

survey questions for each discipline and phase and inherits the workflow status of the predecessor 
questions up to the point of where the version is opened.  The predecessor question statuses are 
inherited for answered, locked, reviewed or validated or the approved status of the discipline or phase up 
to the point in which the version is opened.  For example:  If you use a predecessor to create a version 
which has completed the Build & Test Phase and then open the new version in Build & Test Phase the 
new version inherits all the data up to and including Build & Test but workflow will only be annotated as 
“answered”.  This is because you are bringing all the data forward but are starting in the Build & Test 
Phase but answers are not annotated as locked, reviewed or validated.  
 
A version designated as a predecessor may have the status of either “Open” or “Final” to be marked as a 
predecessor.  When the predecessor is designated, the new version inherits all of its survey answers at 
that time.  If an answer is subsequently changed in the predecessor, the newer version does not “re-
inherit” the change.  Although it may seem self-evident, a portfolio must already have at least one version 
in order to designate a predecessor.  

4.2.3 Initial Version Review (Initial Review Summary) 

During the IVR the PM or designated individual completes the IVR questions.  Follow the AF System 
Getting Started Guide or Non-AF System Getting Started Guide for completing the questions.  During the 
IVR and after IVR question O3 is answered the AFCA/EVSC AO will provide an initial email providing the 
AO assigned to the system and procedural guidance.  The AO will conduct a security review of the Initial 
Review Decision Outcome artifacts.  Additional information is included in the initial email to include the 
Ports, Protocols, and Services system information.  AF and DoD Ports, Protocols and Services (PPS) 
policy, FAQs, documentation requirements, AF PPS Matrix, DoD ACAL, etc. can be obtained by 
accessing the AF PPS CoP.  The AF PPS worksheet must be completed and returned to AFCA/EVSC for 
PPS approval and registration, as required (usually applicable in SISSU Phase 3).  Please refer to AFSSI 
8551, Attachment 2 for guidance on filling out the PPS Worksheet.  If your IT capability has not been fully 
designed, this information may not be categorically set.   AFCA will use this information, in this specific 
format and in its entirety, to register the system PPS prior to authorizing network connectivity. 
 
For Guest system Program Managers or lead AF Program Managers entering the Guest IT Lean process, 
guidance is provided in the “Non-AF System Getting Started Guide”.   
 
 After the IVR security review is complete the AO will email to the PM the outcome of the review. 

4.2.4 Systems in Sustainment 

The purpose of this guidance is to provide a process to obtain an Authorization to Operator (ATO) and 
Authorization to Connect (ATC) for AF legacy/sustainment systems or only an ATC for AF 
legacy/sustainment systems with an current ATO.  The process is based on the following definitions:  
 

(1) Sustainment – Any system having achieved Full Operational Capability (FOC)  
(2) Legacy – Any system in sustainment with limited/no funding  

 
Systems in sustainment will follow the process on the AF IA Community of Practice (CoP), located at:  
https://wwwd.my.af.mil/afknprod/ASPs/DocMan/DocMain.asp?Filter=OO-SC-IA-01&FolderID=OO-SC-IA-
01-31-20-2&Tab=0. 

4.2.5 No Impact to Current System Security Posture Change 

If the system has an accreditation decision and connect approval (i.e., ATC) and is planning for a minor 
modification where the Information Assurance Manager (IAM) determines there is no negative change to 
the system’s security posture, the PM or designated individual will create an IT Lean version.  The IAM 
will provide the IAM No Impact Security Memorandum to the PM and the document will be uploaded in 
the Initial Review Decision Outcome question in EITDR.  Future enchancement of EITDR IT Lean process 
will include the document template, digitized signature capability, and respository for the document.  The 
PM or designated individual will upload the appropriate artifacts as documented in the Initial Review 
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Decision Outcome help text in the Initial Review Decision Outcome question.  Then the PM will wait until 
AFCA/EVSC has reviewed and provided them with the outcome of the IVR.  If the system change results 
in no change to the system’s security posture, AFCA/EVSC will instruct the PM what entry Phase is 
appropriate for the security discipline.  If the bypass generates a security Discipline or Phase bypass the 
AFCA/EVSS personnel will document in the security discipline bypass justification that the current 
accreditation decision is still valid and no official memorandum will be produced.  The PM will receive the 
system generated notification informing them when the security discipline bypass action is completed.  
The PM can then print the security discipline bypass justification (stating the security review outcome) to 
provide to the appropriate personnel for fielding. To save or print the security discipline bypasss 

justification the process is as follows: click on the Discipline tab, click the action icon to review the 

information.  To save/print the report documenting this information click the printer icon  to the right of 
the Discipline tab and save or print the report. 

4.2.6 Finalizing the IT Lean Version 

The PM will finalize the IT Lean version to the appropriate Phase for processing.  The PM will decide 
whether the other “disciplines” are completed or bypassed.  Depending on the opening Phase of the 
version, the IT Lean Process will continue with the answering, locking, reviewing and validating of the 
discipline questions.  Each phase discipline will be bypassed or locked and approved, milestone 
approved, and phase locked and approved by the appropriate stakeholders (based on assigned SISSU 
roles) based on the criteria agreed for the version. 
 
If a version has been created by mistake the PM can contact their PfM to have the IT Lean version 
deleted.  To delete an IT Lean version you must have PfM permissions.  The PfM can also archive a 
version after the version has completed the Release and Support Phase.  NOTE:  You cannot retrieve a 
deleted version nor can an archived version be un-archived.  Archived IT Lean versions can be used as a 
predecessor however deleted versions cannot be used as a predecessor.  If the PM has a version that 
will not continue through the IT Lean process, delete that version.  Otherwise the version will be reflected 
in the corporate reports and for metrics purposes.   
 
To delete or archive an IT Lean version you must have the EITDR role of Portfolio Manager.  
1. The PM must provide justification to the PfM as a required field in the deletion and archival process. 
2. To delete the IT Lean version the PfM must click the red “X” to the left of the IT Lean version as 

shown in Figure 14. To archive the version the PfM must click the double document icon.  NOTE:  
Ensure you click the “X” or “double document” next to the version you are deleting or archiving.  
NOTE:  If the “X” is not visible as “red” or the double document icon is “grayed out” then you do not 
have permissions.   

3. Enter the justification for the deletion or archival as shown in Figure 15. 
4. Click the floppy icon to save the information and delete the version.  The “pencil” icon cancels the 

operation.   
 
Figure 14. IT Lean Version Deletion or Archival 

 

Delete Version 

Archive Version 

Figure 15. IT Lean Version Deletion or Archival  - Justification and Save 
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4.2.7 Phases of a Version 

After creating and accessing a version, the SISSU Approver can prepare the Define Need phase in terms 
of the Target Date (the Phase Start date is populated when you enter the version target date. 
To set the Target Date of the current phase, follow these instructions: 
 
1. From the Portfolios home page, click the IT Lean tab. 

2. Click the version number established. 

3. Be sure the Phases sub-tab is selected (default) shown in Figure 16.   

Figure 16.  Phases Tab Screen Capture. 

 
 

4. Click the pencil icon to the left of the open phase. 

5. Click the calendar icon to the right of the Target date text box shown in Figure 17. 

 
Figure 17.  Phases Tab, Target Date Text Box Screen Capture. 

 
 
 

6. Click the desired target date on the calendar pop-up window shown in Figure 18.  The target date 
should indicate the date the Phase requires completion based on system’s fielding schedule. 
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7. Click the floppy disk icon to save the date as shown in Figure 17. 
 
 
 
 
 
Figure 18.  Phases Tab, Calendar Pop-Up Screen Capture. 

 
 
8. Editing the Target Date shown in Figure 19 can be accomplished by clicking the pencil icon to the left 

of the Phase.  NOTE:  The Phase “Target Date” is used in the system generated notifications to 
provide the notification when the Phase target date is changed and when the target date is within 10 
days of the Phase completion.  Each Phase target date should be set to provide the Phase system 
generated notifications to all IT Lean stakeholders.  At this point you can set the future dates for the 
milestone reviews as applicable, reference paragraph 4.4.6 Figure 49.         

 
Figure 19.  Phases Tab - Target Date Set Screen Capture. 

4.2.8 Accessing the IT Lean Version for IT Lean Processing 

Now that the IT Lean version is created and the Phase target dates are set the stakeholders should begin 
answering, locking, reviewing, and validating all the IT Lean/SISSU questions/IA controls.   
1. From the Portfolios home page, click the IT Lean tab as shown in Figure 20. 

2. Click the version number as shown in Figure 20. 

3. Stakeholders can use the differentiator to set the view to see all discipline questions, only the Phase 
questions, or the specific discipline questions.   

4. Select the differentiator drop-down to choose the view by all questions, by Phase (Define Need, 
Design, Build & Test, Release and Support) or by Discipline (Security, Interoperability, Supportability 
& Sustainability, or Usability) as shown in Figure 21.   

5. Click the Apply button to change the view as shown in  

    39



                                                                         IT Lean Reengineering Process Guidebook 
 

6. Click the green plus sign to expand the questions and begin answering the questions as shown in 
Figure 22.   

7. The questions are displayed as shown in Figure 23..   

 
 
Figure 20. IT Lean Tab – Version. 

 
 
Figure 21.  Differentiator Filter 

 
 
Figure 22.  IT Lean Phases Tab - All Question Category. 
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Figure 23. Phases Tab - Expand Security Questions. 

 
 

4.2.9 Discipline Bypass Option 

Discipline Actions 
There are four icons in the Action column to the left of each discipline (Figure 24).  Each icon represents 
an action a SISSU Approver may take regarding the discipline, depending on the user’s roles and 
privileges. 
 
Figure 24. Discipline Action Icons. 

 
 
- The padlock icon is a toggle used to lock or unlock the discipline, usually after all the survey questions 
are answered, locked, reviewed, and validated. 
- The checkmark icon is a toggle switch used to approve the discipline.  
- The clockwise arrow is used to bypass the discipline. 
- The clock with the counterclockwise arrow icon displays the history of events regarding that discipline. 
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4.2.10 Disciplines Bypass 

After setting the Target Date for the phase, the SISSU Approver can decide whether to bypass one or 
more disciplines of the phase. When a discipline is bypassed, all questions in the discipline are marked 
as locked, reviewed, and validated, even if not answered as shown in Figure 25. 
 
 
Figure 25. Discipline Bypass – Question Workflow 

 
 
To bypass a discipline, follow these instructions: 
1. From the Portfolios home page, click the IT Lean tab. 
2. Click the version number. 
3. Click the Disciplines sub-tab (Figure 26). 
4. Click the clockwise arrow bypass icon to the left of the discipline. 
5. Justification must be provided in the justification field when bypassing a discipline. 
 
Figure 26. Disciplines Tab- Bypass a Discipline. 

 
 
During the bypass operation, clicking the red-crossed pencil icon cancels the bypass as shown in Figure 
27. 
 
Figure 27. Disciplines Tab -  Bypass Discipline Justification. 

 
 
WARNING:  There is no “undo” to the bypass operation—once a discipline is bypassed, all questions in 
that discipline are marked as Locked, Reviewed, and Validated, whether answered or not.  If the version 
was created prior to 17 April 2008 then there is a limit to reopening a Phase and changing answers in the 
security discipline.  The limitation is that the security discipline cannot be reopened to the Define Need 
phase.  The question phase indicator is the limiting factor.  Therefore on versions created before 17 April 
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the Design Phase is the farthest phase you can reopen for the security discipline.  If the version was 
created after 17 April 2008 then the security discipline can be reopened all way back to the Define Need 
Phase and answers changed.    
 
6. Type in the justification for bypassing the discipline. 
7. Click the floppy disk icon to confirm the bypass as shown in Figure 27. 
When the bypass operation is complete, the bypass icon becomes inactive, the current 
date is inserted as the Approved Date, a green checkmark appears in the Bypass column, 
and the discipline’s status changes from Open to Approved (Figure 28).  The discipline is 
locked.  To “unlock” the discipline after a bypass click the pad-lock icon.   
 
NOTE:  You must complete the steps above for each discipline bypassed.  If when creating a 
version the Phase bypass is chosen then all disciplines for the Phase are bypassed.  Then you 
can approve the “milestone” for the phase and lock and approve the Phase   
 
Figure 28. DisciplinesTab -  Bypass Discipline Completion. 
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4.3 Roles 30 
SISSU producers, reviewers, and validators are the primary roles of the IT Lean process.  These roles are 
described below.   
 
(1) SISSU producers.  SISSU producers are responsible for creating, posting, and locking the information 

so no additional changes can be made, as required by the IT Lean process in the EITDR. The PMO 
produces IT Lean information.  The PMO includes the program manager and their stakeholder team, 
including expertise from security, interoperability, test, and other areas to assist them in fulfilling IT 
Lean requirements.  The producer of security information is often the Information Assurance Manager 
(IAM) or someone on the DIACAP team.  The DIACAP team includes the user representative, 
program manager, IAO, ISO, DAAs, appointed DAAs, and certifying authority.31 SISSU producers 
cannot be SISSU validators. 

 
Sponsors and program managers negotiate a window of time with the SISSU reviewers and 
validators when production, posting, reviewing, and validating of SISSU information in EITDR will be 
accomplished.  However, 100% of the SISSU security questions must be answered before SISSU 
Security validation occurs.  As a minimum, reviewing and validating agencies will have 2 weeks (10 
working days) to provide comments on the applicable set of SISSU answers once EITDR provides 
notification that SISSU questions are all answered and locked.  EITDR will provide automatic 
notification to all stakeholders when the current date is equal to 10 days of the discipline target date 
and after all questions are locked, reviewed, and validated.  The information producer must perform 
comment resolution as necessary during this period.  As a prelude, notify the reviewing/validating 
authority when SISSU questions are answered so they can assist the information producer.  If time 
permits, reviewing agencies may review questions once questions are locked to expedite the review 
process.   

 
(2) SISSU reviewers.  SISSU reviewers are responsible for evaluating IT Lean/SISSU answers in the 

EITDR and providing any necessary comments.  SISSU reviewers vary for each program, but may 
include MAJCOMs and other agencies whose IT and/or support infrastructure is impacted by the 
deployment of the system.  The program manager, in consultation with their project team, identifies 
and engages appropriate reviewers.  When assigning roles to individuals, the reviewer and 
validator may not be the same person.  The SISSU reviewers must provide comments during the 
allotted window of time.  The CA Representative or the Agent of the Certifying Authority (ACA) can be 
assigned the SISSU Security Reviewer role.    

 
(3) SISSU validators.  SISSU validators are responsible for making recommendations to decision makers 

throughout the IT Lean Process on the adequacy to which a program has addressed IT Lean 
requirements.  SISSU validators use the EITDR to review, provide comments, and validate answers 
to IT Lean questions.  When assigning roles to individuals, the SISSU validator cannot be 
assigned as SISSU producer or as SISSU reviewer, or be a senior-level official in the reviewer’s 
organization.  SISSU validators provide comments and make a recommendation during the allotted 
window of time.  The validating authorities for IT Lean information are defined in Figure 29.  NOTE:  
SISSU Security validators/AO are assigned by AFCA/EVSS and AFCA/EVSC, with the Security 
discipline approved by AFCA/EVSC and EVSS, and the security recommendation signed by the 
AFCA/EV as the CA.   

 
(4) SISSU approver.  The SISSU approver role provides the ability to approve a discipline when granted 

at the discipline level.  The SISSU approver role also provides the ability to “create a version” and 
“approve phases and milestones” when granted at the Portfolio/system level.   

                                                      
30 For additional information on the assignment of the roles/permissions reference the EITDR System User’s Guide Version 2.7.4 
on EITDR CoP https://wwwd.my.af.mil/afknprod/asps/DocMan/DOCMain.asp?Tab=0&FolderID=OO-TR-MC-16-34-6-1-
1&Filter=OO-TR-MC-16 
31  DoDI 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP), 28 Nov 07. 
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Figure 29.  SISSU Validation Authorities. 
 

Security Supportability & 
Sustainability Interoperability Usability 

AFCA Chief Architect Chief Engineer  Functional Lead 

4.4 Process Description 
The IT Lean process is a continual one in which information producers post and share SISSU information 
leading up to a validation, which is used as an input for final approval at the IT Lean Process decision 
reviews.  Figure 30 depicts this process.  
 
Figure 30.  IT Lean Process.  
 
 

 
 
The following paragraphs describe the three major activities in the IT Lean process:  IT Lean Production 
and Posting, IT Lean Review and Resolution, and IT Lean Validation.  

4.4.1 IT Lean Production and Posting 

Production of IT Lean information occurs at the onset of an IT initiative, starting with the Define Need 
phase of the IT Lean Process and in all subsequent phases.  During this activity, SISSU producers use 
the EITDR to identify the IT Lean requirements that are applicable to the phase of the IT Lean Process 
they are in, and work with the stakeholder team to produce all required IT Lean information. 
 
As the SISSU information is developed, the SISSU producer must post the information in the EITDR.  The 
EITDR provides answer spaces for all SISSU questions, and in some cases, allows the SISSU producer 
to attach a supporting document and reference document multiple instances.  Currently the IT Lean 
process does allow the capability to hyperlink to documents, but this option is not allowed as a means to 
provide the system’s artifacts.  SISSU producers can post draft answers to the questions within EITDR, 
when the answers are not annotated as “Finalized” in the Phase Status Indicator for the SISSU question.  
After providing the information to the SISSU question the SISSU Producer clicks the “save” or “next” 
button or clicks on the next question which marks the question as “answered.”  If the information is 
complete the Producer should click the “unlocked” button and this will mark the question as “locked.”  
SISSU questions are assigned based on the following SISSU Checklist Phase Indicator.  The 1st portion 
of the indicator provides the “Phase Name” indicating in what “Phase” the questions must be answered or 
finalized.  The 2nd portion of the indicator provides whether the questions answer must be “drafted, edit 
only, or finalized” or is viewable as “read only” for the Phase in which the question is assigned.  See 
example below.   

Define Need Design Build &Test

DNR DR FRR

Release & Support 

TRR 2TRR 1

DT&E (QT&E) OT&E

Validation Validation Validation
Start

EITDR SISSU Sub-Process (SISSU Production & Posting + SISSU Review & Resolution)

Functional Requirements
BCA 

Integrated 
Test Plan 

IT Lean ProcessISP SSAA ISP SSAA SSAA

Integrated 
Test Plan

Integrated 
Test Plan

Integrated
Test Plan

IT Lean Production and Posting

Validation IT Lean Review and Resolution
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SISSU Question Phase Status Indicator 
 

1st portion of indicator = <Phase Name (Define Need, Design, Build & Test, or Release and 
Support> 
2nd portion of indicator = <Drafted, Finalized, Edit Only, Read Only> 

EXAMPLE:  SISSU Checklist Phase Indicator: 
- Define Need: Edit Only 
- Design: Drafted [*] 
- Build and Test: Finalized 
- Release and Support: Read Only 

 
NOTE:  The [*] indicates the current phase of the version.  

 
Definitions for the 2nd portion of the SISSU Checklist Phase indicator: 
 
• Drafted - Draft answer must be provided in the specified phase, locked, reviewed, and validated. 
 
• Finalized - Final answer must be provided in the specified phase, locked, reviewed, and validated. 
 
• Edit Only - Question can be answered in the specified phase, but cannot be locked, reviewed, or 

validated during the phase.  Questions with a status indicator of “edit only” cannot be locked until 
phase that indicates the question status as “drafted”.   

 
• Read Only - Question and answer can be seen. 
 
Figure 31 provides a screen capture showing an example of the Define Need Phase Security SISSU 
questions.  The green checkmark “ ” means the question is answered.  The red exclamation point “ ” 
means the question is unanswered.  
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Figure 31.  IT Lean Define Need Phase - Security Question Screen Capture. 

 
 
Figure 31 depicts the indicator is “red” if the SISSU question is unanswered, unlocked, and unreviewed.  
Figure 33 depicts the indicator is “green” when the question is answered, locked, reviewed or validated.  
The validator indicator is invalid and “red” colored when the SISSU question requires resolution or 
validation and “valid and green” when validated.   
 
Figure 32.  SISSU Initial Question Indicators Screen Capture. 
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Figure 33.  SISSU Completed Question Indicators Screen Capture. 
 

 

4.4.2 SISSU Review and Resolution 

As SISSU information is posted in the EITDR, SISSU reviewers are responsible for reviewing, providing 
any necessary comments in the tool, and participating in issue resolution with the program manager.  The 
SISSU producer can unlock and change the answer at any time by unlocking the questions.  If questions 
require further resolution the question remains as “Unreviewed” and communication between SISSU 
Team members occur until resolution.  The “Comment” feature within EITDR, email or telephone contact 
is used to identify concerns to questions.  If this occurs, the SISSU Producer will unlock and update the 
question with the appropriate level of information.  After all updates are completed by the SISSU 
Producer, the SISSU Producer clicks the “Unlocked” button to lock the question and the process 
continues until all questions are marked reviewed by the SISSU Reviewer.  The SISSU Reviewer ensures 
the answers are complete and correct against the supplied references.  EITDR provides automatic 
notification to those assigned the SISSU Validator role when all questions are marked reviewed for each 
discipline.   
 
1. Select a question by clicking on the question. 
2. After checking to see that the question has an answer, click the “Unreviewed” portion of the status 

indicator. 
The third portion of the status indicator turns to green and says “Reviewed” (as shown in Figure 34); 
clicking it again un-reviews the question. 
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Figure 34.  SISSU Question Review Screen Capture. 
 

 

4.4.3 SISSU Validation 

Upon successful review and resolution of SISSU information, the SISSU Validators validate the 
information in the EITDR and make a recommendation to the approval authority at the decision review. 
After a SISSU question is marked as “answered, locked and reviewed,” it is time for validation of the 
questions by clicking the “Valid” button next to each question in the EITDR.  This validates the SISSU 
question.  The SISSU Validator ensures all questions are resolved between the producer and reviewer 
and ensures the question content for validity.  If choosing not to validate, click the “Invalid” button, and 
communication between SISSU team members occurs until resolution.  Exception for the Security 
Discipline Only:  “During the Define Need, Design and Build & Test Phase the PM/SISSU producer is 
given one attempt to respond to the invalid security questions.  The AFCA/EVSC AO/SISSU Security 
Validator will prepare a report of the invalid questions and email the report to the PM for resolution within 
2 working days.  If after the first attempt the questions can still not be validated the AFCA/EVSC 
AO/SISSU Security Validator prepares a report of the invalid questions and comments and forwards this 
to the AF CA (AFCA/EV).  The AF CA then emails the report to the PM’s Chain of Command (O-6) for 
action.  If the AO/SISSU Security Validator re-validation of the security questions still remains invalid, the 
AO/SISSU Security Validator will recommend non-concur to the CA.  The CA will notify the ISO and DAA 
with the non-concur recommendation. If a non-concur or DATO is recommended, the PM cannot proceed 
on to the next phase.  The CA, ISO, DAA, and PM must resolve before further AO/SISSU Security 
Validator actions occur.”  EITDR provides automatic notification when a question is marked as invalid 
however this feature is currently turned-off based on the current business process and affects all IT Lean 
disciplines. The “Comment” feature within EITDR, email or telephone contact is used to identify concerns 
about questions.  If question resolution is required, the SISSU Producer must unlock the question to 
change the answer by clicking the “Locked” button.  To change the answer the SISSU Producer clicks the 
field to change the text information and saves the question answer.  Exception:  The “Clear” button does 
not apply to the security discipline IA controls for v2.7.  When the SISSU Producer has completed 
updating the question and clicked the “Save” button the question status changes to “Answered.”  The 
question is marked locked by clicking the “Unlocked” button which changes the question status to 
“Locked,” the SISSU Reviewer marks the question reviewed by clicking the “Unreviewed” button which 
changes the question status to “Reviewed.”  Then the SISSU Validator clicks the “Valid” button which 
marks the question valid upon confirming the resolution.  SISSU Validators send their recommendation 
and any associated risks to the program manager for consideration at the decision review.  EITDR 
provides automatic notification to those assigned the SISSU Approver role when all questions are 
validated for each discipline.       
 
1. Select a question by clicking on the question. 
2. After checking to see that the question is valid, click the “Valid” or “Invalid” portion of the status 

indicator. 
The last portion of the status indicator turns to green (if valid) or red (if invalid) as shown in Figure 35.  
Clicking it again returns it to the dual “Valid/Invalid” yellow state as shown in Figure 34. 
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Figure 35.  SISSU Question Validation (Valid/Invalid) Screen Capture. 

 

4.4.4 IT Lean Automatic Notification 

The IT Lean process provides automatic notification to SISSU stakeholders based on permissions/roles 
and when the following IT Lean processes occur.  The system-generated notifications provide the 
procedures and instructions based on SISSU roles for the next step in the IT Lean process.  Figure 36 
provides a list of all the IT Lean notifications provided.     
 
Figure 36.  IT Lean Process Automatic Notifications. 
ATC Notification 
Discipline Approval 
Discipline Bypass 
Discipline Locking 
Discipline Questions Locked 
Discipline Questions Reviewed 
Discipline Questions Validated 
Discipline Status 
Discipline Approval 
Discipline Bypass 
Discipline Locking 
Milestone Approved 
Milestone Completed 
Milestone Required Status 
Milestone Target Date Change 
Milestone Target Date Pending 
Milestone Approved 
Phase Approval 
Phase Locking 
Phase Status 
Phase Target Date Change 
Phase Target Date Pending 
Question Invalid 
SDC Waiver Request 
SISSU User Role Change 
Version Archived 
Version Creation 
Version Finalized 
Version Target Date Change 
Version Target Date Pending 
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EITDR IT Lean Process Flow 
The EITDR IT Lean process provides: 

• the defined IT Lean process flow of versioning, phases, disciplines, and milestones, 
• and includes electronic notifications following pre-defined IT Lean trigger points in the process 

flow. 
 

Implementation Approach 
The EITDR IT Lean process provides: 

• a messaging notification infrastructure to support IT Lean trigger points, 
• generates electronic messages to IT Lean stakeholders based on the user roles assigned or 

administratively defined distribution lists, 
• provides capability to view notifications and manage electronic notification user preferences upon 

EITDR login, and 
• provides capability to only alert stakeholders of important events and milestones in order to avoid 

user mailbox clutter of non-essential information. 
 
Users have ability to suppress external e-mail notifications 
 
The notifications are based on IT Lean SISSU roles assigned.   Individual users can toggle the email 
notifications via 2 methods as described below.  
1. Method 1: 

a. From any EITDR screen, click on the user logged in link  (in the right 
hand corner at the bottom of the screen) as shown in Figure 37. 
 

b. When the User Details screen appears, click the “Edit Details” button. 
 
Figure 37. Toggling Email Notification. 
 

 
 
c. Turn the email notification functionality off or on by clicking the “Email Notify” check box. 
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d. Click “Update” and close the User Details screen.  After a refresh, the home page Messages box 
then displays the new email status as shown in Figure 38. 

   
2. Method 2 or the user may click on the EITDR Portal Home tab. 
 

a. Scroll down to the bottom of the screen and you will see the “Messages” tab below the “News” 
column. 

b. Click the Email toggle from “On” to “Off” and vice versa.   
 
Figure 38.  Email Notification Toggled. 

 
 
 Figure 39 depicts how users can manage their emails. 
1. Click on the “Messages” tab from the EITDR main Home page. The next “message” screen details by 

system the system-generated notifications and allows deletion of all messages. 
2. Click the green plus mark to expand the system’s notifications.  The numbers at the end of the 

system and notification entry signify number read of total messages received.   
3. Click the button “Delete All Messages” to delete all the messages.   
 
 
Figure 39.  Messages Tab - Organization Sort - All Message Delete 
 

 
 
 Use the following buttons to manage your messages; “Select All, Select None, Mark Selected as 
Read, and Delete Selected as shown in Figure 40.   

1. Click the “Select All” button to select all the notifications by system.  The  below will contain a 
checkmark.  Click the blue box icon to select the notification. 

2. Click the “Select None” button to deselect the system notifications. The  below will be empty.     
3. Click the green checkmark or “Mark Selected as Read” button to mark the notification as read.   
4. Click the red “X” or “Delete Selected” button to delete the notification.   
5. The text of the notification provides the procedures for the next step in the process.   
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Figure 40.  Master Survey, Messages Tab. 

 

4.4.5 SISSU Discipline Validation 

When all questions for each discipline (i.e., General, Security, Interoperability, Supportability & 
Sustainability, and Usability) are validated, the SISSU Approver must lock and approve the discipline.  
This requires granting the stakeholder given this authority the SISSU Approver role.    
 
To lock and approve a discipline, follow these steps: 
1. Be sure the questions of the discipline are complete—that is, answered, locked, reviewed, and 

validated as shown in Figure 41.  NOTE:  General questions are not validated.  The General 
discipline may be locked and approved without answering, locking, or reviewing the questions.  This 
should not be the norm to ensure the information correct represents the information system.  EITDR 
does not allow a discipline to be locked if any of the questions are not complete, but checking 
beforehand prevents an error message. Multiple methods are available to check that the questions 
are validated for the appropriate phase.  This can be done via the following methods:   

a) Click the Discipline tab and check the question count for the discipline against the total number of 
questions validated by discipline as shown in Figure 41..  

b) Click the Summary tab and check the total questions locked, reviewed, and validated for all 
disciplines against the total number of questions for the Phase as shown in Figure 42.   

c) Use the differentiator to check that all questions are validated by discipline and/or phase as 
shown in Figure 43. 
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d) Set the filter field to the Phase or Discipline and then set the question filter to show “Not 
Validated”.  The example below shows the Define Need Phase with all questions “not validated”.  
The left-hand side of the screen capture shows the disciplines where questions are not validated 
based on the filter set.     

 
Figure 41.  Disciplines Tab – Validated Questions, Lock and Approval. 

 
Figure 42. Summary Tab - Status Check 
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Figure 43.  Differentiator - Status Checking 
 

 
 

Figure 44.  Phase Summary Hyperlink 

 

Step 2

 
Figure 45.  Disciplines Tab – Lock Discipline 
 

Step 3

Step 4  

 
NOTE 

The green check beside the discipline category in the left panel indicates 
only that all the questions for the discipline were answered, and gives no 
indication of whether they were locked, reviewed, or approved. 

2. Click the phase header hyperlink (e.g. Define Need Summary) in the left window panel as shown in 
Figure 44.  This link will take the screen to the current Phase.   

3. Click the Disciplines tab as shown in Figure 45. 
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4. Click the padlock icon of the discipline to be locked as shown in Figure 45.  The “Status” will indicate 
“Submitted for Review as shown in Figure 46. 

 
Figure 46.  Disciplines Tab - Locked Screen Capture. 

 
5. Click the green checkmark icon of the discipline to be approved.  The “Status” will indicate “Approved” 

with the “Approval Date” will indicate the date approved as shown in Figure 47.  
 

Figure 47. Disciplines Tab - Discipline Approval 

4.4.6 Approval of a Milestone Review 

After all the disciplines are locked and approved, the Phase Approver (SISSU Approver Role) approves 
the milestone for the current Phase.     
1. Click the Milestones tab as shown in Figure 48. 

2. Click the green checkmark to approve the milestone review (it is presumed the milestone has 
actually been accomplished before marking it as approved, if applicable). 

 
Figure 48.  Milestones Tab - Validating a Milestone Screen Capture. 

 
3. Click OK to the confirm message box as shown in Figure 49. 
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Figure 49.  Pop-up Window - Confirming the Approval of a Milestone Screen Capture 

 
The Complete Date and Approved Date are automatically filled in as shown in Figure 50 from approving 
the milestone. 
 
Figure 50.  Milestones Tab - Milestone Approved 

 
The individual assigned the SISSU Approver role may toggle the TRR 1 & 2 reviews as “required or not 
required”.  The pencil icon allows the setting of the “target date for the review.  Click the date icon and 
choose the date for the milestone review.  By setting the milestone review date the system generated 
notification occurs when the milestone review is within 10 days and when the milestone review date is 
changed.     
 
1. Ensure you are in the milestone tab, if not click the Milestone tab as shown in Figure 50. 
2. Click the pencil icon (Figure 50) corresponding to the review (e.g. TRR1 and 2). You can edit the 

Milestone date by clicking the pencil icon and then changing the review date information.   
3. Uncheck the “Required” box indicating the review is not required from the Milestone Tab as shown 

in Figure 51. 
4. Click the floppy icon to save the information as shown in Figure 51. 
 
Figure 51.  Milestones Tab - Toggle Milestone Reviews as Required/Not Required 

 

4.4.7 IT Lean Closing a Phase  

After all disciplines are locked and approved and the milestone review is approved, the Phase Approver 
(SISSU Approver role) locks and approves the phase.   
 
1. Click the Phases tab as shown in Figure 52. 
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2. Click the padlock icon of the phase to be locked.  If you need to unlock the phase you click the 
“padlock” to unlock the Phase.  Note that the status of the phase is annotated as “Submitted for 
Review”, the padlock is locked, and the green checkmark is activated as shown in Figure 52. 

3. Click the green checkmark icon of the phase to be validated.   

Figure 52.  Phases Tab - Locking a Phase Screen Capture. 

 
Figure 53.  Phases Tab - Phase Locked, Approving a Phase Screen Capture. 

 
 
The phase’s status then reflects “Approved” as shown in Figure 53.  None of the phase data can be 
changed unless the phase is unlocked by clicking the padlock icon and then unlocking the appropriate 
discipline.  The next Phase is automatically opened and the process continues reference paragraph 4.2.6 
and the IT Lean process starts over for the next phase.   
 
NOTE:  When the Build & Test Phase is approved the previous phases/disciplines can no longer be 
accessed.  The Phase status is set to “Final”.     

4.4.8 IT Lean Completing a Version 

In the near future, functionality for the Release and Support phase will be implemented.  This will allow for 
the IAM annual reviews for each version fielded.  When the final, Release & Support phase is opened, 
none of the preceding three phases can be opened and/or changed.  The version will remain in Release 
& Support until superseded by a newer version and no longer fielded.  When a version is no longer 
fielded the individual assigned as SISSU Approver will then lock and approve the “Release & Support” 
Phase by clicking the padlock icon to lock and the green checkmark to approve the phase.  All disciplines 
will have to be locked and approved in this Phase prior to locking the Phase.  When the Release & 
Support phase is locked and the version is complete, and its status automatically changes from “Open” to 
“Final.” The version can only be archived.  You can use this version as a predecessor for future versions.  
Completing one version does not automatically open another version.   

4.4.9 SISSU Checklist 

In the IT Lean Process, the certification criteria formally outlined in disparate checklists and documents 
are rolled into the SISSU Checklist and automated in the EITDR.  The SISSU Checklist is designed to 
give the user, program manager, developer, testers, and all other stakeholders of an IT initiative a tool to 
ensure the system will satisfy SISSU requirements to the greatest extent possible.  The SISSU Checklist 
will be used as an awareness tool as early as possible in IT acquisition, starting with the sponsor’s 
generation of requirements.  The SISSU Checklist is a data collection tool that: 
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(1) Provides the requirement’s sponsor and program manager a “one-stop-shop” for the SISSU (non-
functional) requirements that must be answered at various phases of the program’s life cycle to make 
requirements, acquisition, and fielding decisions.Provides each stakeholder with a mechanism to 
evaluate a program’s SISSU compliance and validate tha the program has addressed SISSU 
information requirements.Provides the appropriate decision authorities with the “body of evidence” 
necessary to approve the capability need, make milestone review decisions, and ultimately accredit 
the system. 

(4) The SISSU Checklist security portion was created by consolidating disparate network risk 
assessment, security policy compliance assessment, CoN determination, request-to-operate 
checklists, and C&A content. 

 
Feedback and/or change requests for the SISSU Checklist should be directed to SAF/XCPPB.  If 
warranted, SAF/XCPPB will present change requests to the EITDR configuration control board. 
 
A hard copy of the SISSU Checklist is available for download on the IT Lean Reengineering CoP32.  
SISSU Checklist Version 5.1 dated 1 November 2007 correlates to the DIACAP C&A process.   
 
The IT Lean process Security Discipline contains the Security C&A process which has evolved and 
therefore contains different EITDR versions.  Some IS IT Lean versions are built based on the Interim 
DIACAP Version 2.6 in EITDR and some versions are in the DIACAP Version 2.7 functionality of EITDR.  
The IT Lean process and C&A process previously allowed for DITSCAP C&A packages, but this function 
is no longer available as of 2 January 2008.   

4.4.10 Interim DIACAP Version 2.6  

The Interim DIACAP Version 2.6 functionality listed each IA control as a parent/child question 
relationship.  The “parent” question (for example COAS-2) asked for the IS implementation/validation 
response for the IA control as indicated:  Yes, ALL validations have been achieved or it allows you to 
select each individual validation procedure if the situation where all validation procedures are not fully 
implemented/validated as shown in Figure 54.   
 
The “child” questions (for example COAS-2A) Figure 55 asked for the IS implementation/validation 
artifacts and the “child” question (for example COAS-2B) Figure 56 asked for the date the IA control is 
met.  The parent/child questions do allow the use of the EITDR “clear”, “save” and “next” button actions.  
After the question is saved the IA control is marked as “answered” in the workflow status.  If the IA control 
is answered as non-applicable then no child questions appear or apply for the control.   
 
Figure 54. Interim DIACAP Version 2.6 IA control - Parent Question 

                                                      
32 SISSU Checklist is available for download on the IT Lean Reengineering Community of Practice (CoP) 
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=OO-SC-AF-47 
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Figure 55. Interim DIACAP V2.6 IA control - COAS-2A Child Question 

 
Figure 56. Interim DIACAP V2.6 IA control - COAS-2B Child Question 

 
 
 
Figure 57 provides the functions available in the Interim DIACAP v2.6 and the tabs associated with v2.7 
with the exception that the “Reports and Scorecard” tabs do not produce the artifacts/information due to 
the functionality differences between v2.6 and v2.7.  The redesign is referred to as “DIACAP v2.7” which 
contains the required fields to produce the “Reports and Scorecard” information for the creation of the 
artifacts. 
   
Figure 57. Phases Tab - Excludes Reports & Scorecard Functionality 
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4.4.11 DIACAP Version 2.7 

After the EITDR DIACAP v2.7 functionality implementation on 31 October 2007, the user community was 
solicited to find out which systems were interested in taking advantage of an automated data migration.  
The user community responded with those system requests interested in taking advantage of the data 
migration from the Interim DIACAP version 2.6 to DIACAP version 2.7 and the migration was completed 
14 December 2007. The rationale for choosing the data migration was to let the system move the existing 
system data into the new v2.7 redesign where there was a corresponding relationship between the 
functionality.   The v2.7 redesign implemented additional (new) fields which required the user community 
to update after the migration occurred and revalidate the information.   The data migration allows future 
versions to use the system data as a “predecessor” in the IT Lean process.  For the systems that did not 
take advantage of the data migration effort the “predecessor” function does not allow the system’s 
security data to be pulled forward in future versions.  All other discipline data will be populated from the 
chosen predecessor to the current version.  If the PM does not request the data migration then the 
“Security Discipline” data will require manual entry from the previous version to the current version not 
created in the v2.7 functionality.  The request for data migration can only be processed for an IT Lean 
version that has not finalized the “Build & Test” phase or has not been archived. The PM can request a 
“Data Migration” via a BCR and send the request to bcr.eitdr@scott.af.mil for processing.  The data 
migration is not available to those using IT Lean and conducting the C&A DITSCAP process.   The Data 
Migration instructions describe the actions required after the migration occurs.   
 
Within the IT Lean process the DIACAP v2.7 functionality is displayed with a one line 
entry (no parent/child questions) under the IT Lean “Phase Summary” for each IA 
control.  Figure 61 displays the IT Lean Design Phase Summary.   
 
Figure 62 displays an IA control in its entirety (for example COAS-2) depict the Help Text, Implementation 
Guidance and Validation Procedure fields.     
 
During the Design and Build & Test phase the IA control response should address the “Help Text and 
Implementation Guidance/Validation Procedures” listed in each IA control to provide the appropriate 
response.  
 
The Help Text for the Design Phase – “Describe how the system specific IA control is expected (planned) 
to be implemented using the “Implementation Guidance” provided in the DIACAP Knowledge Service 
(included in the “Implementation Guidance” tab for each IA control) as a reference.  
 
The Help Text for the Build & Test Phase – “Provide actual results to include test results from completing 
the “Validation Procedures” located in the DIACAP Knowledge Service (included in the Validation 
Procedure tab for each IA control) along with all artifacts produced during the validation (e.g., output from 
automated test tools or screen shots that depict aspects of system configuration).  
 
All IA controls have the same fields associated with each control.  The definitions below 
are provided by DoDI 8510.01, DIACAP policy and based on the IT Lean process.  
  
Figure 60 provides the view of each IA control and the associated fields.   
 
1. Compliance – Select from the drop-down arrow one of the following choices (Not Applicable, Non-

Compliant, or Compliant).  This is a system required field and must be populated before saving your 
answer.   

 
2. Compliance Last Updated – This will be system generated based on answering the Compliance 

field. 
 

3. Implementation Status - Identification of the implementation status of the IA control.  Designate the 
status by selecting the appropriate radio button (Inherited, Implemented, and Planned). Detailed 
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information on inheritance can be found on the DIACAP KS 
https://diacap.iaportal.navy.mil/ks/Site%20Pages/IA%20Controls/IA.6.0.aspx.  

 
a. The following choices can be used together for the Implementation Status:  Planned, Inherited, 

Implemented, Planned and Implemented, and Planned and Inherited.  (Not all 3 choices can be 
chosen for a IA control. The IA controls will be marked as “yes” in the DIP fields indicated.   

b. Definitions for Implementation Status: 

Planned – IA control is planned for implementation for the IS but not yet implemented by IS. 
Implemented – IA control is implemented and validated for the IS. 
Inherited – IA control is provided through the services from the IS/Enclave.  For inherited IA 
controls, a copy of the originating system's artifact are to be provided to include validation test 
results and supporting documentation using the "Upload File" or "Reference File" button located 
below the IA control. 
 IA controls inheritance in the context of DIACAP describes the state in which an IA control, along 
with the control's validation results and compliance status, is passed, or "inherited", from an 
originating information system (IS) to a receiving IS for the purposes of C&A. The sharing of an IA 
control’s compliance status and evidence allows C&A practitioners to model an environment 
where security mechanisms are shared across multiple ISs.  

 
Inheritance eliminates testing redundancy by passing the actual results, associated validation 
artifacts, and compliance status from the originating IS to each inheriting IS. Validation test 
results and supporting documentation are maintained by the originating IS and are made 
available to CAs of receiving ISs upon request.  

 
Identifying specific IA controls which may be inherited is a cooperative effort between the 
originating and receiving ISs. The DIACAP Implementation Plan of the receiving IS specifically 
identifies which IA controls are inherited and from which information system they are inherited. 
Inherited IA controls are also reflected on the DIACAP Scorecard of the receiving IS and are 
marked as being inherited. Inherited weaknesses are reflected on the IT Security Plan of Action 
and Milestones (POA&M).33 

 
4. Estimated Completion Date - An estimated completion date for all tasks associated with the 

implementation of the IA Control. 
 
5. Responsible Entities - An identification of the parties responsible for implementing the IA control.  

Indicate from what system the control is inherited. 
 
6. Resources - A listing of all applicable supporting implementation material. Supporting implementation 

material for each IA control is published in the IA controls section of the Knowledge Service, which 
describes a standard set of general implementation guidance and system-specific guidance 
resources, along with Validation Procedures.  Indicate the procedure number and artifact reference 
point (COAS-2-1: Filename, paragraph 2.1).  You can find this information in the Implementation 
Guidance and Validation Procedures associated with each specific IA Control.    

 
7. IA Control Response and Validate Procedure – This is a text box that allows you to describe and 

document the IA control Implementation and Validation.  Indicate procedure number, compliance 
status, and method of validation (Interview, Document Review, Observation, or Test.  (Example:  
COAS2-1:  Compliant – Document Review   

 

                                                      
33 DIACAP KS https://diacap.iaportal.navy.mil/ks/Site%20Pages/IA%20Controls/IA.6.0.aspx 
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8. Methods for providing the artifacts for verification of the IA Control implementation and 
validation. 
a. Upload File – This allows you to upload artifacts to document the implementation and validation 

of each IA control.  All files uploaded will be displayed in the Attachment tab and can be viewed 
by clicking on the filename hyperlink.     

b. Reference File – This allows multiple IA controls to reference the same file.  Provide description 
information for the section or portion of the document in which the IA control is addressed.   

c. Add Link – The add link option is not allowed as a means to provide the system’s artifacts 
because the artifact is not restricted to modifications when used for validation of the IA control.  
Please upload the artifact instead.  Future enhancements of the EITDR IT Lean functionality will 
remove this link capability. 

9. To upload a file, click the Upload File button. 
a. Click on the question and a pop-up window will appear to allow upload of the artifacts as shown in 

Figure 58.  NOTE:  If the system is classified, do not upload the artifacts.   
b. Click the Browse button to locate the documents and click on the “Upload” icon to save the 

information as shown in Figure 58. 
c. Click the floppy icon to save the information. 

10. To reference a file, click the “Reference File” button. 
a. Click the drop-down arrow and select the file to reference.  (NOTE:  The file must be previously 

uploaded.   
b. Click the floppy icon to save the information. 

11. To add a  link, click the Add Link button.  NOTE:  Do not use to provide artifacts.   
 

Figure 58. Security Discipline, IA control - Upload File 

 
 
 
Figure 59. DIACAP V2.7 – Define Need Summary  
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Figure 60.  DIACAP v2.7 - IA control (Example: COAS-1) 

 

 

 

Implementation Guidance 
Validation Procedures 

Help 
Text 

 
The security portion of IT Lean also provides the question capability to build and edit the POA&M without 
using the “report” tab capability to ensure a POA&M is available for each Phase.  Figure 61 will provide 
the instructions for IA control entry through the SISSU question: “Enter the System POA&M information?” 
To add a weakness/vulnerability to the POA&M follow the steps below: 
1. Click on the question and provide the information below.   
2. Complete the fields as shown in Figure 61. 

a. Date Initiated – click the calendar icon and pick the date.  NOTE:  If you need to change the data 
for items b – e below, the “Date Initiated” will have to changed prior to any changing the data 
fields.   

b. POC Name – click in the field and enter appropriate data 
c. POC Phone – click in the field and enter appropriate data 
d. POC E-mail – click in the field and enter appropriate data 
e. Security Costs – click in the field and enter appropriate data (Value must be greater or equal to 

zero with a maximum of 14 digits to the left and 6 digits to the right of the decimal)  
 

3. Click the “Add New” button as shown in Figure 62. 
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4. Complete all the following fields:  (Do not include classified information or CAT 1 vulnerabilities 
that have not been mitigated within the IT Lean process.  Use SIPRNET to provide the classified 
information/artifacts. Reference DoDI 8510.01 paragraph E2.56 which states “Severity Category. The 
category a CA assigns to a system security weakness or shortcoming as part of a certification 
analysis to indicate the risk level associated with the security weakness and the urgency with which 
the corrective action must be completed. Severity categories are expressed as “Category (CAT) I, 
CAT II, or CAT III,” with CAT I indicating the greatest risk and urgency. Severity categories are 
assigned after consideration of all possible mitigation measures that have been taken within system 
design/architecture limitations for the DoD IS in question.”  Reference DIACAP KS for detailed 
POA&M explanation regarding each field as shown in Figure 63.   NOTE: NA IA controls will have 
entries only in columns 1 (weakness), 3 (Security Control/Impact Code), and 11 (Comments). 

 
a. Weakness – click on text field and type in information describing the weakness/vulnerability 

(required field)  The auto-populate feature in EITDR automatically provides the DIACAP KS 
standard weakness however this field is editable for additional information.   

b. CAT – click on drop-down arrow to select the appropriate level (default is “CAT II” in EITDR 
pull down arrow) (required field)  The auto-populate feature in EITDR automatically 
populates this field with “None” however this field is editable.   

c. Security Control – click on drop-down arrow to select the appropriate IA control/impact code 
(required field)  The auto-populate feature in EITDR automatically provides the IA control 
name and the impact code.   

d. POC - click on text field and type in the office or organization held responsible for resolving 
the security weakness. 

e. Resources Required - click on text field and type in resource information to resolve the 
security weakness (e.g., estimated funding or manpower).  Enter “NA” for CAT III 
weaknesses accepted by the DAA.   

f. Completed by – click on calendar icon and choose date.  The auto-populate feature in EITDR 
automatically populates this field with the “Estimated Completion Date” from the IA control.   

g. Milestones with Completion Dates - click on text field and type in the milestone and 
completion date identifying specific requirements for correcting an identified weakness.  Enter 
“NA” for CAT III weaknesses accepted by the DAA.    

h. Milestones Changes - click on text field and type in milestone updates from field “Milestones 
with Completion Dates” field.  Enter “NA” for CAT III weaknesses accepted by the DAA. 

i. Source Identifying Weakness - click on text field and type in information 
j. Status Code – click on drop-down arrow to select choice (default value is NONE) (Choices:  

None, Completed, On-going, Risk Accepted) 
k. Status Date – click on calendar icon and choose date 
l. Comments - click on text field and type in information.  If the IA control is inherited, cite the 

originating IS.  For NA IA controls, provide the reason the control is not applicable.  Additional 
information may include anticipated source of funding and other obstacles and challenges to 
resolving the security weakness (e.g., lack of personnel or expertise, dvelopment of a new 
system to replace insecure legacy system).  

5. Skip to Step 7 to save the information.   
6. The system generates the POA&M report or package from the IA control.  Click the “Auto-Populate” 

button to have the system populate the “Non-Compliant” IA control information in the POA&M.  
(Future enhancements will provide the “Non-Applicable (NA)” IA controls but until then the PM is 
required to annotate the “NA”  IA controls on the POA&M IAW DoDI 8510.01 and AFI 33-210).  
NOTE:  As a workaround you can run the Scorecard and cut and paste the information from the 
scorecard report into the POA&M and then edit the additional fields.  
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a. The “Auto-Populate” button can be selected first or selected multiple times to include changes 
from the information populated in each IA control prior to the question being locked.  The “Auto-
Populate” button can be selected prior to the “Add New” button for adding additional POA&M 
entries.    

b. Each time the “Auto-Populate” button is selected the system will respond with the message 
“<number of> records were auto-populated“ to the right of the “Auto-Populate” button after the 
POA&M report is generated.   

c.  Entries are listed alphabetically by the IA control designation (for example COAS). 
d. The CAT level assigned to the IA controls during the “Auto-Populate” is defaulted to “NONE”.  

The “Auto-Populate” function marks the IA controls with a default “CAT” level of “NONE” which 
requires an update to the CAT level to the appropriate level.  Use the pencil icon to edit the 
information.      

7. Click the floppy icon to save the POA&M entry as shown in Figure 64.  The entry is available for 
updating by clicking on the pencil icon or for deletion by clicking the “X” icon as shown in Figure 65. 

8. Figure 65 provides additional icons available to provide historical information  and allow for 

comments .  
 
Figure 61. Security Discipline, SISSU Question - Enter the system POA&M information 

 
Figure 62. Security Discipline, SISSU Question - Enter the system POA&M information 
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Figure 63. Security Discipline - System POA&M Question (Add New) 

 
Figure 64. Security Discipline - System POA&M Question (Add New) Continued 
 

 
Figure 65. Security Discipline - System POA&M Sample Entry 
 

 
 
The “Phase” tab provides the additional features provided in the DIACAP v2.7 as shown 
in Figure 57.  The procedures for executing the “Reports and Scorecard” feature is 
provided below.   
 
Steps to execute a DIACAP report (DIACAP Implementation Plan (DIP), System 
Identification Plan (SIP), POA&M, and Scorecard) (Reference Figure 74 (SIP), Figure 75 
(DIP), Figure 76 (POA&M), and Figure 77 (DIACAP Scorecard) for templates of the 
reports.  
 
1. Click on the Reports tab as shown in Figure 69. 
2. The system will provide the choice to execute an “Add Report or Add Package” as shown in Figure 

67. 
a. Click on the “Add Report” button.  The system will respond with the choices for Phase to run 

report, Report/Package, Public/Private (who can see the information), format Type as shown in 
Figure 68. 

b. Select the drop-down arrow to make the Phase choice (Define Need, Design, and Build & Test). 
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c. Select the drop-down arrow to make the Report/Package choice (DIP, Scorecard, SIP, or 
System POA&M). 

d. Check or Uncheck the “Public” box to make the choice of who can see the report (check=Public, 
leave blank for Private). 

e. Select the drop-down arrow to make the choice for format Type (HTML, PDF, Word). 
f. Select the floppy icon to generate the report or pencil to cancel the report as shown in Figure 70 

and  Figure 69. 
3. After the report is generated the options available are to delete the report (click the X) or lock the 

report and make it private (click the pad lock) as shown in Figure 70. 
4. To run a DIACAP Comprehensive or Executive package follow the same steps but make the following 

choices:  
a. Click on the “Add Package” button.  The system will respond with the choices for Phase to run 

report, Report/Package, Public/Private (who can see the information), format Type as shown in 
Figure 71. 

b. Select the drop-down arrow to make the Phase choice (Define Need, Design, and Build & Test). 
c. Select the drop-down arrow to make the Report/Package choice (Comprehensive (DIP, 

Scorecard, SIP, POA&M) or Executive (SIP, Scorecard, POA&M)). 
d. Check or Uncheck the “Public” box to make the choice of who can see the report (check=Public, 

leave blank for Private). 
e. Select the drop-down arrow to make the choice for format Type (PDF, Word). 

5. Click on the report/package hyperlink to download the artifacts as shown in Figure 70.   
 
Figure 66. Phases Tab 

 
 
Figure 67. Reports Tab - Add Report or Add Package 

 
 
Figure 68. Reports Tab – Add Report 
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Figure 69. Reports Tab - Generating Report 

 
 
Figure 70. Reports Tab - Generation of Report 

 
Figure 71. Reports Tab - Generate Package 

 
 
The DIACAP Package is developed through DIACAP activity and maintained throughout a system’s life 
cycle.  Implementing the activities of the DIACAP generates the results listed in the 
Comprehensive/Executive Package and aligns with the EITDR IT Lean security discipline. The DIACAP 
Comprehensive and Executive Package columns list (as shown in Figure 72) the information that may be 
necessary for an accreditation decision and can be generated from the IT Lean process.  Each DAA will 
determine what information is necessary to make an accreditation decision. Acquisition contracts must 
specify information assurance C&A deliverables.34 
 
Figure 72. DoDI 8510.01 DIACAP Package Contents 

DIACAP Package Contents 
Comprehensive Package Executive Package 
System Identification Profile (SIP)  SIP  
DIACAP Implementation Plan (DIP)  
 - IA controls – inherited and implemented   
 - Implementation status  
 - Responsible entities  
 - Resources  
 - Estimated completion date for each IA control   
Supporting Certification Documentation  
 - Actual validation results  
 - Artifacts associated with implementation of IA 
   controls   
                                                      

34 Reference DIACAP Knowledge Service for detailed DIACAP policy, process, and guidance.  URL 
https://diacap.iaportal.navy.mil/ 
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 - Other 
DIACAP Scorecard 
 - Certification determination  
 - Accreditation decision  

DIACAP Scorecard 
 - Certification determination  
 - Accreditation decision 

IT Security POA&M (If required) IT Security POA&M (If required) 
 
The DIACAP Scorecard is a summary report that conveys information on the IA posture of a DoD IS 
succinctly in a format that can be exchanged electronically. Additional data elements may be specified by 
CIOs, DAAs, or other enterprise users of the DIACAP Scorecard.  
 
Figure 73.  DIACAP Scorecard Tab 

 
The DIACAP Scorecard as shown in Figure 73 provides the compliancy status (compliant, non-compliant 
or non-applicable) for all the ISs IA controls.  The IA control is hyperlinked to take you to the appropriate 
IA control for editing.   
  
Scorecard Fields (Description) Reference DoDI 8510.01 
System Name - Name of the system being certified.   
System Owner - The organization within the DoD Component that owns, controls, or manages the IS.  
IS Type - The Information System type (i.e., AIS application, enclave, outsourced IT-based process, and 
platform IT interconnection)   Indicate if the enclave is stand-alone or a DMZ.  Currently not available on 
the DIACAP Scorecard--future requirement.  
DAA -The name and signature of the DAA for the system. Manual or DoD PKI-certified digital signatures 
are acceptable.  
Accreditation Status – The system accreditation decision (i.e., unaccredited, ATO, IATO, IATT, DATO).  
Period Covered - Include the date of the accreditation (if the system has a decision other than 
unaccredited) and the ATD.  
Last Update - The date of the last change that occurred on the scorecard. This is primarily driven by 
updates to the IA controls and their associated status.  
Certifying Authority - The name of the individual serving as the CA for the system.  
Certification Date - The date of the certification.  
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MAC -The MAC applied to the system.  
CL - The CL applied to the system.  
Subject Area - The subject area associated with the IA control.  
Control Number - The reference number associated with the IA control.  
IA Control Name - The name associated with the IA control.  
Inherited - An indication (Yes or No) of whether or not the IA control is inherited. – Currently not available 
on the DIACAP Scorecard--future requirement.   
C/NC/NA - An indication of the compliance status of the IA control (i.e., C, NC, NA). An IT Security 
POA&M is required if NC or NA. NOTE: NC may indicate either non-implementation or complete failure of 
the control under testing; it also may indicate a partial failure of a control under testing (e.g., three of four 
testing points pass). 
Impact Code – The impact code (high, medium, low) associated with the IA control.   
Last Update – The date of the last change of the IA control’s compliance status (C/NC/NA). 
 
Figure 74. System Identification Plan (SIP) Report Template 

    71



                                                                         IT Lean Reengineering Process Guidebook 
 

 
Figure 75. DIACAP Implementation Plan (DIP) Template 
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Figure 76. Plan of Action & Milestones (POA&M) Template 

 
Figure 77. DIACAP Scorecard Template 
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5.0 Applicability to DoD 5000-Series Acquisition Programs  

5.1 Background 
To obviate the requirements for a CoN and CtO, the security discipline of the IT Lean Process applies to 
AF ACAT programs following DoD 5000-2.  Programs designated ACAT I, II, or III35 that are following the 
DoD 5000 process will use the IT Lean process at the appropriate point in the program’s life cycle for the 
C&A process and DIACAP compliance.  Figure 80 depicts the DoD 5000-series acquisition process, 
aligned with the IT Lean process, aligned with the DIACAP process.  ACAT programs may benefit from 
certain IT Lean implementations while still adhering to DoDI 5000.2 guidance, as shown by the validation 
points in Figure 78. 
 
 
Figure 78.  DoD 5000 Process Aligned with IT Lean Sub-Process (DIACAP).  
 

0

Initiate/Plan IA C&A Implement/Validate
IA controls

Determine certification
& decide accreditation Maintain ATO Decommission

DIACAP Scorecard

Make C&A decisionsValidationValidation

DIACAP Scorecard

Re-Validation

C&A

DNR DR FRRTRR 2

DIACAP 
Framework

Define Need Design Build & Test

TRR 1

Release & Support

IT Lean Framework
DT&E OT&E“AoA”Req. Development

ITP ITP ITP ITP “Network ATC”

SISSU Checklist ResponseStart 
EITDR

ValidationValidationValidation Ann. Rev. I Ann. Rev. II

w/ DIACAP SubsumedDIACAP ScorecardDIACAP Scorecard

SISSU Checklist Response

                                                     

C&A

 
 
 

 
35 Criteria to be an ACAT program are described in DoDI 5000.2, Operation of the Defense Acquisition System. 
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The AF-DAA decision may also be certified via specific elements of the SISSU Checklist, greatly 
facilitating the fielding timeline.  Compliance with the SISSU Checklist is necessary before the FRP 
approval. 
 
The applicability of the SISSU Checklist elements to DoDI 5000.2 compliance rests on a future 
coordination decision.   

5.2 Early and Continuous Stakeholder Involvement 
As described in DoDI 5000.2, AFI 63-101, and AFI 99-103 early and continuous stakeholder involvement 
is crucial to the successful development and fielding of an IT capability.  Therefore, ACAT programs, at 
the discretion of the acquisition decision authority, should involve the appropriate IT Lean/SISSU 
stakeholders during milestone decisions and other key reviews as appropriate.   

5.3 Use of EITDR 
ACAT programs should use EITDR to post required SISSU Checklist information throughout the program 
life cycle.  EITDR is the authoritative source for SISSU information for IT programs.  Because EITDR and 
the SISSU Checklist are filtered by IT Lean phases (not DoDI 5000-2 phases), program offices should 
use Figure 78 for process alignment, as needed.  The SISSU Checklist and EITDR will help program 
offices identify and address derived SISSU requirements earlier in the program’s life cycle.   

5.4 Validation of SISSU Checklist Elements 
IT Lean process validation should occur before Milestones B and C, and the Full Rate Production (FRP) 
decision as applicable.  Validation authorities remain the same, and will make a recommendation to the 
chair of the milestone decision review. 

5.5 AF-DAA Approval 
An AF-CIO memo dated August 2005 requires AF-DAA approval for all systems connecting to the 
AF-GIG, including ACAT systems.  The AF-DAA will provide the accreditation decision/connection 
approval to the MDA or acquisition like authority prior to the FRR.  Therefore, ACAT programs will receive 
the AF-DAA accreditation decision/connection approval after the MDA or acquisition like authority decides 
the fielding decision at the FRR.  IT Lean process validation prior to the FRR assists the AF-DAA in 
making an accreditation decision.  If connection to the network occurs prior to FRR, the AF-DAA must 
grant an Interim Authorization to Test (IATT), or when mission warrants an Interim Authorization to 
Operate.  The AF-DAA may grant an Authorization to Connect (ATC) or Denial of Authorization to 
Connect (DATC) for Guest systems.  Paragraph 7.0 AF-DAA Procedures, describes the AF-DAA 
accreditation and connection approval processes.   

5.6 Linkage to the DoD 5000 Model and JCIDS 
The IT Lean Process is based on the DoD 5000-series process but streamlined to accommodate the 
need to rapidly develop and field IT.  Key differences between the IT Lean Process and the 5000 model 
are the reduction in documentation and process steps and oversight at the appropriate level. Figure 78 
shows lineage to DoD 5000-series and DIACAP process. 
 
Documentation requirements are minimized to the greatest extent possible with the IT Lean process.  
DoD 5000-mandated documentation (e.g., ISP) and the DIACAP Comprehensive Package are still 
required.  
 
The IT Lean Process tailors out many of the DoD and CJCSI 3170.01 requirements that are either not 
applicable to IT or not applicable for the category of programs (both dollar amount and complexity) that 
the IT Lean Process covers.  Figure 79 outlines these differences: 
 
Figure 79. JCIDS, DoD 5000-Series and IT Lean Relationships. 
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JCIDS/ IT Lean Process Equivalent/Lineage Comments DoD 5000 Component 

Process Steps 
Need T&E Strategy for ACAT 
programs Milestone A  

Milestone B Define Need Review Need TEMP for ACAT programs 
Need TEMP update for ACAT 
programs Milestone C TRR II 

Design Readiness Review Design Review  
DT&E DT&E (or QT&E)  
OT&E Operational testing  
LRIP Not applicable  
FRP FRR   
CCA compliance CCA Approval  
Deliverables 

None 
Elements of the ICD are 
incorporated in the SISSU 
Checklist 

ICD 

None 
Elements of the CDD are 
incorporated in the SISSU 
Checklist 

CDD 

CPD None  
Net-ready KPP ISP  
AoA 

Analysis of potential alternatives* 
Streamlined AoA for IT capability 
needs where acquisition 
strategies are analyzed  Economic analysis (MAIS only) 

Acquisition strategy Potential alternatives* 

Consider in priority order:  
(1) Utilize ERP; 
(2) Utilize COTS; 
(3) Build custom solution with 
solution provided by, in priority 
order (1) Contractor, (2) 
Government 

IA Strategy IA strategy  
APB   

ISP ISP  The ISP is a required artifact in 
the SISSU Checklist.  
Elements of the DIACAP Package 
are included in the SISSU 
Checklist. The DIACAP 
Comprehensive Package is still a 
required document deliverable.  

DIACAP DIACAP Comprehensive Package 
(SISSU Checklist) 

T&E Strategy T&E Strategy Required at MS A 
Integrated Test Plan (ITP) ITP Required at all decision reviews 

TEMP TEMP Required at MS B, C, and FRP 
decisions 
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6.0 SYSTEM CERTIFICATION AND ACCREDITATION (C&A) ROLES AND 
RESPONSIBILITIES  

This section of the guidebook is to enhance the C&A roles and responsibilities for the designations as 
listed below as they pertain to the IT Lean process.  Reference AFPD 33-2 and AFI 33-210 for a complete 
list of the designations, roles, and responsibilities.36 

6.1 Office of the Secretary of the Air Force Chief Information Officer (SAF/XC) 
SAF/XC is responsible for developing policy and guidance and administering the IT Lean Re-engineering 
process that provides a tailored method for acquiring small Information Technology programs 
(COTS/GOTS, enhancements, etc.).  Maintains the IT Lean Community of Practice located at: 
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=OO-SC-AF-47. 

6.2 Air Force-Designated Accrediting Authority (DAA) 
The DAA is the official with the authority to formally assume responsibility for operating a system or 
network at an acceptable level of risk.  With network defense responsibilities, the AFNETOPS/CC is 
appointed as the DAA for the AF-GIG.37  As the Air Force migrated to a “One Air Force, One Network, 
One DAA” construct current system DAAs transitioned their responsibilities to the AF-DAA.  The IT 
Lean Process recognizes the AF-DAA as the sole authority for authorizing the operations of information 
systems (except for ISs where there is a Lead DAA) and connection to the AF-GIG38. The AF-DAA 
performs the following responsibilities:  
 
(1) Makes final connection decision prior to FRR and issues Authorization to Connect (ATC) or Deny 

Authorization to Connect (DATC). 
 
(2) May delegate its AF-GIG and IS accreditation authority, and its approval authority for connecting to 

the AF-GIG, to others. 
 
(3) Approves or disapproves Information Technology (IT)/National Security System (NSS) (including 

software and services) connections to the AF-GIG. 
 
(4) Accepts, mitigates, or transfers risks created by the connection of IT/NSS on the AF-GIG.  
 
(5) Ensures IT/NSS residing on or connecting to the GIG meet standards described in AFI 33-115, 

Volume 1, Network Operations (NETOPS), and AFI 33-210, and removes them when they do not.  
 
(6) If requested can attend the FRR and provides security accreditation decision and/or connection 

approval to the designated Milestone Decision Authority for all Air Force IT. 

6.3 Senior Information Assurance (IA) Official 
In accordance with the Federal Information Security Management Act (FISMA), Public Law 107-347, the 
Senior Information Assurance Official (SAF/XCD-2) is responsible for directing the Air Force IA program 
on behalf of the Air Force Chief Information Officer (AF-CIO).  SAF/XCD-2 performs the following 
responsibilities: 
 
(1) Establishes and enforces certification processes, roles and responsibilities, and review and approval 

thresholds and milestones within the Air Force.  
 

                                                      
36 Reference AFPD 33-2 Communications and Information, Information Assurance Program and AFI 33-210 AF Certification and 
Accreditation Program for a complete list of the roles and responsibilities for each designation.   
37 AFPD 33-2, Information Assurance Program, 19 Apr 07 
38 The term “IT” includes National Security Systems (NSS). Source: CJCSI 3170.01D 
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(2) Carries out FISMA-related CIO responsibilities and serves as SAF/XC’s primary liaison to the, ISOs, 
and other IA personnel. 

 
(3) Functions as the Air Force Certifying Authority and can delegate this authority as appropriate. 
 
(4) Establishes and manages the IA program and is responsible for IA policy and procedures.   
 
(5) Serves as the single IA coordination point for joint or defense programs that are deploying information 

systems to Air Force enclaves. 
 
(6) Oversees development of the Air Force POA&M used to assist IA personnel in identifying, assessing, 

prioritizing, and monitoring the progress of corrective efforts for security weaknesses found in ISs and 
programs. 

(7) Oversees IA requirements planning, programming, budgeting, and execution in the Air Force budget 
process and advocates for IA funding with the Office of the Secretary of Defense and the Congress.   

6.4 Air Force DAA Representative 
The Air Force DAA Representative (AF-DAA Rep) represents the AF-DAA on day-to-day issues during 
the C&A process.  The Commander, Air Force Communications Agency (AFCA/CC) is appointed as the 
AF-DAA Rep (AFPD 33-2 and AFI 33-210, will be updated accordingly).  The AF-DAA Rep can be 
empowered to make certain types of decisions such as planning and resourcing of C&A activities, 
acceptance of documentation, or the determination (but not acceptance) of risk.  The AF-DAA 
Representative performs the following responsibilities: 
  
(1) AFCA/EV serves as the Senior Information Assurance Officer (SIAO) appointed AF Certifying 

Authority for all AF level systems seeking connection to the AF-GIG. 
 
(2) Serves as lead command for designated IA programs in accordance with AFI 10-901, Lead 

Command—Communications and Information Systems Management. 
 
(3) Provides guidance and support to major commands (MAJCOM), field operating agencies (FOA), 

direct reporting units (DRU), and wing IA offices. 
 
(4) Reviews, evaluates, and interprets National and DoD IA policy and doctrine and makes 

recommendations on implementation to SAF/XCD. 
 
(5) AFCA/EV serves as deisgnated AF CA in the IT Lean Security process, with responsibility to provide 

risk assessments and recommendations in relation to network security and the 
implementation/interconnection of ISs.  AFCA will validate IT Lean security compliance at each IT 
Lean milestone prior to progression to the next milestone.  Operational commanders and senior 
communicators must collaborate throughout the accreditation process.  All risk assessment 
adjudication will occur during the IT Lean process. 

 
(9) If requested can attend FRR on behalf of the AF-DAA and provide security recommendation to the 

designated Milestone Decision Authority for the Air Force IT.  

6.5 Lead Designated Accrediting Authorities (AF-DAA, SAP/SAR DAA, and Space DAA): 
(1) Have the primary authority and ultimate responsibility for the accreditation of all ISs under their 

purview. 
 
(2) Control the designation of all DAAs for ISs under their purview.  May delegate accreditation authority 

to others to serve as DAAs for such ISs, provided that: 
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(3) All persons designated as DAAs meet the minimum criteria as described in AFPD 33-2, paragraph 
4.9 and 4.10), and any additional requirements specified for such designations by a particular Lead 
DAA (e.g., AFPD 33-2, paragraph 5.7.1.3). 

 
(4) The Lead DAAs retain ultimate responsibility for the accreditation of all IS under their purview. 
 
(5) Have the authority and responsibility to periodically audit the accreditation of all ISs under their 

purview. 
 
(6) If requested attends or sends a delegated representative to, the TRR II and FRR. 

6.6 Designated Accrediting Authority (DAA) (Appointed DAA):  
(1) Are designated by Lead DAAs, and have the authority and responsibility for accrediting ISs as 

designated by the Lead DAA. 
 
(2) Are prohibited from re-delegating their accreditation authority to any other person.  However, may 

designate others to support the accreditation process (e.g., DAA Representative). 
 
(3) Must be prepared to provide annual briefings detailing their system accreditation program. 
 
(4) If requested attends or sends a delegated representative to, the TRR II and FRR. 

6.7 Information System Owner (formerly System DAA) 
Current system DAAs have been directed to transition to Information System Owners as the Air Force 
transitions into the single AF-DAA construct, The Information System Owner is the Air Force official 
responsible for the mission and/or performs planning, programming, and budgeting for the IS’s 
development, operation, maintenance, and modernization; provides IS’s requirements to developers; and 
has prime interest in the mission the IS supports.  SAF/XC, as the AF CIO, will adjudicate ownership 
where these instructions are not clear. Additionally, the system DAA advises the AF-DAA, through the AF-
DAA Rep or CA, regarding decisions to balance security requirements, mission, and resources against 
the defined or perceived threat.  The Information System Owner performs the following responsibilities: 
 
(1) Assume responsibility for oversight of procurement, development, integration, modification, and 

operation and maintenance of an IS under their purview. 
 
(2) Ensure development and maintenance of the system security plan, as well as ensure that the IS is 

deployed and operated according to the agreed-upon security requirements.  
 
(3) Evaluate the mission, business case, and budgetary needs to ensure that developed ISs incorporate 

security and meet user requirements as well as that the appropriate steps have been taken to reduce 
or eliminate vulnerabilities. 

 
(4) Ensure appropriate resources are available for certification and accreditation (C&A) efforts and 

necessary system-related documentation is provided to the CA. 
 
(5) Assign the IS mission assurance category and confidentiality level in accordance with DoDI 8500.2, 

Information Assurance Implementation. 
 
(6) Develops the Plan of Action and Milestones (POA&M) in accordance with DIACAP. 
 
(7) If serving as system DAAs for ISs under the purview of the AF-DAA as directed by AFPD 33-2, will 

transfer its accreditation authority to the AF-DAA.  Prior to the transfer, ISOs will ensure IA controls 
are reviewed, and residual risks along with associated mitigations are documented in the POA&M.  
The POA&M will be provided to the AF-DAA at time of transfer. 
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(8) The CA will review accreditation packages and submit the security recommendation for the C&A 
package to the AF-DAA.   For systems with an Interim Authorization to Operate (IATO), the CA 
reviews the POA&M and submits the C&A package to the AF-DAA. 

 
(9) Attends or sends a representative to the Design Review (DR). 
 
(10) Attends or sends a representative to the TRR I for the IT/NSS. 
 
(11) Attends or sends a representative to the TRR II for the IT/NSS. 
 
(12) Co-chairs the IT Lean/SISSU Field Readiness Review (FRR).  In conjunction with the AF-DAA 

Representative and Milestone Decision Authority, provides fact-based, operational risk management 
based recommendations for FRR final decisions. 

6.8 SISSU Security Validator  
The SISSU Security Validator (AFCA//EVSC and EVSS) is responsible for making recommendations to 
decision makers throughout the IT Lean process on the adequacy to which a program/system has 
addressed SISSU security requirements.  The SSV serves as a central focal point for the security 
recommendation to the AF Certifying Authority.  The SISSU Security Validator performs the following 
responsibilities: 
 
(1)    Use EITDR to validate and provide feedback on answers to IT Lean questions/IA controls. 
 
(2)    Makes C&A recommendations to the CA, AF-DAA Representative, or AF-DAA. 
 

6.9 Program Manager (PM)  
The Program Manager is a person responsible for ensuring the IT Lean process of the IT/NSS.  The 
program manager works closely with the information system sponsor to ensure procurement, 
development, resource availability, integration, modification, and operation and maintenance of the 
IT/NSS.  The program manager performs the following responsibilities, among others:  
 
(1) Use the SISSU Checklist to identify derived security, interoperability, supportability and sustainability, 

and usability requirements from requirements generation forward. 

(2) Plan and program for IA engineering, certification and accreditation activities in their program plans, 
budgets, and contracts as appropriate, and ensure system certification for their programs. 

 
(3) Ensure corrective efforts are implemented and completed for security weaknesses found in ISs and 

programs. 
 
(4)  Prepares and coordinates the C&A package and all associated artifacts. 
 
(5) Attends or sends a delegated representative to the DNR. 
 
(6) Chairs or Co-Chairs the DR. 
 
(7) Chairs or Co-Chairs the TRR I.   
 
(8) Attends or sends a delegated representative to, TRR II. 
 
(9) Attends or sends a delegated representative to, FRR. 
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7.0 AF-DAA PROCEDURES 

7.1 Application 
The AF-DAA procedures apply to all IT systems that request permission to field hardware and/or software 
and services on the Air Force provisioned portion of the GIG - more commonly called the Air Force 
Enterprise Network.  It also applies to DoD, Joint, non AF systems, and the interconnection between Air 
Force networks and other non-Air Force networks and systems (e.g., SMARTLINK, Defense Research 
and Engineering Network (DREN), DFAS systems). 
 
These procedures are the enforcement methods for the AF-DAA as appointed by SAF/XC.39  The 
AF-DAA exercises authority and judgment in the enforcement of network security measures as related to 
the Air Force provisioned portion of the GIG. 

7.2 References 
(a) DoD Directive 8500.01E, Information Assurance (IA), October 24, 2002 
 
(b) DoD Instruction 8500.2, Information Assurance (IA) Implementation, February 6, 2003 
 
(c) DoDI 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP), 

28 Nov 07 
 
(d) AFI 33-202 Volume 1, Network and Computer Security 
 
(e)  AFPD 33-2, Information Assurance Program, 19 Apr 07 

7.3 Air Force-Owned or Air Force-Sponsored Systems 
This section provides system developers and program managers of Air Force systems the basic guidance 
to understand (early in the development of a new IT system or an upgrade of a legacy system) the 
requirements to ensure compliance with AF policy regarding DIACAP certification and accreditation 
process.  
 
Prior to registration in EITDR, the IT owner must decide which of the following AF-accepted definitions 
their IT falls under: 
 
DoDI 8500.2, Para E2.1.17, DoD Information System:  Set of information resources organized for the 
collection, storage, processing, maintenance, use, sharing, dissemination, disposition, display, or 
transmission of information.  Includes AIS applications, enclaves, outsourced IT-based processes, and 
platform IT interconnections  
 
DoDI 8500.2, Para E2.1.1, Application/Product:  Software program that performs a specific function 
directly for a user and can be executed without access to system control, monitoring, or administrative 
privileges.  Examples include office automation, electronic mail, web services, and major functional or 
mission software programs.   
 
Exclusivity Clause:  If it does not fit the definition of an Information System or is excluded by another 
rule, it is, by default, an application.  It cannot be an application if it meets the requirements of an 
Information System. 

                                                      
39 AFPD 33-2, Information Assurance Program, 19 Apr 07  
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7.4 DoD Certification and Accreditation (C&A) Policy and Guidance 
References in paragraph 7.2, items (a) thru (e) mandate that all information systems shall be organized 
and managed in one of four categories identified in Figure 80 and certified and accredited.  This includes 
the development of new IT, the incorporation of IT into the existing infrastructure, prototypes, 
reconfigurations, or upgrades to legacy systems. 
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Figure 80.  DoD IT System Categories. 
 

Category Definition 
For DoD IA purposes, an Enclave is a collection of computing environments connected by one or more 
internal networks under the control of a single authority and security policy, including personnel and 
physical security.  Enclaves always assume the highest mission assurance category and security 
classification of the AIS applications or outsourced IT-based processes they support, and derive their 
security needs from those systems.  They provide standard IA capabilities such as boundary defense, 
incident detection and response, and key management, and also deliver common applications such as 
office automation and electronic mail.  Enclaves are analogous to general support systems as defined in 
Office of Management and Budget (OMB) Circular A-130, Management of Federal Information 
Resources.  Enclaves may be specific to an organization or a mission, and the computing environments 
may be organized by physical proximity or by function independent of location.  Examples of enclaves 
include local area networks and the applications they host, backbone networks, and data processing 
centers. 

Enclaves (which 
include networks 

For DoD IA purposes, an AIS application is the product or deliverable of an acquisition program.  An AIS 
application performs clearly defined functions for which there are readily identifiable security 
considerations and needs that are addressed as part of the acquisition.  An AIS application may be a 
single software application (e.g. Integrated Consumable Items Support (ICIS)); multiple software 
applications that are related to a single mission (e.g., payroll or personnel); or a combination of software 
and hardware performing a specific support function across a range of missions (e.g., Global Command 
and Control System (GCCS), Defense Message System (DMS)).  AIS applications are deployed to 
enclaves for operations, and have their operational security needs assumed by the enclave.  Note that an 
AIS application is analogous to a “major application” as defined in Office of Management and Budget 
(OMB) Circular A-130; however, this term is not used in order to avoid confusion with the DoD acquisition 
category of Major Automated Information System (MAIS).  

Automated Information 
System (AIS) 
Application 

For DoD IA purposes, Outsourced IT-based Processes is a general term used to refer to outsourced 
business processes supported by private sector information systems, outsourced information 
technologies, or outsourced information services.  An outsourced IT-based process performs clearly 
defined functions for which there are readily identifiable security considerations and needs that are 
addressed in both acquisition and operations. 

Outsourced IT-based 
Processes 

Platform IT 
Interconnections 

For DoD IA purposes, Platform IT Interconnection refers to network access to platform IT.  Platform IT 
interconnection has readily identifiable security considerations and needs that must be addressed in both 
acquisition and operations.  Platform IT refers to computer resources, both hardware and software, that 
are physically part of, dedicated to, or essential in real time to the mission performance of special purpose 
systems such as weapons, training simulators, diagnostic test and maintenance equipment, calibration 
equipment, equipment used in the research and development of weapons systems, medical technologies, 
transport vehicles, buildings, and utility distribution systems such as water and electric.  Examples of 
platform IT interconnections that impose security considerations include:  communications interfaces for 
data exchanges with enclaves for mission planning or execution, remote administration, and remote 
upgrade or reconfiguration. 

 

7.5 Air Force C&A Policy and Guidance 
AFPD 33-2, AFI 33-210 and this guidebook, provide specific Air Force policy and guidance implementing 
the DIACAP.                                                                                                                                                                             
 
Air Force security concerns as they apply to a new or upgraded system or application (such as virtual 
private networks [VPN] or mobile code) require early involvement of sponsors and program managers in 
the requirements phase (IT Lean Define Need Phase) with the AFCA AO/SISSU Security Validator 
(AFCA).  The AFCA AO/SISSU Security Validator reviews Air Force systems for compliance to DoD 
Baseline Security Controls as outlined in DoDI 8500.2 (attachment 1-6 enclosure 4) and Air Force 
security policy standards.  The AFCA AO/SISSU Security Validator also provides general procedural and 
technical assistance to Air Force systems throughout the C&A process, but does not perform the C&A 
(the hands-on validation of IA controls) for such systems. 

7.6 Connectivity Approval Process 
The following phases outline the IT Lean process for Air Force ISs to receive accreditation decision along 
with AF-DAA authorization to connect to the Air Force provisioned portion of the GIG. 
 
The DIACAP  is required for all DoD-owned or controlled information systems that receive, process, store, 
display, or transmit DoD information.  The IT Lean Process does not obviate the need to execute the 
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DIACAP; however, the IT Lean Process and use of the SISSU Checklist can help the program team 
identify DIACAP information requirements.  Currently, the IT Lean process focuses on the DIACAP 
methodology.  The DIACAP approach will be transparent to the execution of the IT Lean process and will 
not midstream change a systems approach until completion of the current system version in progress.  
Reference the “AF System Getting Started Guide” for procedure guidance.   

7.6.1 IT Lean Define Need Phase (DIACAP Initiate and Plan IA C&A)  

(1) Initiate DIACAP.  Initiate and plan for C&A.  DIACAP is the DoD process for identifying, 
implementing, validating, certifying, and managing IA capabilities and services, expressed as IA 
Controls, and authorizing the operation of DoD information systems in accordance with statutory, 
Federal and DoD requirements.  This activity is described in the DIACAP and on the DIACAP 
Knowledge Service Web site.40  Activities include system registration with DoD component IA 
program (developing system registration in the EITDR), assignment of IA controls based on Mission 
Assurance Category and Confidentiality Level, and assembling the DIACAP team.  Reference Figure 
13 for the artifacts prepared during this phase. 
 

(2) The AFCA/EVSC AO will conduct a risk assessment of the system and issue a SISSU security 
validation regarding risk mitigation to the submitter.  The AO will provide the PM a list of “invalid” 
security questions/IA controls that require additional information.  This action is a one-time process 
prior to validation for the Define Need Phase.  Reference paragraph 3.4.3 (6) for guidance on the 
AFCA/EVSC AO validation process.   

 
(3) The SISSU Security Approver will either “approve or deny” the security discipline within EITDR based 

on the results of the AO.  When the Define Need Phase is approved the IT Lean process continues 
to the Design Phase.    

7.6.2 Design Phase 

(1) DIACAP - Implementation of Assigned IA Controls.  This activity includes all tasks related to the 
execution of the DIACAP implementation plan.  Each assigned IA control is implemented according 
to the implementation guidance provided with the IA control.   Implementation of assigned IA controls 
includes; analysis and comparison of the how the control can be implemented for the system.   If the 
IA control is required but unable to be implemented for the system, the Plan of Action and Milestones 
(POA&M) is updated to reflect the weakness for the system and projected plan for mitigation.  The 
implementation plan is a living document continually compiled throughout the certification and 
accreditation process.  Reference Figure 13. for the artifacts prepared during this phase. 

 
(2) The SISSU Security Validator will conduct a risk assessment of the system and issue a SISSU 

security validation regarding risk mitigation and networthiness to the submitter.  The SISSU Security 
Validator will work with the PM a list of “invalid” security IA controls that require additional information 
if further clarification or additional details are needed.  This action is a one-time process prior to 
validation for the Design Phase.  Reference paragraph 3.5.3 (6) for guidance on the SISSU Security 
Validator validation process. 

 
(3) The SISSU Security Approver will either “approve or deny” the security discipline within EITDR based 

on the results of the SISSU Security Validator. During the Build and Test phase an Interim 
Authorization to Test (IATT) will be provided for ISs requesting the IATT.  When the Design phase is 
approved the IT Lean process continues to the Build and Test Phase. 

 
(4) After the Design phase approval, the AFCA Security Validator will forward the PPS Worksheet to the 

appropriate AF authority for registration.    
 
 
  
                                                      
40 DIACAP Knowledge Service https://diacap.iaportal.navy.mil 

    84

https://wwwd.my.af.mil/afknprod/ASPs/DocMan/DOCMain.asp?FolderID=OO-SC-IA-01-31-6&Filter=OO-SC-IA-01
https://diacap.iaportal.navy.mil/


                                                                         IT Lean Reengineering Process Guidebook 
 

7.6.3 Build and Test Phase  

(1) DIACAP – Validation of DIACAP IA Controls.  Update the DIACAP comprehensive package to 
include updating the implementation plan if necessary.  Actual results are recorded according to the 
criteria and protocols specified in the validation procedures for each IA control and are made a 
permanent part of the comprehensive DIACAP package, along with any artifacts produced during the 
validation.  The status of the actual results for all assigned validation procedures is compiled into a 
DIACAP Scorecard.  Update the POA&M if necessary.  Reference  Figure 13. for the artifacts 
prepared during this phase. 

 
(2) For those systems currently in DITSCAP Phase 3 activities.  Update the SSAA.  The SSAA should be 

updated with all required information during this phase. Refer to DoDI 5200.40 for details. 
 
(3) Formal System Testing Sub-Phase.  Complete the SISSU Checklist in sufficient time prior to TRR II 

to allow a review to be completed by TRR II. The SISSU Security Validator will conduct a review of 
documentation and test results so as to identify residual risks to the Air Force network.  The SISSU 
Security Validator will provide the PM a list of “invalid” security IA controls that require additional 
information if further clarification or additional details are needed.  This action is a one-time process 
prior to validation for the Build & Test Phase.  Reference paragraph 3.6.2 (6) and paragraph 3.6.4 (3)  
for guidance on the SISSU Security Validator validation process.  A security recommendation will be 
issued to the CA.  The CA will review the SISSU Security Validator recommendation and endorse or 
not endorse before submitting to the AF-DAA. 

 
(4) DIACAP Certification Determination.  The PM/sponsor ensures all pertinent documentation and test 

results are provided to the SISSU Security Validator as referenced in paragraph 3.6.4 (3).  The CA 
(AFCA/EV) will make a certification determination based on the SISSU Security Validators 
recommendation.  The system will be certified and accredited and obtain connection approval prior to 
going into field readiness review.  The AF-DAA or appointed DAA will review the CA security 
recommendation upon completion of the TRR II and will either issue, for Air Force systems, an 
Authorization to Operate (ATO), an Interim Authorization to Operate (IATO), or a Denial of 
Authorization to Operate (DATO).   

7.6.4 Field Readiness Review (FRR) (DIACAP Accreditation Decision) 

(1) Obtain the Authorization to Operate (ATO) or Interim Authorization to Operate.  The ATO/IATO is an 
approval granted by the AF-DAA, DAA (AFSPC), System DAA (SAP/SAR if the Lead is AF), or 
appointed DAA to operate the system at an acceptable level of risk.  Information System Owners 
must review accreditation packages and submit the package to the CA.  For systems with an IATO, 
review the POA&M, and submit to the CA. 

 
(2) Obtain AF-DAA Connection Approval and Post to EITDR.  The AFNETOPS/CC is the AF-DAA41 and 

is responsible for connection authority over all systems connecting to the AF-GIG.  The AF-DAA 
assumes responsibility for operating a system at an acceptable level of risk within the context of the 
AF-GIG.  Because the AF-DAA includes certification and accreditation responsibility for the entire 
AF-GIG, the AF-DAA must approve all system connections prior to being deployed on the AF-GIG.  
This connection authority will be issued prior to FRR and provided to the MDA or acquisition like 
authority until the fielding determination is made.  If the accreditation decision is provided by the 
AF-DAA then the AF-DAA provides the connection approval in one document.   

 
Depending on the system Mission Assurance Category (MAC) the ATC signatory authority is as 
follows:  MAC I - AFNETOPS/CC or CV, MAC II - AFCA/CC or CV, and MAC III - AFCA/EV or 
Deputy.  The Security Validator will prepare the security determination and connection memorandums 
for the appropriate level of signature.   

 

                                                      
41 AFPD 33-2, Information Assurance Program, 19 Apr 07. 
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(3) The AF-DAA will review the CA security determination and will either issue an Authorization to 
Connect (ATC) or a Denial of Authorization to Connect (DATC). 

 
(4) Following receipt of the AF-DAA notification of approval, the submitter will update the DIACAP 

Comprehensive package or SSAA and forward it to affected sites, as appropriate.  If only an IATO is 
issued, the submitter must provide to the CA and AF-DAA, within 30 days, a POA&M to include 
interim mitigation steps to reduce risk before full compliance is achieved.  The POA&M must include 
identification of required resources, procurement plan, funding plan, and fielding schedule for review 
and endorsement.  Failure to provide this POA&M will result in the rescinding of the IATO/ATC. 

 
(5) The IATO/ATC document will facilitate operation of the new, upgraded or reconfigured system on the 

local network(s), the incorporation into local network certification and accreditation package(s), and 
completion of the site accreditation survey. 

 
(6) All future system C&A packages must be initiated through the IT Lean process.  Follow the processes 

in the Release and Support phase paragraph 3.8.  
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8.0  EMERGENCY AUTHORIZATION TO CONNECT (EATC) 
8.1 EATC Requirements 
When legitimate emergencies arise, a request for an Emergency Authorization to Connect (EATC) can be 
submitted. This process is for the emergency fielding of new capabilities via new products and systems or 
significant upgrades to existing products and systems. Security patches directed by Time Compliance 
Network Orders (TCNO) should be tested and applied as directed by AFNETOPS.  The process and the 
request template are located on the AF IA CoP at:  
https://wwwd.my.af.mil/afknprod/ASPs/docman/DOCMain.asp?Tab=0&FolderID=OO-SC-IA-01-31-3-
5&Filter=OO-SC-IA-01. 
 
An EATC is an Interim Authorization to Connect to the AF-GIG, granted by the AF-DAA based on 
legitimate emergency circumstances. The Program Manager and/or the User Representative may request 
an EATC from AFNETOPS/CC only when emergency circumstances exist. 

An EATC can be issued to expedite fielding of a system under emergency conditions only. An EATC 
indicates the system has risk(s) that could adversely impact the security of the AF-GIG.  The intent is to 
quickly field the system with minimal C&A effort, mitigate known risks to the greatest extent possible 
under time/resource constraints; then expeditiously conduct a full C&A effort (as defined in this 
guidebook) after the system is granted an EATC. An EATC will only be granted for a limited period of 
time, not to exceed 180 days. An EATC cannot be extended beyond the initial 180 days.  

8.2 Requesting EATC   
When an EATC is requested, the PM must have a completed POA&M addressing corrective actions. An 
EATC should only be requested for significant mission impacts such as safety of flight, loss of life, and/or 
failure of critical missions.  The minimum requirements necessary to process an EATC are: 
 

(a) Completion of the Mission Impact Memorandum (template on AF IA CoP) defining the mission 
circumstances and impacts of delayed fielding signed at the O-6 (or civilian equivalent) or higher level 
of authority within the PMO or User Representative’s chain of command. 

(b) System DAA approval of existing Authorization to Operate (ATO) or Interim Authorization to 
Operate (IATO), if established from previous versions. 

(c) Copy of all available C&A artifacts provided to the DAA supporting the ATO/IATO. 

(d) Ports, Protocols, and Services (PPS) Worksheet. 

(e) Security scan reports (e.g., ISS scans). 

(f) Plan of Action and Milestones (POA&M). 

(g) Coordinated and signed Service Level Agreement (SLA) defining support required by affected 
fielding sites, thereby documenting their agreement. 

8.3 EATC Process  
(a) An EATC request is initiated with an advance notification of the transmission of the Mission 

Impact Memorandum made to the AFNETOPS SDO (24/7 coverage) at DSN 781-1043. 

(b) Request for an EATC shall be sent via a Mission Impact Memorandum with justification to 
AFNETOPS/CC, with an info copy to AFNETOPS/A3 and AFCA/EV.  

(c) The request must be strongly justified and must convey the emergency conditions/circumstances 
and the impact of not implementing the system for the requested time. For example, loss of life, 
safety of flight, or failure of a critical mission is strong justification for implementing the EATC 
Process. 

(d) The AFNETOPS/CC, as the AF-DAA, shall weigh the evidence, evaluate the justification provided 
by the requestor, and make a decision to approve or disapprove the EATC request.  
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(e) The requestor will be notified of the decision with info copies sent to AFNETOPS/A3 and 
AFCA/EV. If the EATC request is approved, the requestor can connect the system to the network. 

(f) The PM, CA Rep, and/or System DAA will contact AFCA/EV with details of the requirement. As 
the AF-CA, AFCA/EV will determine the specific requirements to be elevated to the AF-DAA 
Representative (AFCA/CC), and/or AF-DAA (AFNETOPS/CC).  Contact information for AFCA/EV 
is DSN 779-6271, Commercial (618) 229-6271, e-mail: afca.ev@scott.af.mil. 

(g) The documentation package as outlined in paragraph 8.2 will be provided to AFCA/EVSC (email: 
afca/evsc@scott.af.mil) within 24 hours of submitting the Mission Impact Memorandum to 
support the full ATC process. The information can be sent in parallel with the Mission Impact 
Memorandum requesting the EATC. 

(h) If AFNETOPS/CC is the system DAA (the accreditation authority has not been delegated per 
AFPD 33-2), this process can be used to support the approval of an IATO and EATC from 
AFNETOPS/CC.   

(i) When AFNETOPS/CC agrees to issue an EATC, AFCA/EVSC will validate the information 
provided and perform an IA assessment with further connection recommendations to the AF-
DAA. 

(j) When the AF-DAA grants an EATC, conditions identified in the POA&M will be met before the 
EATC expires. However, the full IT Lean process will be completed within the time period 
specified in the EATC.  
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9.0 GUEST Systems 
This section provides system developers and program managers of non-Air Force systems the basic 
guidance to understand (early in the development of a new IT system or an upgrade of a legacy system) 
the requirements to ensure compliance with Air Force policy regarding system/network interconnections. 
 
The following policy documents provide guidance for Guest systems.   

(a) National Institute of Standards and Technology (NIST) 800-37, Guide for the Security Certification 
and Accreditation of Federal Information Systems - The purpose of this publication is to provide 
guidelines for the security certification and accreditation of information systems supporting the 
executive agencies of the federal government. The guidelines have been developed to help achieve 
more secure information systems within the federal government by: enabling more consistent, 
comparable, and repeatable assessments of security controls in federal information systems; 
promoting a better understanding of agency-related mission risks resulting from the operation of 
information systems; and creating more complete, reliable, and trustworthy information for 
authorizing officials—to facilitate more informed security accreditation decisions. 

 
(b) NIST Special Publication 800-53, Recommended Security Controls for Federal Information Systems - 

The catalog of security controls provided in Special Publication 800-53 can be effectively used to 
demonstrate compliance with a variety of governmental, organizational, or institutional security 
requirements. It is the responsibility of organizations to select the appropriate security controls, to 
implement the controls correctly, and to demonstrate the effectiveness of the controls in satisfying 
their stated security requirements. The security controls in the catalog facilitate the development of 
assessment methods and procedures that can be used to demonstrate control effectiveness in a 
consistent and repeatable manner—thus contributing to the organization’s confidence that there is 
ongoing compliance with its stated security requirements. 

 
(c) Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01E, Information Assurance (IA) and 

Computer Network Defense (CND) - To provide joint policy and guidance for information assurance 
(IA) and computer network defense (CND) operations. 

 
(d) DoDD 8500.01E, Information Assurance - Establishes policy and assigns responsibilities under 

Section 2224 of title 10, United States Code, "Defense Information Assurance Program" to achieve 
DoD information assurance (IA) through a defense-in-depth approach that integrates the capabilities 
of personnel, operations, and technology, and supports the evolution to network centric warfare. 

 
(e) DoDI 8500.2, Information Assurance Implementation - Implements policy, assigns responsibilities, 

and prescribes procedures for applying integrated, layered protection of the DoD information systems 
and networks under DoDD 8500.01E.   

 
(f) DoDI 8510.01, DoD IA C&A Process, 28 Nov 2007, (supersedes DoDI 5200.40, DoD Information 

Technology Security Certification and Accreditation Process (DITSCAP) and DoD 8510.1-M, 
DITSCAP Application Manual.)  

 
(g) AFCA EITDR Guide – Non-AF System Getting Started Guide, 28 Mar 08 (located on the AF IA CoP). 
 
9.1 DoD Certification and Accreditation (C&A) Policy and Guidance 
 
References in paragraph 7.2, items (a) thru (f) mandate all information systems, networks and sites be 
certified and accredited in accordance with DIACAP.  This includes the development of new IT, the 
incorporation of IT into the existing infrastructure, prototypes, reconfigurations or upgrades to legacy 
systems.  Department of Defense (DoD) Information Assurance Certification and Accreditation Process 
dated 28 Nov 2007.     
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9.2 Connectivity Approval Process 
The following section outlines the process by which Guest ISs receive authorization under the IT Lean 
process to obtain AF-DAA authorization to connect to the AF-GIG. 

9.3 Submitting Information 
The program manager or system sponsor or submitter must enter their system in EITDR.  The EITDR 
entry will only consist of system core data.  If the system is new or never been registered in EITDR the 
Portfolio Manager can assist the PM.  The PM/sponsor will follow the procedures in the Non-AF System 
Getting Started Guide and upload the DIACAP Executive Package.  The PM will bypass Phase 1 and 2 
and advance the system to Phase 3 of the IT Lean process.      
 
The PM/system sponsor or submitter must provide the DITSCAP SSAA and all pertinent artifacts or 
DIACAP Executive Package.  The IT Lean process will only consist of a Security review of the artifacts 
provided.   
 
(a) DIACAP Executive Package or System Security Authorization Agreement (SSAA).  DIACAP 
Executive Package consists of the System Identification Profile (SIP), the DIACAP Scorecard, and the 
POA&M if required.   
 
(b)  Letter of Accreditation (ATO or IATO). 
 
(c) Current system security architecture with topology depicting system communication requirements 
across the network boundary. 
 
(d) Any POA&M as applicable, to include interim mitigation steps to reduce risk and identification of 
required resources, procurement plan, funding plan, and fielding schedule. 
 
(e) DIACAP transition strategy if submitting a package under DITSCAP.  

9.4 SISSU Actions Taken 
(a) The SISSU Security Validator will conduct a risk assessment of the system and make a formal 
recommendation to the CA regarding risk mitigation and networthiness.  The SISSU Security Validator will 
work with the submitter if further clarification or additional details are needed as part of an iterative 
process prior to making the formal recommendation.  The CA will make a final recommendation to the 
AF-DAA. 
 
(b)  The AF-DAA will review the CA and SISSU Security Validators assessment and approve or 
disapprove connectivity.  The AF-DAA will notify the appropriate organizations, through the SISSU 
Security Validator and issue an Authorization to Connect (ATC) or a Denial of Authorization to Connect 
(DATC) as appropriate. Future enhancements of EITDR IT Lean process will allow for the ATC/DATC 
decision will be uploaded in EITDR.  Depending on the system Mission Assurance Category (MAC), the 
ATC signatory authority is as follows:  MAC I – AFNETOPS/CC or CV, MAC II – AFCA/CC or CV, and 
MAC III – AFCA/EV or Deputy. 
 
(c) Following receipt of the AF-DAA notification of approval, the submitter will update the DIACAP 
package or SSAA to reflect approval and forward to affected sites, as appropriate.  If the ATC is limited to 
180 days, the submitter must provide to the CA, within 30 days, a POA&M to include interim mitigation 
steps to reduce risk before full compliance is achieved, identification of required resources, procurement 
plan, funding plan, and fielding schedule for review and endorsement.  Failure to provide this POA&M will 
result in the rescinding of the ATC. 
 
(d) Prior to installation of any new Joint or DoD system, or upgrade/reconfiguration to a legacy system, 
the ISO, appointed or system’s DAA,  or program manager will provide the local site with a copy of the 
ATC issued by the AF-DAA or appropriate connection approval signatory.   
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(e) The ATC document will facilitate operation of the new, upgraded or reconfigured system on the local 
network(s), the incorporation into local network certification and accreditation package(s), and completion 
of the site accreditation survey. 

9.5 AF-DAA, AF-DAA Representative and AF CA Support 
The program manager and respective certifying official of each IT system are responsible for planning, 
programming, budgeting, and execution for certification, accreditation, and associated security measures 
throughout the life cycle of the system as delineated in the DoDI 8510.01, DIACAP policy document.  This 
action includes post accreditation configuration/change control as a part of Phase 4 of the DIACAP 
process. 
 
Figure 81 synopsizes the involvement of the AF CA and AF-DAA at each IT Lean Decision Point for AF 
systems/networks.  For Guest systems and networks, the FRR is the key decision point. 
 
Figure 81. AF CA  and AF-DAA Support. 
 

PHASE AF CA (AFCA/EV) AF-DAA 

DEFINE NEED 
Review Not a participant Not a participant 

DESIGN Review Not a participant Not a participant 

TRR I Not a participant Not a participant  

TRR II Not a participant Not a participant  

FRR  

AFCA/EV as CA provides 
security determination  and 
forwards to AF-DAA or 
appointed DAA  

Only if requested - 
Issues accreditation or 
connection approval 
decision  
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10.0   CIRCUIT AND/OR  ENCLAVES 

10.1 Policy and Definition 
As defined by DoDI 8500.2, an enclave is a collection of computing environments connected by one or 
more internal networks under the control of a single approval authority and security policy, including 
personnel and physical security. Enclaves always assume the highest mission assurance category and 
security classification of the AIS applications or outsourced IT-based processes they support, and the 
enclaves derive their security needs from those systems. They provide standard IA capabilities such as 
boundary defense, incident detection and response, and key management.  Enclaves, also deliver 
common applications such as office automation and electronic mail. Enclaves are analogous to general 
support systems as defined in OMB A-130 (reference (n)). Enclaves may be specific to an organization or 
a mission, and the computing environments may be organized by physical proximity or by function 
independent of location. Examples of enclaves include local area networks and the applications they host, 
backbone networks, and data processing centers. 
 
Air Force-owned and operated enclaves which receive connection to the DISN via DISA-provisioned 
circuits and require a valid accreditation to do so are referred to as circuit-enclaves since each is 
connected to one or more unique DISA-provisioned circuits. Each DISA-provisioned circuit is assigned a 
unique Command Communications Service Designator (CCSD) for identification and tracking purposes.  
Each CCSD related to a circuit-enclave must be referenced in the appropriate circuit-enclave 
accreditation package. The most common Air Force circuit-enclaves are base networks; however, 
systems that use dedicated DISA-provisioned circuits and in doing so form isolated networks, are by 
definition circuit-enclaves.  The latter must still adhere to all DISA Connection Approval Process (CAP) 
requirements, but are not considered circuit-enclaves for the purposes of this instruction and the 
processes outlined within. 
 
All Air Force-owned and operated circuit-enclaves must follow the SISSU process using EITDR to receive 
an accreditation which will be used for the subsequent DISA Approval to Connect process. The base-
level PM/SM or IAM is responsible for EITDR registration; for enclaves without a PM/SM, the ISO is 
responsible for ensuring this registration is completed.   The standardized EITDR registration of a enclave 
is contained in the Circuit-Enclave C&A Workflow document.   
 
The Air Force network is accredited using the Combat Information Transport System (CITS) Block 30 
Gateway construct. There is one accreditation package for each of the 16 NIPRNET and SIPRNET 
Gateways for a total of 32 Gateway accreditation packages. Each of these 32 Gateway packages is 
comprised of multiple base-level enclave sub-packages.  Any enclave not assigned to a CITS Gateway is 
accredited on a case-by-case basis.  
 
The circuit-enclave accreditation process will utilize IA control inheritance to complete C&A packages. 
The primary source for infrastructure IA control inheritance shall be the CITS Lead Command.  Circuit-
enclave PMs will coordinate with the CITS Lead Command office to obtain inherited IA Control 
implementation information.  

10.2 Unique Circuit-Enclave Accreditation Scenarios 
10.2.1 Exercise circuits   

The requirements for exercise circuits may vary from operational circuits. Refer to the Information 
Assurance Support Environment (IASE) website (http://iase.disa.mil) for these requirements.   

10.2.2 Cross Domain Solutions (CDS) 

Systems that operate CDSs have additional accreditation requirements as outlined in CJCSI 6211.02C, 
Defense Information System Network (DISN):  Policy, Responsibilities, and Processes, 9 Jul 2008.  All Air 
Force requests to operate CDSs must be coordinated through the AFCA Cross Domain Solutions Office 
(CDSO) located at Scott Air Force Base. The AFCA CDSO may be contacted at DSN 779-6498; 
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Commercial (618) 229-6498; email afcaea3.cdso@scott.af.mil.  CDS connections have additional 
requirements. Refer to the IASE website for this process and associated documentation requirements, as 
well as the CDSO for assistance.  
 

10.2.3 Software Research, Development, Testing, & Evaluation (RDT&E) Enclaves  

Enclaves considering themselves Software RDT&E enclaves must review DISA’s Enclave STIG to 
determine the appropriate architecture zone. Enclaves which meet the Zones A&B criteria will complete 
C&A using the AFCAP. Enclaves meeting Zones C&D criteria as described in the Enclave STIG will only 
register their enclaves in EITDR and not be required to perform C&A.  The Zone C or D enclave IAM must 
ensure that technical and nontechnical controls are employed to isolate these systems from unauthorized 
access and exploitation IAW the DISA “Enclave” STIG and CJCSI 6510.01. 

10.3 Roles and Responsibilities  

10.3.1 DISA 

The connection approval authority for all DISN/DVS connections. The connection approval process and 
associated requirements are outlined in CJCSI 6211.02B and on the IASE website.   

10.3.2 CITS Lead Command 

(a) Responsible for the design and implementation of the Air Force Architecture to include CITS Block 
30.  

(b) Maintains and updates the CITS architecture system accreditation package. 

(c) As the provider of numerous IA services via the CITS architecture, CITS Lead Command is 
responsible for providing and maintaining the answers to all inheritable IA controls for which they 
provide services.  These inheritable controls and the associated answers will be maintained in 
EITDR.   

10.3.3 AFCA 

(a) Is the SISSU security validator of the circuit-enclave accreditation packages and assumes all 
associated responsibilities as defined in the IT Lean Reengineering Process Guidebook. 

(b) AFCA/EV is the certifying authority for the Gateway accreditation packages. 

10.3.4 Air Force Network Operations (AFNETOPS) 

(a) AFNETOPS/CC will serve as the Designated Accrediting Authority (DAA) for all Air Force circuit-
enclaves unless explicitly delegated to an individual meeting the requirements outlined in AFPD 33-2. 

(b) Maintains the consolidated Gateway circuit-enclave accreditation packages in the AFCYBER portfolio 
and any portfolio management functions this will require. It will maintain all administrative oversight of 
these packages including ensuring updates are made to base-enclave packages and routing for 
validation and DAA signature.   

(c) Serves as the primary Air Force administrative point of contact to Defense Information Systems 
Agency (DISA) Unclassified Connection Approval Office (UCAO) for NIPRNET connection requests 
and the SIPRNET Connection Approval Office (SCAO) for SIPRNET connection requests. In this 
capacity AFNETOPS will provide Air Force circuit-enclave accreditation status information, necessary 
accreditation support documentation, and field all documentation requests from DISA.  

(d) Stores and maintains any Air Force-level supplemental accreditation documentation. This includes 
the SIPRNET and NIPRNET Air Force level Consent To Monitor (CTM) as well as standardized 
topology maps and SIPRNET Connection Questionnaires (SCQ).  AFNETOPS will ensure these 
documents are updated by the Enclave ISO prior to submitting for accreditation. For DISA 
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documentation requirements unique to the circuit accreditation process refer to CJCSI 6211.02B and 
the IASE website. 

(e) Ensures consolidation of base-level enclave accreditation sub-package POA&Ms into the Gateway-
level POA&Ms. 

(f) Tracks the accreditation status of all Air Force circuit-enclaves and ensures a current accreditation is 
maintained. In doing so, AFNETOPS is responsible for ensuring all necessary actions are taken by 
the responsible parties for maintaining compliance.   

(g) Notifies enclave accreditation sub-package owners of pending accreditation expiration at a minimum 
of 30, 60, and 90 day intervals.   

(h) Ensures Gateway accreditation packages are submitted for re-validation and re-accreditation as a 
result of any updates to the enclave packages. 

10.3.5 Integrated Network Operations Security Center (I-NOSC) 

(a) I-NOSCs must provide a Service Level Agreement (SLA) to circuit-enclave PMs outlining any 
operational network services related to enterprise IA activities (i.e., inherited IA controls), for which 
they are responsible.  

(b) I-NOSCs shall assist AFNETOPS in taking necessary action to ensure a current accreditation is 
maintained by serving as an intermediary between AFNETOPS and the circuit-enclave PMs. The 
I-NOSCs will assist PMs in the development of C&A packages by providing any technical information 
necessary to accurately answer IA controls for which the I-NOSCs provide operational network 
services.   

10.3.6 Enclave Information System Owner (ISO) 

(a) The circuit-enclave ISO (as defined in AFPD 33-2) must ensure an Information Assurance Manager 
(IAM) is appointed to maintain the IA posture of the circuit-enclave; this individual assumes all 
responsibilities of the IAM described herein and in DoDI 8510.01. If no IAM is appointed, the circuit-
enclave ISO assumes all IAM responsibilities.  

(b) Enters and completes respective enclave sub-packages within EITDR for the assigned Gateway 
circuit-enclave accreditation package.   

(c) Updates respective circuit-enclave accreditation packages within EITDR to reflect any changes made 
to their enclaves.  

(d) Alerts AFNETOPS of any changes to the topology or software affecting the security posture of the 
enclave boundaries so that the Gateway package can be reaccredited if necessary.  

(e) Updates all supporting documentation required for their circuit-enclave accreditation sub-packages, 
including SCQs and topology maps.   

(f) Enters and updates DISA CAP records within the Systems/Networks Approval Process (SNAP) 
database. 

10.3.7 Other System ISOs/PMs/SMs 

It is the responsibility of an ISO to notify the enclave ISO of any system changes so the enclave ISO can 
determine if said changes will impact the enclave and its security posture in any way. 

10.4 Exercises 
(a) All exercises performed on the AF-GIG require an IATT from the System DAA, and an ATC signed by 

AFNETOPS/CC or authorized authorities, and must follow appropriate policies regarding exercise 
connections (e.g., CJCSI 6211.02B, CJCSI 6510.01E). 

 
(b) Exercise requests will be coordinated thru AFNETOPS/A3 to determine applicable processes 

required to obtain the ATC and assign a priority status for security validation. 
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(c) Expected impacts to systems (which includes enclaves), will be coordinated with ISOs and DAAs thru 

an SLA/MOA/MOU. 
 

(d) Impacts and changes are defined in a Version Description Document (VDD). 
 

(e) Systems which are expected or intended to become operational upon termination of the exercise are 
required to follow normal system ATO/ATC C&A processes. 

 
(f) POA&Ms are to be provided for systems which have identified vulnerabilities in previous versions or 

exercises.  Classified systems will provide their POA&M s over the SIPRNET since classified 
information cannot be entered into EITDR. 
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11.0 TYPE ACCREDITATION 
11.1. DoDI 8510.01 defines type accreditation as the official authorization to employ identical copies of a 
system in specified environments. This form of C&A allows a single DIACAP package (i.e., SIP, DIP, 
supporting documentation for certification, DIACAP Scorecard, and IT Security POA&M (if required)) to be 
developed for an archetype (common) version of an IS that is deployed to multiple locations, along with a 
set of installation and configuration requirements or operational security needs, that will be assumed by 
the hosting location.  Automated Information System (AIS) application accreditations are type 
accreditations. Stand-alone IS and demilitarized zone (DMZ) accreditations may also be type 
accreditations. 
 
11.2. Type-accredited systems follow the DIACAP process as outlined in DoDI 8510.01 and require an 
accreditation decision and AF connection approval prior to deployment thru the use of the IT Lean 
Process.  

 
11.3. An accreditation and an approved AF connection decision for a type-accredited system is valid for 
implementation at all AF sites (enclaves).  Coordination with the enclave IAM and any updates to all 
appropriate enclave accreditation documentation is required prior to implementation at any AF site.  

 
11.4. A type-accredited system must have centralized program management oversight to ensure 
implementation at multiple locations is satisfactorily completed IAW with the DIACAP Implementation 
Plan, and that the implementation plan and any associated configuration guidance is provided to each 
site implementing the type-accredited system. 

 
11.5. For each IA control expected to be implemented by the local enclave (inherited), the system PM 
must provide minimum implementation guidelines and requirements expected to be met by the 
implementing enclave. In other words, the system will identify minimum requirements for all IA controls; 
regardless if the system implements the IA control itself, or if it will be inherited by the enclave in which it 
is being deployed and implemented. 

 
11.6. To ensure type-accredited systems can be implemented at all intended sites (enclaves) using the 
implementation guidelines provided, the PM will identify site representatives on the stakeholders list and 
consult them during each phase of IT Lean.  

 
11.7. All site-specific weaknesses resulting from the implementation of a type-accredited system will be 
identified in the system POA&M.  It is a programmatic (PM) responsibility to ensure those weaknesses 
are addressed/mitigated or accepted at a program/system level (and not left up to the individual 
sites/enclaves to address).  System versioning cannot be utilized to avoid addressing site-specific 
weaknesses.  All weaknesses (including those that are site-specific) must be adequately addressed per 
the requirements outlined in DoDI 8510.01 before an ATO can be issued for a type-accredited system.  
The guidelines regarding the issuance of consecutive IATOs still apply. 

 
11.8. PMs will ensure site coordination prior to system deployment and  ensure the site (enclave) IAM 
has reviewed the type-accredited system accreditation documentation, assessed the impact the 
introduction of this system will have on the enclave and, if necessary, updated all applicable enclave-
specific accreditation documentation prior to implementation.  

 
11.9. Each funding source associated with a type-accredited system must be accounted for in the type-
accredited system’s resource table maintained in EITDR. 

 
11.10. In the event the system-appointed IAM is not implementing the type-accredited system at the 
local enclave, it is the responsibility of the enclave IAM to ensure the system is implemented in 
accordance with the implementation guidance provided by the system PM. 

 
11.11. The IAM implementing the type-accredited system must sign a Type Accreditation Memorandum 
(future update on the IA CoP) attesting to conformance to the system implementation and configuration 
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guidelines and provide the signed memorandum to the system PM to file with the C&A documentation.  
Future enchancement of EITDR IT Lean process will include the document template, digitized signature 
capability, and respository for the document.  To ensure system accountability and PM oversight, there 
must be an IAM-signed memorandum on file with the PM for each implementation of a type-accredited 
system. 

 
11.12. If at the time of implementation it is determined the type-accredited system cannot be 
implemented IAW its implementation plan and associated configuration guidance, the system IAM must 
coordinate with the PM to resolve these issues or update the type-accredited system POA&M to reflect 
these outstanding non-compliance issues as necessary (reference AFI 33-210 paragraph 3.15.3.3). 

 
11.13. The system IAM ensures annual reviews and FISMA requirements are performed IAW associated 
policies for every configuration implementation of that type-accredited system. System and Enclave IAMs 
will elevate any identified security issues to PM, CA, & AF-DAA. 

 
11.14. It is the responsibility of the appointed type-accredited system IAM to mitigate and identify IA 
vulnerabilities, and report and respond to IA violations and incidents IAW DoDI 8500.2. This includes 
ensuring all ongoing security requirements (to include items such as patch management) are met. 
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12.0 AGENT OF THE CERTIFYING AUTHORITY (ACA) LICENSING 
The number and complexity of ISs in the Air Force make it necessary for the CA to designate qualified 
entities as ACAs to perform certification actions. The Agent of the Certifying Authority Licensing Guide 
establishes processes for applying for a license to conduct assessments and validations.  It also defines 
evaluation of the license request, recommendation for award of a license, and award of a ACA license by 
the Air Force Chief Information Officer (AF CIO).  The ACA Licensing Guide is posted on the AF IA CoP. 
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APPENDIX A – COTS/GOTS PROCESS SISSU CHECKLIST 

 
IT Lean COTS Software Asset Management Process 

  
EITDR (Enterprise Information Technology Data Repository) SISSU 

(Security, Interoperability, Supportability, Sustainability, and 
Usability) Checklist Questions 

 
• More Descriptive Text in of the process steps (Target 22 Feb 2007). 
• Organizational buy-in of the COTS Software Asset Management Process (Target 30 April 

2007). 
• Copyediting of the SISSU Checklist Questions (Target: 28 Feb 2007).  
• Standard Desktop SISSU Questions Update (Target 15 Feb 2007). 
• Certification SISSU Questions Update Target 15 Feb 2007). 
• Creation of the Enterprise Software Agreement List and Initial Population (Done). 
• Determination of Approved Products List Data Container (Target 28 Feb 2007).  
• Creation of the Approved Products List Data Container (Target 30 May 2007). 
• Initial Population of the Approved Products List (Target 30 July 2007). 

 
 

SAF/XCISP 
David Proctor 

22 Feb 2007 
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1.0 COTS SOFTWARE ASSET MANAGEMENT OVERVIEW  

Commercial-off-the-shelf (COTS) software are commercial items that require no unique government 
modifications or maintenance over the lifecycle of the product in order to meet the functional 
requirements.  COTS software products are developed, tested, and sold by commercial companies to the 
general public.   
 
COTS Software Asset Management is a factor in nearly all USAF software acquisition, integration, and 
deployment efforts.  Examples Scenarios: 

• Custom software development, which typically use commercial software code modules for 
interface functionality and report generation subsystems. USAF example: Business Objects 
Crystal Reports for .NET. 

• Complex system integration based primarily on commercially available software. Often these are 
referred to as business application systems. A primary example would be Enterprise Resource 
Planning (ERP). An amalgamation of an organizations information system designed to bind 
closely a variety of company functions including human resources, inventories and financials 
while simultaneously linking the organization to customers and vendors. USAF example: Oracle 
eBusiness Suite. 

• Designated enterprise standard applications widely used throughout the organization. Typically 
these are office automation such as word processors, spreadsheets, presentation graphics, and 
electronic mail. USAF example: Microsoft Office and Microsoft Exchange. 

• Individual-user simplistic shrink-wrapped applications that can be easily obtained from retail 
outlets. Often these are file editors and file viewers. USAF example: Adobe Acrobat. 

As a result, all software systems require planning for the maintenance and upgrades of the COTS 
software products.   
 
The philosophy that COTS Software Asset Management takes is that there are essentially an unlimited 
number of independent efforts that are planning on using COTS software. As result, the COTS software 
asset management process will focus on steering organizational behavior towards the selection of COTS 
software that compliments the existing COTS software products investment, skills, and training. 
Additionally, these COTS software product will be certified as safe and secure for use within the 
enterprise. 
 
2.0 COTS SOFTWARE ASSET MANAGEMENT GOALS 

The Strategic Goals of COTS Software Asset Management: 
• COTS Software Preference. Maximize the use of COTS instead of custom software development. 

Do not undertake custom software development unless there is a truly unique requirement that 
cannot be accomplished via COTS software or business process change. 

• COTS Software Investment Alignment:  Leverage return on COTS investment. Maximize the 
financial and support investment already made in COTS software.  Only introduce new COTS 
software that is complementary with existing COTS investments. Or, when no existing COTS 
software product can perform the requirement. 

• COTS Software Lifecycle Alignment.  In system program plans and budgets, reflect the COTS 
software product lifecycle of major versions, minor versions, maintenance releases, and 
potentially the retirement of the product.  

• COTS Software Security.  Implement COTS products that have been certified as safe for use.  
Follow ISO 15408 (Common Criteria) and do not introduce unnecessary risk into the computing 
environment. This is done via using COTS software approved by recognized Certification 
Authorities. Examples would be NSA, NIST, DoD (DISA, Army, Navy, DLA, etc.), or USAF 
Cyberspace Command (AFCC). Reference (www.iso.org). 
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• COTS Software Enterprise Agreements. Leverage at the highest possible level centralized 
software agreements negotiated with COTS vendors that provide uniform high-level terms and 
conditions regarding product use and license fees. Examples would be those of DoD Enterprise 
Software Initiative (DoD ESI), USAF Microsoft Enterprise Software Agreement, or the USAF 
Oracle Enterprise Software Agreement. Reference (www.esi.mil). 

• COTS Software Asset Management Standards. Utilize ISO 19770 Software Assets Management 
(SAM) standards. This is also closely aligned with ISO 20000 (also known as Information 
Technology Information Library (ITIL)) which defines the requirements to deliver information 
technology services. Reference (www.iso.org). 

 
3.0 COTS SOFTWARE ASSET MANAGEMENT GOVERNANCE STRUCTURE 

Within the USAF Enterprise, COTS Software Asset Management is to be regarded as a program with 
many related projects that utilize COTS software. Each individual project may be represented by a system 
owner, business function, or acquisition effort.  
 
The COTS Software Asset Management program is not to hold a tight grip of the efforts that use COTS 
software; it simply provides a guiding mechanism and point of reference for those looking to effectively 
use COTS software. 

• The DoD SAM (Software Asset Management) provides OSD Level oversight for the COTS 
software program. In the case of large business initiatives that fall under the NDAA (National 
Defense Authorization Act) process, those initiatives will be governed by OSD BTA. In such 
cases, DoD SAM will be in a consulting role for establishment and management of COTS 
Software Product Contractual Terms & Conditions, etc. The primary deliverable from the USAF to 
the DoD SAM is a current USAF COTS software Enterprise Approved Products List (E/APL). 

• The USAF centralized DAA (Designated Accrediting Authority) will provide general oversight of 
the USAF COTS management program along the lines of a standard USAF program. The 
AF-DAA is not expected to delve deep into the product title, version, etc. However, the AF-DAA 
will hold responsibility for ensuring the COTS Software Asset Management program is providing 
quality service to the USAF enterprise. The primary deliverable from the COTS Software Asset 
Management program to the AF-DAA is a current USAF COTS software E/APL. 

• COTS Software Asset Management program oversight will be provided by the USAF CIO out of 
the SAF/XCI organization. This oversight responsibility will be assigned to a specific office that 
staffs the role with a full time individual who facilitates management of the Approved Products List 
(E/APL), management of Enterprise Software Agreements (ESA), COTS Software Asset 
Management metrics, and COTS Software Asset Management policy. The existence and 
performance of the USAF Software Asset Management program is an auditable item for 
inspections. The primary deliverable from the COTS software product sponsors/item managers to 
the USAF COTS software program manager is a current information pertaining to the COTS 
software products and certification-related information such as Security Technical Implementation 
Guides (STIG) and Security Readiness Review (SRR) Checklists. 

• Supporting this role will be AFCA/EV as the Certification Authority for COTS software products. 
This organization is the ultimate USAF authority for recognizing that COTS software products are 
certifiable for use within the enterprise. The primary deliverable from the AFCA is a security 
review and recommendation for security certification. 

• AFCA will also support the COTS software program by maintaining the E/APL. This is a listing of 
products that have been approved for use within the USAF enterprise and contains reference 
documentation such as security technical implementation guides on how a COTS software 
product can be implemented. The existence and relevance of the USAF COTS software E-/ is an 
auditable item for inspections. 

• COTS Software Asset Management will also be responsible for maintaining a COTS Software 
Configuration Management Board. This Configuration Management Board is to provide 
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recommendations for the AF-DAA on the types of software to be mandatory, supported, retired, 
etc. This function will be performed by the Architecture Integrated Product Team (AIPT). The 
primary deliverable from the USAF COTS Software Configuration Management Board is a 
recommendation on products to be added to the USAF COTS software E/APL. 

• COTS software product sponsor/item manager can come from any part of the USAF Enterprise. 
In cases where the product is in widespread use, a COTS software product sponsor/item 
manager may be designated by the COTS software Configuration Management Board. They are 
responsible for ensuring the COTS software product is resourced for certification and the COTS 
software product is managed for the upgrade and replacement cycle. 

• COTS software license managers are to be assigned by every major USAF organization to 
facilitate the tracking of COTS software licenses. The tool that facilitates this license management 
tracking will be the USAF IT Asset Service Management Environment.  

• The COTS Software Asset Management program will be responsible for reporting to both USAF 
internal organizations COTS software metrics and for interfacing and provision of data to DoD 
SAM and GSA SAM organizations. 

4.0 COTS SOFTWARE ASSET MANAGEMENT PROCESS 

The following diagram indicates the high-level process to be followed when planning on using a COTS 
software product. The focus on the process is during the planning phase. When defining requirements, 
the manager should check to see if a product on the E/APL exists, and if it is security certified. If yes, 
proceed to procure and install in accordance of the certification guidelines. 
 
If the product is not on the E/APL, then the organization wanting to obtain the product must sponsor it for 
the E/APL and undergo the process of certification. Also, they accept the responsibility for future 
certification efforts. 
 
During acquisition of the COTS software product, USAF information system owners and their system 
integration contractors will use government managed enterprise software agreements at the maximum 
extent possible. 
 
Tracking and reporting of installed COTS software products will be via the IT Asset & Service 
Management Environment. This tool will be leveraged by COTS software product sponsor/item managers 
and software license managers.  
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Appendix A - Figure 1. COTS Software Asset Management Process 
NOTE: This diagram requires updating. The diagram does not reflect all of the discussions and details of 
this document. Also, terminology used needs to be updated to reflect the document. 
 
5.0 COTS SOFTWARE ASSET MANAGEMENT PROCESS SUPPORTING DETAIL 

The process of COTS software is the same for Individual COTS software often referred to as “shrink-
wrapped” applications typically sold in a retail environment or a complex application system that has 
embedded COTS software modules. The complexity involved drives the extensiveness of the certification 
process. The following serves as the foundation for COTS Software Asset Management process. 

5.1 COTS SOFTWARE DEFINE NEED PLANNING PHASE 

The Define Need Planning phase of the COTS Software Asset Management process is the most critical. 
It is where requirements generator and solutions designer’s mindshare is obtained before making a large 
investment in a COTS software product. The process steps are: 

a) Functional Requirements Formulation. The requirements generator for the software should be 
focused on the capability the software is to provide not biased by the latest proposal from a 
vendor. 

b) Possible by Approved Product Determination. The requirements generator reviews the E/APL to 
determine if an already approved COTS software product that supports their functional 
requirement. This step is mandatory. However, if no other COTS product on the list can meet the 
need, a requirements generator may sponsor a new product for the E/APL. 

c) Existing Certification Determination. The requirements generator is to determine if a COTS 
software product is already certified for use within theUSAF. Ideally, the certification is already 
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registered in the E/APL. If the certification is not registered, the requirements generator can either 
create a certification, or find a DoD generated certification, and get the certification information 
entered into the E/APL. This step is mandatory. 

d) Proceed to Acquisition Phase. If the COTS software product is on the E/APL, and certified, the 
requirements generator can proceed to the acquisition phase of the process. 

e) Potential Product Market Survey. Should there be no COTS software product on the E/APL, a 
brief survey of products available in the commercial marketplace and looking for synergies with 
existing products installed within USAF and DoD, thus, leveraging the skill sets that are already 
available within the USAF and DoD staff. 

f) Existing Product in DoD meet Requirement Determination. Should there be no COTS software 
product on the E/APL, by this step in the process the requirements generator should have and 
idea of what COTS software products meets his requirement. It is highly encouraged that the 
requirements generators reach out to others within DoD to see if equivalent products are in use. 
Use www.esi.mil to investigate first.  

g) Compliments Existing Product in USAF Determination. Should there be no COTS software 
product on the E/APL, the requirements generator should determine if the requirement can 
compliment existing solutions. For example, if a functional business process is looking to 
modernize their capability, determine if a module of the USAF ERP can be used or if a module 
can be added to the USAF ERP. Another example, if needing an IT systems management tool, 
the COTS software product selected should leverage or augment the USAF IT Asset and Service 
Management Environment. 

h) Proceed to Certification. Once the COTS software product has been selected, the requirements 
generator should proceed with certification. Should the COTS software product selection be part 
of a large competitive acquisition where the vendor makes the selection, the requirement for 
certification will be part of the acquisition deliverable? 

5.2 COTS SOFTWARE DESIGN CERTIFICATION PHASE  

The COTS Software Design Certification phase is where the government promotes desired organizational 
behavior of using COTS software products that are safe and secure for installation on government 
networks or host machines. It is also a checkpoint for ensuring that desired standards are followed. 
 
Much of the responsibility for developing the STIGs, PPS documentation, etc. is to be placed on the 
software publisher or reseller. However, the government is expected to certify that the COTS software 
product is safe for use. The details of how a certification is performed can vary based on the risk the 
product poses, but all products are to be certified before installation in an operational environment. 
 
It is expected that for high-risk items such as operating systems, firewalls, intrusion detection systems, 
messaging systems, and the like will undergo extensive vetting by government laboratories. For lesser 
risk COTS software products such as data transaction systems of file editing applications and messaging 
systems, certification documentation may only require vendor-provided technical implementation guides 
that underwent a documentation review by the government certification authority. 
 
The security certification process steps are: 
 

a) The COTS software product sponsor/item manager or Information System Owner requiring the 
use of the COTS software product determines if the COTS software product is already certified 
for use by reviewing the USAF E/APL. If the COTS software product is on the USAF E/APL the 
COTS software product is already approved for implementation in accordance to the STIG and 
SRR checklists. 

b) If the COTS software product is not on the USAF COTS E/APL, the COTS software product 
sponsor/item manager or Information System Owner requiring the use of the COTS software 
product obtains existing NIST, NSA, or DoD certification documentation, STIG, and SSR 
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checklists, and submits to USAF AFCA/EV Certifing Authority for USAF certification approval. 
USAF AFCA certification will consist of a documentation review and a recommendation for 
inclusion into the USAF E/APL. 

c) When a COTS software product does not have a NIST recognized STIG and SRR checklist, and 
the USAF COTS software products aggregate software license value exceeds $5M: 

• The USAF COTS software product sponsor/item manager will obtain or create a STIG 
and SSR checklist. 

• The creation of a COTS software product STIG and SSR checklist is a compliance 
inspection item. The creation of COTS software product STIG and SSR checklist must be 
approved by the USAF CA prior to operational use on the AF-GIG.   

• The USAF COTS software product sponsor/item manager will submit to NIST STIGs and 
SSR checklist. This submission can come directly from the software publisher after 
approval by the Certifying Authority. 

• COTS software product STIGs and SSR checklist will be contained in the E/APL. 

d) As part of the COTS software product certification, a compliance item is that COTS software 
products use the ISO 19770-2 Standard for Software Asset Tagging. This becomes mandatory 
after 1 Oct 09. This also becomes a mandatory compliance item for government developed 
software after 1 Oct 2013 during normal upgrades and modernization. Legacy software 
applications are exempt under major upgrades. 

5.3 COTS SOFTWARE BUILD & TEST ACQUISITION PHASE 

The COTS Software Build and Test Acquisition phase is where the government can most directly 
influence the behavior of organizations external to the government. This phase can promote desired 
behaviors such as requiring adherence to standards and interoperability requirements. It can also require 
that the software publisher provide documentation for government security certification. 

The process for COTS software product acquisition build and test: 

a) Agreements for the acquisition of COTS software roducts must encourage that the software 
publisher utilizes ISO 19770-2 Standard for Software Asset Tagging. This becomes mandatory 
after 1 Oct 09. The ISO appointed the IBSMA to draft worldwide industry standards for software 
tagging and labeling in October 2006. Reference (www.ibmsa.com). 

b) Software agreements will require that the COTS software publisher (or agreement vendor) 
provide COTS software product STIGs and SSR checklists as part of their deliverables under the 
terms of the creation of the contract agreement.  

o The COTS software agreement is to require delivery of the STIG and SSR checklist upon 
the aggregated procurement of $5M for that particular COTS software product via the 
agreement. 

o The acceptance of the STIG and SSR checklist as a contract deliverable will be the 
responsibility of the Certifying Authority from the software agreement contracting 
organization. Example: If USAF is the contracting organization for a DoD ESI agreement 
(www.esi.mil) then the USAF Certifiying Authority is AFCA/EV, AFCA will determine if the 
provided COTS software product STIG and SSR checklist are acceptable deliverables. 

o The software agreement holder can supply an already approved NIST/DoD approved 
STIG and SSR checklist. However, if there is a significant difference, e.g. version 
difference,  the vendor will provide a new STIG and SSR checklist. Also, they must 
submit the STIG, SSR checklist, security guides, etc. to NIST after approval by the 
Certifying Authority. The sponsorship of this submission will be the USAF COTS software 
product sponsor/item manager.  
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c) Should a USAF program become the dominant user of the COTS software product, the 
sponsorship of the product will transfer to that program unless there is a significant software 
license team established for managing the product (Example: SEAMLS Team for Oracle 
Database). 

Accreditations Note: For COTS software products, major USAF programs such as USAF ERP still must 
perform National Defense Authorization Act (NDAA) accreditation if modernization expenditures exceed 
$1M in accordance of the DoD/USAF NDAA process guidelines. During the NDAA process, it is expected 
the information system owner will leverage the COTS software product certification, STIGs, SSR 
checklists, etc. that are published in the USAF E/APL.  

5.4 COTS SOFTWARE RELEASE & SUPPORT PHASE 

The COTS Software Release & Support Maintenance phase is where the government promotes desired 
organizational behavior such as implementing COTS software products in a method that is sustainable 
and cost effective.  
 
The process to be followed during the Release & Support phase: 
1. Install COTS software products in accordance with the STIG and SSR checklists. Implement COTS 

software products without extensive customization that makes it difficult to upgrade to the next 
version release without additional software customization. Note that COTS software products offer 
extensive configuration that is fundamentally different than customization via the creation of custom 
software code. 

2. During modernization efforts, review the E/APL and the scope of the products available for a 
reduction in the number of COTS software products used within the USAF. This review is a reflection 
that the capability of COTS software products increases as technology matures. Reduction in the 
number of COTS software products supported by the USAF permits focusing the skills, training, and 
experience of USAF resources. This generally results in increased organizational cost effectiveness. 

3. COTS software product sponsor/item managers are to annually investigate leveraging enterprise 
software agreements and consolidation of maintenance contracts. This is to promote greater cost 
effectiveness via procurement aggregation, etc.  

6.0 COTS SOFTWARE APPROVED PRODUCTS LIST DETAIL 

The COTS software E/APL is to provide a reference point for all parts of the enterprise that desires to 
procure COTS software for providing a capability. All who are attempting to fulfill operational requirements 
are to reference this list.  
 
Information the COTS software E/APL will contain: 

• COTS Software Product Title – This is the title of the COTS software product. Example: Microsoft 
Office, BMC Remedy, IBM NetCool, etc. 

• COTS Software Product Version – This is the version release number of the COTS software 
product. Example entry: V1, V2, V3…V11, V12, etc. 

• COTS Software Product Stock Keeping Unit (SKU) Number – This is the number used by the 
publisher to uniquely identify the COTS software product title. This is the common term for a 
unique numeric identifier, used most commonly in online business to refer to a specific product in 
inventory or in a catalog. 

• COTS Software Product Vversion General Availability Date – This is the date that the COTS 
software product version was released for general availability. 

• COTS Software Product Publisher – This is the title of the COTS software product publisher 
business name. Example Entry: BMC Software, IBM, Microsoft, Symantec, etc. 
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• COTS Software Product Publisher CAGE Code – This is the CAGE code of the COTS software 
product publisher. Reference the Defense Logistics Information Service (DLIS) lookup service of 
the Commercial and Government Entity (CAGE) code (www.dlis.dla.mil). 

• COTS Software Product Publisher Dunn & Bradstreet Data Universal Numbering System (DUNS) 
Number. This is a unique nine-digit numbering system used to identify a business. The D&B D-U-
N-S number has become a standard business identifier for the United Nations, the European 
Commission and the U.S. Government. Reference (www.bnb.com). 

• COTS Software Product Category – This is a short paragraph description of the COTS software 
product. It is a summary of the functionality that the COTS software product. 

• COTS Software Product Sponsor/Item Manager – This is the USAF sponsor for the COTS 
software product. This has the attributes of organization, contact name, telephone, and email 
address. 

• COTS Software Product Certifying Authority – The organization that was the Certifying Authority 
for the COTS software product. Example Entry: NSA, DISA, Army, Navy, USAF AFCC, etc. 

• COTS Software Product Dependencies – Known USAF programs or systems that use the COTS 
software product. This is merely a text field used to reference known programs using the product. 
Example entry: DEAMS, ECSS, FIRST, AFWay II, etc. 

• COTS Software Product Supporting Detail – This is a collection of document objects pertaining to 
the COTS software product such as certification documents, policy memorandum, installation 
guidelines, etc. 

• COTS Software Product Installations – This is the known number of installations of the COTS 
software product in the USAF enterprise. This is simply the number of times the product is 
installed on systems within the USAF as reported by the IT Asset & Service Management 
Environment. 

The COTS software E/APL will be published on the USAF Portal for general reference by those in the 
requirements and acquisition planning process who could fill requirements with COTS software products. 
 
The responsibility for maintaining the COTS E/APL will be the USAF COTS Software Asset Management 
program.  Individual COTS software product data is to be maintained by the USAF COTS software 
product sponsor/item manager. 

7.0 ENTERPRISE SOFTWARE AGREEMENT LIST DETAIL 

The Enterprise Software Agreement list is a reference point for use during acquisition planning of a COTS 
software product. The list contains high-priority agreements that are encouraged for use by USAF 
organizations and by system integrators under contract to the USAF. 
Information that the Enterprise Software Agreement List will contain: 

• COTS Software Product Agreement Name – This is the name that the COTS software product is 
generally referred. 

• COTS Software Product Agreement Number – This is the contract number. All procurements of 
COTS software products under this agreement should be able to link back to this contract 
number. 

• COTS Software Product Agreement Vendor Name – This is the business name of the entity that 
holds the agreement with the US government: Example: Immix Corporation, General Dynamics, 
Dell Computer, etc. 

• COTS Software Product Agreement Vendor CAGE Code – This is the CAGE Code of the COTS 
software product publisher. Reference the Defense Logistics Information Service (DLIS) lookup 
service of the CAGE code (www.dlis.dla.mil). 
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• COTS Software Product Agreement Vendor Dunn & Bradstreet (D&B) Data Universal Numbering 
System (DUNS) Number. This is a unique nine-digit numbering system used to identify a 
business. D&B D-U-N-S Number has become a standard business identifier for the United 
Nations, the European Commission and the US Government. Reference (www.bnb.com). 

• COTS Software Product Agreement Start Date – This is the date that the COTS software product 
agreement was enacted. 

• COTS Software Product Agreement Expiration Date – The date that the COTS software 
agreement expires. 

• COTS Software Products Available – This is a narrative describing the types of COTS software 
products available via the agreement. This can be a general summary but should enable the 
reader to understand the types of products available. 

• COTS Software Product Agreement Sponsor – This has the attributes of organization, contact 
name, telephone, and email address. The sponsor of the agreement can be USAF, DoD, GSA, 
etc. 

The Enterprise Software Agreement list will be published on the USAF Portal for general reference to 
those in the requirements and acquisition planning process who could fill requirements with COTS 
software products. 
 
The responsibility for maintaining the Enterprise Software Agreement list will be the USAF IT Commodity 
Council. 

8.0 SOFTWARE (COTS & GOTS) CURRENT PROCESS 
a. Software is computer code that executes on behalf of the operating system, using the services of 

the computer’s operating system and other supporting software to perform a specific function 
directly for the user or another software program. 

b. Government-off-the-shelf software (GOTS) is developed by the technical staff of the government 
agency for which it is created. It is sometimes developed by an external entity, but with funding 
and specification from the requesting agency.   

c. Commercial-off-the-shelf software (COTS) is software that is ready-made and available for sale, 
lease, or license to the general public; to include software developed, tested, and sold by 
commercial companies to the general public. Examples include word processors, databases, 
application generation, drawing, compiler, graphics, communications, and training software. 
 

d. Specific web services as described in DoDI 8510.01 could be included under the COTS process. 
 

e. Web Services. Self-describing, self-contained, modular units of software application logic that 
provide defined business functionality. Web services are consumable software services that 
typically include some combination of business logic and data. Web services can be aggregated 
to establish a larger workflow or business transaction. Inherently, the architectural components of 
Web services support messaging, service descriptions, registries, and loosely coupled 
interoperability. 
 

f. Web services may also be required to meet minimum standards imposed by the host information 
system. For example, web services installed on the AF Portal have specific security requirements 
that must be met prior to implementation. 
 

g. All software planned for use or in use on the AF-GIG must be certified for placement on the Air 
Force Evaluated-Approved Product List (AF E/APL). This also includes hardware devices that 
contain embedded software.  For a detailed step-by-step process reference the COTS 
procedures, checklists, and E/APL.  If the software is part of a system then it is approved as part 
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of the system C&A through the normal IT Lean process; only software not part of a system goes 
through the COTS process. 
 

h. All software submissions must flow through the configuration control board (CCB) to ensure the 
CCB has a current and comprehensive baseline inventory of all software and hardware, 
establishing a single focal point for submissions into the process. 
 

i. Potential users/sponsors (heretofore called sponsors) of a product must fill out the Software 
Request Worksheet and submit it to their requirements review office. The worksheet can be found 
on the AF IA CoP. 
 

j. The CCB determines if this is a suitable requirement and forwards approved requests to 
AFCA/EVSN for processing. A suitable requirement includes; a substantiated mission need, 
available funding, and core functionality that is not already available in currently certified products 
or the AF Standard Desktop (SDC). 

 
k. The CCB should determine if the requested software is already on the AF E/APL (located on the 

IA CoP). If the software is already on the AF E/APL, the CCB can approve the request without 
contacting AFCA/EVSN, and add the software to the software/hardware baseline. The sponsor 
will then be allowed to implement the new software. 
 

l. When an approved request is received by AFCA/EVSN they will review the Software Request 
Worksheet and determine the testing and documentation required for certification.  AFCA may 
request the sponsor provide one copy of the software for testing purposes (all products will be 
returned to the sponsor after completion of testing). AFCA/EVSN will also determine if the product 
is a candidate for a certification memo (CM).  If the product is a desktop product that will reside 
within the SDC and is not part of a larger system, then the product can be issued a CM. 
 

m. If a CM is issued the CCB adds the product to the software/hardware baseline and allows the 
sponsor to implement the software.  Once the CM is issued the product will be placed on the AF 
E/APL. 
 

n. If the software is not a desktop product, AFCA/EVSN can only issue a CM. The CM states that 
the software meets appropriate DoD IA controls and is a low risk to the network. The sponsor will 
then be required to include the software as part of, or as, an IS and complete the IT Lean process 
in order to implement the software on the network.  
 

o. If the product testing results do not meet the Air Force security standards, the product sponsor 
will be notified by AFCA/EVSN that the product is not approved for use on the AF-GIG at this 
time. NOTE: Even products that are disapproved will be posted to the AF-E/APL (as 
Disapproved); this will preclude resubmission of previously disapproved versions. 
 

p.  If the product under test produces positive results AFCA/EVSN will submit a CM to AFCA/EV (AF 
Certifying Authority (AF-CA).  This CM (if signed by the AF-CA) will be used to authorize posting 
of new products on the AF-E/APL and publication of the CM.  
 

Implementing sites must ensure they adhere to specific guidance contained in the CM and associated 
installation/configuration guides located on the AF E/APL when installing the COTS/GOTS. 

9.0 ISO 19770-2 SOFTWARE ASSET TAG DETAIL 
ISO/IEC 19770-2 is a draft standard for software tags. It has been developed in order to provide a 
software asset management (SAM) data standard for software tagging, the process by which digital 
identification files are made to contain information about a given software configuration item so as to best 
facilitate software asset identification and management.  
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ISO 19770-2 calls for inventory records to include a software identifier, version, the name and location of 
the user and the asset's current disposition. Reference (www.iso.org). 
 
Appendix A - Figure 2. ISO 19770-2 Mandatory Software Tags 
 
# Tag Element Description 

1 Language Standard Language Code (ISO 639-2) 

2 License Status Licensed (True / False)  

3 Manufacturer Name of Software Publisher 

4 Mfg ID Manufacturer ID/Stock Keeping Unit 

5 Platforms What Platform Software Can Run 

6 Prd. Lic. Version Version, Release, Build, Patch Numbers (Num) 

7 Product Title Manufacturer Assigned Product Name 

8 Prod. Version Version, Release, Build, Patch Numbers (Str) 

9 Unique ID Globally Unique Identifier <mfg + unique id> 

 
Appendix A - Figure 3. ISO 19770-2 Optional Software Tags 
 
# Tag Element Description 

1 Abstract Short Description of Software Functionality 

2 Category United Nations SPSC Category Code 

3 Complex Of Parts Breakdown Structure for Software Suites 

4 Component Of Indicates Parent of Complex Software Suite 

5 Packager Party Packaging Product for Publication 

6 Signatures Digital Signatures for ISO 19770-2 Tag 

7 Extended 
Information 

Extended Information as Desired Manufacturer, Purchase Vendor, or 
Consumer 
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10.0 COTS SOFTWARE ASSET MANAGEMENT EXISTING POLICY AND GUIDANCE 
The following are existing policy and guidance references that impact the COTS Software Asset 
Management program: 

• ISO/IEC 19770-1 standards for managing the software assets of an enterprise and it was 
developed with the purpose of enabling organizations to audit their performance of SAM to a 
standard sufficient to satisfy corporate governance requirements and to ensure effective support 
for the entire IT organization.  Reference (www.iso.org). 

• ISO/IEC 19770-2, International Organization for Standardization's (ISO) Working Group 21 
international standard for software tagging and identification. ISO/IEC 19770-2 has been 
developed to provide a software asset management (SAM) data standard for software tagging, 
the process by which digital identification files are made to contain information about a given 
software configuration item so as to best facilitate software asset identification and management. 
Reference (www.iso.org). 

• ISO/IEC 20000, also known as Information Technology Information Library (ITIL), which defines 
the requirements to deliver information technology services. Reference (www.iso.org). 

• ISO/IEC 15408. Common Criteria for Information Technology Security Evaluation. This standard 
describes a framework in which computer system users can specify their security requirements, 
vendors can then implement and/or make claims about the security attributes of their products 
and testing laboratories can evaluate the products to determine if they actually meet the claims. 
In other words, Common Criteria provides assurance that the process of specification, 
implementation and evaluation of a computer security product has been conducted in a rigorous 
and standard manner. Reference (www.iso.org). 

• NIST Special Publication 800-70: Security Configuration Checklists Program for IT Products - 
Guidance for Checklist Users and Developers. Reference (http://checklists.nist.gov). 

• Public Law 104-106 Division E, also known as the Clinger-Cohen Act of 1996  
CCA mandated the CPIC process for agencies. CCA focused information resource planning on 
support of strategic missions before investing in information systems. It is a comprehensive 
approach to improve the acquisition and management of information resources.   

• E-Government Act of 2002 (P.L. 107-347) (section 53.3). The E-Government Initiatives are a key 
part of the President’s Management Agenda. Section 3602(d) (14) requires the development of 
enterprise architectures to: “provide for a coherent DoD transition to enable business 
transformation through streamlining processes and duplication of effort while enabling data to be 
accessed and shared across application domains”. The funded initiatives will provide assurance 
that the Federal technical infrastructure for each e-Gov initiative will be available to meet the 
requirements of the Business Mission Areas.  

• The Ronald W. Reagan National Defense Authorization Act (NDAA) for Fiscal Year (FY) 2005, § 
332: Defense Business Enterprise Architecture. The 2005 NDAA established the Defense 
Business Systems Management Committee (DBSMC) to oversee the modernization of DoD 
business systems. It mandated an investment review process for systems in excess of $1M. The 
membership is composed of the Secretaries of military departments and Defense Agencies and 
senior officials of the Office of the Secretary of Defense. It is chaired by the Deputy Secretary of 
Defense. The DBSMC directs the Business Management Modernization Program through the 
Under Secretary of Defense (Acquisition, Technology, and Logistics).  

• OMB Circular A-11 Preparation, Submission, and Execution of the Budget  
This Circular provides guidance on preparing the budget submission and includes instructions on 
budget execution. Part 2 (section 53) identifies the funding sources for agency IT investments 
and provides a full and accurate accounting of IT investments for the agency as required by the 
CCA. Part 7 (section 300) establishes policy for planning, budgeting, acquisition and 
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management of Federal capital assets, and provides instructions on budget justification and 
reporting requirements for new and past major IT acquisitions.  

• DoD Directive 8000.1, “Management of DoD Information Resources and Information 
Technology,” March 20, 2002. This Directive established policies for DoD information resources 
management (IRM), including IT, and delineated authorities, duties, and responsibilities for DoD 
IRM activities. It provided direction on establishing Chief Information Officers (CIOs), reporting 
directly to the Head of the Component. The CIO is responsible for ensuring that the DoD 
Component complies with, and effectively implements information policies and IRM 
responsibilities.  

• DoD Directive 8100.2, “Global Information Grid (GIG) Overarching Policy,” April14, 2004. This 
Directive established policy and assigned responsibilities for GIG configuration management, 
architecture, and the relationships with the Intelligence Community (IC) and defense intelligence 
components.  

• DoD Directive 8115.01 “ASD (NII)/DoD CIO Subject: “Information Technology Portfolio 
Management” October 10, 2005. This directive provides the implementation instructions for the 
22 March 2004 Deputy Secretary of Defense memorandum on Information Technology Portfolio 
Management.  

• Memorandum, Deputy Secretary of Defense, Subject: Information Technology Portfolio 
Management, March 22, 2004. This memorandum established DoD policies and assigned 
responsibilities for managing IT investments as portfolios using the analyze, select, control, and 
evaluate process. The guidance applies to the Joint Warfighting Capability Assessment area, the 
Business Domains and the underlying Enterprise Information Environment.  

• Memorandum, SECARMY/CSA, Army Knowledge Management (AKM) Guidance, Subject: 
Capabilities Based Information Technology (IT) Portfolio Governance, 20 July 2005. This 
Guidance established an Army governance structure and process to identify and manage IT-
based capabilities and associated investments. Army Mission Areas and Domain Leads are 
assigned responsibilities for IT investment decisions. Future IT investment must comply with 
departmental standards and support the Army's strategic goals, mission, and interrelated 
strategies. The Guidance set a goal to reduce redundant and stove-piped IT investments by 80% 
by the end of Fiscal Year 2007.  

• Memorandum, Chief Information Officer (CIO)/G-6, Subject: Information Technology (IT) Portfolio 
Governance, 9 August 2005. This (CIO)/G-6 memorandum assigned leads for the Enterprise 
Information Environment Mission Area (EIEMA) Domains. It also delegated responsibilities for the 
Warfighting Domain and the EIEMA.  

• Air Force Cyberspace Command (AFCC). Air Force Michael W. Wynne announces that 8th Air 
Force will become the new Air Force Cyberspace Command at the 6th Annual C4ISR Integration 
Conference in Crystal City, Va., Nov. 2, 2006. Cyberspace Command will be led by Lt. Gen. 
Robert J. Elder Jr. 
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11.0 COTS SOFTWARE ASSET MANAGEMENT TEAM 
 

# Contact Office Symbol Role 
01 Proctor, David  SAF/XCIS (A6X) IT Lean COTS Lead 

703-696-1589 ITASM Project Lead 
davidg.proctor@pentagon.af.mil 

02 Gething, Patricia LtCol SAF/XCIS (A6X) Document Reviewer 
703-588-6101 
patricia.gething@pentagon.af.mil 

03 Sackman, Deborah  
703-696-1518 
deborah.sackman@pentagon.af.mil 

SAF/XCIS (A6X) Document Contributor 

04 Emrich, Sandra  
703-696-1599 
sandra.emrich@pentagon.af.mil 

SAF/XCIS (A6X) Document Reviewer 

05 Brodie, Kenneth  
703-588-1506 
kenneth.brodie@pentagon.af.mil  

SAF/XCIN (A6N) Document Contributor 

06 Page, Kenneth  
703-588-6317 
kenneth.page@pentagon.af.mil 

SAF/XCIN (A6N) Document Reviewer 

07 Smith, Robert (?) 
robert.smith@osd.mil 

OSD-NII/DoD SAM Document Reviewer 

08 Rodgers, John C 
AFCA/EVP  
 

Document Contributor 
USAF Certification 
Authority 

09 Roberts, Betty (?) AFAA Document Reviewer 
10 Keller, Linda  AFMC/A6XP Document Reviewer 
11 Engelbrecht, Edward A  AFMC/A6XP Document Reviewer 
12 Burkett, Tim A  AFMC/A6XP Document Reviewer 
13 Howe, Jason D (?) USAFE/A6IC Document Reviewer 
14 FitzGerald, Steven (?) SAF/XCIN Document Reviewer 
15 Robinson, Toy (?) ESC/USAF ERP Document Reviewer 
16 Rozzo, Mr. (?) ELS/SEAMLS Document Reviewer 
17 Griffin, Maurice (?) ELS/SEAMLS Document Reviewer 
18 Crews, Cynthia (?) ELS/SEAMLS Document Reviewer 
19 (?) A6/AFNETOPS Document Reviewer 
20 (?) A6/CITS Document Reviewer 
21 Gindhart, Maj (?) A6/GCSS Document Reviewer 
22 (?) SAF/IL Document Reviewer 
23 Eyermann, Richard J (?) SAF/FMPS Document Reviewer 
24 Bishop, Will (?) SAF/AQ Document Reviewer 
25 Lee, Carolyn (?) SAF/DP Document Reviewer 
26 Shepard, Lee J (?) XCO Document Reviewer 
27 Milton, Mark P (?) 643 ELSS/EIS Document Reviewer 
28 Bivins, Robert E (?) 754 ELSG/KAB Document Reviewer 
29 Welton, Elizabeth (?) SAF/XCXPJ Document Reviewer 
30 Waggoner, Melanie (Renee) SAF/XCXPJ Document Reviewer 
31 Sotnyk, Jerry W AFCA/EVPC Document Reviewer 
32 Richard, John Lt Col SAF/XCXPJ Document Reviewer 
33 Moss, Crawford M  AFCA/EVPC Document Reviewer 
34 Margetson, John C  643 ELSS/EIRT Document Reviewer 
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# Contact Office Symbol Role 
35 Taylor, Paul S AFCA/EVSN Document Contributor 
36 Stoner, Steven L (?) AFCA/EACS Document Reviewer 

12.0 COTS SOFTWARE ASSET MANAGEMENT IT LEAN PRESENTATION 
 

COTS Software 
Asset Management   

DoD SAM ISO 
Software Tags 19770 
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APPENDIX B – TEMPLATE FOR DECISION REVIEW MEMORANDUM 
 
Appendix B - Figure 1. should be used to document the outcome of the decision reviews in the IT Lean 
Process.  The PM should prepare and maintain the document to record the results of the review.  This 
template is based on the acquisition decision memorandum issued to programs following the DoD 5000-
series process.  The memorandum may also include specific direction and or guidance for subsequent 
phases of acquisition.  It must also include any outstanding risks that were accepted and that must be 
addressed in subsequent phases.  The level of detail is at the discretion of the signatory. At the FRR, the 
AF-DAA will include a risk acceptance statement.  Until the capability exists in EITDR for document 
upload the PM should maintain a signed copy of the document.     
 
Appendix B - Figure 1. Template for Decision Memorandum. 
 

DEPARTMENT OF THE AIR FORCE 
HEADQUARTERS UNITED STATES AIR FORCE 

WASHINGTON, DC 
 
 
 
                                                                                                   <date> 
 
 
MEMORANDUM FOR 
 
FROM: <Organization(s) of the Decision Authority> 
 
SUBJECT: Decision Review Memorandum for <program name> 
 
 
         On <date> a decision review was held to determine if the Air Force’s 
<program name> had adequately completed the <name of phase> phase of the 
IT Lean Process. 
 
          (I or We) approved the <program name> program at the <name of decision 
review>. The <program name> may now proceed to the <name of phase>. The 
<program name> shall refer to the IT Lean Guidebook for detail on the 
subsequent phases of the IT Lean Process. 
 
"Accreditation or network connection approval is provided (Hyperlink)"  
 
                                                                                                 //SIGNED// 
                                                                                                 <NAME>, <Rank> 
                                                                                                 <Organization> 
 
 
 
 

 
An electronic version of this document is available in the IT Lean Guidebook folder on the IT Lean 
Reengineering CoP on the Air Force Portal.42 Future enhancements in EITDR will include the generation, 
digitized signature, and repository for the document.    

                                                      
42 https://wwwd.my.af.mil/afknprod/ASPs/docman/DOCMain.asp?Tab=0&FolderID=OO-SC-AF-47-1&Filter=OO-SC-AF-47. 
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APPENDIX C – METRICS 
There are two reporting methods available in IT Lean; “Corporate” and “Adhoc IT Lean Universe.”   
Reference the screen captures and information provided below for examples of how to execute the 
reports and information provided.  Access to the “corporate” and “adhoc” reports is limited by the 
permissions discussed below and within a 4 – 8 hour timeframe.   
 
(1)  Currently only six corporate reports are available from the EITDR Air Force Knowledge Service 
(AFKS).  Access to data in the corporate reports will be secured based on whether or not the user has a 
“SISSU User” role.   
 

a) Management Multiple System Report - provides a high level view of the status of multiple 
systems in EITDR.  The only status reported in this report is the systems phases/disciplines that 
have a status of “Validated.”  The phases are labeled with an “X” to indicate the phase validation.  
The report contains Point of Contact (POC) information from the system acronym link.  The data 
is extracted from “General” Question 3.  This report also provides the “last date of activity” for the 
system.   

b) Management Overall Report - provides a high level view of the status of multiple systems in 
EITDR.  The only status reported in this report is the systems phases that have a status of 
Validated.  The phases are labeled with an “X” to indicate the phase validation.  The report 
contains Point of Contact (POC) information from the system acronym link.  The data is extracted 
from “General” Question 3. 

c) Management Single System Report - provides a high level view of the question status of a 
single system version for all phases.  The data is displayed in a grouped bar chart display.  The 
vertical axis lists the “Total # of Questions” for the survey version.  The horizontal axis includes 
the 3 Phases of the chosen survey version to include: Phase 1 Define Need, Phase 2 Design, 
and Phase 3 Build and Test.  (Time from the start of the phase to the time that the last question in 
a Discipline is “locked.”  Time from when the last question in a Discipline is “locked” to the when 
the last question in a Discipline is “reviewed.”  Time from when the last question in a Discipline is 
“reviewed” to the when the last question in a Discipline is “validated.”  Time from the start of the 
phase to the time when the Phase is “validated.” 

d) Single System Duration By Question - provides system/version level durations for each of the 
question level status for all phases.  The duration of time is displayed in the report as 
“hours.minutes.”  

e) Single System Duration Summary - provides metrics utilizing the date stamps of system status;  
the duration of each phase from creation to validation, the duration of the most recent lock to the 
most recent validation internal to a phase, the duration of the most recent lock to the most recent 
validation internal to a discipline.  The duration of time is displayed in the report as 
“hours.minutes.” 

f) Phase Bypass Status – provides organization information, system acronym, system name, 
system status, IT Lean version number, bypass status, bypass date, authorized by user, and 
bypass justification for each IT Lean phase and discipline.   

 
(2)  The “Adhoc” query capability exists through the IT Lean Universe.  The IT Lean Universe is similar to 
the EITDR Business Objects Reporting Universe and is structured around the IT Budget Cycle Survey 
Design.  The IT Lean Universe is defined as the data elements that align to the SISSU questions and 
allow the retrieval of data corresponding to the data elements within the IT Lean process for retrieval 
purposes. 
• Like the IT Budget EITDR universe, the new IT Lean universe will be accessible to all who have a 

GCSS-AF Data Services BOBJ account. 
• The viewing of answers to survey questions will be secured based on existing security model in the 

EITDR application. 
 
A total of 208 Universe Elements are organized into five classes: 
•  General – 21 Elements 
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•  Security – 104 Elements (Currently only supports the DITSCAP functionality.  Future EITDR 
enhancements will include DIACAP IA control information.) 

•  Interoperability – 29 Elements 
•  Support and Sustainability – 46 Elements 
•  Usability – 8 Elements 
 
To access the IT Lean Corporate reports you must login to the Portal and select the Enterprise 
Information Technologies Data Repository (EITDR).  The steps required to access EITDR are:   
Login in to the portal https://www.my.af.mil/faf/FAF/fafHome.jsp. 
 
Appendix C - Figure 1.  Portal Home Web Page. 

 
 
1. From the Portal Home page selection the category on the right under “Air Force Indexes” 

“Application A- Z Listing”   
2. From the list provided select “E” and find EITDR and click on this application as shown in Appendix C 

- Figure 1  
3. From the EITDR Home page click on the tab “AFKS Reports”. 
 
Appendix C - Figure 2.  EITDR Home Web Page. 
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Appendix C - Figure 1 displays the main screen for accessing the “corporate” reports. 
 
1. To see the corporate documents available click the plus sign next to the “Public Folders” directory 

structure. 
2. The “Corporate Document” folder will display. 
3. Click the plus sign next to the “Corporate Document” folder. 
4. Click on the hyperlink “IT Lean” to see the available IT Lean corporate reports.   
 
Appendix C - Figure 3.  AFKS Home Web Page. 

 
 
 
Appendix C - Figure 4  provides a list of the six corporate reports available in IT Lean. 
 
To execute the corporate report click on the “Modify” hyperlink next to the corporate 
report of your choice or click on the name of the report hyperlink as show in Appendix C - 
Figure 4. 

 
1. The system will repond with the popup window as shown in Appendix C - Figure 5. 

2. By selecting the choice, use the less than or greater than buttons   to select the System 
Investment Status value “Active” for all active systems or “Archive” for all archived system data.  .  
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The only investment statuses available are “Active” and “Archive”.  Select the option “Active.”  By 
default “Active” is provided as the value selected.    

3. If you want all system active or archived system versions you do not need to change the System 
Investment Survey Version.  To run the report with the value “ALL” chosen to retrieve the system data 
as shown in Appendix C - Figure 6.  If you want to pick and choose specific system versions then 
follow steps 4a and 4b. 
a. Click on the “System Investment Survey Version” “ALL” hyperlink to display a list of all systems 

for specific system records as shown in Appendix C - Figure 7. 
b. To pick certain systems scroll down the list and select multiple systems by holding down the “Ctrl” 

key and choosing the system versions.  Otherwise you can run the report with the value “ALL” 
chosen to retrieve the system data as shown in Appendix C - Figure 6.  To back out of the 
multiple system criteria click the “All” hyperlink for the System Investment Survey Version.  Skip 
to step 5 to execute the report.  

c. A search option is available.  To search for system acronyms type in the criteria to find the 
system information; for example EITDR.  To find the search criteria for the system acronym type 

in the system acronym in the text box to the left of the  button and then click the binocular 
button to find the search criteria.  From the system-generated information pick the system 

versions and use the  buttons to move the system information to the System Investment 
Status.  To back out of the search criteria remove the search data in the text box and click the 
“All” hyperlink for the System Investment Survey Version. 

4. Click the “Run Query” button to execute the report as shown in Appendix C - Figure 7.        
 
Reference the instructions in Appendix C - Figure 14 for saving the report information. 
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Appendix C - Figure 4. IT Lean Corporate Report – Execute Report 

 

Step 1 

 
Appendix C - Figure 5.  IT Lean Corporate Report – Execution Popup Window 
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Appendix C - Figure 6.  IT Lean Corporate Report – Prompts Window 

This field will be updated 
based on choice in Step 1 

 
 
Appendix C - Figure 7. IT Lean Corporate Report – Prompts Window 

 
 

Step 4 
Step 5 

Step 3 

Step 4c for search selection

Step 4a & 4b for multiple 
system selection 

 
Appendix C - Figure 8.  IT Lean Corporate Reports “Management Multiple System 
Report” Sample for POC Information. 
 
Click on the “System Acronym” the following investment (system) POC information is provided.  This 
information is populated based on SISSU General Question 3.  The POC information is available on the 
“Management Multiple System Report” and “Management Overall Report.”   
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Appendix C - Figure 9.  “Management Multiple System Report and Management Overall 
Report” Query Screen. 
 
The “Management Multiple System Report” and “Management Overall Report” use the below screen 

prompt to select the information necessary to execute the reports.  Use the buttons “  or ”  to 
move the “Investment Survey Version” of choice to the “values selected” section and run the query by 
clicking the  button.  Reference Appendix C - Figure 7 and Appendix C - Figure 7 for 
additional guidance.    
 
 

 

Step 2 Chose “All”, 
multiple specific 
systems, or use 
search for report 
criteria. for multiple 

Step 3 

Step  1 
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Appendix C - Figure 10.  “Management Single System Report” and “Single System 
Duration by Question” Query Screen 1. 
 
The “Management Single System Report and Single System Duration by Question” reports use the 
below prompt that asks for an IT Lean “discipline” (i.e., Security, Interoperability, Supportability & 
Sustainability, or Usability).  Select the “Question Discipline” of choice and select the “Single Investment 
Survey Version” used as variables to execute the query by clicking the   button. 
 
 

Step  1 

 
Appendix C - Figure 11. “Management Single System Report” and “Single System 
Duration by Question” Query Screen 2 

 

Step 2 Chose “All”, 
multiple specific 
systems, or use 
search for report 
criteria.  Step 3 

Step 2 
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Appendix C - Figure 12.  “Single System Duration Summary” Query Screen. 
 
The “Single System Duration Summary” report uses the screen prompt below to execute the query.  
Click on the “Single Investment Survey Version” of choice and click the  button. 
 

 

 

Step 2 Choose 
specific system, or 
use search for report 
criteria.  

Step 2 Choose 
specific system, or 
use search for report 
criteria.  

Step 3 

Step 2 

 
Appendix C - Figure 13. Phase Bypass Status Query Screen. 
 
The “Phase Bypass Status” report uses the screen prompt below to execute the query.  Click on the 
“Single Investment Survey Version” of choice and click the  button. 

 

Step 2 Choose 
specific system, or 
use search for report 
criteria.  

Step 3 

Step 2 
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Appendix C - Figure 14.  Query Result “Save” Options. 
 
After the report is executed there are options to; “edit, save, send, view in PDF format, or add to my 
InfoView”.  To save the report click the “Document” button and select “Save to my computer as”.  Choose 
the “format you prefer to save the report in” and follow the system prompts.   
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Appendix C - Figure 15.  Sample “Management Multiple System Report”. 
 

 
 
 
Appendix C - Figure 16.  Sample “Management Overall Report”. 
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Appendix C - Figure 17.  Sample “Management Single System Report”. 
 
 

                    

Management Single System Report             

EITDR Version 2.8             

      Discipline:  Security       
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Reviewed 
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Invalidated 
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Total 
Questions 
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Complete 

Phase 
Number   

  1 Define Need 0 0 5 0 5 100.00%   

  2 Design 0 0 106 0 106 100.00%   

  3 Build and Test 0 0 0 0 106 0.00%   
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Appendix C - Figure 18.  Sample “Single System Duration Summary”. 
 

 
 
 
Appendix C - Figure 19.  Sample “Single System Duration by Question”. 
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Appendix C - Figure 20. Sample “Phase Bypass Status’. 
 
This report is rather lengthy and therefore only a brief view of the report is provided.   
  
Phase Bypass Status           

AFDS Last Refresh: Aug 05, 2008 
12:58 PM 

                    

Report Execution: Aug 05, 2008 
03:27 PM 
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Total IT Lean Systems:  1                     

C&A Total Systems:  25                     
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“Adhoc” Query Capability 
 
To generate a adhoc query from AFKS using a predefined universe follow the steps 
below. 
 
1. Click on the “New” icon as shown in Appendix C - Figure 21.  This will take you into the AFKS 

Universe where you will select the “IT Lean” universe. 
2. Click on the “IT Lean” hyperlink as shown in Appendix C - Figure 21.     
 
 
Appendix C - Figure 21. AFKS Universe Home Web Page.  

 
 
 
 

Step 1 
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Appendix C - Figure 22.  AFKS Web Intelligence InfoView Query Screen. 
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APPENDIX D – ACRONYMS 
ACAT Acquisition Category 

AEF Air Expeditionary Force 

AFCA Air Force Communications Agency 

AFCIO  Air Force Chief Information Officer 

AF-DAA Rep Air Force Designated Accrediting Authority Representative 

AF-GIG Air Force provisioned portion of the Global Information Grid 

AFFMA Air Force Frequency Management Agency 

AFI Air Force Instruction 

AFKS Air Force Knowledge Service 

AFMC  Air Force Materiel Command 

AFNETOPS Air Force Network Operations 

AFNOC Air Force Network Operations Center 

AFNOSC Air Force Network Operations and Security Center 

AFROCC Air Force Requirements for Operational Capabilities Council 

AIPT Architecture Integrated Product Team  

AoA Analysis of Alternatives 

APB Acquisition Program Baseline 

ATO Authorization to Operate 

ATC Authorization to Connect 

C4I Command, Control, Communications, Computer, Intelligence 

CA Certifying Authority 

CAA Certifing Authority Agent 

CAR Certifing Authority Representative 

CCA Clinger-Cohen Act 

CDD Capabilities Development Document 

CITS Combat Information Transport System 

CJCSI Chairman of the Joint Chiefs of Staff Instruction 

CJCSM Chairman of the Joint Chiefs of Staff Manual 

CJTF Commander Joint Task Force 

CL Confidentiality Level 

CoN Certificate of Networthiness 

COTS Commercial-off-the-Shelf 

CPD Capabilities Production Document 

CRD Capstone Requirements Document 

CtO Certificate to Operate 

DAA Designated Accrediting Authority 
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DAB Defense Acquisition Board 

DATC Denial of Authorization to Connect 

DC4N Directive Command, Control, Communications, and Computers Notice to Airmen 

DIACAP DoD Information Assurance Certification and Accreditation Process  

DITSCAP DoD Information Technology Security Certification and Accreditation Process 

DNR Define Need Review  

DoD Department of Defense 

DoDI Department of Defense Instruction 

DOT&E Director, Operational Test and Evaluation 

DOTMLPF Doctrine, Organization, Training, Materiel, Leadership, Personnel, and Facility 

DT&E Developmental Test & Evaluation 

DR Design Review 

DRR Design Readiness Review  

EISS Engineering Integration Support Squadron 

EITDR Enterprise Information Technology Data Repository 

ERP Enterprise Resource Planning 

ESC Electronic Systems Center 

ETL Extract, Transformation, and Loading 

FAA Functional Area Analysis 

FCB Functional Capabilities Board 

FIPS Federal Information Processing Standard 

FISMA Federal Information Security Management Act 

FRP Full Rate Production 

FRR Field Readiness Review 

GCSS Global Combat Support System 

GFE Government Furnished Equipment 

GIG Global Information Grid 

GOTS Government-off-the-Shelf 

IA Information Assurance 

IATO Interim Authorization to Operate 

IATC Interim Authorization to Connect 

IATT Interim Authorization to Test 

IAVA Information Assurance Vulnerability Alert 

ICD Initial Capabilities Document 

IPT Integrated Product Team 

IPv6 Internet Protocol Version 6 

IS Information System 
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ISP Information Support Plan 

IT Information Technology 

ITP Integrated Test Plan 

ITT Integrated Test Team 

IVR Initial Version Review 

JCIDS Joint Capabilities Integration and Development System 

JFC Joint Functional Concept 

JIC Joint Intelligence Center 

JOC Joint Operational Concept 

JPD Joint Potential Designator 

JROC Joint Requirements Oversight Council 

KPP Key Performance Parameter 

LCMP Life-Cycle Management Plan 

LRIP Low Rate Initial Production 

MAC Mission Assurance Category 

MAIS Major Automated Information System 

MAJCOM Major Command 

MDA Milestone Decision Authority 

MS Milestone 

NCOW RM Net-Centric Operations Warfare Reference Model 

NDI Non-developmental Item 

NETOPS Network Operations 

NetRA Network Risk Assessment 

NIPRNET Non-Classified Internet Protocol Router Network 

NIST National Institute of Standards and Technology 

NR-KPP Net-ready Key Performance Parameter 

NSS National Security Systems 

OA Operational Assessment 

OSD Officer of the Secretary of Defense  

OSSW Operational Support Systems Wing 

OT&E Operational Test and Evaluation 

PEO Program Executive Office 

PKE Public Key Enabled 

PM Program Manager 

PMO Program Management Office 

POA&M Plan of Action and Milestones 

POC Point of Contact 
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QT&E Qualification Test and Evaluation 

RDT&E Research, Development, Test and Evaluation 

SIAO Senior Information Assurance Officer  

SAAR System Authority Access Request 

SIPRNET Secret Internet Protocol Router Network 

SISSU Security, Interoperability, Supportability, Sustainability, and Usability 

SPCA Security Policy Compliance Assessment 

SSAA System Security Authorization Agreement 

SSV SISSU Security Validator 

ST&E Security Test and Evaluation 

STEM System Telecommunications Engineering Manager 

T&E Test and Evaluation 

TCNO Technical Compliance Network Order 

TEMP Test and Evaluation Master Plan 

TRR  Test Readiness Review 

VPN Virtual Private Network 
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APPENDIX E – DEFINITIONS 
Accreditation.  Formal declaration by a Designated Accrediting Authority (DAA) that an information 
system is approved to operate in a particular security mode using a prescribed set of safeguards at an 
acceptable level of risk. Source: DoDI 8510.01  
 
Acquisition Category (ACAT) Program.  A directed, funded effort that provides a new, improved, or 
continuing materiel, weapon or information system or service capability in response to an approved need.  
See DoDI 5000.2, Enclosure 2, for complete definitions. 
 
Acquisition Decision Authority.  The designated individual with overall responsibility for a program.  
The Acquisition Decision Authority shall have the authority to approve entry of an acquisition program into 
the next phase of the acquisition process and shall be accountable for cost, schedule, and performance 
reporting to higher authority, including Congressional reporting. 
 
Acquisition Strategy.  The conceptual framework for conducting systems acquisition encompassing the 
broad concepts and objectives that direct and control the overall development, production, and 
implementation of a system. It must be stable enough to provide continuity but dynamic and flexible 
enough to accommodate change. Source: System Engineering Plan Lexicon. 
 
Air Force Knowledge Service (AFKS).  AFKS is an integrated information architecture based on 
commercial industry's best practices commercial-off-the-shelf (COTS) Data Warehousing and Business 
Intelligence capabilities.  It enables cross-functional decision making and is accessible from the Air Force 
Portal to authorized users.  Its core function is to provide the data services, business intelligence, meta-
data, discovery services and Extract, Transformation, and Loading (ETL) for GCSS-AF.  AFKS primary 
capability is to act as the central source of Operations and Support (OS) management information for 
decision support and predictive analysis drawing upon mission systems from the 22 pillars of GCSS-AF.  
AFKS enables modern decision-support tools to quickly provide clear enterprise planning, weapon 
system predictive analysis, and other combat operations exploration and discovery.  AFKS is organized to 
support Air Expeditionary Force (AEF) and peacetime missions. Its secondary function is to minimize 
infrastructure costs and impacts of multiple redundant capabilities for storing and delivering information. 
Its users are combat support personnel including MAJCOM/Wing/Squadron commanders, managers, 
analysts, and other Air Force Personnel. Source: AFKS Business / Operations Manual. 
 
Air Force - provisioned portion of the Global Information Grid (AF-GIG).  The AF-GIG is a system 
that provides a set of value-added functions operating in a global context to provide processing, storage, 
and transport of information, human interaction, systems and network management, information 
dissemination management, and information assurance.  These functions must be fully integrated and 
interoperable with one another to achieve overall success across the AF-GIG.  As a result, the AF-GIG is 
an information environment comprised of interoperable computing and communications components.  
The AF-GIG is part of the Global Information Grid (GIG).  Therefore, the AF-GIG is the interconnected, 
end-to-end set of information capabilities, associated processes, and personnel for collecting, processing, 
storing, disseminating, and managing information on demand to warfighters, policy makers, and support 
personnel.  The AF-GIG includes all owned and leased communications and computing systems and 
services, network operating systems, data, security services, and other associated services necessary to 
achieve information superiority.  Source: AFI 33-115, Volume 1 
 
Air Force Requirements for Operational Capabilities Council (AFROCC).  The AFROCC is an 
instrument of the Chief of Staff of the Air Force and the Secretary of the Air Force established to review, 
validate, and approve all Air Force Operational Capability Requirements.  The AFROCC assures that Air 
Force requirement documentation is prepared in accordance with appropriate Air Force and Joint Staff 
guidance, complies with established standards and accurately articulates valid Air Force capability 
requirements before and during the acquisition process. Source: AFROCC Charter. 
 
Analysis of Alternatives (AoA).  The evaluation of the operational effectiveness and estimated costs of 
alternative systems to meet a mission capability.  The analysis assesses the advantages and 
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disadvantages of alternatives being considered to satisfy capabilities, including the sensitivity of each 
alternative to possible changes in key assumptions or variables. Source: AFI 10-601 
 
Authorization to Connect (ATC).  AF-DAA official approval for system connection to the AF provisioned 
portion of the GIG.  The AF-DAA assumes all risks associated with the connection of the system on the 
AF-GIG.  Usually granted to systems where acceptable residual risk after proper countermeasures and 
safeguards are implemented. 
 
Authorization to Operate (ATO).  System DAA determination to grant the system authorization to 
operate based on the implementation of appropriate IA controls, requirements, policies, and safeguards.  
The ATO is an acceptance of risks from an operational (mission) perspective and does not in itself 
provide authorization to connect to the network. 
 
Authorization Termination Date (ATD).  The date assigned by the DAA that indicates when an ATO, 
IATO, or IATT expires.  Source: DoDI 8510.01 
 
Business Process Reengineering.  A structured approach by all or part of an enterprise to improve the 
value of its products and services while reducing resource requirements.  Source AFI 33-10. 
 
Capabilities Package.  The package of information that evolves throughout the program’s life cycle from 
requirements generation forward.  The capabilities package is referred to as a “survey” in the EITDR.  
 
Capability.  The ability to execute a specified course of action.  It is defined by an operational user and 
expressed in broad operational terms in the format of an initial capabilities document or a doctrine, 
organization, training, materiel, leadership, personnel, and facility (DOTMLPF) change recommendation. 
In the case of materiel proposals, the definition will progressively evolve to DOTMLPF performance 
attributes identified in the capabilities development document (CDD) and the CPD.  Source: AFI 10-601. 
 
Certificate of Networthiness (CoN).  (Rescinded)  The CoN was comprised of a Network Risk 
Assessment (NetRA) and a Security Policy Compliance Assessment (SPCA).  NetRAs and SPCAs were 
conducted at AFCA or AF-CIO-licensed NetRA or SPCA facilities. AFCA had oversight responsibility for 
procedures and results of these assessments and developed networthiness recommendations which, 
when favorable, may have resulted in a CoN. Source: CoN Tri-fold. 
 
Certificate to Operate (CtO).  (Rescinded)  MAJCOM-conducted operational sufficiency assessments for 
systems and applications that relied on MAJCOM IT infrastructure.  MAJCOM CtO offices relied on 
thorough, accurate, and complete SSAA and ISP documentation to support CtO issuance decisions.  
Both the CoN and CtO were used by site Designated Accrediting Authorities (DAA) for local network 
connectivity approval.  A DAA’s IATO/ATO declaration was a prerequisite to achieving network 
connectivity; therefore, implementers were hard-pressed to field IT capabilities without providing the 
information found in these documents.  Source: CoN Tri-fold. 
 
Certification.  A comprehensive evaluation and validation of a DoD IS to establish the degree to which it 
complies with assigned IA controls based on standardized procedures. Source: DoDI 8510.01. 
 
Certifiying Authority (CA).  The senior official having the authority and responsibility for the certification 
of ISs governed by a DoD Component IA program. This authority can be formally delegated as 
necessary.  Source: DoDI 8510.01 
 
Certification Authority Representative.  An official appointed by and acting on behalf of the CA. 
Source:  DoDI 8510.01 
 
Certification Testing.  A process providing evidence a product meets specified requirements. 
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Commercial-off the-shelf (COTS).  Commercial items requiring no unique government modifications or 
maintenance over the life cycle of the product to meet the needs of the procuring agency.  Source: 
Glossary – Defense Acquisition Acronyms and Terms, 11th Edition. 
 
Darkroom Environment.  An automated test environment where testing can be conducted without 
testers in attendance. Test systems are loaded and made ready for testing.  Testing is started and is left 
to run unattended. A typical example would be to use an automated test tool with validation capabilities, 
and upon test completion, results will have been validated against expected test results.  Source: Chief 
Engineer.  
 
Denial of Authorization to Operate (DATO).  A DAA determination that a DoD IS cannot operate 
because of an inadequate IA design, failure to adequately implement assigned IA controls, or other lack 
of adequate security.  If the system is already operational, the operation of the system is halted. 
 
Developmental Test & Evaluation (DT&E).  Test and evaluation conducted to evaluate design 
approaches, validate analytical models, quantify contract technical performance and manufacturing 
quality, measure progress in system engineering design and development, minimize design risks, predict 
integrated system operational performance (effectiveness and suitability) in the intended environment, 
and identify system problems (or deficiencies) to allow for early and timely resolution.  DT&E includes 
contractor testing and is conducted over the life of the system to support acquisition and sustainment 
efforts.  Source: Defense Acquisition Guidebook. 
 
DIACAP Package.  DIACAP Package. The collection of documents or collection of data objects 
generated through DIACAP implementation for an IS. A DIACAP package is developed through 
implementing the activities of the DIACAP and maintained throughout a system’s life cycle. Information 
from the package is made available as needed to support an accreditation or other decision such as a 
connection approval. There are two types of DIACAP packages: 1)The Comprehensive Package contains 
all of the information connected with the certification of the IS. It includes the System Identification Profile 
(SIP), the DIACAP Implementation Plan (DIP), the Supporting Certification Documentation, the DIACAP 
Scorecard, and the IT Security POA&M, if required. 2) The Executive Package contains the minimum 
information for an accreditation decision. It contains the SIP, the DIACAP Scorecard, and the IT Security 
POA&M, if required.  Source: DoDI 8510.01 
 
DIACAP Implementation Plan (DIP). Contains the IS’s assigned IA controls. The plan also includes the 
implementation status, responsible entities, resources, and the estimated completion date for each 
assigned IA control. The plan may reference applicable supporting implementation material and artifacts.  
Source DoDI 8510.01 
 
DIACAP Knowledge Service (KS). A Web-based repository of information and tools for implementing 
the DIACAP that is maintained through the DIACAP Technical Advisory Group (TAG).  Source: DoDI 
8510.01 
 
DIACAP Scorecard. A summary report that succinctly conveys information on the IA posture of a DoD IS 
in a format that can be exchanged electronically. It shows the implementation status of a DoD IS’s 
assigned IA controls (i.e., compliant (C), non compliant (NC), or not applicable (NA)) as well as the C&A 
status.  Source: DoDI 8510.01 
 
Doctrine, Organization, Training, Materiel, Leadership, Personnel, Facility (DOTMLPF).  DOTMLPF 
is a valuable analytical tool that can be used to develop requirements and solutions to military problems.  
It is a useful tool for looking at a large issue or set of issues, operation, or business area and breaking it 
apart into more discrete, manageable sets of tasks and deliverables.  It can be an effective tool in 
investigating and gathering all the pertinent data you need to draw conclusions necessary to formulate a 
complete, relevant, and correct set of requirements for solving operational issues and deficiencies.  
DOTMLPF has certain products and services associated with it. Source: 
http://www.teao.saic.com/cbrtraining/leveraging1.asp.  
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Enterprise IT Data Repository (EITDR).  The Air Force database of record for registering all systems 
and applications as required by public law and DoD directives.  Registration in the EITDR is mandatory 
for all systems and applications developed by the AF, or for which the AF is the lead agency, or that 
require a certification and accreditation assessment.  The EITDR is also the database of record for IT 
statutory and regulatory compliance.  The repository contains compliance data for Information Assurance 
(IA), Internet Protocol version 6 (IPv6), Public Key Enabling (PKE), Clinger-Cohen Act, etc.  It is the 
primary data source for Federal Information Security Management Act (FISMA) reporting and the principle 
vehicle for gathering and storing system and application data to support planned and ad hoc data calls.  
The EITDR contains information about program management; system and application interfaces; 
networthiness; funding; Capital Investment Reports (CIRs) and other supporting data to facilitate IT 
portfolio management.  In addition to systems and applications, portfolio management requires the 
additional registration of IT programs and in some cases, organizations that are funded with IT dollars 
and for which CIRs are required.  Use of the EITDR as the AF IT portfolio management tool is mandatory.  
The EITDR also functions as the official repository for Information Support Plan (ISP) documentation.  
The EITDR is the source for mandatory quarterly updates to the DoD IT Registry. Source: AFI 33-136 
(DRAFT). 
 
EITDR Budget Survey.  Surveys are the “meat and potatoes” of the EITDR system, where portfolio owners 
answer questions to input information about their systems and initiatives in several categories of topics.  The different 
functional groups supported by EITDR (i.e., IPv6, NDAA, PfM/CIR, FISMA etc) require different subsets of these 
questions to be answered.  Collectively, the complete set of questions is called a survey.  Surveys are typically 
completed for a particular budget cycle, because answers to particular questions can determine the continued 
budgetary support for the portfolio in subsequent budget cycles. 
 
Enterprise Resource Planning (ERP).  ERP is an industry term for the broad set of activities supported 
by multi-module application software that help a manufacturer or other business manage the important 
parts of its business, including product planning, parts purchasing, maintaining inventories, interacting 
with suppliers, providing customer service, and tracking orders.  
Source: www.softwareag.com/xml/about/glossary.htm. 
 
Functional Requirements.  A description of a system from a working point of view.  It differs from a 
precise technical description, which includes each piece of equipment precisely spelled out.  A system 
can often work the same using different hardware and software configurations.  By functionally describing 
a system, a user allows sellers to use their imagination to solve the problem in the most creative, cost-
effective way.  Also known as Functional Requirements. Source:  Software Engineering Plan Lexicon. 
 
Functional Solution Analysis (FSA).  The FSA is the third step of the JCIDS analysis process.  The 
sponsor leads the FSA.  It is an operationally based assessment of potential DOTMLPF approaches to 
solving (or mitigating) one or more of the capability gaps (needs) identified in the FNA.  The needs 
identified in the FNA are inputs to the FSA.  The FSA’s outputs are potential solutions to needs, including 
in order of priority: integrated DOTMLPF changes; product improvements to existing materiel or facilities 
alone; adoption of interagency or foreign materiel solutions that have limited non-materiel DOTMLPF 
consequences; and finally, new materiel starts that have limited non-materiel DOTMLPF consequences.  
Source: CJCSI 3170.01D. 
 
Global Information Grid (GIG).  The globally interconnected, end-to-end set of information capabilities 
associated processes and personnel for collecting, processing, storing, disseminating, and managing 
information on demand to warfighters, policy makers, and support personnel.  The GIG includes all 
owned and leased communications and computing systems and services, software (including 
applications), data, security services and other associated services necessary to achieve information 
superiority.  It also includes National Security Systems as defined in section 5142 of the Clinger-Cohen 
Act of 1996.  The GIG supports all Department of Defense, National Security Systems, and related 
Intelligence Community missions and functions (strategic, operational, tactical and business), in war and 
in peace.  The GIG provides capabilities from all operating locations (bases, posts, camps, stations, 
facilities, mobile platforms and deployed sites).  The GIG provides interfaces to coalition, allied, and non-
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DoD users and systems.  Source: CJCSI 6212.01, Interoperability and Supportability of Information 
Technology and National Security Systems 
 
Government Furnished Equipment (GFE).  Equipment in the possession of, or directly acquired by, the 
Government and subsequently made available to the contractor.  Source: www.dla.mil/J-8/A-
76/appendixK.html. 
 
Independent.  A Joint Potential Designator (JPD) that applies to ACAT II and below programs where the 
concepts and/or systems associated with the document do not significantly affect the joint force, an 
expanded review is not required, and no certifications are required.  Once designated Independent, the 
Functional Capabilities Board (FCB) may review the proposal.  These documents are returned to the 
sponsoring Component for validation and approval.  Source: CJCSI 3170.01D. 
 
Information Assurance (IA).  Measures that protect and defend information and information systems by 
ensuring their availability, integrity, confidentiality, authentication, and non-repudiation.  These measures 
include providing for restoration of ISs by incorporating protection, detection, and reaction capabilities.  
(DoDD 8500.1, Information Assurance (IA)) 
 
Information Support Plan (ISP).  Used by program authorities to document the IT needs, objectives, 
interface requirements for all non-ACAT and fielded programs.  ISPs should be kept current throughout 
the acquisition process and formally reviewed at each milestone, decision reviews and whenever the 
operational concepts and IT support requirements change.  Source: CJCSI 6212.01 
 
Information Technology (IT).  Any equipment, or interconnected system or subsystem of equipment, 
that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, 
switching, interchange, transmission or reception of data or information by the executive agency.  This 
includes equipment used by a Component directly, or used by a contractor under a contract with the 
Component, which: requires the use of such equipment, or requires the use, to a significant extent, of 
such equipment in the performance of a service or the furnishing of a product.  The term “IT” also 
includes computers, ancillary equipment, software, firmware and similar procedures, services (including 
support services) and related resources.  Notwithstanding the above, the term “IT” does not include any 
equipment that is acquired by a Federal contractor incidental to a Federal contract.  The term “IT” 
includes National Security Systems (NSS). Source: CJCSI 3170.01D 
 
Infostructure. Any Global Information Grid (GIG) component (system, equipment, software, or service) 
that:  transmits information to, receives information from, routes information among, or interchanges 
information among other equipment, software, and services; provides retention, organization, 
visualization, information assurance, or disposition of data and/or knowledge received from or transmitted 
to other equipment, software, and services, but does not necessarily include the information, data and/or 
knowledge itself, and/or; processes data or information for use by other equipment, software, or services 
(excluding mission and functional unique applications).  Source: Air Force Infostructure Architecture 
Council Charter, 22 May 2003. 
 
Integrated Test Team (ITT).  A cross-functional team of empowered representatives from multiple 
disciplines and organizations and co-chaired by operational testers and the program manager.  The ITT is 
responsible for developing the T&E strategy and TEMP, assisting the acquisition community with T&E 
matters, and guiding the development of integrated test plans.  There is one ITT for each acquisition 
program.  Source: AFI 99-103 
 
Integrated Testing.  Any combination of two or more types of testing used to achieve greater test 
efficiency, reduced cost, and schedule savings without compromising the objectives and needs of the 
participating test organizations.  Source: AFI 99-103 
 
Integrated Test Plan (ITP).  An overarching plan developed by the integrated test team (ITT) that 
integrates all individual contractor and government test plans into an interlocking series of assessments 
and evaluations focused on the current increment, with follow-on increments described in lesser detail.  
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(NOTE:  The ITP integrates all individual contractor and government test plans into an interlocking series 
of evaluations focused on the current increment, with follow-on increments described in lesser detail.  The 
ITT must plan for operational assessments (OA) intermingled with operationally relevant DT&E to produce 
increasing amounts of operationally relevant data from spiral to spiral within each increment.  The ITP 
should use modeling and simulation tools and DSMs for test design, systems engineering, data 
evaluation, and to supplement, augment, and extrapolate available T&E data wherever practical.  The ITP 
should support each spiral with DT&E and an OA (if appropriate) addressing system maturity, operational 
impacts, and readiness for dedicated operational testing.  OA reports should be planned to describe 
system capabilities and limitations as measured against operational requirements and employment 
concepts.  The remaining actions required to reach the desired capabilities must be outlined.  Timely, 
credible, and continuous feedback must be provided to developers and decision makers.  The ITP should 
plan to address most of the COIs, MOEs, and MOSs before dedicated operational testing begins.  The 
ITP should culminate with dedicated operational testing that concentrates on mission impacts and 
unanswered COIs, MOEs, MOSs, and MOPs.  The operational test plan may use operationally relevant 
data collected during previous testing to verify system capabilities in the approved capability production 
document (CPD) for the fielded item.)  Source: AFI 99-103 
 
Interim Authorization to Operate (IATO).  The temporary authorization to operate a DoD IS under the 
conditions or constraints enumerated in the accreditation decision. 
 
Interim Authorization to Test (IATT).  The temporary authorization to test a DoD IS in a specified 
operational information environment within the timeframe and under the conditions or constraints 
enumerated in the accreditation decision. 
 
Interoperability Testing.  Testing the capabilities of systems, units or forces to provide data, information, 
materiel or services to and accept the same from other systems, units, or forces and to use the data, 
information, materiel, or services so exchanged to enable them to operate effectively together.  
Interoperability testing of NSS and ITS includes both the technical exchange of the information and the 
end-to-end operational effectiveness of that exchanged information as required for mission 
accomplishment.  Source: Adapted from CJCSM 3170.01, Operation of the Joint Capabilities Integration 
and Development System 
 
Interoperability.  The ability of systems, units, or forces to provide services to and accept services from 
other systems, units, or forces and to use the services so exchanged to enable them to operate 
effectively together.  The condition achieved among communications electronics systems or items of 
communications-electronics equipment when information or services can be exchanged directly and 
satisfactorily between them or their users. Source: CJCSI 6212.01C 
 
IT Security Plan of Action and Milestones (POA&M).  A permanent record that identifies tasks to be 
accomplished in order to resolve security weaknesses. Required for any accreditation decision that 
requires corrective actions, it specifies resources required to accomplish the tasks enumerated in the plan 
and milestones for completing the tasks. Also used to document DAA-accepted non-compliant IA controls 
and baseline IA controls that are not applicable. An IT Security POA&M may be active or inactive 
throughout a system’s life cycle as weaknesses are newly identified or closed.  Source:  DoDI 8510.01 
 
Joint Capabilities Integration and Development System (JCIDS).  JCIDS is a system used to define 
capability needs. JCIDS implements a capabilities-based approach that better leverages the expertise of 
all government agencies, industry, and academia to identify improvements to existing capabilities and to 
develop new warfighting capabilities.  This approach requires a collaborative process that utilizes joint 
concepts and integrated architectures to identify prioritized capability gaps and integrated DOTLMF 
solutions (materiel and non-materiel) to resolve those gaps.  Source: www.almc.army.mil/hsv/2003-
ISE.pdf. 
 
 
Joint Integration.  A Joint Potential Designator (JPD) that applies to ACAT II and below programs where 
the concepts and/or systems associated with the document do not significantly affect the joint force and 
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an expanded review is not required, but Information Technology and National Security Systems (IT) 
interoperability, intelligence or munitions certification is required.  Once the required certification(s) is 
completed, the proposal may be reviewed by the Functional Capabilities Board (FCB).  Joint Integration 
proposals are validated and approved by the sponsoring Component. Source: CJCSI 3170.01D. 
 
Joint Potential Designator (JPD).  A designation assigned by the Gatekeeper.  The Gatekeeper is that 
individual who makes the initial joint potential designation of JCIDS proposals.  This individual will also 
make a determination of the lead and supporting FCBs for capability proposals.  The Gatekeeper is 
supported in these functions by USJFCOM, J-6, J-7, and the FCB Working Group leads.  The Vice 
Director, J-8 serves as the Gatekeeper).  The JPD is used to specify JCIDS validation, approval and 
interoperability expectations.  There are three JPDs: JROC Interest, Joint Integration, and Independent. 
Source: CJCSI 3170.01D. 
 
Joint Requirements Oversight Council (JROC) Interest.  JPD that applies to all ACAT I/IA programs 
and ACAT II and below programs where the capabilities have a significant impact on joint warfighting. 
This designation may also apply to intelligence capabilities that support DoD and national intelligence 
requirements.  These documents will be staffed through the JROC for validation and approval.  All 
Capstone Requirements Documents (CRD) will be designated as JROC Interest.  DOTMLPF change 
proposals will also be designated as JROC Interest. 
 
Materiel Solution.  A defense acquisition program (non-developmental, modification of existing systems, 
or new program) that satisfies identified operator capabilities. Source: AFI 10-601 
 
Milestone Decision Authority (ACQUISITION DECISION AUTHORITY).  The designated individual with 
overall responsibility for a program. The Acquisition Decision Authority shall have the authority to approve 
entry of an acquisition program into the next phase of the acquisition process and shall be accountable 
for cost, schedule, and performance reporting to higher authority, including Congressional reporting. 
Source: DoDD 5000.1 
 
National Security System (NSS).  Telecommunications and information systems operated by the 
Department of Defense -- the functions, operation or use of which:  involves intelligence activities; 
involves cryptologic activities related to national security; involves command and control of military forces; 
involves equipment that is an integral part of a weapon or weapon systems; or is critical to the direct 
fulfillment of military intelligence missions.  Subsection (5) in the preceding sentence does not include 
procurement of automated data processing equipment or services to be used for routine administrative 
and business applications (including payroll, finance, logistics, and personnel management applications).  
NSS also includes any information system that is protected at all times by procedures established for 
information that have been specifically authorized under criteria established by an Executive order or an 
Act of Congress to be kept classified in the interest of national defense or foreign policy. Source: NIST 
Special Publication 800-59 
 
Operator.  An operational command or agency that employs acquired systems for the benefit of users.  
Operators may also be users. 
 
Operational Assessment (OA).  An analysis of progress toward operational capabilities made by an 
operational test organization, with operator support as required, on other than production systems.  The 
focus of an operational assessment is on significant trends noted in development efforts, programmatic 
voids, areas of risk, adequacy of requirements, and the ability of the program to support adequate 
operational testing.  Operational assessments may be made at any time using technology demonstrators, 
prototypes, mockups, engineering development models, or simulations, but will not substitute for the 
dedicated OT&E necessary to support full production decisions.  AFI 99-103 
 
Operational Testing.  A generic term describing the test, evaluation, and assessment options and levels 
of effort available to an operational test organization.  AFI 99-103 
Operational Test & Evaluation (OT&E).  The field test, under realistic combat conditions, of any item of (or 
key component of) weapons, equipment, or munitions for the purpose of determining the effectiveness 
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and suitability of the weapons, equipment, or munitions for use in combat by typical military users; and 
the evaluation of the results of such test. Source: Title 10 §139 (a) (2).  Testing and evaluation conducted 
in as realistic an operational environment as possible to estimate the prospective system's operational 
effectiveness and operational suitability.  In addition, OT&E provides information on operational 
effectiveness and suitability, organization, personnel requirements, doctrine, and tactics.  It may also 
provide data to support or verify materiel in operating instructions, publications, and handbooks.  Source: 
AFI 99-103 
 
Participating Test Organization (PTO).  Any test organization required to support a lead test 
organization by providing specific T&E data or resources for a T&E program or activity.  Source: AFI 99-
103. 
 
Plan of Action and Milestones (POA&M).  A tool that identifing tasks to be accomplished. It details 
resources required to accomplish the elements of the plan, any milestones in meeting the task, and 
scheduled completion dates for the milestones.  The purpose of this POA&M is to assist in identifying, 
assessing, prioritizing, and monitoring the progress of corrective efforts for programs and systems. 
 
Program Manager (PM).  The designated individual with responsibility for and authority to accomplish 
program objectives for development, production, and sustainment to meet the user's operational needs. 
The PM shall be accountable for credible cost, schedule, and performance reporting to the Acquisition 
Decision Authority.  Source: DoDD 5000.1 
 
Program Management Office (PMO).  The program management office is analogous to an “operational 
unit” for executing programs.  The program manager leads the PMO in executing the mission.  Every 
functional representative within the program management office brings to the table their unique level of 
expertise.  This expertise is vital to the success of the unit.  However, the functional perspective each 
person brings to the program must always be subordinate to the greater perspectives of program and its 
success measured in terms of cost, schedule, performance, and supportability.  Each functional 
representative within the program management office, irrespective of whether that person supports the 
program on a full-time or part-time basis, should report to, and take program direction from, the PM or 
someone subordinate to the PM.  Functional home offices staffs are not accountable for program 
execution.  They are responsible for providing trained human resources and advice to PMs.  Source: 
AFPD 63-1 
 
Qualification Test & Evaluation (QT&E).  A tailored type of DT&E for which there is little to no RDT&E-
funded development effort. Commercial-off-the-shelf (COTS), non-developmental items (NDI), and 
government furnished equipment (GFE) are tested in this manner.  Source: AFI 99-103 
 
Regression Testing.  Selective retesting of a system or component to verify that modifications have not 
caused unintended effects and that the system or component still complies with its specified 
requirements.  Source: IEEE Std 610.12 1990(R2002). 
 
Seamless Verification.  A concept for structuring test and evaluation (T&E) to more effectively support 
the requirements and acquisition processes to ensure new capabilities are brought to operators more 
quickly. Seamless verification promotes using integrated testing procedures coupled with tester 
collaboration in early requirements definition and system development activities.  It shifts T&E away from 
the traditional "pass-fail" model to one of providing continuous feedback and objective evaluations of 
system capabilities and limitations throughout system development.  Source: AFI 99-103 
 
Security.  Measures and controls that ensure confidentiality, integrity, availability, and accountability of 
information processed and stored by a computer or information system.  Source: GIG CRD, 30 Aug 2001. 
 
Senior Information Assurance Officer (SIAO).  The official responsible for directing an organization’s IA 
program on behalf of the organization’s CIO. 
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SISSU Checklist.  A consolidated list of security, interoperability, supportability, sustainability, and 
usability (SISSU) requirements (i.e. nonfunctional requirements) that a program office must adhere to 
when developing and fielding a system.  The SISSU Checklist is a tool that stakeholders use to ensure 
that SISSU needs are communicated early, from requirements generation forwards.  The SISSU 
Checklist specifies the phase in the IT acquisition process (Requirements, Design, Build & Test, and 
Release & Support) the requirements must be fulfilled. Source: Lean Core Team. 
 
IT Lean process.  The IT Lean process replaced the old CoN and CtO process and supplements the 
Defense Information Assurance Certification and Accreditation Process (DIACAP). The IT Lean process 
shifts the focus from a document-centric certification process, to an information-based process.  The IT 
Lean process allows producers of SISSU information to post, review, and collaborate virtually. This 
expedites the certification process and allows stakeholders to have greater and easier insight into a 
program’s SISSU information at any phase of the acquisition.  The SISSU Business process allows an 
independent, objective review of SISSU requirements throughout a programs life-cycle. Source: IT Lean 
Core Team. 
 
Sponsor.  See Requirement Sponsor. 
 
Stakeholder List.  List of enterprise, organization, or individual having an interest or a stake in the 
outcome of the engineering of a system. Source: SEP Lexicon. 
 
Stakeholder.  A key player in the requirements and acquisition process. Source: Lean Core Team. 
 
Stub Testing.  Stub testing occurs when software logic is tested with normal links/exits/branches/jumps, 
etc., temporally changed (stubbed) for test purposes.  An example of stub testing with interoperability--the 
passing of data to an interfacing system would be stubbed to print the data for verification purposes rather 
than passing it to the interfacing system. Source: Adapted from Automated Software Testing: 
Introduction, Management, and Performance, 1999, Elfriede Dustin, Jeff Rashka, and John Paul. 
 
Supportability.  The level that programs, regardless of ACAT, adequately addresses IT infrastructure 
requirements, the availability of bandwidth and spectrum support, funding, personnel, and identification of 
dependencies and interface requirements between systems.  Source: CJCSI 6212.01C 
 
Sustainability.  The ability to maintain the necessary level and duration of operational activity to achieve 
military objectives.  Sustainability is a function of providing for and maintaining those levels of ready 
forces, materiel, and consumables necessary to support military effort.  Source: JP 1-02 
 
Sustainment.  The provision of personnel, logistic, and other support required to maintain and prolong 
operations or combat until successful accomplishment or revision of the mission or of the national 
objective.  Source: JP 1-02.  The Service's ability to maintain operations once forces are engaged.  
Source: AFDD 1-2.  Activities that sustain systems during the operations and support phases of the 
system life cycle. Such activities include any investigative test and evaluation that extends the useful 
military life of systems, or expands the current performance envelope or capabilities of fielded systems.  
Sustainment activities also include T&E for modifications and upgrade programs, and may disclose 
system or product deficiencies and enhancements that make further acquisitions necessary.  Source: AFI 
99-103 
 
System Integration Testing.  An orderly progression of testing in which software and/or hardware 
elements are combined and tested until the entire system has been integrated, and then tested to verify 
that it meets specified requirements.  Source: Adapted from the Complete Guide to Software Testing, 
Second Edition, 1988, Bill Hetzel. 
 
System Security Authorization Agreement (SSAA).  The SSAA is a formal agreement among the 
DAA(s), the Certifier, user representative, and program manager. It is used throughout the entire 
DITSCAP to guide actions, document decisions, specify IA requirements, document certification tailoring 
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and level-of-effort, identify potential solutions, and maintain operational systems security.  Source: DoD 
8510.1-M. 
 
Technical Compliance Network Order (TCNO).  A TCNO supersedes and replaces two previous Air 
Force Certification (AFCERT)-generated messages, (AFCERT Advisory and the AFCERT Advisory 
Compliance Message. The AFCERT and Air Force Network Operations Center (AFNOC) disseminate 
TCNOs throughout the Air Force community (e.g., NCC, NOSC, AFNOC, etc.).  A TCNO is used to direct, 
inform, notify, and report on all security-related issues impacting any Commander Joint Task Force 
(CJTF) operations and resources across the Air Force Enterprise Network. Among other things, they 
direct the implementation of vulnerability risk mitigation procedures and fix (e.g., patch) actions.  Source: 
AFSSI 5021. 
 
Test and Evaluation (T&E).  The act of generating empirical data during the research, development or 
sustainment of systems, and the creation of information through analysis that is useful to technical 
personnel and decision makers for reducing design and acquisition risks.  The process by which systems 
are measured against requirements and specifications, and the results analyzed so as to gauge progress 
and provide feedback.  Source: AFI 99-103 
 
Test Plan.  A formal or informal plan to be followed ensuring a thorough and controlled product test. 
Source: SEP Lexicon. 
 
Usability.  The extent to which a product can be used by specified users to achieve specified goals with 
effectiveness, efficiency and satisfaction in a specified context of user. Source: ISO 9241-11. 
 
User.  An operational command or agency that receives or will receive benefit from the acquired system.  
Combatant commanders and their Service component commands are the users.  There may be more 
than one user for a system.  Because the Service component commands are required to organize, equip, 
and train forces for the combatant commanders, they are seen as users for systems.  The Chiefs of the 
Services and heads of other DoD components are validation and approval authorities and are not viewed 
as users. 
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