


28 March 2002

Proposed Metrics for Likelihood and Consequence 

for the “Risk Cube” method of Risk Management
The attached paper represents recommended metrics and cutoff scores for Risk Management metrics.  They are intended to be incorporated into the most common method of Risk Management, the so-called Likelihood and Consequence, or “Risk Cube” method.  The attachment is written so that it can be incorporated almost as-is, or with little modification into manuals and instructions.  The plain font text is recommended for insertion.  The italicized text is written as explanation for implementers, and it is expected that they will be deleted.

Users are expected to be Department of Defense Acquisition Program Risk managers and agencies that oversee risk.  The consequence score cutoffs are calibrated specifically for such programs based on analysis of DoD Selected Acquisition Reports (SARs.)  The reports
, 
 upon which they are based were presented at the Annual DoD Cost Analysis Symposium and the annual national conference of the Society of Cost Estimation and Analysis.  
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Department of Defense (DoD) Acquisition Program 

Risk Reporting Matrix 

This document provides general guidelines for applying the likelihood and consequence method of risk assessment.  The purpose of this document is to ensure the following:

1. Each issue that might affect the success of the program (technical, schedule, and cost) is identified and assessed as to likelihood and consequence of occurrence.

2. A standard format for evaluation and reporting of program Risk Assessment findings to facilitate common understanding of program risks at all levels of the organization.  The matrix below can be used to determine the level of Risks identified within a program.
Likelihood:  The below categories of likelihood are to be used to indicate the probability of the risk occurring.

	Level
	Probability (P)
	Definition

	1
	0.0 < P ( 0.2
	Low likelihood

	2
	0.2 < P ( 0.4
	Low-to-medium likelihood

	3
	0.4 < P ( 0.6
	Medium

	4
	0.6 < P ( 0.8
	Medium-to-high likelihood

	5
	0.8 < P ( 1.0
	High likelihood


Discussion:  Equal bin sizes for probability (.20 each) were considered desirable, as these are easiest for assessors to deal with.  The definition terms were chosen to be easily recognized.  Some versions of this table use terms such as “unlikely”, “possible”, and “likely,” but it was felt that these terms are very subjective as to the implied probability, and so they were avoided. 

Colored Regions

Regions of the “Risk Cube” are color coded to indicate low, moderate or high impact.  This is just a general term – the intent of the areas is to show what sorts of combinations of likelihood and consequence are comparable.

Discussion: The regions are set up to portray a constant expected value.  Since expected value is the product of the likelihood and the consequence, one might expect a curved yellow region, convex to the origin.  In fact, this should be the case, but since the number of caterogies is so small, and so the categories are so coarse, the result turns out to be a region with straight boundaries.  The inclusion of the lower right cell in moderate, rather that in Low, is due to the unboundedness of the consequences.

Consequences

Scores will be specified as to the column (Technical, Schedule or Cost) to which they pertain.  Scores in more than one column are acceptable, and encouraged.  The scores from each column may (and probably will) differ.  Scores and impacts are to be assessed by their effect on the area, CWBS, or item of Prime Mission Equipment (PME) being assessed, and the area should be clearly stated.  Total program effects such as total cost change or total schedule impact should be left to the program cost and schedule teams, respectively.

Assessors should clearly indicate whether Technical, Schedule and Cost scores are separate (in other words, each could happen) or if they are different versions (different possible manifestations) of the same result.  For example, if a schedule slip of 15-30% were to occur, which could raise cost by 15-30%, then the scorer could score schedule and cost consequences as 2 and 2 respectively, and then should clearly state that these are the same impact put into two different frames of reference.  This will avoid double counting.
	Level
	Technical (T)
	Schedule (S)
	Cost (C)

	1
	Minimal or no impact
	Schedule slip to the scored area of S ( 10% 
	Cost increases to the scored area of 0% < C ( 15%

	2
	Minor technical shortfall, no impact to high level technical requirements
	Schedule slip to the scored area of 10% < S ( 20%
	Cost increases to the scored area of 15% < C ( 30%

	3
	Moderate technical shortfall but workaround available which will eliminate impact to high level technical requirements
	Schedule slip to the scored area of 20% < S ( 30%
	Cost increases to the scored area of 30% < C ( 45%

	4
	Unacceptable, workarounds available which will eliminate impact to high level technical requirement
	Schedule slip to the scored area of 30% < S ( 40%
	Cost increases to the scored area of 45% < C ( 60%

	5
	Unacceptable, no alternative exist
	Schedule slip to the scored area of 40% < S
	Cost increases to the scored area of 60% < C


Notes: 

1)   Cost impacts allow for choices at or near the DoD cost growth average of about 25% (consequence level 2).

2)   Schedule Impacts allow for choices at or near the DoD schedule growth average of about 25% (consequence level 3).

Discussion:  The consequence limits in each level can be set up any way desired, but certain considerations were used for this set up.  First, limits were set up to have equal “bin width” (10% each for schedule, and 15% each for cost.)  It was felt that this method would be the easiest for assessors to deal with.  There are not equal numbers of programs in each “bin”, in the historical data, but this is not felt to be a problem.  Second, the bins were set up so that the historical average was near the middle (Level 2 or Level 3).  This differs by commodity, so will not work exactly in every case, but it is felt that uniformity across DoD might be better than calibrating bins for each commodity or service.  Third, it was desirable to cover most of programs in the first four levels, so that the unboundedness of the fifth level would not cause too many programs to fall in that bin, rendering the scale meaningless.
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� NAVAIR Cost Growth Study, ISPA/SCEA 2001, 34th DoDCAS and ISPA/SCEA 2001,  R.L. Coleman, M.E. Dameron, C.L. Pullen, J.R. Summerville, D.M. Snead





� The Relationship Between Cost Growth and Schedule Growth, 35th DoDCAS and SCEA 2002, Richard L. Coleman, Jessica R. Summerville, Megan E. Dameron
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