Definition of Risk Management

Question from Leonard Sadauskas: Robert Charette in the Feb 2002 issue of “Cutter IT Journal” asks the question: “What do we mean by ‘risk’?” He goes on to say that if we can't agree upon a commonly accepted definition of risk, then is risk management's future as an accepted discipline assured? In a point-counterpoint debate, contributors to his journal, David Hulett and David Hillson, argue that for risk management to last, the definition of project risk needs to be expanded to include the concept of opportunity. They believe that "if risk is defined only in terms of threats, individuals and organizations will avoid it like the plague." Ron Kohl, on the other hand, doesn't believe that the definition of risk needs to be changed as much as the practice of risk management. He argues that changing the definition of risk to include opportunity "would be akin to changing cost-benefit analysis to 'cost analysis' and then changing the definition of 'cost' to mean something that either consumes resources or generates benefits." I invite you to consider both arguments and let me know what you think. Is changing the definition of risk necessary or desirable? Will a change help or hurt the future of risk management?

Response from Noel Dickover: At our first community meeting in which we were identifying the problems, questions and tasks facing RM, this issue came up in force. Bill Bahnmaier (DAU) and Lou Simpleman (IDA, representing OSD) strongly argued for viewing risk in negative terms, while Bill Shepherd (former DPM, now with BAH) and Col. Bob Lyons (was with JSF, now with HQ AFMC) argued that risk should be seen as an opportunity.

Response from Bill Bahnmaier: My position - and that of many others - has been that risk management involves both risk events and risk opportunities. However, many of us consider risk events (i.e., risk) to be negative (see New College Edition of the American Heritage Dictionary) and not to have a positive effect as indicated by PMI in the PMBoK.

Response from Paul Garvey: The classical works in risk/decision theory, which has had more than 30 years of scholarship and research (and is even more relevant today), operates on the definition of risk as simply "the probability an unfavorable event occurs"; the community must always be careful not to develop definitions that are inconsistent with the mathematical systems (i.e., decision theory) we use/rely on to correctly identify, model, and measure risk. When we do that, we run the "risk" of applying sound decision-analytic methods in an incorrect way.

Response from David Hillson: I declare an interest as a contributor to the CITJ piece supporting a changed definition to include opportunity. I think this is a vital shift in thinking, since reality is that uncertainties can have either negative impacts (threats) or positive (opportunities). The risk process needs to cope with both, but this will never happen with a one-sided threat-only definition. It is not an academic question - as a practitioner, I am only interested in what makes a difference on the ground with real projects. I see real benefits in an extended definition of "risk,” as well as an extended risk process to manage opportunities proactively.

Response from David Hillson: BTW, I just looked at the "Definitions" section of this PM CoP Risk Management site, and found the following:

risk - The possibility that a future event, should it occur, will have an effect on project objectives, including cost, schedule or technical. The effect could be positive, in which case the project manager has an opportunity to improve project performance or mitigate risk. Often, however, the effect is adverse to the objectives. The source of the risk can be identified, and often, its likelihood of occurring and its impact on the project objectives quantified. The process of risk identification and assessment is to turn "unknown unknowns" (uncertainty) into known risks for the purpose of better managing the project.

Perhaps we already know the answer to this question?!!

Response from David Hulett: I like the words about "risk" that is included in the definitions section of this website. I fear, however, that now that it is pointed out that the PM CoP has adopted risk as including opportunities as well as threats, there will be a push to change it.

One problem with a one-tailed risk definition is that the organization may either forget or overlook opportunities. Another is that they will shy away from "risk" since it is all negative and immature individuals as well as organizations do not welcome that discussion.

I would suggest looking at Arnold Ruskin's piece about "Using unders to offset overs" in the “PM Network,” February 2000, for some benefits and cautions about risk as opportunity.

I submit that one reason people tend to think of risk as only threats is that they have incorporated all the opportunities into their project plan already. Therefore, there are truly only threats, since the opportunities are incorporated in the list of assumptions. Still, that is not a feasible plan and is doomed to overrun with poor quality or no delivery at all. We can do better.

I think another useful discussion would be whether the "risk" is the event or condition that causes the project to diverge from the plan or whether it is, at its foundation, a number, like a probability.

Response from Noel Dickover: With regards to whether the definition of Risk is an opportunity or not, if you go to our fundamentals area and select commonly asked questions, and then select "basic risk management" (or copy the following location into your browser URL http://www.pmcop.dau.mil/pmcop/index.cfm?fuseaction=ObjectDisplay.DisplayObject&AppID=1&PathList=0-198-72-73-1&) you'll notice that we show both definitions. Because we are a DoD site, our position will follow DoD's. But more importantly, because we are a community-based site, our focus is to provide as much information as possible on what's available and to show both sides of the issue as best we can.

The definitions to the left, as is stated at the top of the definitions page, come from the PMI Risk Sig. If the new version of the DoD Risk Guide has a definitions page, we will probably change the list accordingly.

Response from Richard Coleman: "Risk," states a recent report on risk analysis by the National Academy of Sciences, "is a combination of the probability of an event - usually an adverse event - and the nature or severity of the event."
- Living Dangerously - Navigating the Risks of Everyday Life, John F. Ross

Note that the definition: 1) is a quote, 2) says " ... usually ... adverse ... " but, 3) pointedly does not exclude events that are not adverse. I think we can safely take risk to mean adverse, in general (" ... usually ... "), but we cannot say that events that are not adverse are necessarily excluded. We should not take an exclusionary stance if the National Academy of Sciences does not agree.

Whatever we wish were true, positive outcomes will creep in, even in an adverse-oriented application - e. g., cost and schedule under-runs do indeed happen. Many of our cost and schedule risk models use distributions with non-zero probabilities for positive outcomes. Granted the mean is just about always (... "usually ...") adverse, but there is some probability of a good outcome. How can we say risk analysis excludes positive outcomes when many of, or all, our models admit positive outcomes?

Even in the simplest case, if we take the probability of an airplane crash as p, and define a crash as a risk, we should not fail to note that q is the probability of no crash. So we are perhaps free to exclude the non-crash event, but if we are, e. g., making a decision based on the benefit of getting to Singapore against the risk of a crash, we need to include the gain of arrival, not just the loss of a crash.

Bottom line: You are forgiven if you assume risks are adverse, but you are free to include positive outcomes if your particular application or problem is better handled with them in, and the Risk CoP should not gainsay you. Likewise, if your application or problem does not need them, or is better handled without them, then exclude them. Be guided by your problem, not by an inflexible and possibly harmful definition.

Response from Ronald Kohl: Greetings from the other side of the 'risk definition' fence. My position is that, if such changes in PM and engineering practices are desired (and my position fully agrees with my opposition in that we should integrate Opportunity Management into Risk Management practices and perhaps elsewhere), then provide the community with expanded and improved methods and practices that adopt both risk and opportunity management techniques. This can be done, and is being done especially by my good and new friends in the PMI RiskSIG, without having to change the definition of risk. I do not believe that there will ever be a single, best agreed-to definition of 'risk' or 'system' or 'systems engineering' or almost any other term. And I think that this is OK, given that any dictionary usually offers multiple definitions for many words. What I try to practice, when I give a lecture or talk or presentation, is to provide definitions for terms that I think might have multiple definitions/interpretations and then inform the audience that until I give up the microphone, we'll be using my definitions without debate or appeal. ;-)

Response from Gary Robinson: This, in my opinion, is more of an academic exercise. I believe the discussion has very little relevance in implementing an effective risk management program within the government or commercial environment (again my opinion). Defining risk to have an adverse impact is an acceptable definition that has been used within the risk management community for many years. A strong Risk Manager will be able to identify "opportunities" that arise within the currently established risk process. These potential "opportunities" can then be rolled into the Systems Engineering methodology that exists on the program. I believe a more fruitful discussion area may be how to better implement risk management into various government and commercial environments.

