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Achieving Effective Risk Management by
Overcoming Some Common Pitfalls

by Edmund H. Conrow

Risk management can assist
managers in meeting cost, per-
formance, and schedule require-
ments on their projects, yet its
effectiveness is generally dimin-
ished because of inadequate
processes and implementation
considerations. These include:

B A weak and unstructured risk
management process

B Tools and techniques that
may not be well matched to
the project

B An inordinate focus on risk
analysis, the results of which
are often relatively inaccurate
and contain an unknown
level of uncertainty

B Insufficient emphasis on the
technical (performance)
dimension of risk
management

B Insufficient emphasis
on organizational and
behavioral issues

Each of the above items can
contribute to risk management’s

failure. Let’s consider each in turn.

WEAK AND UNSTRUCTURED RISK
MANAGEMENT PROCESS

A good risk management process
includes planning, identification,
analysis, handling, and monitoring
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— and in that order.' Failure

to include all five steps will
contribute to ineffective risk
management, yet it is common to
find risk management processes
that do not include formal plan-
ning and/or monitoring steps. For
example, by not including formal
risk planning, how do you know:

B What risk categories to
expect (e.g., software
resources, hardware/
software integration)?

B  What ground rules and
assumptions to use for
identifying, analyzing, and
handling risks (e.g., planned
beginning of hardware/
software integration)?

B  What documentation is
desirable or necessary?

B  What organizational
roles and responsibilities
exist for performing risk
management?

Simply writing a risk management
plan is often not enough. The risk
management plan is the output of
the risk planning process, it is not
the risk planning process itself!

11t does not matter what you call the risk
management process steps, but it is
very important that the appropriate
functions be performed and suitable
inputs and outputs exist for each step.

To handle a risk, we have four
possible options: assumption,
avoidance, control, or transfer.
Unfortunately, it is common to find
the risk handling process step
focused solely, or almost solely,
on the control option (often called
mitigation), rather than selecting
by a trade analysis the best of the
four options. By defaulting to the
control option, the user forgoes
what may be a better option. If
you select the control option, it
should be because it is the most
desirable risk handling option,
not the one blindly chosen. (This
focus on the control option of
risk handling is somewhat akin
to a typical focus on risk analysis
versus other process steps, as
discussed below.)

Other risk management process
distortions are also common,
including situations where func-
tions associated with one step

are incorrectly performed as part
of another step: for example, risk
handling performed as part of risk
identification, portions of risk
analysis included in risk handling,
risk planning performed after risk
monitoring, and so on. What often
results in such cases is an ineffi-
cient application of resources.

For instance, when strategies for
dealing with risks are developed
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before the magnitude of the risks
is estimated or before risks are
prioritized, the wrong risks may
have finite resources applied to
them and higher-priority risks may
not be effectively handled. These
issues commonly contribute to
ineffective risk management and
increase the likelihood that key
risk issues will remain undetected
until much later in the project
when they surface as problems,
or that known risk issues will be
inefficiently managed, thus wasting
scarce project resources.

RISK MANAGEMENT TOOLS

AND TECHNIQUES

There is often an overreliance

on tools and techniques at the
expense of the risk management
process structure (e.g., process
steps and their order), inputs and
outputs for each process step,
and organizational and behavioral
implementation considerations.
The best tools and techniques are
of little value if one or more of the
process steps are missing and/or
out of order or if the process is
poorly implemented. The first risk
management priority should be to
have a suitable process with well-
defined functions for each step,
well-defined roles and responsibili-
ties for implementing risk manage-
ment, and a suitable environment
for performing risk management.

A common abuse on a number of
projects is the use of inappropriate
tools and techniques or the poor
application of such tools and
techniques. Either case can lead

to ineffective risk management. For
example, checklists, taxonomies,
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or templates can be helpful in
identifying risks, but they should
ideally be applied to similar
projects at the same work break-
down structure level that they
were derived from, and they
should never be considered “all
inclusive.” By applying a checklist
developed at a very low level of
software integration (e.g., the
computer software unit) to a
potential risk issue at a much
higher level of software inte-
gration (e.g., the computer soft-
ware configuration item) or vice
versa, you may fail to capture
some aspects of software/software
integration. Similarly, if the check-
list was derived from financial
management projects, it will likely
not be complete for real-time
software that has critical timing
constraints and is highly sensitive
as to the target computer. Check-
lists should only be considered a
starting point for risk identification,
not the sole, all-encompassing
resource.

Another technique that is com-
monly abused is Monte Carlo
simulations for quantitative risk
analysis. While the results can in
some cases be very helpful to
project management, proponents
often oversell this technique.
Output quality is strongly related
to a host of factors, including:

B The model structure selected
(Are the terms additive?
Multiplicative?)

B The accuracy of the under-
lying model logic (Are sub-
totals properly summed?)

B The type and number of
probability distributions
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representing each random
variable

B The method used to estimate
or measure the critical values
defining each probability
distribution (e.g., mean and
standard deviation for a
normal distribution)

B The uncertainty associated
with each critical value

It is not uncommon for practi-
tioners to gloss over or simply

not understand several of these
factors, yet they report results

to three or more decimal places
when substantial uncertainty often
exists in the first decimal place!

Return on investment (ROI) is
another risk management tool

and technique that is sometimes
abused. ROI will vary on a case-
by-case basis and should be esti-
mated in units that are appropriate
to the issue (e.g., dollars for cost,
time for schedule) — don’t just
default to dollars. In some cases,
ROI can be determined, but this is
often not practical or even possible
because of a lack of comprehen-
sive, accurate data. In other cases,
ROl is almost meaningless and its
application would be foolish, since
an ROI < 1.0 may be warranted
and necessary if it eliminates a
major risk that would terminate

or otherwise adversely affect a
project.

EXCESSIVE FOCUS

ON RISK ANALYSIS

A major yet common risk manage-
ment limitation is that risk analysis
is given priority in terms of
resources and management
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attention, to the detriment of other
process steps and suitable process
implementation. This is often the
result of analysts, and sometimes
organizations, that are in love with
their favorite tools and have very
narrowly focused desires and
objectives. If you cannot properly
specify likely risk categories,
adequately identify candidate risks,
develop and implement suitable
risk handling strategies, or properly
monitor risk handling progress,
then the best risk analysis method-
ology will lead to ineffective risk
management. In addition, there is
generally little forethought as to
how much risk analysis is enough
— enough is enough when you
have diminishing returns from a
benefit-to-resource perspective,
including decreasing the morale
of project personnel.

Another issue is that risk analysis
results often are relatively inaccu-
rate and contain an unknown level
of uncertainty, yet those perform-
ing the analysis typically do not
state or even understand these
limitations. We see this problem
when analysts perform mathe-
matical operations on results
obtained from ordinal “probability”
and consequence of occurrence
scales, which are used to quantify
the level of risk. (Simple “proba-
bility” scales for technology matu-
rity and cost consequence are
given in Tables 1 [1] and 2 [2],
respectively.’) Here, the “proba-
bility” scale is only an indicator of
probability and does not represent
true probability. The nature of the

2Please note that these scales are
examples only — do not use them on
your project!
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Table 1 — Example Ordinal Technology “Probability” Maturity Scale

Definition Scale Level
Basic principles observed E
Concept design analyzed for performance D
Breadboard or brassboard?® validation in C
relevant environment

Prototype passes performance tests B

Item deployed and operational A

3A breadboard is an item that is, in general, functionally the same as the
eventual item to be fielded, but it will often not have the same form and fit.
A brassboard is an item that is, in general, functionally the same as the
eventual item to be fielded, and it may have the same form and fit.

Table 2 — Example Schedule Consequence of Occurence Scale

Definition Scale Level
Can’t achieve key team or major E

project milestone

Major slip in key milestone or D

critical path impacted

Minor slip in key milestone, C

not able to meet need date

Additional resources required, B

able to meet need date

Minimal or no impact A

scale is that less mature items
have a higher score, indicating a
higher level of probability that an
issue will occur, while more
mature items have a lower score,
denoting a lower likelihood that an
issue will occur. For consequence
of occurrence scales, the nature of
the scale is that larger potential
(adverse) impacts have a higher
score, while lower potential
(adverse) impacts have a

lower score.

While a number of methods
exist to convert probability and

consequence of occurrence scores
into risk levels, a simple three-level
(low, medium, and high) risk
mapping matrix as shown in
Figure 1 is sufficient for many
projects. Risks falling within a
given level can then be prioritized
by the risk management board
(RMB) or its equivalent. It is gener-
ally unwise to develop numerical
schemes to further separate

the resulting risk scores, since

the scores are almost always
ordinal and/or an unknown

degree of uncertainty exists in the
results. (Although a Monte Carlo
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Figure 1 — Example risk mapping matrix.

simulation will directly yield
cardinal risk estimates, an
unknown degree of uncertainty
almost always exists in these
results as well.)

The example just presented does
not violate any mathematical or
probabilistic principles other than
assuming that the technology scale
values are probabilities, when in
reality they are only indicators of
probability (hence marked as
“probability”). Note that a sym-
metric risk mapping matrix was
chosen; when an asymmetric one
is used, there is often no rationale
or concrete underlying data as to
why it is used or how the bound-
aries have been estimated. (Here,
a symmetric matrix refers to the
fact that the upper triangle of the
matrix is the same as the lower
triangle. For example, a line drawn
from the origin to the upper right-
hand corner of the matrix reveals
that what are above and below
the line are identical. Generally,
specific data to support accurate
asymmetric boundaries does

not exist.)
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As used on many projects, the
underlying “probability” and
consequence scales have values
that are only rank ordered
(ordinal), with true coefficient
values that are unknown, yet the
values are treated as if they are
cardinal and derived from known,
certain coefficients. This is why [
have used letter scale coefficients
(whereE>D>C>B>A)in
Tables 1 and 2 to preclude people
from attempting to perform mathe-
matical operations on the results.
While this may appear to be an
academic issue, it can translate
into very large errors both in terms
of the level of resulting risks and
their order (e.g., “top 10” risks that
do not belong and an incorrect
ordering of the risks).

A simple, irrefutable illustration of
this problem is given in Table 3,
where a five-level ordinal scale is
constructed around US coins.
Here, the ordinal (uncalibrated)
scale values (1 through 5) are
normalized to the upper level (5)
and compared to the actual coeffi-
cient values corresponding to

the cardinal monetary value
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normalized to a half dollar (cali-
brated). The resulting error, and it
truly is error, is on average almost
300%! (Other examples can readily
be developed that have much
larger errors.) In this example
there is zero uncertainty, while in
the real world there is often uncer-
tainty in how to score coefficients,
and this uncertainty is rarely if ever
analyzed or even recorded. In
summary, this simple currency
illustration demonstrates that
unless you have accurate,

certain knowledge of the true
scale coefficients, you should
never attempt to perform mathe-
matical operations on results
derived from ordinal scales. Large
errors can and often do occur, and
such practices are almost always
severely flawed regardless of how
many times they have previously
been used.

As mentioned above, the RMB,
chaired by the project manager,
should prioritize risks. The RMB
should also establish the threshold
of risk acceptability. If this is not
done, risks will be treated in an ad
hoc manner, and some issues that
should have been resolved will
come back later in the project as
problems. This is not to say that
the procedure is inflexible, but it
should be structured and suitably
documented, an accurate disclo-
sure of risk analysis results should
be made, and known sources of
uncertainty should be disclosed.
What spin upper management
puts on the results is up to them.
However, when the desired
answer drives the results, then
“being optimistic” turns into lying
and invalidates the risk analysis.
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Table 3 — Percent Error Between Uncalibrated and Calibrated Scale Values for Some US Coins

Item Raw Raw Scale Value Calibrated Scale Percent Error,

Scale Normalized to Value Normalized to ((Raw-Cal)/Cal)*100
Level Upper Level Upper Level

Half Dollar ($0.50) 5 1.00 1.00 0

Quarter ($0.25) 4 0.80 0.50 +60

Dime ($0.10) 3 0.60 0.20 +200

Nickel ($0.05) 2 0.40 0.10 +300

Penny ($0.01) 1 0.20 0.02 +900

Average Error (%) N/A N/A N/A +292

Standard Deviation N/A N/A N/A 360

of Error (%)

(1) Raw Scale Level: Ordinal scale level for a five-level scale.
(2) Normalized Raw Scale Value = Raw scale level divided by 5.
(3) Calibrated Scale Value: Currency scale value normalized to a half dollar.

INSUFFICIENT EMPHASIS ON

THE TECHNICAL (PERFORMANCE)
DIMENSION

While risk management has been
formally applied for a number of
years on a variety of projects, there
is often insufficient attention paid
to technical risk. This is in part
related to risk management
processes being developed and
applied by organizations with
limited if any technical focus, a
situation that, again, can lead to
substantial risks being missed until
they surface as problems late in
the project.’ In such cases, it is
not appropriate to merely state
that technical risk is only found
on, say, aerospace projects. The
fundamental trades that exist on
many projects are between cost,
performance, and schedule,

and ignoring the performance

4For example, the Project Management
Institute’s (PMI®) A Guide to the Project
Management Body of Knowledge (PMI,
2000) contains no mention of technical
issues or technical performance being a
potential project management driver.
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dimension does not mean that

it is absent. (The performance
dimension clearly exists for
software-intensive projects as
features and functions, integration
complexity, etc.) Even projects
that use commercial items are
not immune to performance
issues — many obvious common
commercial components ranging
from microprocessors to commu-
nications systems are priced pri-
marily based upon performance
parameters. While cost and
schedule are often directly
addressed in IT projects, perform-
ance may not be explicitly evalu-
ated. Yet it is the interrelationship
between the three variables that
typically defines the feasibility of
candidate designs and a host of
other issues.

A simple but common relationship
between cost and performance is
given in Figure 2. Here the first
derivative of cost with respect to
performance is positive, but more
importantly, so is the second
derivative. It is this changing

relationship between cost and
performance as you near the
vertical part of the curve that

is most troublesome from a risk
point of view. This is often because
the last couple of percentage
points of performance available

at any given point in time (e.g., s =
to) correspond to a large increase
in cost, which increases at an
increasing rate. This holds true

for a surprisingly wide variety of
unrelated items, ranging from the
salary of professional baseball
players versus batting average to

s=t,

Cost

Performance

Figure 2 — Typical cost versus
performance relationship.
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the price of microprocessors
versus clock rate, and so on [1]. It
is the inability to correctly estimate
the cost versus performance rela-
tionship (and other analogous
relationships) that contributes to
risk on many projects — and this
is all the more ominous when the
project is in the development
phase and started with insufficient
budget and schedule for the
required or desired level of
performance.

INSUFFICIENT EMPHASIS
ON ORGANIZATIONAL AND
BEHAVIORAL ISSUES

A key impediment to effective

risk management is insufficient
emphasis on the organizational
and behavioral issues surrounding
risk management implementation.
Even if an acceptable process
exists, the organizational roles
and responsibilities may conflict,
be undefined, or even go unad-
dressed, and there may be no
consideration of behavioral
matters. Not surprisingly, docu-
mentation associated with risk
management processes often
contains little or no information
on organizational and behavioral
issues.’

SFor example, the PMI's A Guide to
the Project Management Body of
Knowledge (PMI, 2000), pp. 127-146,
contains no mention of the organi-
zational and behavioral issues involved
in implementing risk management.
While there is no single “best”
approach, some organizational
and behavioral considerations for
implementing risk management apply
across a wide variety of projects.
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For risk management to be effec-
tive, it must be implemented in
both a “top-down” and “bottom-
up” manner within the project.
The project manager, as well as
other management personnel,
must be involved in both using
risk management principles in
decisionmaking and supporting
and encouraging others on the
project to perform risk manage-
ment. This doesn’t mean that the
project manager should be the
project risk manager (except
perhaps on very small projects),
but that his or her active participa-
tion in risk management activities
and use of risk management prin-
ciples in decisionmaking are
essential. Without such support,
other project personnel get the
message that risk management

is not important enough for the
project manager to participate in.
This can kill any attempts to create
a culture that embraces risk man-
agement. In addition, upper man-
agement participation involves far
more than just not “shooting the
messenger.” While it’s important to
avoid this pervasive problem, it is
not enough to create a positive
model for performing effective
risk management.

In order to be effective, risk
management must also be under-
taken in a “bottom-up” manner by
working-level personnel. Here, the
goal is for working-level personnel
to assimilate risk management
principles into their daily job func-
tions. Finally, on any project, all
personnel should be expected,
encouraged, and given the capa-
bility to identify candidate risk
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Many proponents of risk
management have little or no
“real-world” experience and
pontificate on things about
which they have no real

understanding.

issues — before they become
problems later in the project.

A key reason why risk manage-
ment may be on its way to being
overexposed, overhyped, and over-
sold is that many proponents of
risk management, typically those
outside the project and even
outside the organization, have little
or no “real-world” experience and
pontificate on things about which
they have no real understanding.
The vast majority of risk manage-
ment trainers and teachers have
either never had long-term respon-
sibility on an actual program or
have a knowledge base that is far
below the state of the art. Yet these
are the very same people that are
overselling risk management.

One approach medium to large
organizations can use to avoid
such problems is to train a

cadre of risk managers through

a mentoring program. Here, a
mentor is someone with substan-
tial real-world risk management
experience who assists risk man-
agers with limited to mid-level
experience on more than one
project at a time. The mentor is
then rotated off to another set of
projects after working with the risk
managers for a period of time
(e.g., six months). Seasoned risk
managers, including those that

Vol. 15,No. 2 21


http://www.cutter.com

CUTTER

22

JOURNAL

have been mentored, can then be
selected as mentors and help train
other risk managers on the same
or other projects. Within a few
years, the organization can propa-
gate a competent cadre of risk
managers that can make major,
long-term contributions to enabling
effective risk management within
the organization.

CLOSING THOUGHTS

Risk management can greatly aid
decisionmakers if it is structured
and implemented correctly. The
five deficiencies explored in this
article are relatively common
across a wide variety of programs
and often limit the effectiveness of
risk management. Process-related
issues are often the easiest to
identify and tackle, yet without
addressing the organizational and
behavioral issues that exist, effec-
tive risk management will gener-
ally be elusive. Trainers, teachers,
and organizations that oversell risk
management typically focus on

a limited set of process-related
attributes (e.g., tools and tech-
niques) and have little or no exper-
ience in making the complete risk
management process work on
actual programs. In addition,
because “cookbook” approaches
do not address the difficult subject
of expert tailoring to a particular
project, the end result may actually
be decreased risk management
effectiveness versus what previ-
ously existed.

One evidence of the decline of
project risk management as a
credible discipline is the all too
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frequent errors that exist in
published papers and presenta-
tions, including those in refereed
journals. It is not uncommon to
find substantial errors related to
the five topics discussed in this
article in many published articles
and presentations. Even worse,
assertions are frequently made
without any substantiating
evidence. The typical presentation
of hypothesis, outline of experi-
ment, collection of data, analysis
of data, and conclusions often
jumps straight to assertions
without any supporting ground
rules and assumptions, data,
analysis of data, etc., nor any
disclosure on the authors’ part
that such information even exists.
While such behavior is clearly
unacceptable in scientific and
engineering publications, it is

all too common in the project
management publications
involving risk management. The
degree of risk management hype
appears to have risen dramatically
in the last few years, and this often
leads organizations to form unreal-
istic expectations that cannot be
achieved. If this trend continues,
the outcome may be that risk
management as a process will
begin to fall out of favor instead of
those individuals responsible for
overhyping and overselling it being
held accountable.
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