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What is Naval Open Architecture (NOA)




The Navy must build a fleet where mission systems...

... are modular, interoperable, and affordable to upgrade



_

eadership has mandated the adoption of Open
rchitecture (OA) practices to meet these challenges

Naval Open Architecture (OA) is the confluence of business

Aug 2004 ASN RDA and technical practices yielding modular, interoperable
mandates open architecture | gystems that adhere to open standards with published interfaces.

THE ASSISTANT SECRETARY OF THE NAVY
e Durtivgsuent, and Asulin

< Tl Dec 2005 OPNAYV issues OA OA CORE PRINCIPLES

e Requirements letter

Encl: (1) Open Archiectire Enterprise Tears Orgamization

The o ths memerandum s o senpliéy sa expand upan the policy, guidance and
dinection pecessary far the saceessfol [ s
Strutegy. This strategy is escential a5 key enabler and pilar of DeD's focus on joiat
architectures and evolutionary scquisition, Do S000.1 dated 12 May 2003 ststes:
*“Acqlscon progeums shll be asgad teough 1o applction of a systems engincering

T that opt nd | "

modular, open systems h where feasible,” This uize
open syricans anchieceures in order 10 upkdly ekd ffordable, neraperatbi sysicms, s
consisicn with the Navy"s vssonof developin 3 corlinstd, iegrted isioess s echnica

approach implemeniing apen architecture enterprise wide. 9010
Ser NS.N'H
In light of this, | initiated an effort o iples . the hasis il Su916276
ol P sy deeopret v aieatcs doing e 16 Conber 200 Ny
Qpen Archiectare Executive Commitiee (EXCOMM). The plan was originally based on the.
fwmuuwmmmMnuﬂmmm.umlmmonnm tinal Fram: Deputy Chief of Maval Operaticns (Warfare Requirements
After reviewing OA and Programs) (NG/NT)
uwmnwmmmmw\mnmuusnm'rw'ms«vlu Indepedet Asssnc
during the secoed
modlgmolwll\hplmlswmry mmmhuuu\epauw:mvwmm Subj: REQUIREMENT FOR OPEN ARCHITECTURE [OA) TMPLEMENTATTON
Architecture will be audified 1o sccouat for Sursce, Als, Submirise, CA1L and Space domain
unigue requirerents. Ref:  (a) ASN(RDA) Memorandum on Maval Open Architecture Scope
e ey, PEO WS i o el ety ity o and Responsibilities dated 05 August Od

darecting the Navy's OA Enterprise efforl. An OA Enserprise Team shall be chartered and led by
PEQ WS, mmulummwmumm SN, OPHAV, md STSCOM Encl: (1) OA Enterprise Team

who wil ofl
P'M‘m"'ﬂ*E"'*“"“'“"WW“”""““‘“W“T;":““;:"“;MMM 1. se. This letter establishes the requirement to
overarching OA acuisition siraicgy and develop g idance thal addresses incentives, iniclceiual implement Open aArchitecture (0A) principles across the Hawy

s, contracting siralegies (L2, inlegrstor's v, prme's), and funding shematives Enterprise. To deliver timely, affardable, intercperable

iy and somnyiog pidimes vill s b wilaedinurs OA > warfighting capability to the fleet, made sustainable by the
mmu—mwrmmumm smnandp-mm\ynmvymmgmmm £lexible integration of emerging capabllities, we must
strasegy. The primary focus of the business stratepy will be to develop sn analysis of shematives incorporate O processes and bualness practices now.
process. with whi i i and thiss prioeit ping OA
standasds practices within and Uy mipleticn, te 1.

Background. Warfare systems include hardwars, software and
pecple.  Human factors, [i.e. such as training, education and

doctrine) factor heavily in warfighting effectiveness. Naval O
tranafermation must match the rapid evolution In commercial and

. military technolegy. Mot only must we shorten the kill chain

across the family of systems; we must also shorten the time amd

ava O I C cost it takes to deliver capability improvements. oOur current

process takes nearly a decade, costs hundrede of millione of
dellars and delivers products that are commercially obeolete and
have only incremental improvements in warflghting capability.
That is not good enough, and must change in POMOR, Acquisiticn
processes and business practices must transition new in order to
support POM 08 and implement agils changes thet support rapidly
evolving requiremsnts.

Oh Principles include:

&, Modular deslgn and design disclosure to permit
evolutionary design, technel insertion, eotiti
innovation, and alternative competitive approaches from multiple
qualified mources

Naval OA Requirements
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This requires business, technical, and cultural changes
OA GOALS OA PRACTICES

Disclose design artifacts Y
Negotiate appropriate data rights
Foster enterprise collaboration >_

Institute Peer Reviews of solutions
Develop new open business models

Change contracts / increase competiti_%

Publish interfaces

Isolate proprietary components
Use widely adopted standards
Modularize systems

Reuse software products

Build interoperable applications

OA Training
Outreach - Symposias & Industry Days
Research




The mandate to adopt OA is being driven from the top down

Chief of Naval Operations Assistant Secretary of the Navy for

O EEEEELEEEEEEEEEEE Rt : Research, Development & Acquisition

i ' | r < i

| A & :

i 'y < =

i o . PEO-IWS leads the OA

| et W) | Council

| - : Y

. Lo

: SYSCOMS | i OA bead : SYSCOMS

: L Council 1

: ! :

1 : 1 1

| - i !

: OA CROSS L OA Enterprise Team ' m Identify m Provide technical,
FUNCTIONAL - : architectures financial

: BOARD 1| AR SURFACE 1| unique to management and
i » cal suB ! domains and contracting

: ) ) Do implement a support to PEOs
. | ® Provide Naval requirements and - SPACE MARINE || pr(r))cess to £ ppbl' h OA

: POM/PR guidance to acquisition Do CORPS 8 OA m Establis

i : - | ensure technical

i Commur"ty ;! \ Compliance

' . . . | processes

. | W |dentify requirements for rapid, cost- .

: effective, interoperable warfightin : : : = Monitor and

' . : P gNting | m | ead the enterprise to OA implementation assess

| improvements with the objectives of . . ; .

' : B Oversee the development and implementation compliance with
. supporting OA : :

: of the processes, business strategies, and OA standards and
technical solutions for implementing OA processes

B Provide OA Systems Engineering Leadership

L ] to PEOs, Warfare Centers, Industry, etc.
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Background on the NOA Contract Guidebook




History of the Open Architecture (OA) Contract Guidebook

05 Auqg 2004 OA Policy Memo

= After OA EXCOMM II, ASN RDA directed
PEO IWS and the OA Enterprise Team
(OAET) to: “Define an acquisition strategy
addressing incentives, intellectual property
Issues, contracting (integrators vs.
primes) and funding alternatives.”

Drecimion 3: O effoms nead 1o Be guided by a well-defined business serategy.

Action: Frepane, staff and promulgaie a Mevy-wide business sgralegy to suppon
4, poals.

Business Seraiegy shall:

# Define an squisilion gralegy addressing incentives, imellsciual propey
TEALNEE, -:l.ml:achn,g Umﬂﬁ va. primes), and Fanding allemalives,

#  Invorporate inpuis from each kead FED on carest applicalioa of OA within #s
programs and kdeniily i any 04 redirection is meeded o desired with
associsted cosis. Thas include: a budmess case analysis for O
implemestaion soross the Enterprise that is based om established criteria.

# Provide a prescribed format i be ancd by PEDs Tor OA compliancy waivers.

# Determine wocal cost estimane of projecied O eifon for input o PR-O7T,
Indusiry ard academia paicipalion is required.

= Provide prograns with amalyas ool peeded o make 08 cradesiis,

Lewd PEO [WS
Fallow: Enterprise Team
Due Daie: 31 August 200




History of the Contract Guidebook (continued)

= Pursuant to this guidance, the OAET first
set out to conduct a Baseline Assessment s ey,
of OA in Navy and Marine Corps
Contracts
1 Each of five Domains volunteered 2 e |
contracts to be assessed R

1 Program and contract staff were
interviewed by OAET representatives

1 A baseline assessment of best
practices and lessons learned was L

0900 - 1630

developed -

= The assessment led to the September ——
2005 OA Contract Symposium

Attend the Naval Contract Symposium for
Open Architecture
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History of the Contract Guidebook (continued)

m Subsequent to the Contract Symposium,
the OAET with the help of NAVSEA,
SPAWAR, and NAVAIR contracting
offices gathered best practices and
lessons learned and put them in the Naval
OA Contract Guidebook for Program
Managers, version 1.0, signed out by
PEO IWS RDML Michael Frick on 05 July
2006

= Intended to be a living document, the next
spiral of the OA Contract Guidebook
incorporated more than 100 suggestions
from a range of sources including
DASN(ACQ); version 1.1 was signed out
by PEO IWS RDML Terry Benedict on 25
October 2007

NAVAL OPEN ARC

MANAGERS

Version 1.0
05 July 2006

Prepared by: FEO-TWS 7

Diskribution Stabemscnt B: Distribution autharized to U5, Gavernment

neiesanly, 95 July 2006, Other reqy
4o Program Freative Office far Integrated Warfare Systans (PEO-TWS)
her sutha

*NAVSEA 00L (Legal) insisted that we publish two editions — one Statement
A for Contractors, one Statement B for Government employees only
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Introduction to the Naval OA Contract Guidebook

The Guidebook is recommended for use by Navy and Marine Corps
Program Managers and Contracting Officers — and has been
provided to DISA, USAF, and other DoD organizations

For Programs incorporating NOA principles into National Security
System (NSS) programs

The recommended language should be tailored based on Domain,

i 3
uuuuuuuuuuuuu

PEQO, or Program-specific requirements e

The Guidebook is divided into five
chapters of suggested contract
language for Sections C, H, L, and M,
and Incentive Plans

Additionally, there are 14 Appendices

on various topics, including CDRLSs,
intellectual property rights, peer reviews, and
system specification language
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Suggested Contract Language
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Recommendations for Section C Language

Section C of the Request for Proposal (RFP) and the resulting contract
contains the detailed description of the products to be delivered or the work to
be performed under the contract

Recommended OA language for Section C covers topics such as:
Modular, open design

Inter-component dependencies

Design information documentation

Technology insertion

Interface design and management

Treatment of proprietary elements

Open business practices

Reuse of pre-existing or common items

i

“Inter-component Dependencies — The Contractor’s design approach shall
result in a layered system design, maximizing software independence from the
hardware, thereby facilitating technology refresh.”




=

Recommendations for Section H Language

Section H of the RFP and the resulting contract contains special clauses that
can be incorporated into contracts as appropriate

Recommended Section H clauses for OA contracts include:

= Requirement for an Open System Management Plan
m Early and Often Technical Disclosure

= Rights in Commercial Technical Data (TD), Commercial Computer Software
(CS), and Commercial Computer Software Documentation (CSD)

Specially Negotiated License Rights
Special Provisions for the Purpose of Configuration Control
m Special Development Limitation Provisions

“Clause H: Requirement for an Open System Management Plan.

The contractor shall submit an Open System Management Plan. At minimum, the plan shall address:

Technical Approach and Processes

Open Systems Approach and Goals. The contractor shall prepare and submit for government
approval its Open System Management Plan which shall include its approach for using ...”

Page 14
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Recommendations for Section L Language

Section L of the RFP provides proposal instructions, conditions and notices to
Offerors. Offerors should be encouraged to clearly demonstrate, through their
use of similar technologies previously developed, the ability to meet the design,
development, testing, and production requirements of the solicitation.

Recommended OA language for Section L addresses:
Technical Approach and Processes
System Compliance with Naval OA Guidance
Management Approach
Data Rights and Patent Rights
OA Past Performance

Sample Language

“Factor () Data Rights and Patent Rights ...

The Offeror shall describe its plan for making design and interface information available
as soon as possible after it is defined or established. The Offeror shall establish and

maintain a process that will provide ‘early and often’ design disclosure directly to the
Government or to third-party contracts.”
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Recommendations for Section M Language

Section M contains only recommended guidance for evaluation factors for
contract award. Individual PEOs and programs can be flexible in selecting and
weighting those items needed to meet their needs.

Recommended Section M evaluation factors for award of OA contracts include:
m Technical Approach and Processes
1 Open Systems Approach and Goals
1 Interface Design and Management
1 Treatment of Proprietary or Vendor-Unique Elements
1 Life Cycle Management and Open Systems
m  System Compliance with Naval OA Guidance
= Management Approach
m Data Rights, Computer Software Rights and Patent Rights

i

“In evaluating the Management Approach, the Government will use information in the proposal to
assess the degree to which the Offeror’s approach facilitates competition at various levels (tiers) of the
offered modular system, awards significant portions of the overall system to third-party sources, and
uses Integrated Product Teams (IPTs) to improve processes, manage risk, and increase efficiency.”
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Recommendations for Incentivizing Contractors

Award Fee, Incentive Fee, and Award Term plans can be used by programs to
incentivize and award contractors for implementing Naval Open Architecture
principles.

Incentive plans can be used to award contractors for:

Incorporating considerations for portability, maintainability, technology
Insertion, vendor independence, and reusability

Implementing a layered and modular system

Minimizing inter-component dependencies

Collaborating with the Government and other contractors and vendors
Reducing development cycle time

Using open, standards based interfaces

Enabling rapid technology insertion

Award Terms — Instead of rewarding contractors with additional fees for
exceptional performance, award term contracts reward contractors by
extending the contract period of performance in the form of additional term
periods added on to the basic contract.




Appendices to the Guidebook
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Appendix 1: Recommended NOA CDRL and Deliverable Items

= The Guidebook provides examples of Contract Data Requirements
List (CDRL) and other deliverable items that support NOA, facilitate
component reuse, and can be incorporated into contracts

= Examples:
1 Open system management plan
1 Results of periodic NOA assessments
1 A common data model for the system
1 Executable code
1 Software test programs and source code
71 Interface requirement specification

= This is an area of considerable interest and one that we are working
to continually improve as our knowledge improves
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Appendix 2: Assessing Intellectual Property Rights Needs

= Consistent with Under Secretary of Defense (Acquisition,
Technology and Logistics) Memorandum on Data Management and
Technical Data Rights,19 July 2007, directing programs to take
steps to identify and manage their Intellectual Property Rights (IPR)

= Contains pointers on the questions that a data rights assessment
should answer

= Discusses points to consider about data rights and rights in
computer software and computer software documentation

= Cites sections of the Federal Acquisition Regulations (FAR) and
Defense Federal Acquisition Regulation Supplement (DFARS) that
provide information about IPR
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Appendices 3 & 4. Using SBIRs and the OPNAV OA Requirement

Using SBIRs to support NOA goals

NOA recognizes the importance of small businesses in stimulating
innovation and enhancing competition

The Small Business Innovation Research (SBIR) program offers an
opportunity for PMs to identify, evaluate, and insert qualified small-
business-developed technologies into programs

However, PMs need to be aware of the special data rights
associated with SBIRs

The OPNAV OA Requirement Letter

Sets out the 5 OA principles: modularity, interoperability, reuse,
lifecycle affordability, and competition and collaboration

Provides requirement to build an OA asset repository to support
software asset reuse

Also directed conduct of OA / FORCEnet “experiments” to prove
concepts and approaches

Page 21
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Appendices 5 & 6: The Naval OA Checklists

= Developed by the OAET to facilitate the implementation of NOA and
to provide PMs, PEOs, and the Milestone Decision Authority an
easy way to check to see that programs are implementing the main
points of OA

= The short checklist is intended to be a quick check on a system'’s
programmatics that when properly applied will yield the benefits of
an open system

= The long version of the checklist is divided up consistent with the
five OA principles laid out by OPNAYV in the OA Requirement Letter




=

Appendix 7: The Peer Review Process

= The Peer Review process was vital to the implementation of OA in
Sub Domain’s Acoustic Rapid COTS Insertion (A-RCI) program

= The Surface Navy intends to incorporate this process, modified as
appropriate, in its implementation of OA

= Peer Review basics:
1 Evaluate candidate technologies

1 Using “open” (known) and
“closed” (previously unknown)

data sets < 3 q

1 A refereed, open process

71 Including representation from
government, contractors,
academia, and other private
sector entities

1 Membership as a whole is
unbiased and impartial
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Appendix 8: Recommended Data Language for Code Headers

= Deliverable artifacts should include embedded data or language In
code headers or in other locations that provides key information for
those seeking to use these items in the future

= Appendix 8 includes recommendations for such language
= Developed by SPAWAR

= The following are suggestions that can be used as appropriate for
artifacts delivered under the various types of licensing rights:

1 Unlimited Rights
1 Government Purpose Rights (GPR)
1 Specially Negotiated License Rights.
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Appendix 9: System Specification Language

Developed and recommended for inclusion by representatives from the
Software Process Improvement Initiative (an effort sponsored by ASN(RDA)
to improve how the Navy oversees and manages the acquisition and
contractor development of software-intensive systems.

The System Specification is the document that defines the requirements of
the system to be built and delivered. It is against the system specification
that the selected contractor will direct its development effort.

Provides recommendations on the six general types of information should
be contained in a system specification. These include System Operating
Requirements, Required Capabilities, Behavioral Requirements, Quality

Requirements, Quality Requirements, and Implementation Requirements.

The System Specification does not generally include any programmatic
requirements, dealing with cost, schedule, and other contractual items.

It is crucial that the desired open system attributes of the system be
captured in the System Specification, since this document provides the
basis for the development effort.
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Appendix 10: NOA Provisions for Program Acquisition Plans

m Contracts implement an individual program’s Acquisition Strategy and
Acquisition Plan.

= It was developed to provide guidance to Program Managers and others to
help them incorporate the OA principles and other pertinent information into
their acquisition plans and strategies.

= These provisions are not intended to be the complete sections of an
Acquisition Plan, rather, they are suggested OA-related provisions to
include in the named sections of acquisition plans, as appropriate for each
domain, Program Executive Office, or program.

= Language grew out of PEO IWS 7’s recommendations / comments on draft
acquisition plans that have been reviewed over the past year.

m  We are in the process of developing recommended changes for NAVSEA'’s
Acquisition Plan and Acquisition Strategy Guides.
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Appendix 11: Open Source Software (OSS)

= The terms “open source” and “open architecture’ are often confused
and at times are incorrectly used interchangeably, however, they are
distinct

= Open Source Software (OSS) presents the Government with unique
challenges with respect to some OSS licensing requirements

= This Appendix explains issues to consider when using OSS, such as
the inability to negotiate license terms and “viral” licenses




= sl
Appendices 12-14: DISR, Glossary of Terms, and Feedback
= Appendix 12 provides a brief overview of the DoD Information

Technology Standards and Profile Registry — an online repository of
IT standards

= Appendix 13 is a glossary of NOA-related terms that appear
throughout the Guidebook

m Appendix 14 is the Guidebook Feedback Form
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Other Tools and Information on Naval OA
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The OA Enterprise Team is responsible for
developing tools and guidance to institionalize OA “'SPAC';LS”ZAR.N'E
practices |

OA Enterprise Team

AIR SURFACE

CORPS

OA Assessment Tool

Provide Program Managers with a tool to
measure how open their programs are today
=== from a business and technical perspective

Roughly 80 questions in an Excel
spreadsheet

Over 150 Assessments completed to date

A diagnostic for the PM — input into the
decision making process for changing
programs or architectures
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(Continued)

Repositories for Design Disclosure and Reuse

= Develop common end-user licensing agreement to access repositories and use
assets

» Publish Interfaces of mission systems

m Domain Surface pilot repository underway (SHARE)
1 143 registered users (85 government / 58 contractors)
1 61 assets contributed (e.g. design, code, data models)
1 246 requests for assets, 132 processed
O

, First redeposit of changed assets--a third-party
T contractor returned modified AEGIS code to the
repository for future reuse

UNCLASSIFIED ONLY!

Software Hardware

Cuntact Us: Trghore 365 A RELISE BEBELT:

b, Ml 5 Boch, T i 1 Dapatmed o e (D) cooputr sy, i cobies 1 e ok
‘The Program Execulive Cffice Infegrated Wasfare Systems (PEQ WS) is siriving
o develop modular, open systems, using an Open Architecture (CA) Wartare
Systems approach, by encouraging colaboration and participation between
Govemment, academia and industry personnel. Accordingly, PEQ IWS provides
anyane access lo SHARE forthe purpose of paricipating with other condrbutors
to i

ey
FiCary
’%Wf PEO C4l

"= Collaboration Site

» Domain C4l Collaboration Site (NESI)
1 731 registered users to date
1 73 projects in NESI

I R—p————

PED S Campate Satasne e et R B
srunn san. gt a6 ]
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(Continued)

Build Communities of Interest to Promote
Enterprise Collaboration

= ASW Community of Interest

= Significant reuse across 8 ASW platforms

= ~40 organizations participating (Fleet, OPNAV, Acquisition)

= ASW Data Strategy in development (Command and Control)

1 Alignment with JFCOM Joint C2 Capability Portfolio

1 Pilot Demos for C2, Sensors & Sensor Performance
Prediction ASW OPEN ARCHITECTURE

= Metrics in development
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(Continued)

Training
= OA Learning Module (101) :s:m
= Almost 400 graduates

Qutreach
= OA Website - 301,025 page hits in last year

= Most viewed Section — Tools

1 Contract Guidebook, Learning Module, Assessment Tool

= Participation in 15 conferences
Coordination with Air Force

Press
= At least 10 separate articles on OA
= Coverage in 8 different publications
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Wrap-Up
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The OA Contract Guidebook is an evolving document
with high visibility within the Navy and Congress

= We will be reporting on the number of contracts that incorporate this
OA language to Navy leadership and Congress.

= We need your input on its usability, accuracy, and clarity — specific
recommendations are welcome!

m Please use the feedback form in the OA Guidebook or contact us
directly!

= Areas for future update include addressing Services Oriented
Architecture, and enhancing CDRLs to facilitate Re-Use.
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More information on Naval OA is also available on the Web
at https://acc.dau.mil/oa

@ - - @ e ] ||:| https: /facc.dau.milfoa
‘—.éf‘ v Acquisition Community GConnection

4 Where the DoD AT&L Workforce Meets to Share Knowledge

Home | Contact Us | Privacy Policy | ACC Tutorial

You are here: @ Naval Open Architecture

[=] signin
User Reviews

. Naval Open Architecture e
Community
Sign In |

Request an Account GENRVCRN ) Discussions | &9 What's New W Activity
Benefit of Membership
Forgot My Password or Login 3 contributions at this community | -~ Search Knowledge in this Community

[=] community Explorer L

@@

= w Haval Open Architecture
) What's New What's

[_) General Information New
| Policy & Guidance
.} Terms & Definitions o . e, L

) Perspectives . NS Related
|7} Meetings & Events General ; :
7} FAGs lnforli_ljg_tion
|} Related Sites '
L) OAinthe News
.} Tools

OA in

Policy &

Guidance
Nefinitinna ~ -
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