Section 4.  Risk Management Objectives Flowdown

4.1  Process Objectives For Inclusion in the RFP

A Risk Management process is required throughout the XYZ Program’s life cycle.  Every contractor selected for this Program must have a risk management process.  When preparing our Requests For Proposal, the following requirement will be input:

Objective:  Implement a Risk Management process with risk planning, assessment (identification, analysis and prioritization), handling and monitoring functions.   Establish quantified acceptable risk levels to be achieved prior to transitioning to the next Program phase.  

4.2 CDRL Deliverables

Current DoN policy is to minimize the number and cost of CDRL items required by contract.  For XYZ contractor Risk Management, the following CDRL items will be required:

1. Risk Management Plan that includes: 

a. The contractor’s risk management process

b. How risk management is implemented in the contractor’s organization

c. How risk management is integrated into the contractor’s systems engineering and program management processes,

d. How risk management is implemented into the contractor’s program review process,

e. Risk Management ground rules and assumptions used for risk assessment and handling,

f. Risk assessment methodology

g. Forms used in documenting risk identification, analysis, prioritization, handling and monitoring activities.

2. Periodic Risk Assessment Report that includes:

a. Results of the comprehensive risk assessment, 

b. Risk handling plans for all risks judged to be moderate and high, 

c. Corresponding risk metrics for those risk items, and 

d. Results to date in resolving those risks.

The following data should be available through the data accession list or accessible through electronic sharing of program information:

1. Current definitions of risk levels,

2. Risks currently being tracked,

3. Risk handling plans,

4. Current status of all moderate and high risks

5. Minutes from Risk management reviews (proof that the process is being used),

6. Any risks identified that are to be evaluated and worked on in an upcoming phase, and 

7. Progress against risk mitigation plan milestones.

4.3  Proposal Evaluation Criteria 

Proposal Preparation Instructions

The following proposal preparation instructions and evaluation criteria are to be provided through each RFP:

Proposal Preparation Instructions (Section L)

Technical And/Or Management Proposal – Describe your risk management process, including risk planning, risk identification, risk assessment, risk handling and monitoring functions.  Describe your process for incorporating potential risk-driven impacts into proposal price, life cycle cost and schedule.  Describe how the risk management process is related to the systems engineering and program management processes.  Describe your risk identification methodology and risk assessment methodology.  Identify all moderate and high risk items.  Describe your risk handling approach, including the options selected (assumption, avoidance, control or transfer), plus how you plan to implement handling for the moderate and high risk items.  Describe your proposed process including metrics for risk monitoring and how this information will be fed back to the risk assessment and handling activities.  Define your approach to identifying and establishing acceptable risk levels to be achieved for transitioning to the next program phase.  

Relevant Past/Present Performance

Summarize the extent to which the risk management process outlined in the Technical and/or Management Proposal has been used for other programs.

Evaluation Criteria (Section M)

The contractor’s description of the proposed processes, including their approach to the critical processes to control risk, and their solution characteristics will be evaluated during source selection against the evaluation criteria in Section M of the RFP.  

Factor:  Risk Management

Source Selection Standards

When proposals are received, they will be compared to the following Source Selection Standards (not to each other):

Standard 1:  Risk Management Process:  Describes an effective approach for risk management, including risk planning, identification, assessment, prioritization, handling and monitoring functions.  The standard is met if:

a. The offeror addresses how it will perform each function and how the risk management process is integrated into the program management and systems engineering processes.

b. The offeror addresses a list of risk management outputs to be generated and a description of each product.

c. The offeror includes a schedule for performing the risk management process throughout the contract and describes how the schedule is linked to actions and products.

d. The offeror describes a risk management process that is linked to the project’s IMP and IMS.

e. The offeror addresses how the risk management process will be implemented at the customer, prime contractor and major subcontractor levels, including roles and responsibilities of individual groups within each organization.

f. The offeror addresses how the contractor will monitor the effectiveness of the risk management process, and how the government will access risk identification and risk assessment results, risk handling plans, schedules and the status of risk handling activities.

Standard 2:  Risk Assessment Methodology:  Describes the risk assessment methodology for cost, schedule and performance risk that is appropriate and suitable for the specific design and technical management approach.  The standard is met if:

a. The methodology is described in sufficient detail to permit evaluation of its suitability.

b. The offeror addresses its approach for identifying potential risks at the system level and at lower levels.

c. The offeror addresses risk assessment associated with cost, schedule and performance risk areas that are likely to exist (e.g. software quality risk), that are pertinent for each system segment (e.g. user interface, database) and are pertinent to software, hardware and integration categories.  

d. The offeror describes a methodology that covers other potential risk areas that may be driven by requirements imposed on the project (e.g. computer system security, privacy laws).

e. The methodology addresses both likelihood of occurrence and consequence of occurrence components of risk, plus the time to initial impact.  

f. The offeror does not attempt to perform mathematical operations (other than simple addition or multiplication) on results obtained from uncalibrated likelihood or consequence ordinal risk scales.

Standard 3:  Risk Identification and Assessment Results:  Describes the results of a comprehensive risk assessment performed against the specific requirements and proposed technical program management approach, using the methodology proposed by the Offeror.  The standard is met if:

a. The offeror addresses risk assessment areas associated with cost, schedule and performance that are likely to exist (e.g. software quality risk), that are pertinent for each system segment (e.g. user interface, database) and are pertinent to software, hardware and integration categories.  

b. The offeror addresses the ground rules and assumptions used in the risk assessment.

c. The offeror provides documentation of the ground rules and assumptions.

d. The offeror provides documentation of all items assessed as having moderate and high cost, schedule and/or performance risk including a brief description of the item, risk assessment results and rationale discussing why the item possess a moderate or high risk level.

e. Assessment and documentation of risk items addresses likelihood and consequence of occurrence components of risk, plus the time to initial impact.  

f. Information provided is in sufficient detail that the government can replicate the results for identified moderate and high risk items given the proposed methodology and programmatic and technical descriptions of the items provided by the contractor.  

Standard 4:  Risk Handling and Monitoring Approach: Describes Risk Handling Plans and a risk monitoring approach that are effective and suitable for the proposed effort.  The standard is met if the offeror:

a. Describes the risk handling option (assumption, avoidance, control or transfer) for all items identified as moderate and high risk.

b. Addresses how suitable risk handling approaches will be identified, implemented and tracked with time for each moderate or high risk item.

c. Describes cost, schedule and performance risk monitoring metrics to be used to track and evaluate the progress in reducing risk for each moderate and high risk.

d. Addresses how the risk handling and risk monitoring procedures are integrated with the Program’s IMS and IMP, including potential risk reduction and key program milestones.

e. Addresses how the contractor will allocate resources against items identified as having moderate or high risk.

