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WELCOME

Congratulations on being selected as your Installation Spectrum Manager (ISM).  Although ISM’s are normally appointed as an additional duty, you will soon see that your new responsibilities are vital to the success of your mission and the United States Navy.

To assist you in your new duties, we have created this ISM guide.  Please take the time to familiarize yourself with this guide.

Preface: 

Commander Naval Network Warfare Command (NNWC) and Navy-Marine Corps Spectrum Center (NMSC), along with many of our experts in the field, has developed this customized off-the-shelf training guide to assist Installation Spectrum Managers perform their duties.  The guide contains information on the basics of spectrum management, duties as an ISM, tips to help you be successful in your new assignment, Points of Contact, and hopefully, enough information to support you and your command.  An electronic copy of this guide is available for downloading at the Navy-Marine Corps Spectrum Center homepage http://www.navemscen.navy.mil/ The guide is filled with links to various references and will allow you quick and easy access to these documents and websites.

Forward:

1.  This guide is approved for use by NNWC & NMSC.  

2.  This guide should not be cited as an authority as its sole purpose is simply to familiarize you with your new duties.  Throughout the guide, references to various publications and instructions are provided should you need to cite authority. 

3.  This guide provides information to the ISM in establishing an effective spectrum management program at their installation. 

4.  The guide is a living document and subject to change without notice.  The latest version will always be posted on the NMSC website. 

5.  Beneficial comments (recommendations, additions, deletions) and any pertinent data that may be of use in improving this document should be addressed to:

navyspectrum@navemscen.navy.mil
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RADIO FREQUENCY MANAGEMENT

Radio Frequency Management is done by experts who meld years of experience with a curious blend of regulations, electronics, politics, and not a little bit of larceny.  They justify requirements, horse-trade, coerce, bluff and gamble with an intuition that cannot be taught other than by long experience.

Vice Admiral Jon L. Boyes

United States Navy

ISM Installation Spectrum Manager’s Guide

Chapter 1 – Getting Started as an ISM

1.2 Getting Underway – for a Newly Appointed ISM

1.2 Get to know your installation and Region Point of Contact

1.3 Where to go for assistance.

1.4 Basic definitions

1.5 Some basic duties of an ISM (discussed in detail throughout the guide)

1.1 Getting Underway – for a Newly Appointed ISM

Mandated by OPNAVINST 2400.20(Series), Commanding Officers or Officers-in-Charge of naval installations are required to appoint, in writing, a primary and an alternate Installation Spectrum Manger (ISM).  This, most likely, is how you first got involved in Spectrum Management.  At Ease !!  You don’t have to be an “expert”.  There are plenty of experts to assist you in your duties.  What you will need to do is become familiar with the basics and just “be organized”.  Visibility at your installation, and organization in the form of record keeping, will be key components to your success.  The Region Spectrum Manager has an extensive background in the field of spectrum management.  Never hesitate to call on their office for assistance.  

1.2 Get to know your installation and Region Point of Contact

One of the first things you should do as an ISM is to introduce yourself to key members of your installation team.  They need to know what your responsibilities are and who to call for assistance.  It is important to keep in contact with your customers because they are usually the first people who know when new spectrum dependent equipment is being planned or current equipment modified.  Set up a meeting with the Regional Spectrum Manager.  You provide a service to your installation by ensuring that all necessary actions are completed prior to purchasing any spectrum dependent equipment (even wireless telephones) and before energizing any equipment.  In doing so, you are ensuring that operation of the equipment does not create a radiation hazard (RADHAZ) such as HERO, HERP, HERF or RFI to authorized users.   

Harmful Electromagnetic Radiation Ordnance (HERO):  Situations in which transmitting equipment (radios, radar, electronic countermeasures, electronic counter-counter measures,) or other electromagnetic emitting devices can generate radiation of specific magnitude to: induce or otherwise couple electromagnetic energy sufficient to exceed specified safety and/or reliability margins in electronically initiated devices (EIDS) contained within ordnance, or cause radiated induced damage or degradation in performance in ordnance containing EIDs.  Basically, the induced energy may cause heating of the primary explosive, resulting in premature, unintended actuation.  

Harmful Electromagnetic Radiation People (HERP): The result of tissue heating as a result of electromagnetic energy/radiation.

Harmful Electromagnetic Radiation Fuels (HERF):  The ignition of fuel vapors by electromagnetic energy arcing.

Radio Frequency Interference (RFI): The effect of unwanted energy due to one or a combination of emissions, radiations, or inductions upon reception in a radio-communication system, manifested by any performance degradation, misinterpretation, or loss of information which could be extracted in the absence of such unwanted energy.

1.3 Where to Look For Assistance
As stated earlier, your primary place to get help is your Regional Spectrum Management Office (RSMO).  Region level spectrum managers, whether civilian or active duty military are highly trained and vastly experienced in the world of spectrum management.  Active duty military Spectrum Managers hold the Navy Enlisted Classification (NEC) code 2301 (Spectrum Manager); and, most if not all of the civilian spectrum managers came from a 2301 background on active duty.  When a customer desires frequencies, the primary source of the information needed will come from the customer or user.  Most often, the user knows the requirements better than anyone else.  They know the specifics that you will need to complete a request for frequency support.  Things such as antenna location, antenna height, transmitter power, and justification for needing the frequency are but a few of the essentials.  How to actually request for a frequency is discussed in more detail later in this guide.  Important to remember is that no spectrum dependent equipment on your installation can be energized without first having a valid frequency assignment.

1.4 Basic Definitions

ELECTROMAGNETIC SPECTRUM
The electromagnetic spectrum is a class of radio waves propagated by a system of electric and magnetic fields and includes the full range of radiant energy from radio and light waves to gamma and cosmic rays.  Navy-Maine Corps Spectrum Center’s (NMSC) role is centered on the radio frequency portion of the spectrum.

SPECTRUM MANAGEMENT
A combination of actions that permit a variety of telecommunications operations, radar, navigation and fire control to share the electromagnetic spectrum without mutual interference.

FREQUENCY ASSIGNMENTS
Grants authority to operate spectrum dependent equipment on specified frequencies, at a specific location, and under a specific set of conditions.

SPECTRUM CERTIFICATION
The process by which development or procurement of a spectrum dependent equipment, including all systems employing satellite techniques, as well as wireless technologies, will be reviewed and certified for compliance with spectrum management policy, allocations, regulations, and technical standards to ensure that spectrum is available. 

DD FORM 1494 (J/F 12)
OPNAVINST 2400.20(Series) and DoD 4650.1(Series) mandate that no funds will be obligated for the development, production or procurement of spectrum dependent equipment beyond the conceptual stage until spectrum support has been approved. 

DD Form 1494, Application for Equipment Frequency Allocation, is used for initiating the review and approval process.  This policy also applies to modifications of systems in the operational inventory, particularly if parameters that are pertinent to the DD Form 1494 have been altered.

1.5 Some Basic duties of an ISM
The key to being a successful ISM, is that you must establish a good working rapport with all departments and tenant commands on your installation.  They need to know who to go to for support.  Establishing good working relations will save valuable time and minimize frustration.  No spectrum dependent equipment can be purchased unless the equipment has an approved Stage 4 certification (DD-1494) and an authorized frequency assignment (see Chapter 4 for detailed information on certification).   Just because the equipment is certified doesn’t mean that you will get a frequency assignment.  Without the certification and the frequency assignment, your installation may be expending funding on equipment you will not be able to operate.  

*  Get the word out that you are the ISM and that you must be contacted prior to negotiating the purchase of any new equipment or modifying currently installed spectrum dependent equipment.

* Ensure that only assigned frequencies are in use and that frequency assignment records exist for all spectrum dependent systems on your installation.

* Ensure equipment standards (e.g. power out, antenna location, antenna height, etc) are in compliance with the certification.  Assist users in understanding these technical parameters and why compliance must be maintained.

* Maintain accurate and up-to-date records for all spectrum dependent equipment on your installation.

* If you are an ISM on an installation in a Host Nation, you must ensure that equipment has Host Nation agreement to operate in that country.


-  You need approval to release technical information (DD-1494) to foreign governments for the purpose of Host Nation Coordination.  To do so, you will need the assistance of the Region SMO and NMSC.  

* Take an active role in determining the source of Electromagnetic Interference (EMI)/Radio Frequency Interference (RFI).  Whether it is your customer reporting interference to his/her system, or an outside activity affected by EMI/RFI, action must be taken to mitigate the situation as quickly as possible.  Chapter 8 discusses EMI/RFI in more detail.

Now, let’s move on to Chapter 2.  Don’t let Chapter 2 confuse or discourage you.  The information is complex but remember, its just information.  We want to you understand the complexity of spectrum management in order that you gain an appreciation for your efforts in this arena.

Chapter 2

An Introduction to Spectrum Management – The Basics

2.1 Introduction to the Radio Frequency Spectrum

2.2 The Spectrum Defined

2.3 How The Spectrum Is Used

2.4 Regulation and Management of the Frequency Spectrum

2.5 Who Regulates the Spectrum?

2.6 The Federal Communications Commission

2.7 The National Telecommunications and Information Administration

2.8 U.S. National Regulations and Management of the Radio Frequency Spectrum

2.1 Introduction to the Radio Frequency Spectrum
The electromagnetic spectrum is a natural, finite resource used by the Navy-Marine Corps to support weapons and communications systems, radars, telemetry stations, and day-to-day Base Operating Support (BOS) communications.  Whether the requirement is for satellite connectivity, radiolocation (radar), navigation, air/ground operations, search and rescue (SAR), Force Protection, or in support of Public Works operations on your installation, frequencies must be approved before spectrum dependent equipment can be energized.  So, what is the “radio frequency spectrum” and how do we normally refer to usable portions or bands of the spectrum.  Frequencies are measured by the number of cycles per second, called Hertz, abbreviated Hz.  See Figure 2.1 to understand how frequencies use multipliers to simplify their final product.  
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You are probably more familiar with frequencies in the FM broadcasting band (99-108 MHz).  When you listen to your favorite music on 105.1 MHz, you are actually listening to a signal that is centered on 105.1 million Hertz or 105,100,000 Hz.  Often you will see or hear about divisions of the spectrum; High Frequency (HF), Ultra-High Frequency (UHF) or maybe Super High Frequency (SHF).  The spectrum encompasses frequencies from 3 kHz to 300 GHz.  Frequencies below 3 kHz are in the audio range and frequencies above 300 GHz are in the visible light range.  Divisions of the spectrum are internationally recognized as depicted in Figure 2.2 below.
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2.2 The Spectrum Defined

Perhaps the most familiar part of the electromagnetic spectrum is the Visible Light Spectrum.  The light with which you are reading this page is, in reality, radiation

that covers part of the electromagnetic spectrum.  In fact, the term "spectrum" was originally limited to light.  The great physicists of the 17th-19th centuries were the first to realize that what we think of as white light is really a broad range of different colors of light from the brightest red at one end to the deepest purple at the other. Thus, white light is a spectrum of different colors.

Light exhibits properties of waves and can be focused and bent like waves in a pond.  Just as a wave traveling through water has a wavelength (the distance between wave crests) and a frequency (the number of wave crests passing a point in a unit of time), light has a wavelength and a frequency.  Red light has the longest wavelength and lowest frequency while purple light has the shortest wavelength and highest frequency.  The electro- magnetic spectrum extends in both directions from the visible range.  Shorter wavelength, higher frequency "light" includes ultraviolet, x-rays, and cosmic rays.  Longer wave- length, lower-frequency "light" includes first infrared light, then as wavelengths become longer and longer, radio waves.  The early physicists also found that electrons traveling through wires are surrounded by both electric and magnetic fields, and that a wire carrying an alternating current is surrounded by electric and magnetic fields varying in intensity at the same frequency as the electric current.  Furthermore, the wire radiates energy that propagates in the same manner as light waves with a frequency and wavelength corresponding to the frequency of the alternating current in the wire.

The basic developments of Hertz and Marconi in the waning years of the 19th century preceded radio transmission of voice and music signals by only a decade.  Commercial broadcasting began in 1920 when KDKA in Pittsburgh was granted a license.  All that was required to use radio techniques for these purposes was to develop ways to achieve the desired results.  First, they added voice or music signals to a suitable alternating current called the carrier (modulating the carrier with the information signal); second, they generated an electromagnetic wave capable of detection at a distant site using Hertz and Marconi’s findings; third, they removed the information signal from the carrier (demodulating the carrier); and finally, they converted the electrical signals to sound waves that the listener could hear.  
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Figure 2.3

Relationships Between Wavelength and Frequency

2.3 How The Spectrum Is Used

The spectrum is used in a number of different ways.  Perhaps the most common are broadcasting and mobile communication services.  These include, for broadcasting, AM and FM radio stations and, UHF and VHF television stations.  Mobile communication services in the private sector include police and fire communications at the state and local levels, other state and local dispatch services, all forms of mobile communications systems used by business, industry and the general public, citizen's band radio, maritime radios aboard commercial and pleasure vessels, cellular phones, paging systems, trunk type radio systems, radios in commercial airplanes used for aeronautical radio-navigation and communications, and mobile satellite communications and tracking systems.  In addition, a large amount of the spectrum is used for carrying voice, data, and video signals over long distances via microwave relay and satellite systems. 

The pie chart below shows a number of different ways the Federal Government uses spectrum.  These uses include: Voice of America broadcasts, weather radio services, radars and voice communication systems used to control both commercial and pleasure aeronautical and maritime traffic, weather satellite systems, flood warning and water control systems and, time signals just to name a few. 
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Figure 2.4

Almost every agency of the Federal Government uses spectrum in performing their mission.  Law enforcement agencies (Justice, Treasury, and Interior Departments) use the spectrum for command and control of their forces, just as state and local police and fire departments.  Park Service forest rangers use the spectrum every time they use their transportable radios for control of crowds or forest fires.  The Energy Department uses it to transmit power control data and commands to manage their dams and power grids.  The Federal Emergency Management Administration uses it for communications to coordinate disasters via emergency radio networks.  The National Aeronautics and Space Administration uses it during satellite launches and to communicate with satellites in order to collect data and to control the satellite’s location.  The Department of Defense (DoD) uses spectrum extensively in support of tactical and non-tactical military requirements.  In the United States, tactical use of the spectrum is generally limited to a number of specific testing sites and training facilities, but DoD's non-tactical applications are extensive and include aircraft command and control, mobile communication in and around military bases and airfields and, long distance communications using satellites.

2.4 Regulation and Management of the Frequency Spectrum
How do we use and manage the radio frequency spectrum?

Electromagnetic waves propagate outward in all directions, unless a directional antenna is employed.  A transmitter generally seeks to communicate with a particular receiver.  Using a directional transmitting antenna, the majority of the signal is directed toward the receiver and the receiving antenna is most sensitive to signals coming from the direction of the transmitter.  An interfering signal will be amplified and detected just like the desired signal once it enters the receiver.  If an interfering signal is sufficiently strong, it can prevent the desired signal from being properly demodulated and understood.  Users of radio communications devices in a given area must cooperate if they are to avoid interference.  If they operate on the same or even adjacent frequencies at the same time and in the same area, their transmissions may produce interference.  Each user, in effect, prevents the other from communicating.  As you can clearly see, uncoordinated use of the spectrum can easily result in everyone suffering interference and preventing satisfactory operation and, even denial of use to authorized users.  As a finite resource, the electromagnetic spectrum is unusual when compared to other natural resources.  Unlike iron, oil, or coal, it is not destroyed by use.  However, there are limits and available spectrum is scarce.  Thus the requirement to regulate the spectrum by controlling access and creating rules for its use.  In the broadcasting service alone, the broadcaster must know where the station's signal can be received in order to meet the needs of customers.  Interference is unacceptable because it unnaturally limits the broadcaster's market.  Similarly, a police department must be able to reliably determine their coverage areas and know that they will be able to communicate with their officers without interference.

2.5 Who Regulates the Spectrum?

In 1906, the first international radio conference was held to address the widely recognized need to coordinate and control use of the spectrum between 500 and 1500 kHz.  In the United States, the clamor for regulation resulting from widespread interference caused by unchecked transmissions resulted in the Radio Act of 1912.  The 1912 Act required the registration of transmitters with the Department of Commerce but did not provide for the control of their frequencies, operating times, and station output powers.  Thus, there was no real regulatory power, and the 1912 Act was largely unsuccessful.  In 1922, U.S. government users of the spectrum banded together under the Secretary of Commerce to form the Inter-department Radio Advisory Committee (IRAC) to coordinate use of the spectrum.  The Government's use of the spectrum was more easily coordinated than the public's because the IRAC represented all federal users, and they found that cooperation was mutually beneficial.  The Radio Act of 1927 established the Federal Radio Commission, and the Communications Act of 1934 established the Federal Communications Commission (FCC).  The 1934 Act gave the FCC broad regulatory powers in both wire-line based communications, such as telephone and telegraph systems and radio based communications, limited at the time to broadcasting, long distance single channel voice communications, maritime and aeronautical communications, and experiments that led to radar and television applications.  Section 305 of the Act preserves for the President the authority to assign frequencies to all Federal Government owned or operated radio stations.  In addition, the President retains the authority to regulate the characteristics and permissible uses of the Government's radio equipment.  The IRAC, whose existence and actions were affirmed by the President in 1927, has continued to advise and has responsibility for exercising Section 305 powers of the President.  These powers currently are delegated to the Assistant Secretary of Commerce for Communications and Information, the same agency who administers the National Telecommunications and Information Administration (NTIA).  As depicted below (Figure 2.5), use of the electromagnetic spectrum in the United States is managed using a dual organizational structure; NTIA manages the Federal Government's use of the spectrum while the FCC manages commercial or civil use.  The 1934 Act provides for the functions of developing classes of radio service, allocating frequency bands to the various services, and authorizing frequency use.  However, the Act does not mandate specific allocations of bands for exclusive Federal or non-federal use; all such allocations stem from agreements between NTIA and the FCC.  In other words, there are no statutory "Federal" or "non-federal" bands.  NTIA and the FCC manage their particular constituents' uses of the spectrum; however, both must keep in mind the overall general interest since the vast majority of the spectrum below 30 GHz is shared. 
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Figure 2.5

The Communications Act of 1934 (Section 151) provides guidance regarding spectrum management objectives.  It states that the FCC is to regulate: so as to make available . . . a rapid, efficient, Nation-wide, and world-wide wire and radio communication service with adequate facilities at reasonable charges, for the purpose of the national defense, and for the purpose of promoting safety of life and property.  Title III of the Act authorizes the FCC to regulate generally the "channels of radio transmission," including the licensing and operation of radio stations, but provides few details on the FCC's objectives for spectrum management.  The Act empowers the FCC to act consistently with the "public interest, convenience, or necessity."  The "public interest" standard is the primary criterion for apportioning non-federal spectrum in the United States, although the Act does mention the goal of preventing interference among stations, promoting the efficient use of spectrum, and promoting public safety.  The Act does not define the "public interest," but instead gives the FCC broad discretion to elucidate and give specific content to the public interest standard.  NTIA has identified spectrum management objectives to guide Federal users of the radio spectrum.  These objectives are similar in intent to the Act's guidelines and state that Federal agencies are to "make effective, efficient, and prudent use of the radio spectrum in the best interests of the Nation, with care to conserve it for uses where other means of communication are not available or feasible."  NTIA interprets the standards "effective, efficient, and prudent," and the reference to "the best interests of the Nation" as encompassing the overall benefits the American public derives from radio-communication services for Federal, as well as non-federal users. 

2.6 The Federal Communications Commission

The FCC is an independent United States government agency, directly responsible to Congress. The FCC was established by the Communications Act of 1934 and is charged with regulating interstate and international communications by radio, television, wire, satellite and cable. The FCC's jurisdiction covers the 50 states, the District of Columbia, and U.S. possessions.  Want to know more about the FCC?  

The FCC is directed by five Commissioners, appointed by the President and confirmed by the Senate, for 5-year terms, except when filling an un-expired term.  The President designates one of the Commissioners to serve as Chairperson.  Only three Commissioners may be members of the same political party.  None of them can have a financial interest in any Commission-related business.  As the chief executive officer of the Commission, the Chairman delegates management and administrative responsibility to the Managing Director.  The Commissioners supervise all FCC activities, delegating responsibilities to staff units and Bureaus.  Bureaus and Offices The Commission staff are organized by function.  There are six operating Bureaus and ten Staff Offices.  The Bureaus’ responsibilities include: processing applications for licenses and other filings; analyzing complaints; conducting investigations; developing and implementing regulatory programs; and taking part in hearings. Our Offices provide support services. Even though the Bureaus and Offices have their individual functions, they regularly join forces and share expertise in addressing Commission issues.

Consumer & Governmental Affairs Bureau - educates and informs consumers about telecommunications goods and services and engages their input to help guide the work of the Commission. CGB coordinates telecommunications policy efforts with industry and with other governmental agencies — federal, tribal, state and local — in serving the public interest.

Enforcement Bureau - enforces the Communications Act, as well as the Commission’s rules, orders and authorizations.

International Bureau - represents the Commission in satellite and international matters.

Media Bureau - regulates AM, FM radio and television broadcast stations, as well as Multipoint Distribution (i.e., cable and satellite) and Instructional Television Fixed Services.

Wireless Telecommunications - oversees cellular and PCS phones, pagers and two-way radios. This Bureau also regulates the use of radio spectrum to fulfill the communications needs of businesses, local and state governments, public safety service providers, aircraft and ship operators, and individuals.

Wireline Competition Bureau - responsible for rules and policies concerning telephone companies that provide interstate, and under certain circumstances intrastate, telecommunications services to the public through the use of wire-based transmission facilities (i.e., corded/cordless telephones).

Office of Administrative Law Judges - presides over hearings, and issues Initial Decisions.

Office of Communications Business Opportunities - provides advice to the Commission on issues and policies concerning opportunities for ownership and contracting by small, minority and women-owned communications businesses.

Office of Engineering And Technology - allocates spectrum for non-Government use and provides expert advice on technical issues before the Commission.

Office of The General Counsel - serves as chief legal advisor to the Commission's various Bureaus and Offices.

Office of Inspector General - conducts and supervises audits and investigations relating to the operations of the Commission.

Office of Legislative Affairs - is the Commission’s main point of contact with Congress.

Office of The Managing Director - functions as a chief operating official, serving under the direction and supervision of the Chairman.

Office of Media Relations - informs the news media of FCC decisions and serves as the Commission‘s main point of contact with the media.

Office of Strategic Planning & Policy Analysis - works with the Chairman, Commissioners, Bureaus and Offices to develop strategic plans identifying policy objectives for the agency.

Office of Work Place Diversity - advises the Commission on all issues related to workforce diversity, affirmative recruitment and equal employment opportunity.

2.7 The National Telecommunications and Information Administration

The NTIA, an agency of the U.S. Department of Commerce, is the Executive Branch's principal voice on domestic and international telecommunications and information technology issues.  Telecommunications and information issues are dynamic, multi-disciplinary and complex.  NTIA expertise and advocacy enable the U.S. to continue its lead in this area; an integral part of America's competitiveness.  NTIA helps to bring the benefits of advanced telecommunications technologies to millions of Americans in rural and underserved urban areas through its information infrastructure grants.  They provide the hardware that enables public radio and television broadcasters to extend and maintain the reach of their programming.  Advocating competition and liberalization of telecommunications policies around the world, NTIA participates in international government-to-government negotiations to open markets for U.S. companies. 

Negotiating with foreign governments helps to ensure that adequate spectrum is available for national defense, public safety, and U.S. business needs.   NTIA also promotes the efficient use of federal radio spectrum and encourages the development and implementation of new and emerging telecommunications technologies.  They perform

long-term research to explore more efficient use of the spectrum, while working with Federal, state, and local public safety agencies to address future spectrum requirements.
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Figure 2.6
The Office of International Affairs (OIA) provides policy analysis, technical guidance and recommendations that advance the strategic interests and the international competitiveness of the United States.  OIA, together with the Office of Spectrum Management, has a leadership role in preparing for the many conferences and meetings of the International Telecommunication Union.  The Office of Telecommunication Applications (OTA) assists in the development of educational and public telecommunications services through the Public Telecommunications Facilities Program. This program provides grants for the improvement of public radio and television facilities.  The Office of Spectrum Management (OSM), with offices in Washington, DC and Annapolis, MD, develops and implements policies and procedures for domestic issues regarding the use of the spectrum and assigning frequencies to the stations operated by the Federal Government in the United States.  OSM develops long range plans and policies for the management of the spectrum.  They review Federal radio-communication systems to ensure that sufficient spectrum is available for their compatible operation, as well as the analysis and resolution of interference problems involving Federal radio-communication systems, and the analysis of spectrum use in selected bands through the use of state-of-the-art analytic and measurement techniques. 

The Institute for Telecommunication Sciences (ITS), located in Boulder, CO, is NTIA's chief engineering and research branch.  ITS is a centralized Federal laboratory that addresses a diversity of technical issues associated with telecommunications.  ITS addresses both spectrum related and wire-line issues associated with telecommunications. 

NTIA's Office of Policy Analysis and Development (OPAD) is responsible for NTIA's domestic and Federal communications policy development.  OPAD develops policy recommendations on the introduction of competition into, and deregulation of, the telecommunication industry.  The Office prepares wide-ranging studies of the U.S. telecommunication industry and the policies that affect it.  OPAD, in close coordination with NTIA's Office of Chief Counsel, also prepares pleadings for telecommunication policy proceedings conducted by the FCC. 

2.8 U.S. National Regulations and Management of the Radio Frequency Spectrum
In the United States and its Possessions (US&P), the RF spectrum is divided to non-government and government users.  The FCC, acting under the authority of Congress, is responsible for allocation and assignment of frequencies to non-government users.  Examples of non-government users are private citizens, commercial companies, and state/local governments.  The NTIA is responsible for allocation and assignment of frequencies to departments and agencies of the U.S. Federal Government.  The NTIA performs its functions through the assistance of the Inter-department Radio Advisory Committee (IRAC) and various subcommittees under IRAC.  This is where the Navy-Marine Corps obtain their frequency assignments. 

The Frequency Assignment Subcommittee (FAS) of the IRAC decides the fate of Navy-Marine Corps frequency requests in the US&P.  The fact that USN/USMC frequency proposals must gain approval outside of USN-USMC channels is a difficult concept for some military to understand.  If one of our proposals is delayed at the national-level, there is little that USN-USMC can do to persuade the assignment.  Remember, the other departmental agencies are competing for the same spectrum.  In the IRAC there are several permanent subcommittees handling different aspects of spectrum management.  In addition to the FAS as mentioned above, there is also a Spectrum Planning Committee (SPS), the Technical Subcommittee (TSC), the Radio Conference Subcommittee (RCS), the International Notification Group (ING), and the Emergency Planning Subcommittee (EPS).
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The FAS coordinates and assigns radio frequencies for all federal government agencies.  This is where CONUS Navy-Marine Corps frequency requests are forwarded for final review/coordination.  Each FAS member has an opportunity to object to each federal request for frequencies submitted.  The SPS continually examines the current and future use of the electromagnetic spectrum for each service.   This is the office that evaluates requests for trunk-radio-systems for all federal agencies.  The TCS is responsible for all technical aspects of the frequency spectrum.  They develop technical standards and make recommendations on optimizing its use.  The RCS prepares for ITU radio conferences by developing recommended U.S. proposals and positions.  The ING prepares responses to the ITU on U.S. frequency usage.  Additionally, the ING submits U.S. frequency assignments for registration with the ITU.  EPS formulates, guides, and reviews National Security Emergency Preparedness (NSEP) planning for spectrum dependent systems. 

Now that you have some basic knowledge of the complexity of spectrum management, let’s get into the basics of what your responsibilities are as an “Installation Spectrum Manager”.  It’s not as complicated as it sounds, however we thought that you needed to see just how complex an issue it is that we’re dealing with.  We hope this knowledge has given you a better understanding of the role you will play as an ISM.

Chapter 3

Navy-Marine Corps Spectrum Management

3.1 Navy-Marine Corps Frequency Management & Regulation of the Spectrum

3.2 International Management and Management of the Spectrum

3.3 Common Types of Frequency Requests and Lead-Time Requirements

3.4 Keeping Track Of Your Transactions
3.1 Navy-Marine Corps Frequency Management & Regulation of the Spectrum
Navy-Marine Corps spectrum management is guided by OPNAVINST 2400.20(Series) Navy Management of the Radio Frequency Spectrum; NTP-6 Naval Telecommunications Spectrum Management Manual; the National Telecommunications & Information Administration (Department of Commerce) Manual of Regulations & Procedures for Federal Radio Frequency Management; the Military Communications-Electronics Board PUB 7; DoD Directive 4650.1 (Series), as well as various other manuals and instructions.  A detailed list of “Spectrum Grails” is provided in Chapter 11.

In the Navy-Marine Corps, regulating the frequency spectrum begins with the Installation Spectrum Manager (ISM).  As mentioned earlier, the Commanding Officer or Officer-in-Charge of every Navy and Marine Corps installation must appoint (in writing) a primary and alternate ISM, as mandated by OPNAV.  A copy of the appointment letter must be provided to the Region Spectrum Management Office.    

Spectrum management begins through spectrum allocation.  Allocation is defined as dividing the spectrum into portions or bands that are designated for a specific service or services.  Examples of services are fixed, mobile, broadcasting, and amateur.  An example of an allocated band would be 540 to 1600 Khz; allocated for broadcasting in the United States; this allocation is demonstrated as the AM dial on your AM/FM radio.  So allocated, only broadcasting services are authorized to operate in this band on a primary basis.  However, as we stated earlier some bands are shared.  Although allocated to AM broadcasting, it is not exclusive to that service.  A non-broadcasting service can request and gain approval to operate in this band, but they must do so in a manner that will not to cause interference to the authorized broadcasting station in the band.

Navy-Marine Corps spectrum management is not complicated.  The requirement for a new frequency normally begins at the user level.  The ISM, working closely with the customer requiring spectrum support, submits a frequency proposal (a request) to the Region Spectrum Manager.  The specific format for frequency requests is referred to as “Standard Frequency Action Format” which is defined in detail in MCEB PUB-7, as well as later in this guide.  The Region Spectrum Manager validates the request and forwards it to NMSC via Spectrum XXI; the software program provided to process all frequency actions.  NMSC will process the request through the national-level spectrum management process for an assignment.  (See Figure 3.1)
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Navy-Marine Corps Spectrum Management Structure

Figure 1-3

Once NMSC obtains authority to use the requested frequency, the Region Spectrum Management Office will be notified.  To complete the process, the Regional Office notifies the ISM who submitted the original request and the ISM notifies the user who requested the support.  The user can now legally energize the equipment, provided activation is in accordance with the assignment and the equipment certification parameters.  The ISM maintains a copy of the frequency assignment for purposes that will be discussed later in this guide.
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Figure 3.2

3.2 International Regulation and Management of the Spectrum
International spectrum management is also important and may directly affect you as an ISM.  Today, USN-USMC global missions mean that we must be ready to deploy anywhere in the world at any time.  Each country considers the electromagnetic spectrum as a natural resource within the boundaries of their country.  This means that frequency approval authority rests with the Host Nation for use within its Territorial Boundaries. USN-USMC can be impacted because they deploy and may have ships and/or ground forces within the territorial limits of a Host Nation.  As such, USN-USMC must obtain approval to operate spectrum dependent systems with each Host Nation throughout the world.  While not normally an issue for US&P ISM’s, those ISM’s at overseas locations will have to fully understand the Host Nation Coordination process.  As an example, the frequencies we use for Force Protection at Naval Station Everett Washington may be used for another purpose by a Host Nation.  Therefore, a ship home ported in Everett and visiting Japan may not be able to use their FP radios as they may cause interference to the authorized Japanese user.  Radio frequencies know no geographical boundaries; the signal does not automatically dissipate at the 12 NM Territorial boundary line.  Therefore the requirement exists to coordination use within 200 NM of any Host Nation.

3.3 Common Types of Frequency Requests and Lead Time Requirements

New – Permanent/Regular – Permanent, or regular frequency assignments are those assignments that are required for more than one year.  A new permanent frequency requests is required whenever a transmission mode, equipment or frequency is required where none exists.  These requests must include the information required by Standard Frequency Action Format (SFAF) proposal, discussed in detail in Chapter 5.  If all the information on the SFAF is not available, consult your RSMO.  The RMSO has numerous databases, files and other resources available that may assist in providing the necessary information.


Lead-Time:  120 DAYS

Temporary – A request for temporary frequency assignment is normally for a short period of time, normally 90 days or less.  Temporary frequency assignments must be requested via SFAF.


Lead-Time: 90 DAYS

Modification – A request to change or modify the characteristics of an existing frequency assignment, such as a change in power, emission, antenna location, or an additional piece of equipment being added to an existing system.  Action to update an existing frequency assignment record as a result of an equipment modification should be completed as quickly as possible to ensure database accurately reflect actual operations.

Deletion - A deletion notification action via SFAF is required whenever an assignment is no longer required.  It is important that unused frequencies be deleted so as to ensure that unused spectrum is made available to other users and that databases reflect actual operations.

The necessary coordination required to obtain a frequency assignment is such that it just doesn’t happen overnight.  In most cases, a minimum 120 DAYLEAD-TIME is required due to the extensive coordination necessary to obtain an assignment.  If you are requesting frequency assignments for use outside of US&P, additional time is required in order to allow for Host Nation Coordination efforts.  Submit requirements as early on as possible.  Remember, lack of proper planning and/or notification is not adequate justification for inadequate lead-time requests.  Without the assignment approval, your equipment must remain de-energized and therefore, unusable.
3.4 Keeping Track Of Your Transactions
To be an effective ISM, you will need to track all of your frequency actions.  One way of doing this is by creating a tracking system.  Create an Excel spreadsheet or an Access database.  Try to determine all of the equipment of on your installation that requires spectrum support.  It may take some time, however it will pay big dividends in the long run.  As new equipment may be necessary, knowing what you have will aid in determining if the new equipment can be safely operated and not interference with other equipment on your installation.  If nothing else, maintain a folder and a log of every frequency request you send forward, annotating the record once action has been completed.  They will help you remember what is pending at the Region or national-level, and will also provide you with the database needed to ensure periodic reviews are completed as required.  We’ll discuss review requirements later in this guide. If you are temporarily reassigned (TAD), take extended leave/vacation or out on sick leave, your files will be a key source of information, allowing your alternate to continue your efforts during your absence.  Chapter 11 provides an example of a tracking tool. 

Chapter 4  

Spectrum Certification

4.1 What is a frequency assignment?

4.2 An introduction to Spectrum Certification

4.3 What about modifying installed equipment?


4.4 What does all this mean to an ISM?

4.1 What is a frequency assignment?

A frequency assignment is required for all government owned spectrum dependent equipment/systems. The assignment authorizes the system or equipment to operate on a discrete frequency or group of frequencies, within a specified set of constraints, such as power, emission bandwidth, location of antennas, and operating time of day. Authority for approval of the assignment authorizing the use of radio frequencies by Navy and Marine Corps activities within the United States and Possessions (US&P) rests with the Administrator, NTIA.  NMSC, as delegated by the Chief of Naval Operations (CNO) and Commander Naval Network Operations Command (CNNOC), is the only Naval agency authorized to coordinate frequency assignment issues with the NTIA.  International law recognizes that the use of the radio frequency spectrum within its territory is a sovereign right of each nation. Navy and Marine Corps activities operating within the territory of a Host Nation must obtain frequency assignments from the Host Nation through the respective Theatre CINC/Joint Frequency Management Office (JFMO). U.S.-based activities that have operational deployment or training requirements within another nation's sovereign territory must request frequency assignments as indicated above unless otherwise directed by Theatre CINC or National Command Authority (NCA). These assignments must comply with the Host Nation's rules, regulations and procedures.  All Navy and Marine Corps commands, organizations, and activities are required to follow the spectrum management policies and procedures promulgated by the CNO and NNWC.

4.2 An Introduction To Spectrum Certification

Spectrum certification is a mandated process to ensure that; (1) the operational frequency band(s) and type of services (i.e. maritime mobile, radiolocation, etc.) are in conformance with respective national and international tables of frequency allocations; (2) the equipment conforms to applicable standards, specifications, regulations, directives and statutes, and (3) approval is provided to authorize expenditure of funds for the procurement and/or development of spectrum dependent equipment. All spectrum dependent equipment/systems owned and operated by the DoD requires Spectrum Support (Certification & Assignment) by the United States Military Communication Electronics Board (USMCEB) Frequency Panels (FP) J-12 Permanent Working Group (PWG) and the National Telecommunications and Information Administration (NTIA) Spectrum Planning Subcommittee (SPS) and Frequency Assignment Subcommittee (FAS).  In simplistic terms, if the equipment emits energy into the environment, a DD Form 1494 must be on file before frequency support can be obtained. A type acceptance by the FCC for commercial equipment is not acceptable for any military use (exception is Part 15 (Unlicensed Devices). NTIA Manual Annex K provides further details regarding unlicensed devices in US&P only).  In some cases, Commercial Items (CI) being considered for acquisition and procurement by the Military operate only in exclusive non-government frequency bands and may not be authorized for use by the military. 

In the US, spectrum is divided into different frequency bands, which are allocated (set aside) between the government and the non-government users.  While most frequency bands are shared, some are not.  Military operations in exclusive non-Government spectrum often means the military will not be given a frequency assignment to use the procured equipment in the US&P, or at a minimum will be on a non-interference basis (NIB) and probably suffer significant operating restrictions.  Additionally, each nation outside the US&P controls the use of the spectrum within their territorial limits and may allocate the spectrum differently than the US.  This often means that commercial procured items (e.g., hand-held radios) may not be authorized for use in foreign countries as they may cause interference.  It is important to note that an approved DD Form 1494, the application for equipment frequency allocation, is not an approval or authorization for use of specific frequencies.  A frequency assignment must be obtained through the proper authorities prior to equipment/system activation.  However, without an approved DD Form 1494, or spectrum certification, no frequency assignment can be authorized.  All spectrum dependent equipment (including FCC Part 15 and NTIA Annex K devices) being fielded overseas (US&P) requires appropriate coordination with the host nation, through the Joint Frequency Management Office, and specific host nation supportability comments/authorization.  Developers and acquirers must ensure Electromagnetic Compatibility for deployed equipment.  Program Managers, the DoD Development Community and Acquisition Agents must plan and program for the use of the spectrum dependent equipment to ensure successful integration of the equipment into the operating force.  NMSC is committed to supporting this effort and maintains, or has access to, the resources required to assess the spectrum supportability of equipment being developed and/or acquired by the DoD.  

Application for Equipment Frequency Allocation (DD-1494) is commonly referred to as Spectrum Certification.  It is to DoD communications equipment, what the Underwriter 

Laboratories Inc (UL) symbol is to commercial applications for certifying and testing appliances in your home.  Navy-Marine Corps agencies developing, procuring, or modifying spectrum dependent equipment must meet applicable military, government, national, host nation, and international Electromagnetic Compatibility (EMC) equipment standards.  The UL certifies products for public safety.  DoD Spectrum Certification (DD-1494) certifies that your equipment meets all of the requirements previously stated.  NMSC and Regions will not provide even temporary frequency assignments unless a valid DD-1494 for the equipment exists.  When DoD certifies equipment, it is assigned a J/F12 certification number.  Spectrum certifications are valid for as long as the equipment or complete system is not modified.  You may encounter a piece of equipment with minor changes; it will have a J/F12 number plus a slant and then a number.  As an example, J/F12 number for the AN/VRC-99(B) is 07061/2.  The slant 2, tells you that this equipment was modified from its original configuration. 

CERTIFICATION STAGES

The amount and type of data required on the DD Form 1494 varies with the stage of certification.  The requirements for each stage are explained below:

STAGE 1

"Conceptual" A concept certification is required prior to releasing funds for studies or assembling "Proof-of-Concept" test-beds.  Little more operating location is required to be completed.  It is highly desirable, however, that any other planned or estimated details concerning the equipment are entered on the DD Form 1494.

STAGE 2

"Experimental" An experimental certification is required prior to the release of funds for building a radiating test model or assignment of a frequency for experimental usage.  This includes, but is not restricted to, units that will be tested within the laboratory.  Estimated and calculated data can be used where appropriate for nearly all the blocks on the DD Form 1494.

STAGE 3

"Developmental" Prior to release of funds for engineering development models, a stage three certification must be obtained.  All applicable blocks of the DD Form 1494 must be filled in with measured data.  Where measured data is not available, calculated data must be used.

STAGE 4

"Operational" An operational spectrum certification is mandatory prior to release of funds for production units.  Measured data for all measurable technical characteristics such as emission bandwidth, harmonic level, spurious level, etc., should be provided when submitting a stage four Spectrum Certification application.  All commercial off-the-shelf equipment whose RF characteristics have not been modified falls into this stage of certification.  

4.3 Should I submit a new DD-1494 for existing equipment?
If there are significant changes to a piece of equipment or system that will have an impact on the RF spectrum systems or subsystems, a new DD-1494 must be resubmitted for analysis and approval.  As stated earlier, once approved, the J/F12 number will be either modified or a new number assigned.  There are a number of changes to system status that can be submitted with a Note-to-Holder request to CNO via NMSC.

Your Region Spectrum Management Office maintains records of current equipment that has been certified by using the most recent database for Spectrum Certification System (SCS).  The Joint Spectrum Center (JSC) has developed the SCS to automate portions of the spectrum certification process.  SCS can either be used in a “stand-alone” mode or as a client software application in Spectrum XXI.  In addition to the software, SCS also provides a database of archived J/F12 records.

SCS Data Maintenance and Retrieval (DMR) system provides a structured database for retrieval of records by generating and printing completed applications.  It can also interface with other automated analysis tools to check the data against various applicable standards and performs engineering checks.  Users can also save output records for transfer to other users.

As an ISM it is vitally important that you are aware of all the radio or electromagnetic equipment your installation currently employs.   A record of these systems may not exist.  If such is the case, you will need to meet with the various Departments on your installation to compile a complete list of spectrum dependent equipment.  Then, you will need to work with the RSMO to determine/ensure that all equipment identified has valid frequency assignments.  Some systems that may have valid assignments may need to have the records modified (e.g., antenna location changed since original assignment).  The SCS is only as good as the input it receives from the field.  Accurate and up-to-date spectrum certifications will keep you legal and reduce the possibility of interference at your installation.  
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4.4 So what does this mean to the ISM?

If you need a frequency, you need a Spectrum Certification Number.  When requesting a frequency assignment, it cannot be approved without first verifying that Spectrum Certification or a J/F12 exists.  To request a frequency, you will need to fill out a Standard Frequency Action Format (SFAF) request.  SFAF is discussed in great detail later in this guide.  You will need to know the J/F12 number for the equipment as it is required in SFAF Line Item 343 for the transmitter and 443 for the receiver.  This indicates the certification number assigned to the system and approved by the MCEB J/F12 Working Group.  If there is more than one J/F12 document for a particular piece of equipment, you must include each number on the SFAF.  If in doubt, contact your RSMO for assistance.  Having the current J/F12 in your possession will save considerable time as it contains much of the information required on the SFAF.  

Chapter 5

Standard Frequency Action Format

5.1 Introduction to the Standard Frequency Action Format (SFAF)

5.2 What information is contained in a SFAF

5.3 Types of Power Definitions (SFAF Item 116)

5.4 SFAF Example for a Temporary Frequency Request

5.5 SFAF Example for a Permanent Frequency Request

5.6 SFAF Example for a Five-Year-Review

5.1 Introduction to the Standard Frequency Action Format (SFAF)
You’ve probably filled out various forms that require specific data in specific fields.  An SFAF is no different.  Each line item in an SFAF requires specific data to be entered in a standardized format.  This ensures that everyone is recording information correctly and that it is readable by various programs and databases.

An SFAF is used to request a frequency assignment and is the foundation of the DoD frequency database.  Because everyone uses the SFAF, we are able to manage the frequency databases and retrieve information as required.  MCEB PUB-7 provides detailed guidance on completing an SFAF request.  

The SFAF is used for a variety of actions; requesting frequencies (N), modifying existing frequency assignments (M), and deleting frequencies/records that are no longer required (D).  You are not required to become an expert with all the fields available on an SFAF, however you must become familiar with the format and understand what fields are required for various actions/requests.  We will provide examples of various SFAF requests later in this chapter.  

As you will see from the SFAF discussion that follows, there are many SFAF data items that must be completed to obtain a frequency assignment.  The antenna location, the antenna height, transmitter location, power, operating units, etc.  As the person who will interface with the actual user of the frequency, you must know what the user requires in order to properly complete the SFAF.  In addition to finding out specific information, you should also have a good understanding of how the frequency will be used and what mission it will support.  

To draft an SFAF is rather simple once you understand the data fields.  There are specific line items (005 through 999) not all of which are used by spectrum managers.  As stated earlier, USMCEB PUB-7 describes each line item in detailed and provides examples of a properly completed field.    A “SFAF Quick Reference Guide” is provided in Chapter 11, as are various samples of SFAFs and SFAF templates.  

5.2 What information is contained in a SFAF?

Every SFAF starts with Line Item 005.

The code entered in item 005 signifies the overall classification of the assignment record.

The next line that is always used is Line Item 010

It is used to determine the type of action being accomplished or the type of action accomplished.  The actions you will encounter most often are “N” for new frequency, “M” for modification and “D” for deleting an assignment record.  Modifications are used whenever you update or change anything in an assignment record.  This includes five-year reviews, discussed later in this guide.  There are only three things in an assignment you can’t change, serial number (SFAF Line Item 102), frequency, (SFAF Line Item 110) and, state or country code (SFAF Line Item 300).  “D” for deletion is the last common type of action that you will encounter.

SFAF Line Item 102 is the agency serial number.   This is a unique number assigned to each frequency for tracking purposes, similar to an FCC license number.  If you have the same frequency assigned to different organizations at the same location you would have three unique serial numbers, one for each assignment.  If you are requesting a new frequency, the RSMO will add the new serial number to your request.  If you are requesting modification of an existing assignment or deletion of a record, you will use the same serial number from that assignment.

SFAF Line Item 110 is where the frequency or band is assigned.  If you are requesting a new frequency, enter the exclusive frequency or band here.  For example, if you are requesting a frequency in the band 380.0Mhz to 399.90Mhz, line 110 would look like this:  110. M380-399.9

Remember, you are required to submit a separate SFAF for each frequency or band that you require support.  If you need three frequencies in the band 380Mhz to 399.9Mhz, you would submit three separate SFAF proposals.  After your request has been approved, the frequency you receive would appear on line 110 as an assignment.  As an example, the approval would read “110. M382.1MHz”.

5.3 Types of Power – Definitions (SFAF Item 116)  

CARRIER POWER(PZ) – Code C: SFAF Line Item 116.  The average power supplied to the antenna transmission line by a transmitter during one radio frequency cycle taken under the condition of no modulation.  Use this for “NON” and for “A3E” sound broadcasting.

MEAN POWER (PY) – Code M: SFAF Line Item 116.  The average power supplied to the antenna transmission line by a transmitter during an interval of time sufficiently long compared with the lowest frequency encountered in the modulation taken under normal operating conditions.  Mean Power is used for most AM emissions and all frequency modulated emissions.

PEAK ENVELOPE POWER (PX) – Code P:  SFAF Line Item 116.  The average power supplied to the antenna transmission line by a transmitter during one radio frequency cycle at the crest of the modulation envelope taken under normal operating conditions.  Peak Envelope Power is used for all pulsed equipment.

EFFECTIVE RADIATED POWER:  SFAF Line Item 117.  This is the power radiated from the transmitter antenna.  It is the sum of the power supplied to the antenna and the gain of the antenna, expressed in dBm.  Chapter 11 provides a watts to dBm conversion table that we hope will be a helpful tool.

5.4. SFAF example for a TEMPORARY Frequency Request

005.     UE



363.     V

010.     N



400.     WA

102.     NPUG040064


401.     INDIAN IS

110.     M150.5


403.     480223N1224339W

113.     MO



440.     G,AN/PRC-117D

114.     16K0F3E


440/02.     G,AN/PRC-117F

115.     W10



454.     WHIP

113/02. MO



457.     2

114/02.     3K00A3E


462.     ND

115/02.     W50


463.     V

130.     3



500.     S189

140.     20040805 (Mandatory)
500/02.     P032

141.     20040831 (Mandatory)
502.     FIELD EXERCISE SEAHAWK 2004

144.     U



511.     OTHER OPERATIONS

200.     DON



512.     EXERCISE

202.     PACFLT


520.     ANNUAL LAND AND SEA JOINT

203.     USN



520/02.     COMBINED FORCES EXERCISE

204.     NFCBAN


520/03.     INVOLVING ARMY, NAVY, COAST

206.     NFCBAN


520/04.     GUARD, CAP, NATIONAL GUARD

207.     HDCU113


520/05.     AND, CANADIAN ASSETS.

208.     N30698


520/06.     EXERCISE ON A NON-

209.     NFCWUS


520/07.     INTERFERENCE BASIS.

300.     WA



701.     327

301.     INDIAN IS


702.     NFCWUS 4-236B

303.     480223N1224339W

716.     4

306.     72B



803.     K.NEPTUNE,NFCBAN,DSN 744-7075

340.     G,AN/PRC-117D

910.     SEAHAWK 2004

340/02.     G,AN/PRC-117F

956.     RHA

341.     10,NET

343.     J/F 12/07416

343/02.     J/F 12/07852

354.     WHIP

357.     2

362.     ND

5.5 SFAF example for a PERMANENT Frequency Request

005.     UE




306.
8B

010.     N




340.
C,MOTHT750

102.     N   045320



341.
50,NET

110.     M150.2875



343.
J/F 12/07867

113.     MLP




354.
WHIP

114.     11K0F3E



355.
HT-750 VHF

115.     W5




357.
0

130.     3




359.
13

140.     20040815 (Unlike Temporary, only
362.
ND 

140 line required for permanent)
363.
V

144.     Y




400.
WA

200.     DON




401.
BREMERTON

201.     PACOM



403.
473342N1223830W

202.     PACFLT



440.
C,MOTHT750

203.     USN




443.
J/F 12/07867

204.     NFCBAN



502.
RADIOGRAPHIC NET

206.     NSYPUGETSOUND


504.
20090815 FIVE YEAR REVIEW
207.     NSYPUGETSOUND



(Not required on Temp requests)
208.     N68742



511.
SUSTAINING OPERATIONS

209.     NFCWUS



512.
MAINTENANCE

300.     WA




701.
T10

301.     BREMERTON


702.
NFCWUS040171

302.     CODE135



716.
7

303.     473342N1223830W


803.
D.JONES,NFCBAN,DSN744-7075

Note: This SFAF supports a frequency request for a Hand-Held Radio.  Therefore, SFAF Line Items 454, 457, 459, and. 463 (Receiver Antenna Data) is not included.  

See Chapter 11 for additional information, examples and templates on SFAF submissions.

5.6 SFAF example for a Five Year Review

NTIA requires that each government agency maintain a program of continuing review of frequency assignments and delete or amend such assignments as appropriate.  The objective of the review program is to ensure that frequency assignments are in current use and correctly reflected in the Government Master File (GMF); to ensure that frequency assignments are required for continued operations for the purpose stated in their justification; and, to ensure that frequency assignments are still qualified for authorization under the provisions of NTIA regulations.  Chapter 8 and Annex F of the NTIA manual provide additional details regarding the Five-Year-Review Program.  

	Note: Some circumstances may require more line items be used.  Your RSMO will let you know if/when additional line items are required.

	ATTENTION:  Always consult the latest MCEB PUB –7 and other applicable references when filling out a Five-Year Review.

	SPECIAL NOTE:  Use the minimum items required ONLY when there have been NO CHANGES to any of the information in the assignment.  If there have been changes to line items other than those identified as minimum, include those changed line items in the Five-Year Review.


	
	MINIMUM 5-YR REVIEW ITEMS
	

	LINE ITEM
	DESCRIPTION
	EXAMPLE

	005
	Security Classification
	UA

	010
	Type of Action
	M

	102
	Agency Serial Number
	N   990123

	110
	Requested Frequency
	M385.5

	144
	Approval Authority Indicator
	Y

	203
	Bureau
	N

	301
	Transmitter Antenna Location
	NAVSTA PHBR

	504
	FAS Agenda or OUS&P Comments
	Record Review – No Change

	702
	Control/Request Number
	N 990123

	 803
	Requestor Data
	J.P. Jones, DSN 555-1212


Example of a properly completed (long form) SFAF for a 5-Year Review

005.     UE



463.     H

010.     M



473.     X

102.     N   948280


502.     FOR USE ABOARD RANGE

103.     I9357704


502/02.     CRAFT FOR NAVIGATION AND

110.     M9445



502/03.     RANGE OPERATIONS

113.     NR



503/04.     RANGE CRAFT NAVIGATION

114.     55M00P0N


503/05.     AND SAFETY

115.     K4



503/06.     Note:  Use additional lines as

117.     85.8



503/07      required to convey your message.

118.     E



504.     FIVE YEAR REVIEW

130.     3



511.     SEA OPERATIONS

142.     19991201


512.     SURFACE NAVAIDS

143.     19941201


513.     NAVIGATION RADAR

144.     Y



520.     COORD CG-BRADY

145.     O



520/02.     AREA OF OPERATIONS TO

151.     C



520/03.     INCLUDE THE INLAND WATERS

152.     C,NDHQ021815ZSEP94
520/04.     OF PUGET SOUND AND THE

200.     DON



520/05.     COLUMBIA RIVER

202.     PACFLT


530.     ARB,WA,OR

203.     USN



701.     326

204.     NFCBAN


702.     NFCWUS040084

206.     NUWCKEYPORT

716.     7

207.     NUWCKEYPORT

803.     J JONES,NUWCKEYPORT,DSN 744-4237

208.     N00253


804.     M9415-9475,MAGNETRON

209.     NFCWUS


901.     A

300.     PAC



924.     FRRS

301.     COASTAL WATERS

926.     27500

302.     WEST COAST

927.     19940921

340.     C,RAYR10X


928.     20040406

343.     J/F 12/06840


956.     JLA

345.     FV

346.     .08

346/02.     .35

346/03.     .7

347.     2.25K

347/02.     1.5K

347/03.     .75K

354.     SLOTTDWVGD

357.     24

362.     R

363.     H

373.     X

400.     PAC

401.     COASTAL WATERS

440.     C,RAYR10X

Chapter 6

Emission Designators / Station Classes

6.1 Understanding Emission Designators

6.2 Understanding Station Class Designators

6.1 Understanding the Emission Designator
An emission designator utilizes a seven-character code to represent the bandwidth, modulation (emission), nature of the signal, and type of information transmitted by a particular radio.  An emission designator is required on all SFAF requests.

(1-4)  The first four characters identify the necessary bandwidth required to transmit the desired information at the rate and with the quality required for the system employed.

Necessary Bandwidth – First Four Characters

The first four characters of an emission designator identify the necessary bandwidth required to transmit the desired information at the rate and with the quality required for the employed system.  Bandwidth (BW) is expressed using three numerals and one letter.  The letter occupies the position of the decimal point and represents the unit of bandwidth.   

Fractional bandwidth may be expressed to a maximum of two decimal places following the letter.  The following letter designators are used based on frequency:


Between 0.00100 and 999 Hz shall be expressed in Hz (letter H);


Between 1.00 and 999 kHz shall be expressed in Khz (letter K);


Between 1.00 and 999 MHz shall be expressed in Mhz (letter M);


Between 1.00 and 999 GHz shall be expressed in GHz (letter G);

Example: 3K00 is the same as 3.00 kHz bandwidth

Examples of bandwidth:

(1) 15H is 15 Hz of bandwidth; 15H1 is 15.1 Hz of bandwidth

(2) 2K is 2 kHz of bandwidth; 2K85 is 2.85 kHz of bandwidth

Necessary Bandwidth - Fifth Character
The fifth character identifies the type of modulation of the main carrier (emission).  The symbol designates the type of modulation of the main character:


Symbol

Type of Emission


    N


Un-modulated: Emission of an un-modulated carrier.


    A


Double Side-band


    B


Independent sideband

A complete list of symbols is available in MCEB PUB-7 Annex B.

Necessary Bandwidth – Sixth Character

The sixth character identifies the nature of the signal(s) modulating the main carrier

Necessary Bandwidth – Seventh Character

The seventh character identifies the type of information to be transmitted. 

COMMON EMISSION DESIGNATORS
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6.2 Station Class Identifiers

Station Class Identifiers are simply an alphabetic code used to define the configuration of various spectrum dependent devices.  A complete list of Station Classes and definitions is provided in MCEB PUB-7 Annex A.   

Chapter 7

E3 – What is E3 and why is it important to an ISM?


7.1 What is Electromagnetic Environmental Effects or E3?


7.2 What is the electromagnetic environment, or EME?


7.3 Who can I contact to help in E3 planning?

7.1 What is Electromagnetic Environmental Effects or E3?

Joint Pub 1-02 defines E3 as “the impact of the electromagnetic environment upon the operational capability of military forces, equipment, systems and platforms”.  It encompasses all electromagnetic disciplines, including electromagnetic compatibility/ electromagnetic interference; electromagnetic vulnerability; electromagnetic pulse; electronic protection, hazards of electromagnetic radiation to personnel, ordnance, and volatile materials; and natural phenomena effects of lightning and p-static.

7.2 What is the electromagnetic environment, or EME?

Again, Joint Pub 1-02 defines EME as “the ElectroMagnetic Environment is the resulting product of the power and time distribution, in various frequency ranges, of the radiated or conducted electromagnetic emission levels that may be encountered by a military force, system, or platform when performing its assigned mission in its intended operational environment.  It is the sum of electromagnetic interference; electromagnetic pulse; hazards of electromagnetic radiation to personnel, ordnance, and volatile materials; and natural phenomena effects of lightning and p-static.  The electromagnetic environment is the resulting effect of all radiating devices within your current area of operation (your installation).  The ability to operate within the electromagnetic environment without causing, or receiving, unwanted electromagnetic interference is directly attributed to appropriate and timely E3 planning.  Whether you are, bringing in new weapons systems on line, in the planning stage of opening a new installation, or installing a cordless phone in your office, early E3 planning can help prevent embarrassing situations or possible disasters. 

7.3 Who can I contact to help in E3 planning?

The Joint Spectrum Center has responsibility for administering the E3 program.  If you are involved in adding new electromagnetic equipment on your installation, E3 planning must be accomplished before equipment is purchased.  A snapshot of your installation’s EME will provide the necessary information to ensure that your planned installation will operate without causing, or receiving, unwanted electromagnetic interference.  In shipyard areas and along piers, EME is absolutely necessary to ensure no hazard to ordnance, people and volatile materials will exist.  The first step in the process is to contact your Electronic Maintenance Office (EMO).  The EMO should ensure that EME is completed prior to any purchase of electromagnetic equipment.   Depending on the installation, SPAWAR may be the test conductor.  Once EME has been completed and your new system is cleared for use, your next step will be to ensure that the equipment has an approved DD-1494 J/F12.  At this point it is still not advisable to effect the purchase.  You should first obtain frequency assignments.  You will do this through completion of the SFAF as discussed in Chapter 5.  Once you have your assignments the equipment purchase can be initiated and the installation started.

Chapter 8 

Radio Frequency Interference

8.1 Understanding Radio Frequency Interference/Electromagnetic Interference

8.2 Understanding the Joint Spectrum Interference Resolution (JSIR) Process

8.3 Basics of Direction Finding (DF)

8.1 Understanding Radio Frequency Interference/Electromagnetic Interference

Assured access to the electromagnetic spectrum is vital to Navy-Marine Corps operations worldwide.  Electromagnetic Interference (EMI)/Radio Frequency Interference (RFI) hampers the command and control of military operations by degrading essential systems that us the electromagnetic spectrum.  EMI impedes operations and hinders mission accomplishment.  Effective EMI/RFI management plays a crucial role in assuring critical information is exchanged timely and accurately, in times of war, during operations other than war, and during peacetime.  Timely and accurate identification, verification, characterization, reporting, geo-location of the source, analysis, and resolution of EMI is essential to maintaining command and control.  Since EMI/RFI can be caused by enemy, neutral, friendly, or natural sources, generally, it must be resolved on a case-by-case basis.  Users must report all EMI/RFI regardless of the severity.  It is essential that efficient, practical procedures be established to effect the reporting and resolution of EMI/RFI.  CJCSI 3320.02B established the Joint Spectrum Interference Resolution (JSIR) program.  CJCSM 3320.20 provides standardized techniques and procedures for spectrum interference resolution throughout the DoD.  The manual provides detailed guidance regarding standard EMI detection, identification, reporting and resolution procedures for both space and terrestrials systems.   The objective of the JSIR program is to report and assist with the resolution of EMI/RFI from cradle to grave.  

8.2 Joint Spectrum Interference Resolution (JSIR) Process

Normally, the frequency user will be the first to become aware of RFI, and a judgment must be made as to how the observed RFI affects the operation.  If the interference is of such magnitude that it cannot be tolerated, the following steps should be taken as quickly as possible.  When first notified by a customer that they are having interference problems, there are a few basic questions you might ask:


1.  Does the user have the proper frequency tuned?


2.  Is there any new construction on the installation that may affect the antenna?

3.  Have maintenance personnel recently conducted maintenance?  If so, have   they restored the equipment to its proper operating setting?

4.  Check with other stations or users that operate on the same frequency.  Are
 they being similarly affected?

If the equipment is operating correctly and the interference persists, contact your Region Spectrum Management Office for assistance as the source may be outside you installation.  Chapter 11 provides examples of a EMI/RFI Tracking Tools & Logs.

8.3 Basics of Direction Finding (DF)

The task of a radio Direction Finder is to estimate the direction of an emitter by measuring and evaluating electromagnetic field parameters.  From very basic to state-of-the-art Digital Scanning and Monitoring devices, your RSMO will know if DF assets are available in your region/area.  In the event of EMI/RFI, these assets can be extremely beneficial in isolating the source and quickly resolving the interference.  

Chapter 9

Procurement, Acquisition & Non-Licensed Devices

9.1 DON Instruction 4200.1A

9.2 DoD Directive 8100.2

9.3 Part 15 – Unlicensed Devices

9.4 Family Radio Service Radios

9.5 General Mobile Radio Service Radios

9.1 DON Instruction 4200.1A

ISM’s play an important role in the procurement of spectrum dependent systems and equipment.  As an example, DON eBusiness Operations Office Instruction 4200.1A (Navy Policy & Procedures for the Operation & Management of Government Commercial Purchase Program) specifically addresses purchasing Radio Frequency dependent systems & Wireless Devices with a government purchase cards.  The rules state “Unless prior approval from the Installation Spectrum Management Office is obtained, purchase cardholders are not authorized to procure radio frequency dependent systems or wireless devices.  Radio frequency dependent systems and wireless devices include, but are not limited to: fixed and mobile radio transmitters, radars, microwave radios, computer wireless technology and commercial off the shelf (COTS) radio frequency wireless technology.  The only exception addressed in the instruction is that the purchase of exact replacement parts for existing systems do not require approval provided approval was obtained for the original purchase.”  As discussed earlier in this guide, here is a key example of why the ISM must liaison closely with the EMO and Supply Officer on your installation.

9.2 DoD Directive 8100.2 

DoD Directive 8100.2 discusses use of commercial wireless devices, services and technologies in the Department of Defense (DoD) Global Information Grid (GIG).  The directive requires DoD Components seek and follow spectrum supportability guidance from the MCEB prior to assuming any contractual obligations for the full-scale development, production, procurement, or deployment of spectrum dependent and wireless devices or systems, in accordance with DoD Directive 4650.1.  The mandate applies to all commercial wireless devices, services, and technologies, including voice and data capabilities, operating either as part of the DoD GIG, or as part of DoD non-GIG Information Technology (IT) (stand-alone) systems.  This includes, but is not limited to commercial wireless networks and Portable Electronic Devices (PED); laptops computers with wireless capability, cellular/Personal Communications System (PCS) devices, audio/video recording and scanning devices, remote sensors, messaging devices, Personal Digital Assistants (PDA), and any other commercial wireless devices capable of storing, processing, or transmitting information.  The directive specifically states “No spectrum-dependent “off-the-shelf” or other non-developmental system shall be purchased or procured without a spectrum supportability determination.  As an ISM, become thoroughly familiar with these directives and instructions.

9.3 Part 15 – Unlicensed Devices 

PART 15 or Non-Licensed Devices are discussed in detail in 47CFR as well as in Annex K of the NTIA Manual.  Annex K sets Federal Government regulations and technical specifications under which a low power, intentional, unintentional radiator or device may be developed and operated officially by a Federal Government Agency without an NTIA approved frequency assignment.  Part 15 devices include but are not limited to:

* Cordless Telephones
* Baby Monitors
* Computers

* Doors Chimes

* Remote Keys
* Garage Door Openers

* Scanning Receivers

* Wireless Mouse
* Radio Controlled Toys

* Low Power Walkie-Talkies
* Wireless Headsets
* Security Alarms 

* Invisible Fence Systems
* Dog Trainers
* Home Weather Monitors

Because of their limited, ultra-low power outputs, Part-15 devices are permitted to operate in almost all the radio frequency bands, including those dominated and heavily used by the DOD.  As a result, the FCC requires that Part-15 Devices be manufactured and operated in such a manner that they not cause harmful interference to licensed users.  The operator of a Part-15 Device is responsible for correcting the interference or to stop using the device is so ordered by the FCC. 

Part 15 Devices MUST NOT cause harmful interference to other radio users and MUST accept any interference caused by the legal operation of other licensed users.
9.4 Family Radio Service (FRS). 

FRS radios are FCC certified and have an identifying label placed on them by the manufacturer.  FRS radios are only authorized for use by family, friends and associates to communicate within a neighborhood, and while on group outings.  FRS radios have a communications range of less than one mile.  FCC regulations state that FRS radios must be used for their intended purpose.  Therefore, using FRS radios to conduct government business is unauthorized.  

9.5 General Mobile Radio Service (GMRS). 

GMRS The General Mobile Radio Service (GMRS) is a land-mobile radio service available for short-distance two-way communications to facilitate the activities of an adult individual and his or her immediate family members, including a spouse, children, parents, grandparents, aunts, uncles, nephews, nieces, and in-laws (47 CFR 95.179). Normally, as a GMRS system licensee, you and your family members would communicate among yourselves over the general area of your residence or during recreational group outings, such as camping or hiking. Again, use of GMRS radios to conduct government business is unauthorized unless you obtain a license to operate the radio.  If your installation requires spectrum dependent equipment (Hand-Held-Radios), contact your RSMO for assistance prior to negotiating any purchases.  

Chapter 10 – Land Mobile Radio & Trunk Systems


10.1 What is a Land Mobile Radio?



10.2 What is Trunking or a Trunk Radio System?



10.3 Enterprise Land Mobile Radio (ELMR) Working Group

10.1 What is a Land Mobile Radio?

In August 2001, the Secretary of Defense issued a memorandum regarding “Policy for Land Mobile Radio Systems”.  The policy letter defines Land Mobile Radios (LMR) as a radio that operates in a frequency band, designated for mobile communications by the U.S. National Table of Frequency Allocations.  LMRs are typically line-of-sight, handheld or vehicular radios providing netted conventional two-way or trunked, voice and data communications.  LMRs are considered used in garrison (on installations), aboard ship (considered in garrison for purposes of this policy), and at deployed sites.  They are considered non-tactical radios used for administrative and mission support functions.  Typical non-tactical radios are used by military police, federal fire departments and emergency medical services (collectively referred to as “first responders” and, logistics and maintenance coordination.  Depending on the mission, they may require a certain level of robustness (encryption).  LMR radios or systems procured after August 1, 2001 and intended for use in the US&P must also comply with the Association of Public-Safety Communication Officials (APCO) Project 25 standards.  The primary objectives of APCO 25 are to: (1) enhance functionality of equipment and capabilities focused on public safety needs, (2) ensure competition among multiple vendors through Open System Architecture and (3) achieve effective, efficient and reliable intra-agency and inter-agency communications.    

10.1 What is Trunking or a Trunk Radio System?

You may see it mentioned in a variety of ways, trunk, trunking, trunked, or netted systems.  Trunking is simply the dynamic and automatic allocation of a small number of channels that are made available to multiple users.  The concept was developed in order to utilize frequencies in a more efficient manner.  Studies have proven that the amount of time actually transmitting on a conventional LMR frequency was extremely low.  Trunking technology maximizes the effectiveness of a limited number of frequencies, while accommodating all users through use of a computer-controlled, automatic channel-sharing capability.  In a conventional system, talk-groups are commonly referred to as radio nets.  In a trunk system there can be numerous talk-groups.  A talk-group is made up of a collection of users who typically need to communicate among themselves in order to accomplish a mission.  They normally have a common functionality, such as Police and/or the Federal Fire Department.  Talk-groups are designed in a manner so that particular groups communicate among themselves in private, while having the functionality to key into other talk-groups should the need arise.  

Trunking Offers Several Benefits over Conventional LMR Systems

* Faster system access – no need to monitor the channel before transmitting.

* Better channel efficiency – all channels are shared by all users to reduce congestion.

* Increased user privacy and safety – users in the same talk-groups are given exclusive use of voice channel for the duration of their business.

* Flexible expansion – easily expandable to accommodate growing number of users.
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Figure 10.1

10.3 Enterprise Land Mobile Radio – Working Group

The Enterprise Land Mobile Radio (ELMR) Working Group is comprised of representatives from all Navy Regions.  The ELMR WG is actively seeking solutions that will provide the functionality necessary to support the uniqueness of each region.  It is important that you contact your RSMO to gain an insight into plans for your region.  As the ISM, your installation may be affected by regional plans.  Not everyone on your installation will have a need for trunking capable radios.  You may find that certain requirements for two-way communications can be easily satisfied through participation in local/commercial systems or simply by commercial cell phones.  Your RMSO will have the latest information regarding trunking in your region.  

Chapter 11 – The ISM Toolkit


11.1 Basic Duties & Responsibilities of an ISM


11.2 ISM Checklist


11.3 Frequency Resource Record System


11.4 Global Command and Control System



11.5 Spectrum XXI


11.6 Internet Links of Interest to an ISM



11.7 Sample ISM Appointment Letter


11.8 Sample ISM Relief Letter


11.9 Sample Frequency Request (SFAF) Form


11.10 Standard Frequency Action Format (SFAF) Template


11.11 Standard Frequency Action Format Quick Reference Guide


11.12 Sample Frequency Management Tracking Log


11.13 Detailed EMI/RFI Characterization & Resolution Checklist


11.14 Sample EMI/RFI Tracking Tool Version I



11.15 Sample EMI/RFI Tracking Tool Version II


11.16 Sample Radio Frequency Interference Historical Log



11.17 Watts to dBw Conversion Tool



11.18 Spectrum Grails

11.19 Special Purpose Frequencies

11.20 U.S. VHF Marine Radio Channels and Frequencies

11.1 Basic Duties & Responsibilities of an ISM

*  Get the word out that you are the ISM.

*  Ensure all departments understand that prior to negotiating the purchase of any spectrum dependent equipment, they must first contact you.  A frequency assignment must be approved prior to affecting the purchase.   This also applies to equipment modifications that may be required to existing equipment/systems.

* Ensure that only assigned frequencies are in use and that frequency assignment records exist for all spectrum dependent systems on your installation.  Unless an accurate file was maintained prior to your assignment, this may take some effort.  You must ensure that you have information regarding all spectrum dependent equipment currently in use or planned at your installation.

* Ensure equipment standards (e.g. power out, antenna location, antenna height, etc) are in compliance with the J/F12.  Assist users in understanding these technical parameters and why compliance is mandatory.

* Review assigned frequencies annually and inform the RSMO of changes in assignment(s) or if frequencies are no longer required.

* Take an active role in determining suspected Electromagnetic Interference (EMI)/Radio Frequency Interference (RFI).  Whether it is your customer reporting interference or an outside activity affected by EMI/RFI, action must be taken to mitigate the situation as quickly as possible.  

* If you are an ISM on an installation in a Host Nation, you must ensure that equipment has Host Nation agreement to operate in that country.


-  You need approval to release technical information (DD-1494) to foreign governments for the purpose of Host Nation Coordination.  To do so, you will need the assistance of the Region SMO and NMSC.  

11.2 Installation Spectrum Manager Checklist
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11.3 Frequency Resource Record System (FRRS)

The purpose of FRRS is to provide users with an integrated set of automated tools and data resources that can be used to support spectrum management requirements.  FRRS consists of host nodes at strategic locations throughout the world.  All Navy primary spectrum management offices require connectivity to one of these nodes through SIPRNET capability.  The FRRS database provides spectrum managers with data base information currently provided by JSC based on select criteria provided by user.  To request access to FRRS, or if you require additional information, contact your RSMO. 

11.4 Global Command and Control System (GCCS) ADP System

The GCCS system provides various spectrum management programs underdevelopment or available for use.  In support of data base requirements, GCCS provides a Spectrum Management Update and Review (SMUR) program.  SMUR provides access to frequency records used by U.S. military agencies throughout the pacific area and select Navy/Marine Corps CONUS assignments.  SMUR's program provides a read-only capability with indexing of frequency assignments based upon select criteria programmed by requester and the ability to print the information.  CINCLANTFLT OPORD 2000/CINCPACFLT OPORD 201/CINCUSNAVEUR OPORD 4000 provides policies and procedures for GCCS ADP support from a GCCS Support Facility.

11.5 Spectrum XXI

The SXXI software was developed under the management and direction of the Department of Defense Joint Spectrum Center (JSC) and the NTIA.  SXXI was developed to fulfill a need to automate various processes and to standardize the spectrum management processes throughout the Federal Government.  SXXI, a single information system addresses all DoD spectrum management automation requirements.  In January 2003, CNO/CMC announced SXXI as the only recognized spectrum management tool for generating and processing SFAF proposals.  It is a Windows based application that provides basic database services and spectrum management functionality to the user.  Interconnected through a system of servers located at various commands throughout the world, SXXI allows users to rapidly input and exchange data.  SXXI requires that all SFAF transactions be processed via secure (SIPRNET) connectivity.  RSMOs will provide tailored SXXI training for ISMs that may have a need for stand-alone (non data exchanging) client workstation.  Contact your RSMO for additional information and visit the SXXI Homepage at SPECTRUM XXI.  

SXXI software enables users to:

( Maintain current frequency assignment records in a standardized database format with various selection and analysis capabilities.
( Maintain a database of communications-electronics equipment and associated technical characteristics in a standard format with various selection and analysis capabilities.
( Automatically select or nominate frequencies that are interference free.
( Automatically complete various frequency assignment and major system equipment certification application forms.
( Validate nominated frequencies via electromagnetic compatibility analyses with systems in the existing environment and perform hundreds of compliance checks on the accuracy of the nominated frequency assignments.
( Perform the NTIA-required five-year review of frequency assignments.
( Conduct engineering analyses and calculations to:
- Convert coordinates from one form to another.
- Develop topographic charts of signal coverage.
- Determine the necessary satellite look-angles of ground stations.
- Perform HF skywave propagation analysis
- Perform link analysis calculations.
- Draw spectrum-occupancy graphs for frequency bands.
( Perform interference analyses to:
- Predict potential interference conflicts for new assignment proposals.
- Identify potential sources to existing frequency assignments.
- Nominate new frequencies.
 
11.6 Links of Interest To Installation Spectrum Managers

Commander Naval Network and Warfare Command
Chief of Naval Operations
Navy-Marine Corps Spectrum Center
DON CIO Spectrum Management
Official Site of the United States Navy
Official Site of the United States Marine Corps
Joint Spectrum Center
Commander Pacific Fleet Spectrum Management
DoD Directives
Navy Directives
Afloat Spectrum Management for The Fleet
DoD Dictionary of Military Terms, from Joint Publication 1-02

Joint Acronyms and Abbreviations; from Joint Publication 1-02

Spectrum XXI
Naval Warfare Publications
Allied Communications Publications (ACPs)
DoD Directive 5000.1 (The Defense Acquisition System) 
DoD Directive 4650.1 (Policy For Management & Use of the Spectrum 

DoD Directive 8100 (Use of Commercial Wireless Devices & Technologies)
MCEB PUB-7
ITU Table of Frequency Allocations
Acronym Finder.com
Find Latitudes & Longitudes 
11.7 Sample Installation Spectrum Manager Appointment Letter

DESIGNATION LETTER
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11.8 Sample Installation Spectrum Manager Relief Letter

RELIEF LETTER
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11.9 Sample Frequency Request Form


11.10 Standard Frequency Action Format (SFAF) Template



11.11 SFAF Quick Reference Guide

FREQUENCY RESOURCE RECORD SYSTEM 

STANDARD FREQUENCY ACTION FORMAT

QUICK REFERENCE GUIDE
ADMINISTRATIVE DATA


SPACE STATIONS (Receiver)


005 Security Classification


415 Equatorial Inclination Angle
006 Security Classification Modification

416 Apogee
007 Missing Data Indicator


417 Perigee
010 Type of Action



418 Period of Orbit
014 Derivative Classification Authority

419 Number of Satellites
015 Unclassified Data Fields

016 Extended Declassification Date

RECEIVER EQUIPMENT
017 Downgrading Instructions


440 Equipment Nomenclature

018 Original Classification Authority

442 Aircraft Nautical Mile Value

019 Reason for Classification


443 Equipment Certification ID

020 Proposal References



102 Agency Serial Number


RECEIVER ANTENNA DATA
103 IRAC Docket Number


454 Antenna Name
105 List Serial Number



455 Antenna Nomenclature
106 Serial Replaced Delete Date

456 Antenna Structure Height

107 Authorization Date



457 Antenna Gain

108 Docket Numbers of Older Authorized
458 Antenna Elevation 







459 Antenna Feed point Height

EMISSION CHARACTERISTICS

460 Antenna Horizontal Beam width
110 Frequency(s)



461 Antenna Vertical Beam width

111 Excluded Frequency Band


462 Antenna Orientation
112 Frequency Separation Criteria

463 Antenna Polarization
113 Station Class



470 Space Station Noise Temperature

114 Emission Designator


471 Earth Station System Noise Temperature
115 Transmitter Power



472 Equivalent Satellite Link Noise Temperature
116 Power Type



473 JSC Area Code
117 Effective Radiated Power

118 Power/ERP Augmentation

TIME/DATE INFORMATION


SUPPLEMENTARY DETAILS
130 Time




500 IRAC Notes

131 Percent Time



501 Notes free-text Comments

140 Required Date



502 Description of Requirement

141 Expiration Date



503 Agency Free-text Comments

142 Review Date



504 FAS Agenda or OUS&P Comments

143 Revision Date



505 NATO Pooled Frequency Code Number

144 Approval Authority Indicator


506 Paired Frequency

145 ITU BR Registration


511 Major Function Identifier

146 DCS Trunk ID



512 Intermediate Function Identifier

147 Joint Agencies



513 Detailed Function Identifier

151 Coordination Indicator


520 Supplementary Details







521 Transition & Narrow Band Planning Data







530 Authorized Areas







531 Authorized States

ORGANIZATIONAL INFORMATION

OTHER ASSIGNMENT IDENTIFIERS
200 Agency




701 Frequency Action Officer
201 Unified Command



702 Control/Request Number
202 Unified Command Service


704 Type of Service
203 Bureau




707 PACOM Complement/FMSC Function #
204 Command




710 Host Country Docket Number
205 Subcommand



711 Aeronautical Service Range & Height
206 Installation Frequency Manager

715 Transmitter FMSC MRFL Number
207 Operating Unit



716 Usage Code
208 User Net/Code

209 Area AFC/DoD AFC/Other Organizations

TRANSMITTER LOCATION DATA

ADDITIONAL INFORMATION
300 State/Country



801 Coordination Data/Remarks
301 Antenna Location



803 Requestor Data

302 Station Control



804 Tuning Range/Tuning Increments
303 Antenna Coordinates


805 Date Response Required
304 Call Sign




806 Indication if Host Nominations Accepts
306 Authorized Radius



807 Frequencies to be deleted






901 Record Status

SPACE STATIONS (Transmitters)

903 Proposal Status

315 Equatorial Inclination Angle


904 Status Date

316 Apogee




905 Proposal Date Time Group
317 Perigee




906 Originator
318 Period of Orbit



907 Validation Status

319 Number of Satellites


910 Exercise Project
321 Power Density



911 Date of Last Transaction






924 Date Source Indicator


TRANSMITTER EQUIPMENT


926 Semi-Bandwidth
340 Equipment Nomenclature


927 Date of Entry
341 Number of Stations, System Name

928 Date of Receipt
342 Aircraft Nautical Mile Value


950 PC ID

343 Equipment Certification ID


952 IRAC Security Classification
344 Off-The-Shelf Equipment


953 IRAC Declassification Date
345 Radar Tunability



956 Agency Action Number
346 Pulse Duration



957 Review Year
347 Pulse Repetition Rate


958 Routine Agenda Item

348 Intermediate Frequency


959 Circuit Remarks
349 Side lobe Suppression


963 FCC File Number






964 Tx Aircraft Altitude

TRANSMITTER ANTENNA DATA

965 Rx Aircraft Altitude
354 Antenna Name



982 JCEOI Line Number
355 Antenna Nomenclature


983 JCEOI Master Net List Name

356 Antenna Structure Height


984 Net Frequency Range
357 Antenna Gain



985 Joint Restricted Frequency List (JRFL)

358 Antenna Elevation



986 Net Tactical Call Word

359 Antenna Feed point Height


987 Net Tactical Call Sign
360 Antenna Horizontal Beam width

988 Net Tactical Air Designator (TAD)

361 Antenna Vertical Beam width

989 Net Color Word

373 JSC Area Code



990 Net Color Number
374 ITU Region




991 Net Restoral Priority
RECEIVER LOCATION DATA


992 Net Push Number
400 State/Country



993 Band Usage
401 Antenna Location



994 Check Sum

402 Receiver Control



995 COMSEC Keymat
403 Antenna Coordinates


996 Circuit Type/Line Item/Group Category
404 Call Sign




997 JCEOI Special Net Instructions

406 Authorized Radius



998 Net Notes

407 Path Legend



999 Guard Requirements
408 Repeater Indicator
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11.12 Sample Frequency Management Tracking Log

	CRN#
	Navy-Marine Corps S/N
	Frequency
	Action
	Date To Region
	Date To RSMO
	Date Approved
	Review

Date
	 Equipment Owner POC


	Remarks

	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	N009-04
	N90101
	M380.4
	New
	1/15/04
	1/20/04
	3/07/04
	Mar 2009
	N34 

555-1212
	

	*702
	*102
	*110
	*010
	
	
	
	
	*143
	


* = SFAF Line Item Equivalents 

          Figure 3.1   

Legend:

1.  CRN# (Control Request Number):  SFAF Data Item 702 is the Control Request Number that allows ISMs to track specific frequency applications.  To more easily track your work, it is recommended that you use a sequential numbering system for the first three digits and the last two digits of the current year (N009-04 would indicate the ninth proposal submitted during calendar year 2004).  Throughout the approval process you can use this number to track the status of your proposal.  There is no limit to how many proposals can be grouped under one application number.

2.  N S/N (Navy-Marine Corps Serial Number):  SFAF Line Item 102 is the data field that identifies a specific assignment record in the frequency database by Agency Serial Number.  If your request is a temporary proposal, this will be an item that NMSC or your RSMO may assign.  You may assign your tracking number is SFAF Item 956.

3.  Frequency:  SFAF Line Item 110 of the assignment is the frequency of the assignment or the frequency being requested.  There are times when specific frequencies are not requested.  If you don’t know the frequency, leave it blank until your action officer assigns a frequency.  

4.  Action:  This is the type of action you took against this particular proposal.  Try to keep your entries standard.  For example, use “NEW” for new proposals, “DEL” for deletions, “TEMP” for temporary frequency requests, “ADMIN” for administrative modifications, and “5-YR” for five-year reviews.   

6.  Date To RSMO:  Enter the date you forwarded your proposal to the Regional Spectrum Management Office.  Once your proposal has been coordinated and returned it will either be forwarded to the next required coordination point (e.g. FAA) or it will be forwarded to NMSC for processing.  

7.  Date Approved:  Enter the date NTIA approved your proposal, if applicable.  If you receive notification of assignment, SFAF Line Item 143 is the date you should enter into your log in column 9.

8.  Review Date:  Enter the date the frequency will require a review; normally 5 years.  If you build this form on an Excel Spreadsheet and enter the review date as “Mar-2009”, you will be able to search your entire spreadsheet log to determine monthly what frequencies you have that require a review. 

9.  Equipment Owner Point of Contact:  Always use an office code and phone number. You may include a name however as people come and go, the name may not be as important as the office who owns the equipment.

10. Remarks:  This column can be used to annotate anything you deem appropriate.
11.13 Detailed EMI/RFI Characterization & Resolution Checklist

	STEP
	ACTION
	COMPLETE

Y/N

	001
	Start a log and collect as much information as possible.
	

	002
	Record what interference sounds like.  If appropriate measurement equipment is available, an attempt should be made to quantify the characteristics of the interference signal.  These characteristics include the interfering source’s center frequency, bandwidth, relative amplitude, modulation, direction of interference, time of occurrence, and any other characteristics that can be obtained.
	

	003
	Geographical Information.
	

	003-01
	Check with other units in the geographical area to determine area affected.
	

	003-02
	Verify exact location of receiver using GPS, if available.
	

	004
	Determine interference start and stop times.
	

	005 
	Ensure affected system is operating correctly.
	

	005-01
	Ensure all connectors are tight.
	

	005-02
	Ensure antenna cables are in good condition.
	

	005-03
	Have maintenance personnel ensure equipment is operating IAW technical manual specifications and frequency assignment parameters.
	

	006
	Verify antenna is on the correct azimuth and elevation.
	

	007
	Environment Information
	

	007-01
	Contact all nearby units. Any recently installed new equipment.
	

	007-02
	Check with equipment maintenance personnel to determine if the interference is the result of maintenance actions or an equipment malfunction.  This should include non-RF equipment that can cause spark-type interference used to support the operation of RF equipment (e.g., thermostat-controlled devices, electric motors, welders, etc.)
	

	007-03
	Check to see if construction is being conducted in the immediate area.
	

	007-04
	Determine whether the natural environment is the cause of the problem. 
	

	008
	Frequency Assignment Information
	

	008-01
	Verify through service Component or RSMO that a valid frequency assignment and/or satellite authorization exists.
	

	008-02
	If no assignment exists, cease transmission and request new frequency.
	

	008-03
	If valid assignment exists, change to alternate frequency and determine if interference is present.  If interference is to a satellite communications system, skip to step 9.
	

	008-04
	If a valid assignment exists and the interference goes away after changing to an alternate frequency, submit an interference report to RSMO.
	

	008-05
	Where co-channel or adjacent channel interference is suspected (i.e., the interfering signal overlaps the operating bandwidth of the victim receiver), check with RSMO.  Has other locally operated equipment been recently assigned a co-channel or adjacent channel frequency.
	

	009
	Satellite Communications Interference for MILSATCOM 
	

	009-01
	Net Control Station should contact the supporting SSC and determine if they can identify interference on the satellite.  A determination must be made at this time as to whether the interference is on the uplink or downlink satellite channel.  If two or more users separated by 300 miles are observing the same interference, interference is likely on the uplink.
	

	009-02
	If no interference is present on the satellite uplink frequency, request to be switched to an alternate channel in a different part of the frequency band. 
	

	009-03
	If SSC reports a steady receive key (SRK) on the channel, have all users vacate the net.
	

	009-04
	Once all users are off the net, contact SSC and ask if the Steady Receive Key (SRK) is present.
	

	009-05
	If SRK is gone, have users re-access the net one at a time while SSC monitors; once the user that was causing the interference moves back onto the net the SRK will re-appear.
	

	009-06
	If SRK is present, request another channel for testing.  Have users move to the new channel, one at a time, while monitoring the channel.
	

	009-07
	Once all users have moved to new channel, determine if SRK is present on the original channel.
	

	009-08
	If SRK is present on original channel, initiate a harmful interference report.
	

	010
	Request RSMO assistance to resolve interference to terrestrial systems.
	

	011
	RSMO will request resources to support interference resolution to space systems.
	

	012
	Provide feedback through the chain of command to the affected unit of actions taken and the resolution.
	


11.14 Sample EMI/RFI Tracking Tool – Version I

11.15 Sample RFI/EMI Tracking Tool – Version II

11.16 Sample Radio Frequency Interference Historical Log 

It is important that you maintain an accurate, historical log of all reported cases of Radio Frequency Interference.  Reocurring RFI may require that additional actions be taken such as equipment modification, antenna relocation, power reduction, etc.  Below is a sample log.


11.17 Conversion Table – Watts to dBW
WATTS(S) to dBW Conversion

	W
	dBW
	W
	dBW
	W
	dBW

	1.0
	0.0
	10
	10.0
	100
	20.0

	1.1
	0.4
	11
	10.4
	110
	20.4

	1.2
	0.8
	12
	10.8
	120
	20.8

	1.25
	1.0
	12.5
	11.0
	125
	21.0

	1.3
	1.1
	13
	11.1
	130
	21.1

	1.4
	1.5
	14
	11.5
	140
	21.5

	1.5
	1.8
	15
	11.8
	150
	21.8

	1.6
	2.0
	16
	12.0
	160
	22.0

	1.7
	2.3
	17
	12.3
	170
	22.3

	1.75
	2.4
	17.5
	12.4
	175
	22.4

	1.8
	2.6
	18
	12.6
	180
	22.6

	1.9
	2.8
	19
	12.8
	190
	22.8

	2.0
	3.0
	20
	13.0
	200
	23.0

	2.5
	4.0
	25
	14.0
	250
	24.0

	3.0
	4.8
	30
	14.8
	300
	24.8

	3.5
	5.4
	35
	15.4
	350
	25.4

	4.0
	6.0
	40
	16.0
	400
	26.0

	4.5
	6.5
	45
	16.5
	450
	26.5

	5.0
	7.0
	50
	17.0
	500
	27.0

	5.5
	7.4
	55
	17.4
	550
	27.4

	6.0
	7.8
	60
	17.8
	600
	27.8

	6.5
	8.1
	65
	18.1
	650
	28.1

	7.0
	8.5
	70
	18.5
	700
	28.5

	7.5
	8.8
	75
	18.8
	750
	28.8

	8.0
	9.0
	80
	19.0
	800
	29.0

	8.5
	9.3
	85
	19.3
	850
	29.3

	9.0
	9.5
	90
	19.5
	900
	29.5

	9.5
	9.8
	95
	19.8
	950
	29.8


11.18 Spectrum Publications and Directives

DOD 4200.1

Government Purchase Cards – Wireless Devices

DOD 4650.1

Policy for Management & Use of The Electromagnetic Spectrum
DOD 5000.1

Defense Acquisition System

DOD 8100.2

Use of Commercial Wireless Devices, Services & Technology

CJCSI 3320.01
Electromagnetic Spectrum Use In Joint Operations

CJCSI 3320.02
Joint Spectrum Interference Resolution

CJCSI 3320.02
Classified Supplement To CJCSI 3320.02B

CJCSI 3320.03
Joint Communications Electronics Operation Instruction

CJCSI 6232.01
Link-16 Spectrum Deconfliction within US&P

CJCSM 3320.02
Joint Spectrum Interference Resolution Procedures

CJCSM 3320.01
Joint Operations in the Electromagnetic Battlefield

CJCSM 3212.02
Performing Electronic Attack in the U.S. & Canada

PACOM 2400.1
PACOM Joint Electromagnetic Spectrum Management

OPNAV 2400.20
Navy Management of the Radio Frequency Spectrum

OPNAV 2400.1
Land Mobile Radio

OPNAV 2400.24
Maritime Mobile VHF Radiotelephone – Navy Use

OPNAV 2400.25
National Emergency Readiness Plan for Spectrum

OPNAV 5530.14
Critical Asset Protection

OPNAV C3128.3
Clearance Procedures for Visits to US by Foreign Vessels

NTP-6


Spectrum Management Manual

ACP-190

Guide to Spectrum Management in the Military

ACP-190 SUPP-1
Guide to Frequency Management

NTIA (Red Book)
Manual of Regulations & Procedures for Federal Radio





Frequency Management
MCEB PUB-7

Frequency Resource Record System – SFAF

MCEB M0001-3
Frequency Assignment & Equipment Spectrum Certification





Security Classification Guide

* Note:  References listed are by basic instructions/directives.  Ensure you seek out the latest version of each document.

11.19 Special Purpose Frequencies
Certain frequencies are designated by national and international agreement to be used for specific purposes.  

A Combat Scene of Action frequency is one designated as a simplex channel for tactical communication in a situation in which two or more elements of a combat force are employed in circumstances precluding the prior agreement on a communications plan.  These frequencies are used only for initial contact; once contact is established, immediate arrangements are made for the use of other frequencies in continuing communications.  The use of these frequencies for other purposes must be avoided.  Currently agreed Combat Scene of Action frequencies are:



3850 kHz



47.8 MHz



27900 kHz



279.4 MHz

Distress and Emergency frequencies will be used only to provide a communication channel to and from airborne and ground stations or surface craft experiencing actual emergency or distress conditions.  This includes immediate assistance by other aircraft or surface units in the vicinity acting to alleviate or avert the distress or emergency condition, but does not include further communications incident to a coordinated search and rescue (SAR) operation.  SAR communications are to be conducted on designated SAR frequencies or other appropriate frequencies as directed.  Below is a sample of Distress and Emergency frequencies.  A complete listing is available in CJCSM 3320.01.


500 kHz

International Distress, Morse (CW)


518 kHz

Meteorological Navigation Warnings


2182 kHz

International Distress


2187 kHz

International Distress and Safety


3023 kHz

International Search and Rescue (SAR)


4210 kHz

International Maritime Navigation Warnings


5680 kHz

International SAR


6314 kHz

International Maritime Safety


8364 kHz

International SAR/Survival Craft


121.5 MHz

International Distress/Aeronautical Emergency


243.0 MHz

Aeronautical Emergency/SAR


406.0 MHz

Satellite Emergency Position Indicating Radio Beacon 





(EPIRB)


406.1 MHz

EPIRB


1030 MHz

NAVAIDS – IFF


1090 MHz

NAVAIDS – IFF


40.5 MHz

Military joint emergency common frequency.

11.20 U.S. VHF Marine Radio Channels & Frequencies

U.S. VHF Marine Radio Channels & Frequencies
	Channel Number
	Ship Transmit MHz
	Ship Receive MHz
	Use

	01A
	156.050
	156.050
	Port Operations and Commercial. VTS in selected areas.

	05A
	156.250
	156.250
	Port Operations. VTS in selected areas.

	06
	156.300
	156.300
	Intership Safety

	07A
	156.350
	156.350
	Commercial

	08
	156.400
	156.400
	Commercial (Intership only)

	09
	156.450
	156.450
	Boater Calling. Commercial and Non-Commercial.

	10
	156.500
	156.500
	Commercial

	11
	156.550
	156.550
	Commercial. VTS in selected areas.

	12
	156.600
	156.600
	Port Operations. VTS in selected areas.

	13
	156.650
	156.650
	Intership Navigation Safety (Bridge-to-bridge). Ships >20m length maintain a listening watch on this channel in US waters.

	14
	156.700
	156.700
	Port Operations. VTS in selected areas.

	15
	--
	156.750
	Environmental (Receive only). Used by Class C EPIRBs.

	16
	156.800
	156.800
	International Distress, Safety and Calling. Ships required to carry radio, USCG, and most coast stations maintain a listening watch on this channel.

	17
	156.850
	156.850
	State Control

	18A
	156.900
	156.900
	Commercial

	19A
	156.950
	156.950
	Commercial

	20
	157.000
	161.600
	Port Operations (duplex)

	20A
	157.000
	157.000
	Port Operations

	21A
	157.050
	157.050
	U.S. Coast Guard only

	22A
	157.100
	157.100
	Coast Guard Liaison and Maritime Safety Information Broadcasts. Broadcasts announced on channel 16.

	23A
	157.150
	157.150
	U.S. Coast Guard only

	24
	157.200
	161.800
	Public Correspondence (Marine Operator)

	25
	157.250
	161.850
	Public Correspondence (Marine Operator)

	26
	157.300
	161.900
	Public Correspondence (Marine Operator)

	27
	157.350
	161.950
	Public Correspondence (Marine Operator)

	28
	157.400
	162.000
	Public Correspondence (Marine Operator)

	63A
	156.175
	156.175
	Port Operations and Commercial. VTS in selected areas.

	65A
	156.275
	156.275
	Port Operations

	66A
	156.325
	156.325
	Port Operations

	67
	156.375
	156.375
	Commercial. Used for Bridge-to-bridge communications in lower Mississippi River. Intership only.

	68
	156.425
	156.425
	Non-Commercial

	69
	156.475 
	156.475
	Non-Commercial

	70
	156.525
	156.525
	Digital Selective Calling (voice communications not allowed)

	71
	156.575
	156.575
	Non-Commercial

	72
	156.625
	156.625
	Non-Commercial (Intership only)

	73
	156.675
	156.675
	Port Operations

	74
	156.725
	156.725
	Port Operations

	77
	156.875
	156.875
	Port Operations (Intership only)

	78A
	156.925
	156.925
	Non-Commercial

	79A
	156.975
	156.975
	Commercial. Non-Commercial in Great Lakes only

	80A
	157.025
	157.025
	Commercial. Non-Commercial in Great Lakes only

	81A
	157.075
	157.075
	U.S. Government only - Environmental protection operations.

	82A
	157.125
	157.125
	U.S. Government only

	83A
	157.175
	157.175
	U.S. Coast Guard only

	84
	157.225
	161.825
	Public Correspondence (Marine Operator)

	85
	157.275
	161.875
	Public Correspondence (Marine Operator)

	86
	157.325
	161.925
	Public Correspondence (Marine Operator)

	87
	157.375
	161.975
	Public Correspondence (Marine Operator)

	88
	157.425
	162.025
	Public Correspondence only near Canadian border.

	88A
	157.425
	157.425
	Commercial, Intership only.


NOAA Weather Radio
Frequencies (MHz)
	WX1
	--
	162.550

	WX2
	--
	162.400

	WX3
	--
	162.475

	WX4
	--
	162.425

	WX5
	--
	162.450

	WX6
	--
	162.500

	WX7
	--
	162.525
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Figure 3.1





Navy-Marine Corps Spectrum Center


(NMSC) 








Region Spectrum Management Office





Installation Spectrum Manager











Established in 1958 to respond to military C-E matters referred by the Secretary of Defense, the Joint Chiefs of State, and other designated authorities.  Membership of the MCEB currently consists of the Director, C3 Systems who also serves as chairman, senior C-E officers from the Air Force, Army, Marine Corps and the Coast Guard, as well as directors or senior representatives of the Defense Communications Agency, the National Communications System, the National Security Agency, and the Joint Tactical Command.  MCEB procedures ensure that radio frequencies are available to support radiating devices in their intended environment without causing harmful interference to existing frequency uses.  New, Modified, or additional equipment meets applicable national and international frequency regulations.


Figure 4.1





United States Military Communications-Electronics Board (USMCEB





Spectrum Conversion Chart


1 Hz = 1 Hertz


1,000 Hz = 1 kHz (kilohertz)


1,000,000 Hz = 1 MHz (MegaHertz)


1,000,000,000 Hz = 1 GHz (GigaHertz)


1,000,000,000,000 Hz = 1 THz (TeraHertz)





Example: 105,100,000 Hz = 105.1 MHz or FM 105.1 on your dial)


Figure 2.1





Spectrum Division Chart


                  3-30 kHz       Very Low Frequency (VLF)


                             30-300 kHz        Low Frequency (LF)


                        300-3000 kHz         Medium Frequency (MF)


                                3-30 MHz       High Frequency (HF)


                            30-300 MHz       Very High Frequency (VHF)


                       300-3000 MHz        Ultra High Frequency (UHF)


                                 3-30 GHz       Super High Frequency (SHF)


                            30-300 GHz       Extremely High Frequency (EHF)





Note:  The letter H in kHz, MHz and GHz is capitalized in honor of Mr. Hertz


Figure 2.2





							EXAMPLES


502 Description of Requirement	�


				Enter tuning range/receiving increments/fixed or tunable/


				Enter detailed description of how it will be used.

















803 Requestor Data


		�





				Enter Command Name, ISM Name, Commercial & DSN


				Phone Numbers and, email address of ISM submitting


				the request.		





LOW FREQUENCY


Circuit Description							Emission


MULTI CHNL, (8 CHNL BCST)					1K70J7B


SINGLE CHNL, (1 CHNL)						600K0F1B











HIGH FREQUENCY


Circuit Description							Emission


SSB VOX, UNCOVERED (FIXED/MOBILE)			3K00J3E


SSB VOX, UNCOVERED (MARITIME MOBILE)			2K80J3E


SSB VOX, KY-65/75 (FIXED/MOBILE)				3K00J2E


SSB VOX, KY-65/75 (MARITIME MOBILE)			2K80J2E


SSB VOX, KYV-5 ANDVT (FIXED/MOBILE)			3K00J2E


SSB VOX, KYV-5 ANDVT (MARITIME MOBILE)		2K80J2E


SINGLE CHNL 60WPM RTTY, WIDE SHIFT (850HZ)		1K10F1B


SINGLE CHNL 100WPM RTTY, WIDE SHIFT (850HZ)		1K24F1B


SINGLE CHNL 100WPM RTTY, NBDP (170HZ)			300HF1B


FACSIMILE (FIXED/MOBILE)					3K00J3C


FACSIMILE (MARITIME MOBILE)				2K80J3C


MULTI CHNL VFCT, SSB (UP TO 16 CHNLS)			3K00J7B


ISB, 2 SIDEBANDS, VFCT OR RTTY IN BOTH SIDEBANDS	6K00B7B


ISB, 2 SIDEBANDS, VOX IN USB AND LSB			6K00B8E


ISB, 2 SIDEBANDS, VOX AND RTTY				6K00B9W


ISB, LINK 11								6K00B7D


CW MORSE CODE							100HA1A


TACTICAL FREQ MGMT SYSTEM (TFMS) AN/TRQ-35 (V)	2H50N0N


TACTICAL FREQ MGMT SYSTEM (TFMS) RTTY W/CHIRP	600HF1B











Administrative Data


005 Classification	Unclassified	Confidential	Secret


			If classified, indicate which lines are classified.


							EXAMPLES


110 Frequency(s)		�		M385.0





�		2 frequencies in band M380-399.9





114 Mode of Transmission	�		2K80J3E Voice


(Emission Designator)


115Transmit Power		�		W5	


(Max Power in Watts)				


140 Required Date		�		08/10/2004





141 Expiration Date		�		Permanent





207 Operating Unit		�		Command Name of User





Transmitter Location:	


300 State/Country TX		�		State/Country where TX located





301 Antenna Location		�		City/Base where Antenna located





303 Antenna Coordinates 	�		LAT/LONG (Degrees, Mins/Secs)





340 Equipment Nomenclature	�		AN/PRC-104


		


Receiver Location:


400 State/Country 		�		State/Country where RX located





401 Antenna Location		�		City/Base where Antenna located





403 Antenna Coordinates	�		LAT/LONG (Degrees, Mins/Secs)





440 Equipment Nomenclature	�		AN/PRC-104





VHF/FM


Circuit Description							Emission


SINGLE CHNL DIGITAL DATA, 30-88MHZ (SINCGARS-V)	25K0F2D


SINGLE CHNL ANALOG VOX, 30-88MHZ (SINCGARS-V)	25K0F2E


SINGLE CHNL VOX, 30-88MHZ, UNCOVERED			30K0F3E


SINGLE CHNL VOX, 30-88MHZ, KY-57/58			32K0F1E


SINGLE CHNL DATA, 30-88MHZ, KY-57/58			32K0F1D


SINGLE CHNL FACSIMILE, 30-88MHZ, UNCOVERED		30K0F3C


SINGLE CHNL FACSIMILE, 30-88MHZ, KY-57/58		32K0F1C


SINGLE CHNL VOX, 138-174MHZ, NON-DES	16K0F3E OR 8K0F3E


SINGLE CHNL VOX, 138-174MHZ, DES	20K0F1E OR 10K0F1E


SINGLE CHNL, 100WPM RTTY, 30-88MHZ, WIDE SHIFT	30K0F1B


MULTI CHNL, 4 CHNLS, 30-88MHZ				40K0F9W


MULTI CHNL, 8 CHNLS, 30-88MHZ				80K0F9W


SINGLE CHNL VOX (AM), 118-137MHZ				6K00A3E








ULTRA HIGH FREQUENCY


Circuit Description							Emission


SINGLE CHNL VOX, 225-400MHZ, UNCOVERED		6K00A3E


SINGLE CHNL VOX, 225-400MHZ, KY-57/58/ANDVT		25K0A1E


LINK II, 225-400MHZ						45K0F2D


LINK 4A, 225-400MHZ						60K0F2D


8 CHNL BCST, 225-400MHZ					6K00A2B


SINGLE CHNL 100WPM RTTY, 225-400MHZ, 200HZ SHIFT	1K40A1B


HOMER BEACON, 225-400MHZ	2K04A2A OR 2K04A2D


SATCOM 16 CHNL FLT BCST					12K0G7B


DIGITAL WIDEBAND TRANSMISSION SYSTEM (DWTS)	2M85F7D








SATCOM


Circuit Description							Emission





SATCOM VOX, 225-400MHZ, (COVERED)			25K0G7W


SATCOM VOX, 225-400MHZ, (UNCOVERED)			16K0G7W


SINGLE CHNL VOX (DES), 406.1-420MHZ			20K0F1E


SINGLE CHNL VOX (NON DES), 406.1-420MHZ			16K0F3E





(SATCOM)


EHF, SATCOM, AN/USC-38 (V2)					2G00G7W


SHF, SATCOM, TSC-85/TSC-93, 7-8GHZ				3M88G7W


SHF, MULTI CHNL, LOS, 4.4-5MHZ				1M00G9W








From:	(Command)


To: 	(Regional Spectrum Management Office)


Subj.:  INSTALLATION SPECTRUM MANAGER LETTER OF APPOINMENT





Ref:	(a) OPNAVINST 2400.20(Series)


In accordance with reference (a), the following personnel are appointed as Installation 


Spectrum Manager and Alternate Installation Spectrum Manager for:


Command Name:


PLA:


Commanding Officer/Officer-In-Charge:


Contact Information:


	Phone Number:


	FAX Number:


	Email address:





Installation Spectrum Manager:


Rank/Rate/Grade: 


Security Clearance:


Date of Appointment:


EAOS/PRD:


EMAIL Address:





Alternate Installation Spectrum Manager:


Rank/Rate/Grade:


Security Clearance:


Date of Appointment:


EAOS/PRD:


EMAIL Address:





				//s//


				    Commanding Officer or Officer-In-Charge





Cc:  	Installation Electronics Maintenance Officer


	Installation Supply/Purchasing Officer


	


	





From:	(Command)


To: 	(Regional Spectrum Management Office)


Subj.:  INSTALLATION SPECTRUM MANAGER; RELIEF OF ISM


           APPOINTMENT





Ref:	(a) OPNAVINST 2400.20(Series)


In accordance with reference (a), the following individual is hereby relieved of duties as Installation Spectrum Manager.


 


Command Name:


PLA:


Commanding Officer/Officer-In-Charge:


Contact Information:


	Phone Number:


	FAX Number:


	Email address:





Installation Spectrum Manager being relieved:


Rank/Rate/Grade: 


Security Clearance:


Date of Appointment:


EAOS/PRD:


EMAIL Address:





Installation Spectrum Manager assuming ISM duties:


Rank/Rate/Grade:


Security Clearance:


Date of Appointment:


EAOS/PRD:


EMAIL Address:





				//s//


				    Commanding Officer or Officer-In-Charge





Cc:  	Installation Electronics Maintenance Officer


	Installation Supply/Purchasing Officer


	


	





You receive a call from some outside of your installation requesting assistance in locating the source of RFI.    





Date of Report: YYYYMMDD





RFI Reported By:


Organization:			


Name:			 


Phone number:


Time of Report: (Local date/time)





3. VICTIM Information:


a.  Date/Time RFI Commenced: (Local date/time)  


      b.  Frequency Affected:


      c.  Coordinates of affected system


g.  Impact of interference (Circuit usable or totally disabled):


      h.  Description of interference





4.  SOURCE the RFI:


      a.  Conduct a records search to determine if your installation has equipment capable of operating on the affected frequency.


      b.  If you have equipment capable of operating on the affected frequency, contact the user on your installation to determine:


(1) Is the equipment currently energized?


(2) Is the equipment operating on the assigned frequency?


(3) Is the equipment operating within authorized power output?


	If the answer to 1-3 is YES, report your findings to RSMO.





5.  Region Spectrum Manager Advised:


      a.  Name:


      b.  Date/Time:


        


      














FREQUENCY�
LOCATION�
START�
STOP�
REPORTED�
DURATION�
REMARKS�
�
121.5M�
COMMCEN�
230500L JAN 04�
230530L JAN 04�
230515L JAN 04�
.30�
Equipment left in transmit mode following completion of Month Preventive Maintenance�
�
(L) indicates “local time”





Person Taking Report:_________________________________________________


Victim Information


Name:                          _____________________________________________


Organization:             _____________________________________________


Phone Number:          _____________________________________________


Date/Time of Report:_____________________________________________


Start time:                  _____________________________________________


End Time:                  _____________________________________________


Description of system disrupted or degraded


Equipment nomenclature or name: ___________________________________________





Type of equipment:      ______________________________________________


Emission  Designator:  ______________________________________________


Receiving frequency:   ______________________________________________


Location of equipment affected (antenna locations): _______________________________________________________________________________________________________________________________________________________________________________________________________________


Description and Impact of Interference on the affected system


Effects and Characteristics of interference on performance (data errors, spikes, reduced range, noise, voice, squawked codes). _______________________________________________________________________________________________________________________________________________________________________________________________________________





Type, repetition, (intermittent, continuous):�����


__________________________________________________________________________________________________________________________________________


Duration:     _______________________________________________________


Bandwidth:  _______________________________________________________





Location of possible interference source(s)


Line of bearing:    _______________________________________________


Movement:           _______________________________________________





Actions taken to resolve the interference


____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________








Request for Radio Frequency�
�
�
�
�
�
Street Address of Unit:�
Unit Name and UIC:�
�
�
�
�
Justification & Channel Use:�
Ground Elevation (indicate feet or meters):�
�
�
�
�
Radius of Operation (Kilometers):�
Antenna Feed-Point (Height above Ground Elevation):�
�
�
�
�
Transmitter Power (Watts out at Transmitter):�
Antenna - Type & Gain:�
�
�
�
�
Type Emission(s):�
Equipment (Manufacturer, Model, Name & No.):�
�
�
�
�
Emission Bandwidth(s):�
Quantity (of each type radio per freq. - portable/vehicle,etc.):�
�
�
�
�
Latitude (N - Deg.Min.Sec.):�
Longitude (W - Deg.Min.Sec.):�
�
�
�
�
Frequency Band:�
�
�
VHF (138--150.8MHz)______ UHF (406--420 MHz)______ or Other Band______�
�
�
�
�
Additional/Special Requirement(s):�
�
�
�
�
�
Send request to:  Region Spectrum Management Office�
�
�
Tel. (    )                       / Fax (    )  �
�
�
Internet E-Mail Address:   �
�
�






�INCLUDEPICTURE "../../../Documents%20and%20Settings/john.homan/My%20Documents/My%20Pictures/DoD%2520SM%2520Org%2520Chart.jpg" \* MERGEFORMATINET ���





� EMBED PowerPoint.Slide.8  ���








USING ACTIVITIES ONBOARD AN INSTALLATION�
YES�
NO �
REMARKS�
�
�
�
�
�
�
Obtain frequency assignment before energizing any transmitting device.�
�
�
�
�
�
�
�
�
�
Maintain copy of frequency authorization (assignment) as received from ISM.�
�
�
�
�
�
�
�
�
�
Ensure appropriate spectrum supportability is accomplished prior to purchasing an RF equipment or entering into any contractual obligations involving RF dependent equipment.�
�
�
�
�
�
�
�
�
�
Promptly report any incident of radio frequency interference to the ISM.�
�
�
�
�
�
�
�
�
�
Request only the minimum number of frequencies necessary to support the mission.�
�
�
�
�
�
�
�
�
�
Request only the minimum transmitter power and antenna gain necessary to ensure adequate coverage required.�
�
�
�
�
�
�
�
�
�
Ensure electromagnetic radiating equipment operations comply with authorized parameters of the assignment.�
�
�
�
�
�
�
�
�
�
Provide in writing to the ISM, the name and phone of number for frequency matters.�
�
�
�
�
�
�
�
�
�
Advise ISM immediately when frequencies are no longer required.�
�
�
�
�
�
�
�
�
�
Actively participate with ISM during conduct of base-wide emitter survey and take immediate corrective actions to ensure compliance with all frequency assignments.�
�
�
�
�
�
�
�
�
�
Obtain approval from the ISM prior to modifying any existing emitters or antennas (e.g. increasing power, change in antenna height, gain, etc.)�
�
�
�
�






INSTALLATION SPECTRUM MANAGER CHECKLIST�
YES�
NO�
REMARKS�
�
Responsible for all electromagnetic radiation emanating from the installation, including all activities hosted by the installation.  ISMs should report all cases of interference to the Commanding Officer, recommending he/she issue a "cease and desist" order to the controlling unit.�
�
�
�
�
�
�
�
�
�
Ensure a viable Radio Frequency management program is in place and fully supports installation requirements.�
�
�
�
�
�
�
�
�
�
Maintain a current listing or electronic database of all frequencies assigned to the installation and hosted activities on the installation.  �
�
�
�
�
�
�
�
�
�
Maintain frequency management records for the installation.�
�
�
�
�
�
�
�
�
�
Establish a spectrum management education program.�
�
�
�
�
�
�
�
�
�
Process frequency action proposals and ensure they are submitted through the appropriate command channels.�
�
�
�
�
�
�
�
�
�
Maintain current POC listing for each activity on the installation.�
�
�
�
�
�
�
�
�
�
Ensure contractor activities using Navy facilities comply with Navy spectrum management policies.�
�
�
�
�
�
�
�
�
�
Review frequency assignments and validate as required, to ensure up-to-date parameters.  Submit modifications, renewals or deletions as required in accordance with NTIA mandated 5 year Frequency review program.�
�
�
�
�
�
�
�
�
�
Ensure all MOA/MOU's are on file.�
�
�
�
�
�
�
�
�
�
Provide frequency management assistance and guidance to host installation and tenant activities.�
�
�
�
�
�
�
�
�
�
Perform base-wide emitter survey in conjunction with 5 year review program.�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
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New Trunked LMR Solution





Antenna

System



Repeaters

Central

Controller

Radio Users

A central computer assigns a repeater to a radio user for the duration of a call.

Computer optimized access to all radio communications channels (trunks).
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