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Foreword

1. Thishandbook is approved for use by all Departments and Agencies of the Department of
Defense.

2. This handbook isfor guidanceonly. Thishandbook cannot be cited asarequirement. If itis,
the contractor does not have to comply.

3. Thishandbook provides guidance for establishing an effective electromagnetic environmental
effects (E3) and spectrum certification (SC) programthroughout the life cycle of platforms, sys-
tems, subsystems, and equipment.

4. Thishandbook was prepared in accordance with the guidelines of the Standardization Reform
Policy established by the Secretary of Defense.

5. Beneficial comments (recommendations, additions, or deletions) and any pertinent data that
may be of use in improving this document should be addressed to:

Defense Information Systems Agency (DISA)
Joint Spectrum Center (JSC)

Attn: JSC/J5

2004 Turbot Landing

Annapolis, MD 21402-5064

by using the self-addressed Standardization Document Improvement Proposal (DD Form 1426)
appearing at the end of thisdocument or by letter.
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1. SCOPE
1.1 Purpose

This handbook provides acquisition personnel responsible for the design, development, and pro-
curement of Department of Defense (DoD) platforms/systems and subsystems/equipment with the
guidance necessary for achieving the desired level of electromagnetic (EM) compatibility (EMC).
This handbook describes the tasks that should be accomplished to ensure electromagnetic environ
mental effects (E3) control and spectrum certification (SC) procedures are addressed during the
item’sacquisition life cycle.

This handbook is consistent with the policies and procedures of DoD Directives (DoDD) 5000.1,
3222.3, and 4650.1, DoD Instruction (DoDI) 5000.2, and DoD Regulation (DoDR) 5000.2-R. Pro-
visions of this handbook should be used by research, devel opment and acquisition activities, at
appropriate times during the life cycle of any item which emits or which can be susceptible to

el ectromagnetic energy either through intentional antennas or through other el ectromagnetic coup-
ling mechanisms. Essentially, all electronicsitems and many electrical itemsfall into this classifi-
cation. For example, the handbook may be used:

- During acquisition to assure visbility, accountability, and controllability of the E3/SC
effort, aswell asitsintegration into the overall program, or

- During the design process to assure management awareness and cost effective tailoring of
applicable E3 performance requirements and i nterface standards.

This handbook isfor guidance only. This handbook cannot be cited asarequirement. If itis, the
contractor does not have to comply.

1.2 Background

The E3 and spectrum management (SM) disciplines are often represented by different organizations
in Military Agencies, however, there is substantial commonality between the concerns of the two
disciplines. The SM disciplineisinvolved with planning, coordinating, and managing Joint use of
the el ectromagnetic spectrum by systemsthat radiate or receiveradio frequency (RF) energy to en
sure compatible operations. SM includes operational, engineering, and administrative procedures to
accomplish EMC. The E3 disciplineis concerned with minimizing the impact of the electromag-
netic environment (EM E) on equipment, systems, and platforms. The complex military EME is
composed of radiated and conducted emissions from intentional and unintentional radiators, such as
high-powered transmitters from military forces and the civilian infrastructure, electromagnetic
pulse (EMP), lightning, precipitation static (p-static), unshielded cables, and so forth. Theinter-
relationship between E3 and SM isdepicted in Figure 1. Asshown, an overlap occurs, primarily,
with assuring the EM C and preventing el ectromagnetic interference (EMI) with spectrum depend-
ent equi pment.

Theincreasein operational E3 and SM issues have made it necessary for the Director, Operational
1
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Test and Evaluation (DOT&E) to place greater emphasis on these requirements during Devel op-
mental Test and Evaluation (DT& E) and Operational Test and Evaluation (OT& E) events. Joint
and Allied operations have been victimized by E3 problems and SM conflicts between forces that
have resulted in platform loss, reduced mission effectiveness, and increased operational restrict-
ions. Furthermore, deployments of United States (U.S.) military command, control, communi -
cations, computers, and intelligence (C4l) assets to foreign nations have resulted in the denial to
operate these assets and even confiscation due to lack of SC, that is, Host Nation Approval (HNA).
Operational impact assessments of E3 and SM issues need to be accomplished during al life-cycle
phases of the acquisition process and reviewed at each milestone decision point. The DoD can
reduce this negative impact to military operations by ensuring that platform, system, and equipment
limitations and vulnerabilities are mitigated and/or sufficiently documented for the warfighter.

EMC

E3  .zam | SM
CERTIFICATION

FIGURE 1. Spectrum Certification, the Overlap Between E3 and SM.
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2. APPLICABLE DOCUMENTS

2.1 General

The documents listed below are only a portion of those referenced herein. These documents are
the most relevant to fully understand the information provided by this handbook. A detailed biblio-
graphy is presented in Appendix A and in the Engineering Practice Study (EPS) report referenced
herein.

2.2 Government Documents
2.2.1 Specifications, Standards, and Handbooks

Thefollowing standards form a part of this document to the extent specified herein. Unless other-
wise specified, the issues of these documents are those listed in the latest issue of the Department of
Defense Index of Specifications and Standards (DoDISS) and supplement thereto.

Department of Defense

MIL-STD-461 Interface Standard, Requirements for the Control of
Electromagnetic Interference Characteristics of
Subsystems and Equipment

MIL-STD-464 Interface Standard, Electromagnetic Environmental
Effects Requirements for Systems
MIL-STD-469 Interface Standard, Radar Engineering Design

Requirements, Electromagnetic Compatibility

(Copies of the above standards are available from the DoD Single Stock Point, 700 Robbins
Avenue, Building 4D, Philadelphia, PA 19111-5094, tel: 215-691-2179).

2.2.2 Other Government Documents and Publications

The following other Government documents and publications specified herein are referenced solely
to provide supplemental data and are for informational purposes only.

Department of Defense

DoDD 3222.3 DoD Electromagnetic Compatibility (EMC) Program

DoDD 4630.5 Interoperability and Supportability of Information
Technology (IT) and National Security Systems (NSS)

DoDI 4630.8 Proceduresfor Interoperability and Supportability of
Information Technology (IT) and National Security
Systems (NSS)

DoDD 4650.1 Management and Use of the Radio Frequency Spectrum

DoDD 5000.1 The Defense Acquisition System

3



DoDI 5000.2
DoDR5000.2-R

DoDI 6055.11

Chairman Joint Chiefs of
Staff Instruction (CJCSI)
3170.01

CJCSI 6212.01

DOT&E E3 Policy Memo-
randum

EPS0178

Joint Chiefs of Staff (JCS)
Pub. No. 1-02

Standardization Document
(SD)-2
SD-16

Under Secretary of
Defense for Acquisition &
Technology Memorandum

MIL-HDBK-237C

Operation of the Defense Acquistion System
Mandatory Procedures for Major Defense Acquisition
Programs (MDAPs) and Major Automated Information
System (MAIS) Acquisition Programs

Protection of DoD Personnel from Exposure to Radio
Frequency Radiation and M ilitary Exempt Lasers

Reguirements Generation System

Interoperability, and Supportability of National Security
Systems and Information Technology Systems

Policy on Operational Test and Evaluation of Electro-
magnetic Environmental Effects and Spectrum Manage-
ment, dated 25 October 1999

Results of Detailed Comparisons of Individual EMC
Requirements and Test Procedures Delineated in Major
National and International Commercia Standards with
Military Standard MIL-STD-461E

Department of Defense Dictionary of Military and
Associated Terms

Buying Commercial and Non-Developmental Items
Communicating Requirements

Requirements for Compliance with Reform Legislation
for Information Technology (IT) Acquisitions (Includ-

ing National Security Systems (NSS)), dated 1 May
1997

National Telecommunications and Information Administration (NTI1A)

NTIA Manud

Manual of Regulations and Procedures for Federal
Radio Frequency Management

(Copies of DaoD Directives, Instructions, and Regulations, are available from the DoD Single Stock
Point, 700 Robbins Avenue, Building 4D, Philadel phia, PA 19111-5094, tel: 215-691-2179.
Copiesof the NTIA Manual are available from the U.S. Government Printing Office, Superintend-
ent of Documents, P.O. Box 371954, Pittsburgh, PA 15250-7954 or it may be downloaded from
www.ntia.doc.gov/osmh/redbook/redbook.html. Copies of the EPS are available on the DISA/JSC
web site: http://www.jsc.mil/jsce3/emcslsa/library.asp).
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2.3 Non-Government Publications

The following document forms a part of this document to the extent specified herein. This docu
ment which is DoD adopted islisted in the latest issue of the DoDISS, and supplement thereto.

American National Standards I nstitute (ANSI)

ANSI/IEEE C63.14 Standard Dictionary for Technologies of Electro-
magnetic Compatibility (EMC), Electromagnetic
Pulse (EMP), and Electrostatic Discharge (ESD)
(DoD Adopted)

(ANSI/IEEE documents are generdly available for reference from libraries. They are also distri-
buted among non-Government standards bodies and using Federal Agencies. Copies may be pur-
chased from the Institute of Electrical and Electronics Engineers (IEEE), 445 Hoes Lane, P. O. Box
1331, Piscataway, NJ08855-1311, tel: 800-701-4333 or fax: 732-981-9667. Copies are also avail-
able on: http://standards.ieee.org.)
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3. DEFINITIONS
3.1 General

A glossary of acronyms and abbreviations used in this handbook, including the appendices, is
contained in Appendix B of this handbook.

3.2 Definitions

Many of the terms used in this handbook are defined in ANSI/IEEE C63.14, JCS Pub. No.1-02, or
the Do D 5000 series of documents. The following two definitions are repeated herein for ready
reference.

3.2.1 Electromagnetic Environmental Effects (E3)

E3 istheimpact of the EME upon the operational capability of military forces, equipment, systems,
and platforms. It encompasses all electromagnetic disciplines, including el ectromagnetic compati-
bility (EM C)/electromagnetic interference (EMI); electromagnetic vulnerability (EMV); electro-
magnetic pulse (EMP); electronic protection (EP); hazards of electromagnetic radiation to person
nel (HERP), ordnance (HERO), and volatile materials such as fuel (HERF); and natural phenomena
effects of lightning and precipitation static (p-static). (JCSPub 1-02 and ANSI/IEEE C63.14).

3.2.2 Spectrum Management (SM)

SM isthe planning, coordinating, and managing Joint use of the electromagnetic spectrum through
operational, engineering, and administrative procedures, with the objective of enabling electronic
systemsto perform their functionsin the intended EME withou causing or suffering unacceptable
EMI. (JCSPub1-02).
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4. E3/SC IN THE ACQUISITION PROCESS
4.1 Requirements Generation System

The Requirements Generation System, as defined in CJCSI 3170.01, produces information for
decision-makers on the projected mission needs of the warfighter. There are anumber of key
requirements documents used by the DoD in the acquisition process. They promote a consistent
approach tostating the requirements. Requirements are generated in many different ways. they are
stated or derived; they are interrelated and interdependent; and, they must be traceable throughout.
Asstated in CJCSI 6212.01, requirements documents, such asthe Mission Need Statement (MNS),
Capstone Requirements Document (CRD), and Operational Requirements Document (ORD) must
address National Security Systems (NSS) and Information Technology Systems (ITS) policiesin
DoDD 4630.5 and DoDI 4630.8, including those for E3 and SC (see Appendix A). An operational
authority other than the user confirms the identified need and operational requirement. These
documents are discussed in the following paragraphs. They areto be considered in the context of

the overall Defense acquisition management framework, as defined in DoDI 5000.2 and depicted
below in Figure 2.

THE 5000 MODEL
" «  Process entry at Milestones
Technology Opportunities & A B, or C{o?w."thin phases)
User Needs

. Program outyear funding
when it makes sense, but ho
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Single Step or

Ewalution to Full

System Development

& Demonstration ‘
Pre-Systems Systems Acquisition Sustainment
Acquisition (Engineering and Manufacturing

Development, Demonstration, LRIP &

Production) ﬁm
MNS | ORD Recgrirentents Autfotity
e O PR A e

Relaionship to Reguirements Process

FIGURE 2. Defense Acquisition Management FrameworKk.
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4.1.1 Mission Need Statement (MNS)

41.1.1 General

The MNS is aformatted non-system-specific statement containing operational capability needs and
written in broad operational terms. It describes required operational capabilities and constraintsto
be studied during Concept and Technology Development. Validation of the MNS is conducted by
an authority other than the user and may take place at different organizational levels depending on
the MNS origination and potential Acquisition Category (ACAT) level. The MNSisto be prepared
in accordance with CJCSI 3170.01 and CJCSI 6212.01.

4.1.1.2 E3/SC Considerations in MNS

From the MNS templatein CIJCSI 3170.01, aswell as CJCSI 6212.01, it is noted that both E3 and
SC must be addressed. In accordance with the MNS format in CJCSI 3170.01, E3 and SC should
be addressed in Paragraph 5. Constraints The fol lowing questions will be addressed in the Joint
Staff’ sreview of theMNS:

- Doesthe MNS address, when applicable, the EME in which the item will be operated?
- Doesthe MNS address spectrum boundary constraints and certification requirements?
If afforded the opportunity, it isrecommended that the following statement be included in the MNS:
“ Spectrum Supportability and Electromagnetic Environmental Effects (E3). The XXXX

must be supportable in the electromagnetic spectrum. The XXXX must not be degraded by
electromagnetic environmental effects.”

E3 problem databases like those of the DISA/JSC and the Services should be researched to deter-
mineif there are any E3/SC problems with existing systems and how they were resolved. Further-
more, the Mission and Threat Analysis section should include the projected friendly and hostile
EME, the Joint or Combined Forces EME, and the potential for an EMP threat, as applicable.

4.1.2 Capstone Requirements Document (CRD)

41.2.1 General

The CRD contains capabilities-based requirements that facilitate development of individual ORDs.
CRDs are intended to guide the DoD components in devel oping mission needs and ORDs for future
and legacy systems. They are developed for a Joint mission area. A CRD identifies operational
concepts, overarching capabilities, and requirements for the mission area family-of -systems (for
exampl e, space control, theater missile defense, and so forth) or system-of -systems (such as the
national missile defense system). It identifies criteria against which various combinations of sys-
tems can be evaluated. The CRD isto be prepared in accordance with CJCSI 3170.01 and CJCSI
6212.01.
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4.1.2.2 E3/SC Considerations in CRDs

From the CRD templatein CJCSI 3170.01, aswell asfrom CJCSI 6212.01, both E3 and SC must
be addressed. The following questionswill be addressed in the Joint Staff’ s review of the CRD:

- Doesthe CRD address E3?
- Doesthe CRD address SC and supportability?

It isnoted that the Threat section should include the projected friendly and hostile EME, the Joint
and Combined forces EME, and the potential for an EMP threat. Furthermore, E3 and spectrum
supportability should be addressed in the Capabilities Required section of the CRD.

4.1.3 Operational Requirements Document (ORD)

4.1.3.1 General

The ORD isaformatted statement containing operational performance requirements and rel ated
operational parametersfor a proposed concept or system. It is prepared by the user, or hisrepre-
sentative, beginning with Milestone B, and updated as the program progresses. The system pro-
posed for continued evaluation in later acquisition phasesis described in an initial ORD in terms
that define the system capabilities needed to satisfy the mission need. The requirements, stated as
operational performance parameters, aretailored to the system type and reflect system-level per-
formance capabilities, such as probability of kill, platform survivability, the timing of the need, and
so forth. The ORD provides a bridge that links the MNS and the contract specifications. In addit-
ion, the ORD isto show linkage and the contribution to the appropriate CRD operational require-
ments. The ORD isto be prepared in accordance with CJCSI 3170.01 and CJCSI 6212.01.

4.1.3.2 E3/SC Considerations in ORDs

From the ORD templatein CJCSI 3170.01 and CJCSI 6212.01, it is noted that both E3 and SC must
be addressed. The following questionswill be addressed in the Joint Staff’ s review of the ORD:

- Doesthe ORD address E3?
- Doesthe ORD address arequirement for spectrum supportability?

- Doesthe ORD identify arequirement to obtain HNA for equipment intended for operation
in an overseas area of operations?

- Doesthe ORD address natural and man-made environmental factors, such asthe EME?

Doesthe ORD address the safety issues regarding HERO?

Furthermore, the Threats section of the ORD should include a definition of the potential hostile
EME and whether the item isto survive an EMP threat. A description of the pulse can be found
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in MIL-STD-464 and 461. In addition, the System Performance section of the ORD should include
adescription of the natural and man-made expected EME. Furthermore, theCapabilities Required,
Other System Characteristics section should address the safety issuesregarding HERO, aswell as
E3 and spectrum supportability for systems and equipment.

Three sample E3/SC statements for the ORD are shown below. If afforded the opportunity, itis
recommended that they be included, as applicable, as THRESHOLD requirements. The first applies
to communications-electronics (C-E) equipment and is used to denote compliance with applicable
DoD, National, and International spectrum policies and regulations. The second isto be used to
reguire compatible operation. And, finally, the third would be used if ordnance safety is of concern.

- “Spectrum Supportability and Certification. All installed C-E equipment or systems,
including any CI/NDI subsystems shall comply with applicable DoD, Naional, and
International spectrum supportability policies and regulations. (THRESHOLD)”

- “Electromagnetic Environmental Effects (E3). The system or item shall be electromag-
netically compatible withinitself and with other systemsin its operational environment.
The operational performance should not be degraded by E3. (THRESHOLD”

- “Hazards of Electromagnetic Radiation to Ordnance. All ordnance items shall be
integrated into the system in such amanner asto preclude all safety problems and
performance degradation when exposed to its operational EME. (THRESHOLD)”

4.1.4 Advanced Concept Technology Demonstrations/Advanced Technology
Demonstrations (ACTDs/ATDs)

ACTDs and ATDs demonstrate the performance payoffs, increased logistics or interoperability
capabilities, or cost reduction potential of militarily relevant technology. ATDs are used to demon
strate the maturity and potential of advanced technologies for enhanced military operational capa-
bility or cost effectiveness, whereas ACTDs are used to determine military utility of proven tech
nology and to devel op the concept of operations that will optimize effectiveness. The results of
ATDsand ACTDs are reviewed prior to making a Milestone A decision. Therolesof ATDs and
ACTDs in the acquisition process are described in DoDI 5000.2. E3 and spectrum supportability
concerns should be addressed early in their developments. In preparing the ACTDSATDSs, the
following questions should be addressed:

- Doesthe ACTD/ATD address E3?
- Doesthe ACTD/ATD address arequirement for spectrum supportability?

- Doesthe ACTD/ATD address the safety issues regarding HERO, if applicable?
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4.2 Program Office Tasks and Products

4.2.1 General

Today, the military facesincreasingly more complex and challenging problemsin developing and
fielding platforms/systems or subsystems/equipment. Evolutionary acquisition strategies are the
preferred approach to satisfying operational needs, however, an appropriate balance isrequired
among key factors, such as operational needs, interoperability, supportability, and affordability of
aternative acquisition solutions. Appropriate E3 requirements must be imposed to ensure a desired
level of compatibility with other onboard equipment (intrasystem) and within the applicable exter-
nal EME (inter-system, RF, lightning, EMP, and p-static) and to address safety of personnel, ord-
nance, and fuel in these environments. Theimpact of the EME upon the operational capability of
military forces, platforms/systems, and subsystems/equipmert must be addressed during the acqui-
sition process. Furthermore, thereisalarge increase in the use of Commercial Itemsand Non
Development Items (CI/NDI), which are items that have already been devel oped and may be
capable of fulfilling operational r equirements either "asis" or with minor modification.

Itiscrucial that items be designed, built, and operated so that they are compatible with othersin
the operational EME. Many portions of the electromagnetic spectrum are already congested with
electromagnetic-dependent items; furthermore, thereisincreased competition for the use of the
spectrum by DoD, Government (non-DoD), and civilian users. In addition, new platforms/systems
and subsystems/equipment are more complex, more sensitive, and often use higher power levels.
DoD has had experience with items devel oped without adequately addressing E3. Performance
suffered when these items were fielded, communications were disrupted, radar range was reduced,
and the control of guided weaponswas|og. Performance degradation can result in mission failure,
damage to high-value assets, and loss of human life.

It is expected that programs will be managed in a manner consistent with the policies and principles
in DoDD 5000.1, DoDI 5000.2, and DoDR 5000.2-R. In addition, programs should be in compli-
ance with the E3/SM policies and procedures addressed in DoDR 5000.2-R, DoDD 3222.3 and
4650.1, and Office of Management and Budget (OMB) Circular A-11. This Section provides gen+
eral guidance for establishing aworkable and effective program to ensure that an end-item will
operate in itsintended EM E without causing or suffering unacceptable performance degradation
dueto E3. Inaddition, guidanceis provided to enable acquisition personnel to monitor programs as
they progress through the acquisition process in order to ensure appropriate E3/SC considerations
are addressed, including establishment of an E3/SC Working Level Integrated Product Team
(WIPT) (see 4.2.2.2). Specific E3 and SC concerns are discussed in greater detail in Sections 5 and
6, respectively, of this handbook.

4.2.2 E3/SC Considerations in Integrated Product Teams (IPTs)

42.2.1 General

The Secretary of Defense has directed DoD to perform as many acquisition functions as possible,
including oversight and review, using Integrated Product Teams (IPTs). IPTsareintended to pro-
mote teamwork by empowering their members, to the maximum extent possible, to make commit-
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ments on behalf of the organization or functional areathey represent. There are two types of IPTs:
Overarching IPTs (OIPTs) and WIPTS.

- OIPTs. OIPTsfocuson strategic guidance, program assessments, and the resol ution of
issues. They provide assistance, oversight, and review as the program proceeds through
the acquisition lifecycle. The OIPT iscomposed of the Program Manager (PM), Com-
ponent Staff, Joint Staff, and Office of the Secretary of Defense (OSD) staff principals
involved in oversight and review of the program.

- WIPTs. WIPTsfocuson particular topicssuch as cost, performance, test, or specific tech-
nical issues such as E3/SC. Integrating IPTs (11PTs) are WIPTs that coordinate activities
of the WIPTs and ensure that issues not formally addressed by other WIPTs are reviewed.
WIPTs are advisory bodiesto the PM and meet, as required, to help develop program ob-
jectives, review program documentation, and resolve program issues. WIPT responsibil-
itiesand activities can include:

Assisting the PM in devel oping strategic and program planning,

Assisting i n the establishment of the IPT plan of action and milestones,
Proposing tailored document and milestone requirements,

Reviewing and providing inputs to documents,

Defining the approaches to verify requirements including analysis, modeling and
simulation (M&S), and test and evaluation (T&E),

Establishing performance requirements,

Defining budget requirements,

Determining and assessing the feasibility of using CI/NDI, and

Assuming responsibility for obtaining approval from principds on issues, as well
as on applicable documents or portions of documents.

For complex, multi-discipline EM issues, and for platforms/systems or major subsystems/equip-
ment, an E3/SC WIPT, asdescribed in 4.2.2.2, should be established. Otherwise, E3/SC expertise
should be sought by program personnel to support the WIPT responsibilities listed above.

4.2.2.2 E3/SC WIPT

An E3/SC WIPT is an advisory body established by the PM to assist him in assuring that the plat-
form/system or subsystem/equipment under devel opment has spectrum support and will be electro-
magnetically compatible with itself and with the various aspects of the external EME. The E3/SC
WIPT isusually comprised of both Government and contractor personnel empowered with the
authority to make most decisions within their discipline while being held accountable for meeting
performance and cost requirements. The team is expected to make decisions among all partiesin a
cooperative manner as compared to the adversaria relationships between Government and contrac-
tor personnel that often existed in the past.

An E3/SC WIPT should be established for each program that is either designated as, or meets the
criteriafor, ACAT I or 1I, or when the end-item may affect, or be affected by itsintended opera
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tiona EME. E3/SC WIPTs may also be established for ACAT Il items when specified by the
individual Services and are so designated on a case-by-case basis. The E3/SC WIPT monitors the
E3/SC program associated with a project, provides assistance in formulating and implementing
solutions for E3/SC problems, and establishes high-level channels of coordination. The E3/SC
WIPT functions asamajor resource for review, advice, and technical consultation on all aspects of
the program involving E3/SC. It should be organized early in a program so that it can contribute to
thetrade-off studies of alternate concepts and to assess the impact of design, budgetary, and sched
uling decisionsrelated to E3/SC considerations.

42221 Members

The chairman of the E3/SC WIPT operates under the authority of the PM. Often, Government and
prime contractor personnel will co-chair the IPT. Membership will often vary over time depending
on the status and phase of the development and the various E3-related disciplines that are deemed
appropriate for a particular acquisition. E3 and SC specialists from various organizations, such as
acquisition offices, modeling or test areas, and subcontractors, may beinvolved. Specialistsin
other disciplines may also need to participate such as those with contracts, safety, or system inte-
gration backgrounds. The total number of membersis usually dependent upon the complexity of
the program. Industry participation must be consistent with DoDR 5000.2-R.

4.2.2.2.2 Responsibilities

Responsibilities of an E3/SC WIPT should be defined in acharter. The responsibilities of an E3/SC
WIPT may include the following:

- Establishing E3 performance requirements for the system or equipment, by drawing from
and tailoring existing military and commercia standards,

- Defining the flow of E3/SC requirements down to elements of the system,
- Defining and updating the various aspects of the external EME,

- Defining the overall requirements verification methodol ogy, including analysis, M&S,
and T&E,

- Preparing and updating the DD Form 1494, Request for Equipment Frequency Allocation,
for spectrum dependent systems and equipment,

- Defining E3/SC budget requirements,

- Providing E3/SC inputs to acquisition documents and reviewing program documentation
and contract deliverables,

- Assessing ordnance (HERO), personnel (HERP), and fuel (HERF) safety issues,
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- Performing E3 analyses and tests to identify potential E3/SC problems and possible
solutions,

- ldentifying operationd limitations for E3 problems not corrected, and

- Evaluating the E3 impact of using CI/NDI on the overall performance of the end item.

4.2.2.2.3 Charter

The charter should delineate the responsibilities, objectives, membership, and operation of the
E3/SC WIPT, program authority, and rel ationships among participants for Joint procurements. The
charter should provide guidance for the WIPT to ensure that all pertinent E3/SC considerations are
being implemented and to establish confidence that the platform/system or subsystem/equipment
being developed can operate compatibly initsintended EME. The charter should include a purpose
and scope, adescription of the item being procured, its functions, intended uses, and installations.
The charter should also identify the E3 disciplines that are to be addressed during the program. The
charter should describe the responsibilities and role of the WIPT and its members and how itsre-
commendations will be handled, within the overall program. If thereis more than one E3/SC WIPT
involved in an overall program, such asfor individual subsystems/equipment and for the overall
platform/system, the rel ationship between the WIPTs should be clearly delineated. Specific cate-
gories of representatives, such as Chairman, Vice-Chairman, Secretary, and Members, should be
defined and each of their individual responsibilities and functions should be detailed. Technical
specialists, contractors, and consulting members who are technical support individuals that attend
only when requested should also be identified. The charter should describe in detail the activities
and required schedules and milestones that should be formulated for these activities. The charter
should delineate all of the documentation requirements to be provi ded by the WIPT. Finally, the
charter should state that the WIPT will document all decisions which may later have an impact,
identify essential E3 features or qualities such as special components and specialized installation
techniques, and identify, as appropriate, any E3/SC deficiencies and the risks associated with them.

4.2.3 Specifying Requirements in Solicitation Documents
4.2.3.1 General

Identification or, when necessary, preparation of the applicable solicitation documentsis akey part
of the acquisition process. Policies and guidelines emphasize that requirements in the solicitation
for hardware are to be stated in terms of performance or "what the product must do" rather than
"how-t0" produce the product. Specifications, Statements of Work (SOW), and Contract Data Re--
quirements Lists (CDRLSs), and Data Item Descriptions (DIDs) are documents used in solicitations
that become part of acontract. Itisessential that requirements be clearly articulated during the pre-
paration of these documents. Without specific attention to clarity during the development of these
documents, it becomes very difficult to evaluate proposals and to eval uate a contractor's perform-
ance after the contract has been awarded. The needs of the user should be clearly defined. The
success of a procurement action relies on the contractual documents being a true and accurate state-
ment of the user's requirements.
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4.2.3.2 Performance Specifications

4.2.3.2.1 General

Preparing an end item specification isakey part of the acquisition process. As noted above, DoD
policies emphasi ze that requirements should be stated in terms of performance or "what-is-necess-
ary" rather than telling a contractor "how-to" perform atask. The Performance Specification is
created from the ORD and should contain only performance-based requirements. It isthe function
a and technical description for the item being procured. It should address what the item should do,
the accuracy with which it should be done, the environment that it should do it in, and the required
interfaces. Contracting to a performance specification allows a contractor to become more efficient
in his operations, to incorporate product enhancements, and to reduce both direct and indirect costs
associated with hiseffort. A performance specification should state the requirements in terms of
results along with criteriafor verifying compliance, but without stating the methods for achieving
the required results. Performance specifications give a contractor the flexibi lity and freedom in his
design process to incorporate innovative approaches without being constrained by the specifications
or contractual issues, Government oversight, and contract administration. A discussion of appli-
cable military standards, and tailoring guidance followsin 4.2.3.2.2 through 4.2.3.2.4. (See Appent
dix A of this handbook for additional applicable E3 and SC documents).

4.2.3.2.2 Subsystem/Equipment Military E3 Standards

Subsystems/equipment should not be susceptible to conducted and radiated el ectromagnetic emiss
ionsthat could degrade or render them ineffective. Likewise, they should not be sources of EMI to
other equipment within the platform/system. Developmental EMI requirements for subsystems/
equipment, that is, conducted and radiated, emission and susceptibility (immunity) requirements,
aredefined in MIL-STD-461. Many of the requirementsin the standard are universally applicable
to all subsystems/equipment, regardless of end use, whereas a limited number of requirements are
structured to address specific concerns associated with the end platform/system. Tablesin the
standard define the applicability of the requirements. The requirements contained therein are not
to be applied to subassemblies of equipment such asmodulesor circuit cards. The requirementsin
the standard are to be used as a baseline and must be tailored to the specific item being procured.
Verification of the EMI requirementsis demonstrated by tests based on those also in MIL -STD-
461. The Appendix of the standard provides rationale and guidance for implementing and tailoring
the requirements contained therein. I1n addition, the Appendix should be consulted for detailed
guidance on tailoring and performing the required tests. Compliance with the equipment/subsystem
EMI requirements does not relieve the developing or integrating activity of the responsibility for
providing overall platform/system compatibility.

4.2.3.2.3 Platform/System Military E3 Standards

Developmental E3 requirementsfor airborne, sea, space, and ground platforms/systems, including
associated ordnance, are defined in MIL-STD-464. Ordnance includes weapons, rockets, explo-
sives, electrically initiated devices (EIDs), €l ectro-explosive devices (EEDS), squibs, flares, igniters,
explosive bolts, electric primed cartridges, destructive devices, and jet-ass sted take-off bottles.

The standard applies to complete platforms/systems, both new and modified. The platform/system
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E3 specification, although based on MIL -STD-464, must be tailored for the specific acquisition and
to the expected operational environment. Verification of the tailored E3 requirementsis done by
test, analysis, inspection, or some combination thereof, depending upon the degree of confidencein
the particular method, the technical appropriateness, associated costs, and availability of assets.
The Appendix to the standard provides rationale and guidance for implementing the requirements
and verification procedures contained therein. The basic requirementsin MIL-STD-464 are at the
platform/system level and deal with both the integration and operation of subsystems/equipment in
the platform/system, and with the operation of the platform/systemin its operational EME. The
requirements for intra platform/system EMC, inter-subsystem/equipment EMC, and EMV are uni -
versally applicable. Additional, specialized E3 assessments, such as lightning, p-static, HERP,
HERF, HERO, and EMP, may also be required, depending on the type of item being procured, its
mission, and its inended operational EME. Appendix A of this handbook should be reviewed for
other possible documents that could be referenced in a specific acquisition.

4.2.3.2.4 Tailoring

E3 requirements should be tailored to the specific needs of the mission and should be considered in
conjunction with program risks and costs when related to performance trade-offs. Tailoring isthe
process by which the requirements of a standard are adapted to the characteristics or operational
requirements of an item under development. Since each platform/system or subsystem/equipment
has its own requirements and characteristics, the general E3 performance requirementsin MIL-STD
-461 or 464, for example, may not be adequate. Quite often the requirementsfor itemsthat operate
in critical EME need to be made more stringent.

Tailoring involves modifying, deleting, or adding to the requirementsin abasic military standard.
Tailoring the requirements of a standard should either result in improved performance of the item or
reduce the item's development or life cycle costs without compromising the item's operational
capabilities. Tailoring the requirements of a standard does not constitute awaiver or deviation from
the document. Tailored E3 performance requirements should be reflected in the solicitation docu-
ments. The depth of detail, level of effort required, and the data expected should be defined when
tailoring the requirements. Subsequent tailoring of performance requirements may be requested or
recommended by a contractor but should be subject to Government approval.

Tailoring is an important step in preparing the SOW, CDRLs, and the requirement documents.
First, there should be an orderly process of reviewing al of the available specifications and stand-
ards and sel ecting those that are considered pertinent to the particular item. Then, theindividual
requirements from the sections and paragraphs of the selected standards, specifications, or related
documents should be evaluated to determine their suitability for an item's acquisition. Asrequired,
individual requirements should be tailored for the specific application and use of the item to ensure
an optimal balance between the item's operational needs and acquisition costs.

4.2.3.2.5 Examples

The following two paragraphs are examples of how to address E3 performance requirementsin a
subsystem/equi pment specification:
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- “EMI Control. The equipment shall comply with the applicable requirements of MIL-
STD-461."

- “EMI Test. The equipment shall be tested in accordance with the applicable test
proceduresof MIL-STD-461.”

Asan aternative, the specific, applicable conducted emission, radiated emission, conducted sus-
ceptibility, and radiated susceptibility requirements may be specified. A system/platform specifi-
cation will call out the specific, applicable, E3 requirements of MIL-STD-464 in asimilar manner.

4.2.3.3 Statement of Work (SOW)

While specifications state the performance requirements for an item, the SOW establishes the work
efforts that must be accomgished to successfully execute the contract and devel op and produce the
desired product. Thisdocument is used as an input to detailed management tools used to establish
program costs and schedules. Some sample wording addressing the E3/SC area that might be inclu
ded in acontract for asystemisasfollows:

- “The contractor shall design, develop, integrate, and qualify the system such that it meets
the E3/SC performance requirements of the system specification. The contractor shall
perform analyses, studies, and testing to establish E3/SC controls and features to be imple-
mented in the design of the item. The contractor shall perform inspections, analyses, and
tests, as necessary, to verify that the system meetsits E3/SC performance requirements.
The contractor shall prepare and update the DD Form 1494 throughout the devel opment of
the system for spectrum dependent equipment and shall perform analysis and testing to
characterize the equipment, where necessary. The contractor shall establish and support
an E3/SC WIPT to accomplish these tasks. MIL-HDBK-237 may be used for guidance.”

4.2.3.4 Contract Data Requirements List (CDRLS)

The CDRL isthe proper vehicle for describing and ordering non-hardware deliverables that result
from work tasked in the SOW. The SOW should direct the performance of any non-hardware-
associated work necessary to create the data used in adeliverable item, if the information isnot a
by-product of tests and verifications from the requirements of the specification. CDRLs are dis-
played on aDD Form 1423. The DD Form 1423 provides aformat that can be used to tailor the
details of the data being ordered to the needs of the project. A DID utilizing DD Form 1664 is used
to define each item on the CDRL. DIDs establish the content required for adata product. CDRL
entries other than DIDs can be tailored on the DD Form 1423 aswell asthe DIDs themselves.
When applicable, dataitems should be tailored to buy only what is actually needed for a project
while at the same time requiring essential efforts be performed and critical data be delivered. See
4.2.3.5 for applicable E3 and SC DIDs.

4.2.3.5 Applicable E3 Data Item Descriptions (DIDs)

DIDs are used for ordering various data products associated with hardware development. The most
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frequently ordered DIDs in subsystem/equipment procurements are associated with MIL-STD-461.
These DIDs are

- EMI Control Procedures DID No. DI-EMCS-80199B
- EMI Test Procedures DID No. DI-EMCS-80201B
- EMI Test Report DID No. DI-EMCS-80200B

Three DIDs associated with platform/system procurements are associated with MIL -STD-464.
They are:

- E3Integration and Analysis Report DID No. DI-EMCS-81540
- E3Verification Procedures DID No. DI-EMCS81541
- E3 Verification Report DID No. DI-EMCS-81542

Appendix A of this handbook should also be reviewed for other possible dat athat may be ordered.

4.2.4 Test and Evaluation Master Plan (TEMP)

4241 General

The TEMP documents the overall verification effort and T& E strategy of the program and identifies
the necessary DT& E and OT&E activities. It relates program schedule, test management strategy
and structure, and required resourcesto critical operational issues (COIs), critical technical para
meters, key performance parameters (KPPs), and operationa performance parameters derived from
the ORD, evaluation criteria, and major decision points. The TEMP translates the user’ srequire-
ments and capabilities essential to mission accomplishment, as stated in the ORD, into testable
COls, measures of effectiveness and performance (M OES/MOPs), and measures of suitability. It
further identifies the assets needed to perform the verification tasks, the proposed M& S efforts to be
employed, the general configuration of the tests, and overall verification schedule. Asnotedin
DoDR 5000.2-R and DoDI 4630.8, the TEMP must include at least one critical, technical parameter
and one operational effectivenessissuefor the evaluation of interoperability.

The mandatory format and procedures for the TEMP are provided in DoDR 5000.2-R. Itispre-
pared for the Program Office, usually by a T& E WIPT, with E3/SC inputs from the E3/SC WIPT,
and is updated as the program progresses.

4.2.4.2 E3/SC Considerations in the TEMP

The overall goals of the E3/SC portion of the test program are to ensure that E3/SC evaluations are
conducted during DT&E, and that E3/SC assessments are performed during OT& E that define, for
the milestone decision authority (MDA), performance and operational limitations and vulnerabili-
ties. The TEMP identifiesatailored program of T& E tasks to demonstrate that the applicable
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KPPs, critical technical parameters and COls are met and that the platform/system or subsystem/
equipment demonstrates effective performanceinitsintended operational EME. See4.3,4.4,and 7
for additional guidance.

4.2.4.2.1 Key Performance Parameters (KPPs)

KPPs are those system capabilities or characteristics considered essential for successful mission
accomplishment. Failure to meet the KPP threshold could cause the system selection to bere-
evaluated or the program to be reassessed or terminated. Typically, KPPsfor agiven system are
limited to amaximum of eight. However, in accordance with DoDR 5000.2-R, the Joint Staff must
ensure that all MNSs, CRDs, and ORDs contain a specific, testable, and measurable I nteroperability
KPP that will be verified during DT&E and OT&E.

As such, based on the interrel ationship of interoperability with E3 and spectrum supportability as
shown in DoDI 4630.8, it may be practical at timesto state E3 and spectrum supportability as
‘Capabilities that demonstrate the interoperability KPP. KPPs can have multiple capabilities that
must be verified during DT& E and OT&E.

4.2.4.2.2 Critical Operational Issues (COIs)

COlsare derived from the ORD, the technical characteristics, and performance measures and are
based on operational effectiveness, suitability, and interoperability issues. COlsaretypically
phrased as questions. It is unusual to have a COI dedicated to E3 or SC, but rather, there are
usually anumber of general onesthat can be written and talored to evaluate a number of technical
areas or operational environments. Examples of such general COlsare asfollows:

“Will the platform/system (or subsystem/equipment) detect the threat in acombat environ
ment at adequate range to allow a successful mission?’ (Note: In this example, the “com-
bat environment” includes the operational EME.)

- “Will the system be safe to operate in acombat environment?’ (Note: In this example,
electromagnetic radiation (EMR) hazards issues such as HERP, HERF, and HERO can be
addressed, as applicable.)

- “Canthe platform/system (or subsystem/equipment) accomplish its critical missions?’
(Note: Inthisexample, it can be determined if the item can function properly without
degradation to or from other itemsin the EME.)

- “lIsthe platform/system (or subsystem/equipment) ready for Joint and, if applicable, Com-
bined operations?’ (Note: In this example, the item must be evaluated in the projected
Joint and, if applicable, Combined operational EME.)

42.4.2.3 Test Limitations

Test limitations such as platform availability, test equipment, and personnel may lead towards the
use of M& Sfor the required verification effort. The Service E3 offices and the DISA/JSC can be
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consulted to determine the availability of such capabilities. Also, see Appendix C of this guidefor
Services' test facilitiesand capabilities. 1n addition, recent reallocation of the electromagnetic
spectrum from DoD and Government use to the private sector may preclude operation of the system
on specific frequencies. Approved frequency allocations must be obtained for the devel opment and

procurement of the item, whereas the Service Operational Test Agency (OTA) isresponsible for
obtaining frequency assignments for equipment operated during operational testing.

4.2.4.2.4 Content

Asnoted above, content requirements for the TEMP are defined in DoDR 5000.2-R. In preparing
and reviewing each part of the TEMP, the following issues and questions should be addressed:

- Under System Introduction:

Aremeasures of effectiveness and suitability established for E3/SC requirements
that are addressed in the ORD?

IsE3identified asacritical operational effectiveness and suitability parameter?

Are MOEsand MOPs stated and evaluation criteriaand data requirements defined
for COlsthat include E3/SC considerations?

- Under Integrated Test Program Summary

Isthe schedule for E3 verification eventsidentified?

IsT&E responsibility for E3 verification established by organization?

- Under Developmental Test and Evaluation Outline

Has emission and susceptibility testing been planned for subsystems/equipment in
accordance with MIL-STD-461 or commercial EMI standards, as appropriate?
AreE3tests planned for CI/NDI?

Have platform/system E3 verifications been planned in accordance with MIL-STD-
464? (Notethat EMI, EMC, and EMYV testing should be required for all platforms/
systems, whereas special E3 T& E efforts such as HERO, HERF, HERP, EMP, light-
ning, and p-static may be required on a case-by-case basis, as noted in the ORD,
TEMP, or contract documents.)

= Under Operational Test and Evaluation Outline

Do COlsinclude E3/spectrum supportability issues?
Have intra and inter-subsystem/equipment E3 verifications been planned?
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Have intra-and inter-platform/system E3 verifications been planned?

Are specia E3 verifications required, depending on theresults of DT& E?

= Under Test and Evaluation Resource Summary
Have adequate resources, including M& S, been identified for the following efforts?

Subsystem/equi pment emission/susceptibility testing,
Testing of CI/NDI,

MIL -STD-464 verifications,

Operational Intraplatform/system EMI evaluations, and
Operational Inter-platform/system EMI evaluations.

E N R R B

4.2.5 C4l Support Plan (C4ISP)
4.2.5.1 General

The C41SP is an acquisition document that responds to an ORD or MNS. It respondsto these
requirements by describing a suitable weapon or component under development, a concept of
operation, and required C4l support for theitem to function. The planisto be prepared for all
weapons systems or programs that interface with C4l systems. Itisto include asystem description,
operational employment concept, derived C4l support requirements, and potential C4l support
shortfalls and proposed solutions. The plan is upgraded prior to each Milestone decision. It pro-
vides the mechanism for acquisition officialsto identify, coordinate, and resolve C4l supportability
concerns early in the acquisition life cycle and before production and fielding of a system. The
C41SPisrequired by the DoDR 5000.2-R and OSD memo of 1 May 1997, Requirements for Com-
pliance with Reform Legislation for Information Technology Acquisitions (Including National
Security Systems). The memo requires E3 and SM be addressed in the C41SP at each Milestone.
Content requirements for the C41SP are defined in DoDR 5000.2-R, with additional guidance in the
Defense Acquisition Deskbook.

4.25.2 E3/SC Considerations in the C4ISP

The following criteriawill be addressed in the Joint Staff’ s review of the C4ISP:

- Under C4l Support Requirements, have the communications needs, including spectrum
certification, supportability, HNA, and bandwidth requirements been identified?

- Under C4l Support to Testing, has the operational EME been identified to allow for
realistic test and eval uation?

- Under Potential C4l Support Shortfalls and Proposed Solutions, has the impact of the loss
of aplanned command, control, or communication link as aresult of an unresolved SM
issue been identified?
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4.3 Verification of Performance

4.3.1 General

Verification of performance requirements can be accomplished through a variety of approaches.
The item should be continually assessed through the design and development process, as to whether
it will satisfy itsrequirements. There are contractual issuesthat will arise regarding the specificat-
ion imposed on theitem. Thereisalso alarger picture asto whether the user’ s needs are actually
being satisfied, as demonstrated through OT& E exercises. Various tools such asinspections, anal-
ysis, M& S, testing, and evaluation all contribute to the verification effort.

Performance requirements are essentially verified through an incremental verification process.
“Incrementa ” impliesthat verification of compliance with requirementsis a continuing process of
building an argument, or audit trail, throughout development showi ng that the item satisfiesthe im-
posed performance requirements. Initial engineering design must be based on analysis and models.
As hardware becomes available, testing of components of the subsystem can be used to validate and
supplement the analyses and models. The design evolves as better information is generated. When
the system is actually produced, inspection, final testing and follow-on analyses complete the incre-
mental verification process. It isimportant to note that testing is often necessary to obtaininform-
ation that may not be amenable to determination by analysis. However, testing is often used to de-
termine afew data points with respect to a particular interface requirement, with analysis and asso-
ciated simulations, filling in thepicture. The selection of test, analysis, inspection, or some com-
bination thereof, to demonstrate a particular performance requirement is generally dependent on the
degree of confidence in the results of the particular method, technical appropriateness, associated
costs, and availability of assets. For example, verification of subsystem/equipment EMI require-
ments must be demonstrated by tests because analysis tools are not available which will produce
credible results.

The following section discusses analysis and prediction aspects of E3/SC. Testing strategies asso-
ciated with verification are addressed in detail in Section 7 of this handbook.

4.3.2 E3/SC Analyses and Predictions

4.3.2.1 General

Itisessential that E3/SC analyses and predictions be employed in the planning, design, develop
ment, installation and operation of electronic subsystems/equipment and platforms/systems. These
techniques are necessary to:

- Demonstrate that the required level of performance has been, or will be, achieved, and,
- Toshow efficient use of the frequency spectrum.
Analyses and predictions are used to identify, localize, and define potential E3/SC problems and
possible solutions. They should be employed as early in aprogram as possible, before there are

significant expenditures of time, effort, and money. E3/SC analyses are critical inidentifying and
24



MIL-HDBK-237C

resolving potential problems during development and ensuring compatibility in the operational
phase of the program. The analyses provide essential information to guide the selection of appro-
priate courses of action to correct problems. Finally, the need for performing these analysesis
closely related to the SC process as described herein.

4.3.2.2 E3/SC Analyses and Predictions Throughout the Acquisition Life Cycle

E3/SC analyses should be conducted and continually refined throughout the item’slife cycle, as
the operational EME is updated and as technical characteristics of the end-item become available.
These analyses are typically performed at an increasing level of detail during each stage of the de-
velopment life cycle. For example, early in Concept and Technology Development of a spectrum
dependent subsystem/equipment, the technical feasibility of using one or more potential frequency
bands and waveforms should be evaluated. Theinitial analysis should evaluate the suitability of
aternative frequency bands and waveforms. Thistype of study will:

- ldentify frequency bands already allocated for the type of service within the geographic
areasof intended use,

- Determinethefeasibility of using a proposed waveform in the allocated bands, and

- ldentify issuesthat may enhance or preclude the ability to obtain afrequency allocation.

The E3/SC WIPT can provide specific advice on the EME to be considered in the analyses, the
organi zations capable of performing the analyses, schedule concerns, and required test measure-
ments. Analyses should be conducted to determine if any of the following E3 problems are likely
to be encountered:

- Within or between subsystems/equipment on a platform/system, for example, intra
platform/system or inter-subsystem/equipment problems,

- Between elements of the platform/system and elements of other platforms/systemsthat are
likely to be operating in the same general area, such as, inter-platform/system problems, or

- Between elements of a platform/system and the EME in which they are to be operated.

These analyses usually rely on assumed or typical characteristics for the individual subsystem/
equipment of aplatform/system. The results from these analyses should provide the information
needed to:

- Determine the most suitable frequency band(s) and subsystem/equipment parameters such

as transmitter power, antenna gains, receiver sensitivity, type of modulation, rise times,
information bandwidth, and so forth,

- Define E3 performance requirements, and

- ldentify potential E3 problem areas and the risk involved if corrective action is not taken.
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The E3 control characteristics of the proposed item should be evaluated against other existing and
planneditemsin the EME, including natural, friendly, and hostile sources, and Joint and Combined
operating forces. Thiswill quickly identify the items operating in the EME that could cause EMI
to, or could be degraded by, the proposed item. Estimated parameters and analytical techniques can
be used to determine the degradation criteria. Careful application of E3 analysis and prediction
techniques at the appropriate phases of an item’slife cycle should ensure the required level of E3
control is defined without having either the wasteful expense of over-engineering or uncertainties of
under-engineering. Asthe program progresses, more detailed characteristics of the item will be
available. Early E3/SC analyses should be refined, based on these characteristics and the most
recent EME definitions. As measured subsystem/equipment characteristics are determined, earlier
analyses may be refined. Availabletest datafor interference interactions should also be fed back
into the E3 analysis. The main goal, at thistime, isto resolve all potential EMI interactions. The
results of thisanalysiswill be critical for obtaining approval of thefinal DD Form 1494.

Additional E3/SC analyses should be performed, as required, during the Production and Deploy-
ment and Operations and Support Phases. These may be required because of:

- System modifications,

- Reported inadequate performance,
- Changing EME, or

- New mission requirements.

When a modification to an item is planned, an analysis should be performed to determine whether
the modification affects the E3 characteristics of theitem or othersinthe EME. A new EME may
have to be considered; platform/system E3 requirements should be reviewed and updated, asre-
quired. If E3issuspected as possibly causing performance degradation after an item has been
fielded, then an E3 analysis may help identify the cause. Corrective action can be taken, then, to
resolve the problem. If the mission requirements of the item are modified either by a new plat-
form, additional geographic locations, and so forth, the data describing the EME must be updated.
Then, an E3 analysis should be performed to determine the compatibility of theitem in the new
EME. Guidance throughout development is available from the E3/SC WIPT, the DISA/JSC, and
the Service E3/SC points of contact noted in Appendix C.

When an item is deployed in its intended operational EME, E3 should be considered from various
operational aspects such as siting effects, frequency assignment(s), effective radiated power limits,
and antenna coverage. Operational inter-platform/system E3 control is generally achieved through
frequency management, time-sharing, and distance separation. Usually, at this time, personnel
responsible for compatible system operations should be mostly concerned with the interaction of
system elements, both with each other and with elements from other systems, and less with the
internal characteristics of the elements. E3 problems during operation generally invol ve signals that
are coupled among elements of either the same or different systems.
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4.3.2.3 E3/SC Analysis Process

There are anumber of different applications for which E3/SC analyses are performed. The methods
and procedures utilized are dependent upon the application and the results desired. In general, the
analysis process to be used depends on the specific application, the accuracy and completeness of
available data, and the costs to perform the analysis.

4.3.2.4 Cost of Analysis

Cost is an important factor that should be considered when sel ecting the specific techniques that
will be used for E3/SC analyses. The costs for devel oping the approach, method, and procedures
for E3/SC analyses, along with the manpower required to conduct the analyses, can vary consider-
ably. The cost depends on anumber of factors, including: the type of problem being addressed; the
number of itemsinvolved; the accuracy and completeness of the data available; and, the need to
evaluate the impact of E3 on operational performance of an item or itsoverall mission.

4.4 DOT&E Policy Memorandum of 25 Oct 1999

4.4.1 General

E3 hasthe potential to adversely impact operational performance and effectiveness of military
forces, equipment, and systems. Today’s complex military operational environment isalso char-
acterized by an increasingly crowded electromagnetic spectrum, coupled with areduction of the
frequency spectrum reserved for exclusive military use. Additionally, the mix of DoD systems
along with CI/NDI increases the importance of effectively managing E3 and spectrum usage in the
battle space. Itistheresponsibility of Program Officesto assure, and of OTAsto validate the
readiness of systemsto befielded into this environment. Acquisition programs havetraditionally
evaluated E3 in narrowly scoped operational scenarios. Moreover, operational evaluations have
been limited to:

- Intraplatform/system environmentsrather than inter-platf orm/system environments,
- Single Service participation in testing rather than multi- Service, or
- Single mission areas rather than multiple mission areas.

A number of Joint operations have uncovered instances of E3 problems between operational forces
that resulted in restricted operational employment, impacted mission effecti veness, and even inad-
vertent losses suffered by friendly forces. Furthermore, peacetime deployments to host nations are
failing to consider the private and commercial use of spectrum in those nations. Early operational
assessments are needed to focus on these issues from the onset of the development cycle. DoD
must reduce the impact of interference, avoid the cost of mitigating modificationsin thefield, and
ensure the warfighter is cognizant of the systems’ vulnerabilities and limitationsin these areas.

The DOT& E policy memo isintended to more clearly define therole of OT& E inidentifying
potentially adverse E3 and spectrum availability situations. The policy isintended to make PMs
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and OTAs aware that the DOT& E plans to assess this areamore systematically. This policy en
compasses all aspects of E3, but emphasizes EMC/EMI and HERO. The policy memo also focuses
on limitations to operational performance caused by restrictions on spectrum availability. The
memo was effective immediately and applied to all DOT& E oversight programs. It was applicable
to programs at the time of approval. Programs already underway were to incorporate this approach
during their next TEMP approval cycle.

4.4.2 Responsibilities
The following are some of the resporsibilities delineated in the DOT& E memorandum:
4.4.2.1 DOT&E Responsibilities

DOT&E will:

- Review System Threat Assessment Reports, ORDs, TEMPs, test plans, test concept
briefings, and test reports to determine the adequacy of E3 testing.

- Ensurethat E3 issues are satisfactorily reviewed by program acquisition IPTs.

- Review Services evaluation approaches, including M& S, small-scale tests, and appro-
priate chamber and laboratory tests.

- Leveragethe evauation of E3impacts during large-scale field training sessions.

- Review Services' early assessments to identify and understand those situations where E3
and spectrum limitations would likely affect mission accomplishment.

- Review the status of the frequency allocation process and share datawith theOTAS.
- Review E3 engineering assessments and qualification test plans and results.

- AsE3issuesrelated to fielded systems arise during OT& E or during large-scale training
exercises used to complement operational tests, report these issues to the appropriate
agenciesfor resolution.

4.4.2.2 OTA Responsibilities

OTAsareto:

- Work in conjunction with the DISA/JSC, the Defense Intelligence Agency, the system
user, and others as appropriate, to conduct early independent analyses of potential E3
issues and review the resolution of these issues.
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= Conduct early operational assessmentsthat consider the intended operational EME, includ-
ing storage, training, transportation, staging, and conduct of the battle in single Service,
Joint, and International deployments.

= Include E3 and spectrum availability assessment issues as a standard presentation at
Operational Test Readiness Reviews. These assessments should include the operational
impact of any waivers and results of analyses normally accomplished as part of the DD
1494 and SC review process.

4.4.2.3 PM Responsibilities
PMs areto:
- Ensurethat E3 T& E efforts receive adequate funding, and

- Ensurethat E3 issufficiently addressed in TEMPs sinceit will receive close scrutiny
during the TEMP approval process.

4.4.3 Process

To accomplish the objectives of the policy memo, a process and a number of actions are required
throughout the acquisition by DOT&E, the Program Offices, and OTAs. DOT&E, with the support
of the DISA/JSC, will define OT& E E3 evaluation criteria and evaluate the testing and analyses
results to define any limitations and vulnerabilities as aresult of E3 and spectrum supportability
problems. The information necessary to make these determinations will be gathered throughout the
procurement process and should all be available prior to Milestone C. Theinformation required to
perform the OT& E E3/SC assessmentsis shown on Table4 of this handbook. Items 1-8 on the table
areto be provided by the Program Office, whereasitems 9 and 10 are the responsibility of the
OTAs. Ashardware becomes available, tests on components of the platform/system or subsystem/
equipment can be used to validate and supplement the analyses and models. When hardware is
actually produced, inspection, testing, and follow-on analysis of potential problems previously
identified complete the process. Additional guidance may be obtained from the DISA/JSC.

4.5 Commercial Iltems and Non-Developmental Items (CI/NDI)
Use of CI/NDI provides a cost-effective aternative to what can be a costly and time consuming
design process and takes advantage of the latest technology. However, there needsto be an
increased awareness of the limits associated with the use of these itemsin the military EME.
A commercial item isany item customarily used for non-government purposes and has:

- Beensold, leased, or licensed to the general public,

- Beenofferedfor sale, lease, or licenseto the general public, or
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- Evolved through advances in technology or performance and is not yet available in the
commercial marketplace, but will bein timeto satisfy the delivery requirements of a
Government solicitation.

NDI isany item previously developed and being used exclusively for Governmental purposes by
another DoD or Federal Agercy, a State or local Government, or aforeign Government with which
the U.S. has a mutual defense cooperation agreement.

CI/NDI should meet the basic operational requirements and function in the intended operational
EME. Commercial items, NDI, and developmental acquisition programs all should address logis-
tics support, test and evaluation, reliability, maintainability, E3, and safety issues. Furthermore,
evidence of spectrum supportability and approval to operate in itsintended environment, including
overseas theaters, is aso required for Cl. From a SC standpoint, there may be a potential problem
with the military using commercial equipment, particularly on commercial frequencies. A DD
Form 1494 must be submitted to the military Service'sfrequency manager for approval. The
commercial equipment procured by the military may only be operated after approval has been
granted by the NTIA. On the other hand, the rulesfor the operation of leased Cl operated by the
military are different. (See Section 6 of this handbook.)

4.5.1 Policy

Federal and DoD acquisition policies dictate that all material requirements should be satisfied to the
maximum extent practicable through the use of CI/NDI when such products will meet the user's
needs and are cost-effective over the entirelife cycle. Acquisition proceduresfor CI/NDI are
neither new nor significantly different from established acquisition procedures. The objectiveisto
obtain best value in meeting an item's requirements. Market research and analysisshould be con
ducted to determine the availability and suitability of existing CI/NDI prior to the commencement
of adevelopment effort, and prior to the preparation of any product description. The desired
performance requirements should be defined in terms that enable and encourage offerors of CI/NDI
an opportunity to compete in any procurement to fill such requirements. CI/ NDI acquisitions
require flexibility, innovation, and practical trade-offs between performance, supportability, cost,
and schedule. The acquisition process should be tailored to the unique circumstances of an
acquisition in order to provide the greatest benefit to the Government in terms of overall cost,
product quality, timeliness of delivery, and supportability.

4.5.2 Operational Requirements

The use of CI/NDI presents a dilemma between the need for imposing E3/SC controls and the
desire to take advantage of existing designs, which may have unknown or undesirable EMI char-
acteristics. Blindly using CI/NDI carries arisk of E3 problemswithin the platform/system or sub-
system/equipment. CI/NDI should meet the operational performance requirements for that equip-
ment in the proposed installation. Asa practical matter, the limitations of ClI should be recognized.
For example, Cl are generally not designed to operate in the harsh military EME and in many
instances lack sufficient emission control or susceptibility protection such that severe EMI can
result from co-located C4l systems, other onboard el ectronic/electrical systems, oremitters on other
platforms. Experience has shown that effortsto resolve these EMI problems may be time consum-
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ing, difficult to implement in the field and expensive for the Government, oftentimes with marginal
results. Also, NDI may be designed for ore environment but selected for use in another. Each
potential use of CI/NDI needsto be reviewed for the actual intended usage, and a determination
needs to be made of appropriate requirements for that application.

45.3 Assessment of CI/NDI

Since CI/NDI isalready designed, it isessential that the intended EME and required E3 perform-
ance characteristics of each candidate item be assessed. Modificationsrequired to correct E3 prob-
lemsin an operational Cl can be time consuming and very costly. E3 problems can present a poten
tially hazardous situation resulting in loss of life, damage to hardware, or degradation of mission
performance capability. To mitigate the risk, an assessment should be performed to evaluate the
planned EME and the equipment’s EMI characteristics. This can be accomplished by reviewing
existing test data, reviewing the equipment design, or with limited EMI testing. If theitem was
designed to acommercial standard, or to one from another Government agency, there may be
existing EMI test data. That data, if available, should be reviewed to determineif theitemis suit-
able for the particular application or intended installation. |f datais norntexistent, or does not allow
comparison with the applicable MIL-STD-461 requirements, limited laboratory EMI testing should
be performed to provide the data necessary to do the comparison. If, after evaluation of the EMI
data, it is determined that the equi pment would not satisfactorily operate in theintended EME, then
itistheresponsibility of the procuring activity to implement modificationsto or to select another
equipment with adequate characteristics. Be advised that thereis no commercia standards equiva-
lent to MIL-STD-461. Furthermore, evidence of spectrum supportability and approval to operate in
itsintended environment, including overseas theaters, isalso required for CI. In other words, Cl
still must go through the spectrum supportability processif it isto be operated by the military.

4.5.3.1 Commercial Specifications and Standards

Not all CI/NDI will function properly in the military EME. Most commercial E3 documents are
inadequate for military platforms (that is, they do not stipulate susceptibility/immunity performance
requirements, do not address the concern of commonrmode EMI, and so forth). Comparing mili-
ary and commercial EMC performance requirementsisafirst step in determining if:

- Useof CI/NDI ispractical,
- Moretesting isrequired, or
- Whether the equipment must be hardened.

4.5.3.2 Comparisons

Items successfully tested to commercial E3 requirements may meet aportion of the military E3
requirementsin MIL-STD-461 or MIL-STD-464, as appropriate. Being able to compare military
and commercial specifications/standards can save an appreciable amount of effort and money when
qualifying CI/NDI for military applications. In order to make useful comparisons, the minimal E3
performance requirements essential for mission effectiveness should first be established by tailoring
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MIL-STD-461 or MIL-STD-464 to the specific application. These E3 performance requirements
should then be compared to the E3 requirements of the specifications/standards that were used to
develop the CI/NDI that is being considered for procurement. When acommercial E3 requirement
is equivalent to, or more stringent than, aMIL-STD-461 or 464 tailored requirement, it can be
assumed the CI/NDI satisfies the military E3 performance requirement. |If thereisno equivalent
commercial E3 requirement, testing in accordance with MIL -STD-461 or 464 should be conducted
to demonstrate whether the CI/NDI E3 performance isin compliance with the established perform-
ance requirements. Information to assist in comparing major National and International commer -
cial EMC standardswith MIL-STD-461E is provided as Appendix D of this handbook and in the
detailed report EPS-0178.

45.3.3 Alternatives

Several alternatives exist when E3 assessments or the testing of CI/NDI demonstrates that the
equipment or system cannot meet its E3 performance requirements. These include:

- Shielding or isolation of theitem,
- Frequency management,
- Filtering,

- Blanking,

- Reassessing the existing mission profilesto determine if the CI/NDI E3 performanceis
acceptable, or

- Abandoning the CI/NDI acquisition strategy when the E3 parameters of available CI/NDI
arefar inferior to the requirement.

4.6 Matrices of E3/SC Tasks and Applicable Documents

Table 1 shows the checkpoints during the acquisition life cycle where E3/SC requirements and
issues can be reviewed.

Tables 2 through 4 provide guidance and checklists to ensure that E3/SC are adequately considered
as the program progresses through the acquisition process. A checklist is presented for each mile-
stone decision point. If the source document does not provide the necessary information, the issues
should be raised at appropriate forums, such as |PT meetings, to obtain the required information.

Table 5 contains alist of tasks normally required for most acquisitions and alist of applicable

documents that address each task. Additional Service-unigue publications may also be consulted.
See Appendix A for alist of other such publications.
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Concept and
Technology

Acquisition Phases
Development

System Development
and Demonstration

Production and
Deployment

Operations and
Support

Decision Points

MY A MS B MY C
Documents Requiring E3/SC Input
MNS v' v
CRD. ORD. C4ISP V V
TEMP

Minimum DD Form 1494
Submittals

E3/SC Testing Opportunities

V

Prototype

Prototype

VoV Vv

EDM FAAT LRIP

As required

TCommerci altem —

TABLE 1. E3/SC Checkpoints.

L egend:
EMD:  Engireering Development Model LRIP. Low Rate Initial Production
FAAT: First Article Acceptance Test MS: Milestone
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DRAFT

TABLE 2. Milestone A (Concept and Technology Development Approval) Data Requirement
Checklist.

Objective: To ensurethat E3 and SC are addressed in requirement documents.
Required Information:
1. DD Form 1494 submitted to Service Frequency Management Office

2. MNSthat addresses the following:

a. Description of operational EME (that is, the operational environment, theater, mission in the
operational plan (OPLAN), and so forth) in which the item must operate, and

b. Compliance with applicable DoD, National, and International SM pol icies and regulations
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TABLE 3. Milestone B (System Development and Demonstration Approval) Data
Requirements Checklist.

Objective: To ensurethat E3 and SC issues are identified and adequately addressed.
Required Information:

1. DD Form 1494 submitted to Service Frequency Management Office

2. Status of HNA efforts

3. ORD that addresses the following:

a. Description of operational EME (that is, the operational environment, theater, mission in the
OPLAN, and so forth),

b. Compliance with applicable DoD, National, and International SM policies and regulations,
c. Intra andinter-platform/system EMC, and
d. E3 specialty issues (HERO, HERP, HERF, EMP, lightning, and p-static, as appropriate).
4. TEMP, which has E3 within the scope of a COl, alist of verification efforts that addresses
effectiveness/suitability/survivability of the platform/system or subsystem/equipment in the
intended operational EME, and provisionsfor testing CI/NDI

5. E3 and SM potential risksidentified and tests and analyses performed to date which identify and
define operational limitations and vulnerabilities

NOTE: All acquisition documents should contain requirements for E3 and SC tests and analyses.
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TABLE 4. Milestone C (Production and Deployment Approval) Data RequirementsOT& E
E3/SM Assessment Checklist.

Objective: To identify to the best extent possible E3/SM limitations and vulnerahilities.
Required Information, as appropriate:

1. DD Form 1494 submitted to Service Frequency Management Office

2. Status of HNA effort

3. Description of operational EME (that is, the operational environment, theater, mission in the
OPLAN, and so forth)

4. Latest program documentation (MNS, CRD, ORD, C4lSP, performance specification, SOW).
5. TEMP which contains:
a. E3 within the scope of a COI, and

b. List of tests and analyses used to determine the item’ s effectiveness/suitability/survivability
in the operational EME

6. Copies of the following verification results, including T& E data:
a. Intraplatform/system data, including:
(1) Antennacoupling and blockage analyses and/or test data,
(2) Subsystem/equipment EMC analyses and/or test data, and
(3) CI/NDI EMC analyses and/or test data

b. Inter-platform/system EMC verification results and test data for spectrum dependent (Joint
E3 Evaluation Tool (JEET) model) and nonspectrum dependent equipment

c. Specia E3 analyses and/or test data (HERO, HERP, HERF, EMP, lightning, and p-static) if
required by the ORD, TEMP, or contractual documents

7. E3 and SM impact assessments which identify and define operational limitations and
vulnerabilities, including lessons learned

8. DT&E test plans and results/reports
9. Initial operational test and evaluation (IOT&E) test plans and results/reports

10. User initiated test results
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E3/SC TASKS
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¢-as
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Prepare E3/SC inputsto MNS, ORD,
CRD, C4ISP, and TEMP

x

X
x
x
x

Organize E3/SC WIPT

x

x

Determine spectrum requirements
and submit requests for frequency
allocation (DD Form 1494) at appro-
priate times

Define EME which may be encountered
during life cycle and update

Determine feasibility and evaluate
possible use of CI/NDI

Verify if performance of proposed itemis
compatible in itsintended operational
EME

Define acceptabl e performance criteria

x

Evaluate E3 standards, predicted EME,
and acceptable performance criteriato
determineif item will meet general

E3 and spectrum supportability criteria

Establish initial E3 requirements for
inclusionin performance specification,
SOW, CDRL

Specify DT&E and OT&E requirements
to demonstrate the item will perform its

mission in the intended EME; includein
TEMP

Review all contractor dataitems

Perform special E3 tests and/or analyses
as specified in TEMP

Define vulnerabilities and li mitations due
to E3/SC issues

Request assignment of test frequencies

Monitor and review waiver requests and
modifications

Investigate and fix operational E3
problems
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5. E3 CONCERNS
5.1 Electromagnetic Environment (EME)
5.1.1 General

The EME isthe resulting product of the power and time distribution, within various frequency
ranges, and includes the radiated and conducted el ectromagnetic emission levels that may be
encountered. Itisthetotality of electromagnetic energy, from man made and natural sources, to
which aplatform/system, or subsystem/equipment will be exposed within any domain (that is,
land, air, space, sea) while performing itsintended mission throughout its operational life cycle.
When defined, the EME will be for a particular time and place. Specific equipment characteristics
(such as operating frequencies, emitter power levels, and receiver sensitivity), operational factors
(such as distances between items and force structure), and frequency coordination al contribute to
the EME. In addition, transient emissions and their associated rise and fall times(such as from
EMP, lightning, and p-static) also contribute.

One of DoD's basic objectivesisto ensure that all military subsystems/equipment and platforms/
systems are self-compatible and not adversely affected by the operational EME. Undesired

el ectromagnetic energy may degrade the performance of an item temporarily, in which case the
item may operate in a degraded mode when sufficient electromagnetic energy is present. Alter-
natively, the electromagnetic energy may cause permanent damage, in which cese the item will not
operate until it is either repaired or replaced and the E3 problem has been resolved. Examples of
the effects that can be caused by undesired el ectromagnetic energy, depending on the victim, are:

Burnout or voltage breakdown of components, antennas, and so forth,
- Performance degradation of receiver signal processing circuits,

- Erroneous or inadvertent operation of electromechanical equipment, electronic circuits,
components, ordnance, and so forth,

- Unintentional detonation orignition of ordnance and flammable materials, and

- Personnel injuries.

5.1.2 EME Effects

The effects of undesired el ectromagnetic energy on a platform/system or subsystem/equipment
operating in a specific environment are dependent upon the item'’s susceptibility or immunity,
characteristics, and the amplitude, frequency, and time-dependent characteristics of the EME. To
prevent E3 problems from occurring, the possible effects of undesired el ectromagnetic energy
should be considered for each item when operating in itsintended EME. Furthermore, compliance
with the National Environmental Policy Act requires Environmental |mpact assessments for many
types of systems and installations. These assessments must address the potential impact of the
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EME on personnel, ordnance and fueling areas. Asdiscussed earlier in this handbook, arequire-
ment to demonstrate satisfactory performance in adefined EME should be included in al pro-
curement documentation and addressed in the TEMP.

5.1.3 Contributors to the EME

The EME in which military platforms/systems and subsystems/equipment must operate is com-
prised of amultitude of natural and manmade sources. Natural sources consist of:

- Galactic noise,

- Atmospheric noise,

- Solar noise,

- P-static,

- Lightning, and

- ESD.
Manmade sources consist of friendly and hostile emitters, both intentional and unintentional, and
spurious emissions such as motor noise and intermodulation products. Intentional emittersin
clude, but are not limited to the following types of subsystems/equipment:

- Communications,

- Navigation,

- Meteorology,

-  Radar,

- Weapon, and

- Electronic Warfare (EW).
Unintentional emitters encompass any item that uses, transforms, or generates any form of electro-
magnetic energy. Therefore, any electrical, electronic, electromechanical, or electro-optic device
can be an unintentional emitter. Examples of unintentional emittersinclude the following:

- Intentional radiators emitting other than the intended emission,

- Computers and associated peripherals,

- Televisions, cameras, and video equipment,
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- Microwave ovens,

- Radio and radar receivers,

- Power supplies and frequency converters,
- Motors and generators, and

Electrical hand tools.

Power levels and source locationsrelative to the item are the two main considerations used for
determining which sources are the dominant contributors to the operational EME. For example,
during normal, non-combat operations the primary sources of electromagnetic energy would be
from own and nearby unit's transmissions and spurious emissions. In acombat scenario, enemy
transmissions could be another major contributor. Hence, the EME within which an item must
operate and survive is both mission-dependent and scenario-dependent.

5.1.4 Defining the EME

The EME inwhich the item ismost likely to operate must be defined early in the acquisition pro-
cess. Theinitial step isto identify the major geographic regionsin which the system will operate,
that is, the U.S., Atlantic, Pacific, Europe, Middle East, or possibly, worldwide. The next step isto
identify the specific countriesin each major region in which theitemislikely to be deployed, since
obtaining afrequency allocation may be more challenging in some countries. Once that isdone,
the theater and missions must be defined. Finally, the individual host platforms/systems on or near
theitem to be deployed, must be identified.

Once the geographic areas and host platforms have been determined, the types and characteristics
of any spectrum dependent item present or planned that could possibly interact with the proposed
item should be identified. Thisidentification addresses both items affected by and those that affect
theitem. Theidentification must address both the military and commercial EME alike. The infor-
mation on interacting itemswill be used asan initial input for frequency allocation and E3 anal y-
ses. Although the EME isdefined early in the program, continuous update of the EME is necess-
ary throughout the entirelife cycle because the environment isnot static. Other entities (friendly
and hostile) will be simultaneously developing or fielding itemsthat will operate within the same
EME. Dataconcerning these "new" items must be sought out and added to the EME definitions.
In addition, the original mission requirements of the proposed item may be changed, forcing
additional geographic regions, countries, host platforms, and nearby equipment to be considered.
As EME definitions are updated, they should be used to refine E3 analyses and frequency allo-
cation requests. MIL-HDBK-235 and MIL -STD-464 describe various land-based, ship-based,
airborne, and battle space environments, including friendly and hostile EME levels that may be
encountered by an item during itslife cycle. One of the difficulties encountered when specifying
the performance requirements of anitemisthat, in many cases, the characteristics of the intended
operational EME are quantitatively unknown. The following factors should be considered when
defining the anticipated operational EME of an item.
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5.1.4.1 EME Profile

Each item, in all likelihood, will be exposed to several different EME levelsduring itslife cycle.
MIL-HDBK-235 and MIL-STD-464 provide general information on the EME. Referring to these
documents can be useful when defining the power levels of the EME to which an item may be ex-
posed. However, the tables should be tailored for specific applications. Specifying an EME level
that istoo stringent may result in additional coststhat are unnecessary. Each distinctive EME that
an item will be exposed to during itslife cycle should be defined before specifying its performance
requirements. For example, amissilewill be exposed to different EME levels during shipment,
storage, checkout, launch, and the approach to atarget. The specified E3 control performance
requirements should ensure the item's performance is not affected by any of the EME levels that
will be encountered.

5.1.4.2 Configuration

The physical configuration of an item may vary depending on itsintended location. Anitem's
immunity or susceptibility to the EME may also vary depending on its physical configuration and
location relative to the intended operational EME. Therefore, when devel oping E3 performance
requirements, both the physical configuration and the location of the item within each of itsinten
ded operational EME should be considered.

5.1.4.3 Operational versus Survivability EME

Thereisusually asignificant difference between the levels of electromagnetic energy that will
temporarily degrade or limit the effective performance of an item (operational) and those levels
that will permanently damage an item (survivability). The requirement to control any effects from
the EME under all circumstances should be, by necessity, more stringent than just to ensure that
theitem will not be permanently damaged. When specifying E3 control requirements, the item's
function and how critical it isto the intended mission should be taken into account. There are also
precautions that can be taken to protect equipment from being permanently damaged by electro-
magnetic energy when not in use that cannot be implemented when they are in an operational
mode.

5.1.4.4 Susceptibility

The susceptibility characteristics of an item are dependent upon its design characteristics. For
example, the item may respond to a broad frequency range or be frequency selective. Also, some
victims have response times in microseconds and are affected by the peak power levels of short-
term signals, whereas other victims are affected by heating and respond more slowly to the average
power levelsof signals. The design characteristics of anitem, aswell asthe shielding integrity,
choice of components, and use of filtering should be considered when evaluating the effect the
EME has on an item.

5.1.4.5 Future Considerations

Possible changes in the intended operational EM E and future applications of an item also should
be considered when defining the EME that an item may encounter. Anitem designed to operatein
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aspecific EME may, in the future, be required to operate in another, or used to perform functions
and missions that were not planned for when the item was originally designed. Although the cost
of an item may increase when designed for an EME that is more severe than the EME that is cur-
rently being predicted to be encountered by the item, the increase in cost may be justified in terms
of adaptability for future applications. Thisis particularly truefor items designed by a Service that
may, ultimately, be used in a Joint operation.

5.1.4.6 Conditions Precluding EME Exposure

When defining the operational EME that an item will be required to operate or survive in during its
life cycle, operational and installation conditionsthat can preclude or reduce exposure to the EME
and any added information that may affect an item's exposure to the EME should be considered.
For example, the complement of emitters on a platform or site will provide anindication of the
frequency bands within which high levels of electromagnetic energy will probably be encountered.
Dimensional restrictions and intervening structures may exist that cause an item to operate in the
near or induction field region of an antenna. Other factors such as the platform usage on which an
item isinstalled and the operational use of the item also should be considered.

5.2 EMC

EMC isthe capability of systems, equipment, and devicesto operate in their intended operational
environment within a defined margin of safety and at designed levels of performance without
suffering or causing unintentional degradation because of EMI. It involves the application of
sound electromagnetic spectrum management; platform/system and subsystem/equipment design
considerations that ensure EMI-free operation; and clear concepts and doctrines that maximize
operational effectiveness. It isapparent, then, that the lack of EMC due to the presence of EMI is
the concern.

The threat presented by RF emitters around the world is becoming increasingly more hostile. 1n-
creased multi-National military operations, proliferation of both friendly and hostile weapons sys-
tems, and the expanded use of the spectrum worldwide have resulted in an operational EME not
previously encountered. Therefore, it is essential that these environments be defined and used to
establish system E3 requirements. Documents such as MIL-HDBK-235 and MIL -STD-464 list
various land-based, ship-based, airborne, and battle force emitters and associated environments.
The electromagnetic fields from these emitters, which may illuminate platforms/systems, are very
high and can degrade overall performance if they are not properly addressed. Operational problems
resulting from the adverse effects of electromagnetic energy on systems/platforms are well docu
mented. Problemsinclude premature detonation, loss of communications, loss of guidance and
tracking radar, component failure, and unreliable built-intest indications. These problems underscore
theimportance of designing platforms/systems that are compatible with their intended operational
EME. Joint operations further increase the potential for safety and reliability problems since the sys-
temislikely to be exposed to an operational EME different from thatfor which they were designed.

5.3 EMI

EMI isany electromagnetic disturbance, whether intentional, asin someforms of EW, or uninternt
tional asaresult of unintended or spurious emissions, intermodulation products, and the like, that

43



MIL-HDBK-237C

interrupts, obstructs, or otherwise degrades or limits the effective performance of electronic or
electrical equipment. Related to EMI is*electromagnetic susceptibility” which istheinability of
an item to perform its function without degradation while in the presence of an electromagnetic
disturbance.

The EMI characteristics (emission and susceptibility) of individual equipment and subsystems
must be controlled to obtain a high degree of assurance that these items will function in their
intended installations without unintentional el ectromagnetic interactions with other equipment,
subsystems, or the external EME. The EME within asystem is complex and variable depending
upon the operating modes and frequencies of the onboard equipment. Also, configurationsare
continuously changing as new or upgraded equipment are installed. Furthermore, items developed
for one platform may be used for other platforms. MIL-STD-461 provides a standardized set of
EMI control and test requirements that form acommon basisfor assessing the EMI characteristics
of subsystems and equipment. Adherence to these EMI requirements will afford a high degree of
confidence that the item will operate compatibly upon integration and would minimize potential
cost impact and scheduling delays. A further concern is the need for equipment using power to
control transients to levelsthat will not cause upset or damage to other power users.

5.4 EMP

An EMP isthe electromagnetic radiation (EMR) from a nuclear explosion caused by Compton
recoil electrons and photoel ectrons from photons scattered in the materials of the nuclear device or
in asurrounding medium. The resulting electric and magnetic fields may couple with electrical or
electronic systems to produce damaging current and voltage surges. EM P may also be caused by
non-nuclear means. A nuclear burst above the atmosphere that produces coverage over alarge
areaiscalled ahigh-altitude EMP, or HEMP.

In anuclear conflict, it is possible that many military systemswill be exposed to an EMP. The
resultant EM field is characterized by high amplitude, short duration, and short rise time pulse for
avery brief time. There are two types of EMP, each distinguished by the height of the burst. One
typeisexo-atmospheric where the detonation is outsde of the atmosphere but which can produce
coverage over large geographical areas; and the other is endo-atmospheric which results from a
low altitude detonation. In either case, the effects can be detrimental to the performance of many
electrical and electronic military systems. MIL-STD-2169, a classified document, provides de-
tailed descriptions of the threat waveforms. These threats are converted to unclassified require-
mentsin MIL-STD-461 and 464.

5.5 Electromagnetic Radiation (EMR) Hazards (RADHAZ)

EMR can have harmful effects on personnel, fuels, and ordnanceif uncontrolled. These effectsare
discussed below.

5.5.1 HERP

A potential hazard can exist when personnel are exposed to an electromagnetic field of sufficient
intensity to heat the human body. The fact that heating is associated with absorption of RF power
by humans was known nearly 50 years ago and led to the introduction of RF diathermy for medical
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and surgical purposes. The heat resulting from RF field interactions simply adds to themetabolic
heat |oad of the human. If the body's heat gain exceedsits ability to rid itself of excess heat, the
body temperaturerises. Therefore, if significant power is absorbed, an increase in body temper -
ature can occur that could have a competing effect on metabolic processes, with potentially dele-
terious effects. Radar and EW systems present the greatest potential for personnel hazard due to
their high transmitter output powers and antenna characteristics. Personnel assigned to repair,
maintenance, and test facilities have a higher potential for being overexposed because of the vari-
ety of tasks, the proximity to radiating elements, and the pressures for rapid mai ntenance response.
Safety tolerance levelsfor exposureto EMR are defined in DoDI 6055.11.

5.5.2 HERF

An electromagnetic field of sufficient intensity can create sparks with sufficient energy to ignite
volatile combustibles, such asfuel. For fuel vaporsto ignite, aflammable fuel -air mixture must be
present, in addition to an interse electromagnetic field. EMR can induce currentsinto any metal
object. Theamount of current, and thus the strength of a spark across a gap between two conduc-
tors, depends on thefield intensity of the energy and how well the conductors act as areceiving
antenna. Many parts of asystem, arefueling vehicle, or a static grounding conductor can act as
receiving antennas. Theinduced current depends, mainly, on the conductor length in relation to
the wavelength of the RF energy and the orientation of the field. It is neither feasible to predict
nor control these factors. The hazard criteriamust then be based on the assumption that an ideal
receiving antenna could be inadvertently created with the required spark gap. The existence and
extent of afuel hazard are determined by comparing the actual RF power density to an established
safety criterion. T.O. 31Z-10-4 and OP 3565 provide procedures for establishing safe operating
distances.

5.5.3 HERO

The potential existsfor munitions or EEDsto be adversely affected by EMR. EEDs include all
components required to control, monitor, or initiate an EID in ordnance. Ordnance includes weap-
ons, rockets, explosives, EIDsthemselves, squibs, flares, igniters, explosive bolts, electric primed
cartridges, destructive devices, and jet-ass sted take-off bottles.

Modern communication and radar transmitters can produce a high EME that can be hazardous to
ordnance. These environments can cause premature actuation of ordnance. RF energy of sufficient
magnitudeto fire or dud EIDs can be coupled from the external EME, either by explosive subsystem
wiring or by capacitive coupling from nearby radiated objects. Possible consequencesinclude both
hazards to safety and performance degradation. EIDs should be selected to be the least sensitive that
will meet system requirements. Each EID must be categorized asto whether itsinadvertent ignition
would lead to either safety or performance degradation problems. The Program Office should deter-
minethis categorization. OD 30393 provides design principles and practicesfor controlling EMR
hazardsto ordnance. MIL-STD-1576 provides guidance on the use and test of ordnance devicesin
space and launch vehicles.

5.6 EMV

EMV isthe characteristic of asystem or equipment that causesit to suffer degradation in perform-

45



MIL-HDBK-237C

ance, or the inability to perform its specified task, as aresult of the operational EME. A platform/
system or subsystem/equipment is said to be vulnerableif its performanceis degraded below a
satisfactory level because of exposure to the stress of an operational EME or transient. There are
many different EME levelsthat an item will be exposed to duringitslife cycle. Many threats will
be seen only infrequently. However, if the item encounters an operational EME corresponding to
its susceptibility characteristics as observed in alaboratory test, it may suffer degradation in per-
formance, or not be able to perform its specified task at al in that operational environment. An
EMV analysisisusually required to determine the impact of alaboratory-observed susceptibility
on actual operational performance. Theresults of the EMV analysis guide the possible need for
hardware modification, additional analyses, or testing.

5.7 Electronic Protection (EP)

EP isan element of EW involving actions taken to protect personnel, facilities, and equipment
from any effects of friendly or enemy employment of EW that degrade, neutralize, or destroy
friendly combat capability. It involves both passive measures, like the use of emission control
(EMCON) measuresto reduce interception of friendly signals by the enemy, and active measures,
such asincreasing transmitter power or using el ectronic counter-countermeasure circuitsin rece -
versto overcomethe effectsof jamming. Asitrelatesto E3, EPisthe control of intentional and
unintentional radiated emissions, in excess of the EMCON limits, from areceiver or an active
transmitter to reduce the probability of detection, classification, and identification of the active
transmitter or receiver.

Intentional and unintentional radiated emissions can compromise a system’ slocation and identity
if the enemy can detect and analyze these emissions. This could lead to degradation, neutraliza-
tion, or destruction of friendly combat capability. EMCON procedures can be used to deny exploi-
tation by threat forces, however, these procedures can not always prudently be deployed. Require-
ments on the level of emissionsradiated during EMCON areincluded in MIL-STD-464. Thestan
dard a'so includes EP requirements for emissions in excess of the EMCON limits.

5.8 Lightning

There is no doubt that lightning can be hazardous to systems and equipment and that items must
include provisions for lightning protection. Thereisno known technology to prevent lightning
strikes from occurring; however, lightning effects can be minimized with appropriate design tech
niques. Lightning effects can be divided into direct (physical) and indirect (electromagnetic)
effects.

- Direct effectsof lightning are any physical damage to the system structure or equi pment
due to the direct attachment of the lightning channel. These effects include tearing, bend-
ing, burning, vaporization, or blasting of hardware, as well as the high-pressure shock
waves and magnetic forces produced by the associated high currents.

- Indirect effects are those resulting fromelectrical transientsinduced in electrical circuits
due to coupling of the electromagnetic fields associated with lightning and the interaction
of these electromagnetic fields with equipment in the system.
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In some cases, both direct and indirect effects may occur to the same component. For example, a
lightning strike to an antenna could physically damage the antenna and send damaging voltages
into the transmitter or receiver connected to that antenna. Also, currents and voltages conducted
by mechanical control cablesor wiring in aircraft may cause serious electrical shock. DOT/FAA/
CT-89/2 contains electrical lightning characteristics and design guidance.

5.9 Precipitation Static

P-static is an electromagnetic disturbance caused by arandom el ectrostatic discharge buildup asa
result of the flow of air, moisture, or airborne particles over the structure or components of avehi-
cle moving in the atmosphere, such as an aircraft or spacecraft. As systemsin motion encounter
dust, rain, snow, and ice, an electrostatic charge builds up. Thisbuildup of static electricity causes
significant voltagesto be present which can result i n interference to equipment and constitute a
shock hazard to personnel. For aircraft applications, air crew personnel may be affected during
flight, and ground personnel may be affected after landing. P-static deserves special emphasis be-
cause of increased sensitivity of electronic equipment, wider frequency spectrum for new commu
nications systems, and increased use of composite materials.

5.10 Spectrum Supportability

Spectrum supportability is the assurance that the necessary frequencies and bandwidth are avail-
ableto systems used by the military in order to maintain effective interoperability in the opera
tional EME. Itincludes SC, HNA, and EMC. The availability of adequate spectrum to support
military electronic systems and equipment is criticd to maximizing mission effectiveness. Spect-
rum planning and frequency management must be given appropriate and timely consideration dur-
ing the development, procurement, and deployment of military assets that utilize the electromag-
netic spectrum. Toensure maximum EMC among the various worldwide users of the spectrum, it
isessential that antenna-connected equipment and other intentional radiators, such asidentification
devices and stock control micro strips, comply with spectrum usage and management require-
ments. DoD’ s use of the spectrum is constantly being challenged by the commercial sector. As
more and more spectrum is taken away, the available spectrum must be managed as efficiently as
possibleto ensure the success of all military operations. Elements of spectrum supportability are:

- Frequency Allocation. The designation of frequency bands for use by one or moreradio
communication service, for example, fixed, land mobile, air-to-ground, or commercial
broadcast. (based on National and International agreements).

- Frequency Assignment. The authorization for a spectrum-dependent system to use a
frequency under specified conditions or restrictions. (license to operate).

- Spectrum Certification (SC). The process by which development or procurement of a
C-E or spectrum dependent, system or equipment, including all systems employing
satellite techniques, will be reviewed and certified for compliance with spectrum manage-
ment policy, allocations, regulations, and technical standardsto ensure that RF spectrum
isavailable (based on National and International regulatory allocation requirements). See
Section 6 of this handbook for a discussion of the SC process.
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6. SPECTRUM CERTIFICATION
6.1 General

Spectrum supportability must be given appropriate and timely consideration in acquisition plan-
ning, development, procurement, and deployment of spectrum dependent systems or equi pment.

A DD Form 1494 must be submitted to the appropriate Service coordinator in accordance with the
requirements and procedures of DoDD 4650.1, DoDI 5000.2, and the form itself. SC establishes
the basisto ensure that DoD systems utilizing the spectrum are capabl e of operating intheir inten-
ded environment without causing or suffering unacceptable degradation of performance due to
EMI. The processinvolves efforts required to obtain an approved frequency allocation and HNA,
where applicable.

The datarequired, and provided, on DD Form 1494 includes identification of the item, requested
spectrum support (operational frequency band(s)), planned deployment information, equipment
technical characteristics, and performance data. This data, maintained at the DISA/JSC, benefits
that portion of the SM community involved in mission planning for DoD warfare and training
operations. SC data enables:

Frequency assignments for DoD operations, exercises, and training,
- Mitigation or resolution of EMI problems,
- Siting of new DoD or commercial systemson ships, aircraft, in space, and at shoresites,
- Integration of CI into theintense EME found on military platformsand installations,
- Establishment of mutually beneficial parameters for spectrum sharing with Industry, and
- Coordination with foreign (host) nations for use of DoD systems overseas.
Spectrum supportability must be addressed early in the conceptual phase of system development
and is periodically reviewed and updated throughout the system design. OMB Circular A-11
requiresthat spectrum support be obtained before submitting funding estimates for the devel op-
ment or procurement of systems or equipment. In addition, certification isrequired before funds

are obligated for spectrum dependent systems or equipment.

6.2 Issues

6.2.1 Threats to DoD Spectrum Access

Use of the spectrum by DoD is expanding based on emerging advanced technol ogies and Joint
warfighting strategies. The DoD employs alarge number of weapon systemsin executing mili-
tary missions, and most, if not al, depend upon the electromagnetic spectrum. Loss of spectrum
access, however, has the potential to derail effortsto exploit available technology. DoD is pro-
vided access to spectrum by the Federal Government and shares spectrum with other Federal
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Agencies, local Governments and private Industry. Consequently, the DoD must demonstrate
critical needsto maintain specific portions of the spectrum for exclusive military use. Thisistruer
now more than ever before considering the wide use of new wireless technologiesin the market-
place. Expanding commercial accessto spectrumisareality today. In many cases, spectrum use
is bound by International agreements since DoD operations are conducted worldwide, bringing
new challenges to effortsinvolved in planning and coordinating Joint missions. Relocation of
systems to new bandsis difficult and costly because an equipment may interact with many others.
In addition to theincreased likelihood of operational EM I because of overcrowding in the remain-
ing spectrum, equipment redesign, additional T& E , re-certification for spectrum use, and training
all may be necessary. Further domino effects are also likely, forcing changes to other parts of the
integrated military system. Many frequencies used by DoD are those that work best for the inten
ded purpose, dictated by the laws of physics. DoD efforts to safeguard needed spectrum access
depend on the capability to demonstrate the criticality of targeted frequencies. The acquisition
community plays akey role since the spectrum certification process provides much of the inform-
ation needed to substantiate DoD positions.

6.2.2 Joint Missions and Host Nation Agreements

The International Telecommunication Union (1TU), an approximately 200-nation member organi -
zation, regul ates the RF spectrum worldwide and promotes I nternational cooperation in the effic-
ient use of the spectrum. In ever-increasing global competition for limited frequency spectrum, the
DoD must provide for mutual compatibility and agreement regarding its use in the I nternational
community. Spectrum isanational resource managed by each country. Granting approval to DoD
assets to transmit within a country isresolved at the sole discretion of that country, based on the
perceived potential for EMI to local receivers. Use of military or commercial C4l systemsin host
nations requires coordination and negotiation including approvals and certifications. Host nations
have denied frequency assignmentsto DoD systems because of EMI caused to in-country telecom-
muni cation systems. These may be, for example, cellular and other mobile phones, civil aviation,
civil defense, other civil and Government systems, meteorological sensors, radar, military systems,
and satellite communications.

The Military Departments conduct operationsin territories of Governments other thanthe U.S. In
such situations, use of the spectrum for U.S. operationsis by permission of the host Government
and isformalized in an agreement between the U.S. and that Government. To ensure EMC, the
host Government in most cases requiresthe U.S. to supply data concerning the equipment charac-
teristics from a spectrum usage standpoint. The datarequired in most of these situations are the
same data elementsrequired in DD Form 1494. Failureto obtain HNA can result in action as
severe as confiscation of the equipment. Asaminimum, such equipment will not be allowed to
operate.

Submission of the DD Form 1494 isthe key to obtaining HNA. Thisformisforwarded to the Uni -
fied Commands where the system will be deployed overseas. Each Unified Command Joint Freg
uency Management Office (FMO) then reviews, coordinates, and obtains HNA of specified freg
uenciesfor the system. Once approval has been obtained, the Unified Command must request
assignment of a specific frequency, or frequencies, from the host nation to operate the equipment.
Asindicated in 6.2.3, use of ClI in DoD operations overseas must also be coordinated through these
negotiations.
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6.2.3 Spectrum Certification of Cl

As noted earlier inthis document, procurement and use of Cl in DoD is encouraged as an aterna
tiveto the costly in-house development process. However, the civilian spectrum is generally not
authorized for military use. When contracting for the acquisition of spectrum dependent ClI, par-
ticularly those that utilize civilian frequencies, it is essential that SC considerations be addressed,
in addition to the E3 issues discussed elsewhere in this handbook. DaoD directives, instructions,
and regulations all require acquisition personnel to obtain SC approval for all spectrum dependent
equipment, including CI emitters and receivers, particularly where the Government relies on com-
mercially provided services or secondary allocations, that is, permission to use on a not-to-interfere
basisfor military purposes. Thisrequirement extendsto Cl used for military purposes, whether
operating in Government exclusive bands, shared bands, or non-Government exclusive frequency
bands. Government requirementsfor use of the spectrum in exclusive non-Government bands can
be accommodated either by:

- Becoming auser of acommercial service, such as cellular telephone, or
- Obtaining a secondary allocation.

When using acommercial service, a Government user will buy or lease Cl equipment that has been
“Type-Accepted” in accordance with Federal Communications Commission (FCC) rules. Asa
practical matter, and as discussed in 4.5.2, the limitations of Cl and their potential for EMI prob-
lems should be recognized. The FCC requirements differ markedly from those imposed by the
DoD and, generally, do not provide the necessary data on equipment technical characteristics or
system performance. Thisdataisimportant to the SM community, and is used for frequency
planning of Joint missions and training, EMI resolution efforts, HNA, and other related tasks.
Secondary allocations can be even more of a problem for the Government user who, in this case, is
afforded no protection at all from EMI. Furthermore, regulatory policy stipulates that primary
allocation operations will receive no EMI from secondary users. Consequently, operational EMI
can be expected in the absence of appropriate SC considerations applied during system acquisition.

Cl generally entersthe SC process prior to Milestone C since the development has already taken
place. Inthese cases, equipment manufacturers must supply the requisite technical characteristics
and performance data needed to complete the process for the following reasons:

- Thepotential for EMI isincreased, because most Cl are not designed or tested for opera
tion in the extremely dense, high power EME found on DoD platforms and in mission
battle space situations. Conversely, the resolution of such problemsis made consider-
ably more difficult when SC datais not available for use in developing potential fixes.

- Siteplanning, for installing Cl systemsin DoD platforms, while maintaining mutual
compatibility between installed systems, becomes extremely difficult, if not impossible to
do efficiently in the absenceof specific, spectrum performance data.

- ClI with unknown, out-of -band emission characteristics can inadvertently cause severe

EMI to critical C4l systemsin the environment, requiring costly corrective action pro-
grams and probably reducing operational effectiveness.
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- Spectrum planners, who develop frequency plansfor DoD missions, are responsible for
assigning frequencies to preclude EMI among the multitude of emitters and receivers
that will operate in the battle space or in training exercises. Non-certified emitters and
receivers constitute unknown quantities that present a hazard to spectrum planning and
overall mission success, regardless of their operational frequencies.

6.3 Regulatory Organizations

Below are the major organizations who work individually and collectively to maintain and imple-
ment spectrum policy. Their functions and responsibilities cover all aspects of SM, from the broad
regulatory aspects of spectrum use rules, to the specific procedural aspects of certifying equipment
and obtaining assigned operational frequencies. Figure 3 depictsthe overall SM structure.

6.3.1 International

6.3.1.1 International Telecommunication Union (ITU)

Thefirst regulations governing wirel ess tel egraphy were adopted in 1906 by the 20-member nation
International Telegraph Convention after awidely recognized need to coordinate and control use
of the spectrum. This organization later became the ITU, currently with approximately 200-mem-
ber nations. The regulations, now known as the Radio Regulations, allocate the frequencies bet-
ween 3 kHz and 300 GHz into bands for use by radio servicesworldwide. These regulations have
been amended and revised over the years at World Radio Conferences (WRCs). ThelTU com-
prises the following groups and activities:

- The Plenipotentiary Conferenceis the supreme authority of the union and meets every
four yearsto adopt the strategic plan and fundamental policies of the organization.

- The Council iscomposed of 46 members of the union and acts on behalf of the pleni -
potentiary conference to consider broad telecommunication policy issues.

- TheWorld Conferences on International Telecommunications meet according to needs,
to establish the general principlesrelated to the operation of International telecommuni-
cation services.

- The Radio Communication Sector ensures rational, equitable, efficient and economical
use of the spectrum by all radio communication services.

- The Standardization Sector studies the technical, operating, and tariff questions and
issues recommendations for standardizing telecommunications on aworldwide basis.

- The Development Sector facilitates and enhances tel ecommunications devel opment by
offering, organizing and coordinating technical cooperation and assistance activities.

- The General Secretariat handles all administrative and financial aspects of the ITU.
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FIGURE 3. Spectrum Management Organizations.
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6.3.2 National
6.3.2.1 Federal Communications Commission (FCC)

Congress has authority over civil portions of the spectrum. The Communications Act of 1934
established the FCC as an independent Government agency to control and manage civilian use of
the spectrum. The FCC isdirectly responsible to Congress and charged with regulating civilian
use of the spectrum by radio, television, wire, satellite, and cable. Their jurisdiction coversthe 50
states, the District of Columbia, and U.S. and its possessions. Five Commissioners appointed by
the President and confirmed by the Senate direct the Commission for 5-year terms. There are
seven operating Bureaus: Cable Services, Common Carrier, Consumer Information, Enforcement,
International, Mass Media, and Wireless Telecommunications. These Bureaus are responsible for
devel oping and implementing regulatory programs, processing applications for licenses or other
filings, analyzing complaints, conducting investigations, and taking part in FCC hearings.

6.3.2.2 National Telecommunication & Information Administration (NTIA)

The NTIA was established in 1978 under the Secretary of Commerce as the President’ s principal
advisor on telecommunications policy. The Assistant Secretary acts as Administrator. Spectrum
management within the organization is under the direction of its Associate Administrator, the

Officeof Spectrum Management. Among NTIA SM responsibilities are the following functions:

Serve asthe President’ s principal advisor on telecommunications policies pertaining to
regulation of the telecommunications Industry,

- Advisethe Director, Office of Management and Budget (OMB) on the development of
policiesfor procurement and management of Federal tel ecommunications systems,

- Conduct research and analysis of electromagnetic propagation, radio system character-
istics and operating techniques affecting spectrum use,

- Establish policies concerning frequency allocations and spectrum assignmentsfor tele-
communication systems owned and operated by the Government and provide guidance to
various Agenciesto ensure their compliance with policy,

- Develop, in cooperation with the FCC, acomprehensive long-range plan for improved
management of all electromagnetic spectrum resources, including jointly determining the
National Table of Frequency Allocations (TOA), and

- Continues operation of thelnterdepartment Radio Advisory Committee (IRAC) to servein
an advisory capacity to the Assistant Secretary.

6.3.2.3 Interdepartment Radio Advisory Committee (IRAC)

The IRAC, now under jurisdiction of the NTIA, was originally formed in 1922 to manage the
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Government’ s portion of the spectrum when Federal Departments and Agencies banded together
under the Secretary of Commerce to coordinate their use. The Assistant Secretary of Commerce,
under Executive Order 12046 of 1978 and the NTI1A Organization Act, continued this relationship.
The basic functions of the IRAC are to support the Assistant Secretary in assigning frequenciesto
U.S. Government radio stations and in developing and executing policies, programs, procedures,
and technical criteria pertaining to the allocation, management, and use of the spectrum. The
permanent substructure of the IRAC consists of the following:

- Frequency Assignment Subcommittee that carries out those functions related to the
assignment and coordination of radio frequencies and the devel opment and execution of
related procedures;

- Spectrum Planning Subcommittee (SPS) that plansfor use of the spectrum in the Nation
al interest, to include the apportionment of spectrum space for the support of established
or anticipated radio services, aswell as the apportionment of spectrum between or among
Government and non-Government activities;

- Technical Subcommitteethat carries out those functionsrelated to technical aspects of
use of the electromagnetic spectrum, and such other matters asthe IRAC may direct.
This committee eval uates and makes recommendationsin the form of technical reports,
regarding EMC capabilities and the needs of the Government in support of SM. They
also develop recommended new standards and update existing standards pertaining to
spectrum use;

- Radio Conference Subcommittee that carries out those functions that relate to preparing
for ITU radio conferences, including the development of recommended U.S. proposals
and positions;

- International Notification Group that prepares responsesto the I TU concerning question
naires and other correspondence related to U.S. frequency assignments; and,

- Secretariat that consists of the Executive Secretary, who isthe principal officer, the
Assistant Executive Secretary, and the Secretaries of the Subcommittees. They, together
with the requisite technical and clerical personnel, carry out the work of the IRAC.

The IRAC has an active membership comprised of 20 Government Departments and Agencies,
including each military Department, effectively representing all Federal users. A representative
appointed by the FCC acts as liaison between the IRAC Subcommittees and the Commission,
thereby creating aforum for addressing civil and Federal spectrum use interests.

6.3.3 Department of Defense

6.3.3.1 Assistant Secretary of Defense for Command, Control, Communications,
and Intelligence (ASD(C3l))

ASD (C3lI) isthe DoD Spectrum Manager and, as such, isresponsible for providing capabilities
that enable the generation, use, and sharing of information among DoD forces necessary for
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mission success. Access to the spectrum is amajor component of these required capabilities. To
thisend, ASD (C3l) ensuresthat DoD spectrum policy is represented interdepartmentally and
internationally.

6.3.3.2 JointChiefs of Staff (JCS)

The rapid growth in sophisticated weapons systems, as well as intelligence, operations, and infor-
mation systems, will increase demand for spectrum that, if not carefully coordinated and managed,
will have an adverse effect upon Joi nt operations. The Joint Chiefs provide policy oversight on
development of a Joint standard for exchange of spectrum-use data. They also identify, assess, and
recommend measures to ensure that el ectromagnetic spectrum use is mutually supporting and
effective in Joint and Combined operations. At the heart is Joint Vision 2020, which promotes
achieving the ultimate goal of our military forces through Full Spectrum Dominance across the full
range of operations. The Directorate for Command, Control, Communications, and Computer Sys-
tems (J-6) ensures adequate support to the Commandersin Chief (CINCs), the National Command
Authority, and all warfightersfor DoD and Joint operations, provides a permanent Military Comm-
unications Electronics Board (MCEB) Secretariat, and serves as chairman of the MCEB.

6.3.3.2.1 Military Communications Electronics Board (MCEB)

Although each of the Departmentsiis represented in the IRAC and its subcommittees, development
of common proceduresfor inter Service coordination is the responsibility of the DoD MCEB. The
M CEB reportsto the Secretary of Defense through the JCS and consists of the Chairman, senior C-
E officers of the Army, Navy, Air Force, Marine Corps, and Coast Guard, and directors or senior
representatives of DISA and National Security Agency. The MCEB is aso responsible for devel-
oping and promoting the DoD position in negotiations with representatives of other host nations on
C-E mattersfor whichitisresponsible. The Joint Frequency Panel (JFP) isconcerned with SM
issues. They review, develop, and coordinate studies, reports, and DoD positions regarding RF
engineering and SM for MCEB consideration, with duties divided among eight working groups.
The J12 Working Group reviews newly submitted DD Form 1494sfor the JFP or submitsthem to
the JFP for other actions.

6.3.3.3 Office of Spectrum Analysis and Management (OSAM)

OSAM, an officein DISA, determines DoD’ s future spectrum requirements, supports the WRC,
coordinates analytical support, and positiors the DoD to ensure spectrum access into the 21st
century.

6.3.3.4 Joint Spectrum Center (JSC)

The JSC provides technical guidance and assists the DoD in effective use of the electromagnetic
spectrum in support of National security and military objectives. It provides aNational repository
for spectrum usage data and SM support to OSAM, the Joint Staff (J-6), ASD (C3lI), the Military
Departments, CINCs, Joint Task Force Commanders, and component Commands. In addition, as
related to the SC process, the JSC:

- Reviewsall DD Form 1494 frequency allocation applications for the Services,
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- Maintains spectrum use databases for planning and analysis, and
- Providesinterference prediction and analysis modeling and simulation support.

6.3.3.5 US Army Communications-Electronics Services Office (USACESO)

The USACESO performs specialized spectrum management activities on behalf of the Army
Spectrum Manager. Itisthefocal point for acquisition personnel, Maor Army Commands, Major
Subordinate and System Commands, and Materiel Support Commands who develop, purchase, or
lease C-E equipment for use by the U.S. Army. It exercisestechnical control over the following
Area Frequency Coordinators (AFC): Army Frequency Management Office— Continental United
States, DoD AFC Arizona, and DoD AFC White Sands Missile Range (WSMR). In USACESO,
the C-E Services J-12 Processing Center isresponsible for the following SC functions::

- Prepares, reviews, and distributes completed applications to the MCEB, the SPS, and the
CINCs, as appropriate,

- Coordinates applications with interested Army and other activities, and
- Forwards applicationsto the MCEB J-12 Working Group for approval.

6.3.3.6 Air Force Frequency Management Agency (AFFMA)

AFFMA secures and protects access to thespectrum for all Air Force requirements, Nationally and
Internationally. With regard to spectrum certification it:

- Reviews DD Form 1494sfor Air Force procurements,

- Assigns JF-12 numbers and forwards Air Force DD Form 1494sto the MCEB Secretar -
iat for distribution to all JF12 holders,

- Coordinates applications with interested Air Force directorates and other designated
activitiesfor review and comment, and

- Coordinates responses and drafts memos forwarding applications to the MCEB J-12
Working Group for approval.

6.3.3.7 Navy Electromagnetic Spectrum Center (NAVEMSCEN)
The Chief of Naval Operations CNO N6 has frequency approval authority for all Navy and Marine
Corpssystems. NAVEMSCEN is CNO’ s agent for managing the Navy’ s electromagnetic spect-
rum resources. NAVEM SCEN personnel represent the Navy on the MCEB J-12 Working Group
and IRAC SPS. With regard to spectrum certification, NAVEM SCEN:

- Coordinates the Navy’ s spectrum resource usage,

- Reviews, coordinates, and processes SC applications, and
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- Provides guidance, training, and procedures for SM.

6.3.3.8 Combined Communications Electronics Board (CCEB)

The CCEB is afive-nation military C-E organization committed to maximizing the effectiveness
of combined operations, with regard to communication and information systems. Their missionis
to ensure interoperability among member nations through the formulation of combined C-E policy
and coordination of C-E issues. Originally formed by the U.S. and the United Kingdom in 1942 as
the Combined Communications Board, the current CCEB was renamed in 1972 and a so includes
Canada (1951), Australia (1969), and New Zealand (1972). Within the organization, the Frequen
cy Planners Meeting is one of the principal activities. Thisforum isdirected towards ensuring ade-
guate spectrum support for forces of the CCEB nations. While the CCEB does not control national
procurement initiatives, or mandate the use of particular standards, it is expected that future equip-
ment acquisition will be strongly influenced by the standards, policies, and procedures that the
organization develops.

6.4 The Spectrum Certification Process

6.4.1 General

The purpose of the SC processisto ensure that DoD equipment, subsystems, and systems are
designed and verified to conform to requirements of applicable International and National tables
of alocated frequency bands and other spectrum policies. The methodology involves review of
the technical and performance characteristics of an item during the procurement to determine com-
pliance with requirements and provide guidance to the developer. Within the MCEB, the J-12
Working Group of the JFP is responsible for the review of all DoD frequency allocation applica
tions. A JF-12 number isassigned upon approval of the allocation application. The process:

- Provides authorization to develop or procure items that utilize a defined frequency
band(s) or frequenciesfor the accommodation of aspecific electronic function,

- Ensures compliance with the policies and tableswhich provide order in the use of the
spectrum, and

- Ensures spectrum availability to support theitem in itsintended operational environment.

Asrequired by DoDI 5000.2, spectrum supportability must be addressed at Milestone reviews.
DD Form 1494s must be submitted in atimely and accurate manner. Processing timeis depend
ent upon the quality of the dataand is often delayed due to incomplete or erroneous information.
Nominal time to complete the processis 3- 9 months. A critical factor, however, can be the co-
ordination period associated with HNA. Some countries may take years to complete coordination,
whereas others may be as quick as 60 to 90 days for non-controversial systems. The process
should be initiated once:

- Sufficient information becomes available on the intended use and feasible frequency
limits of a proposed item to warrant consideration of a specific allocation,
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- A system or equipment is being considered for devel opment, or

- Procurement of CI or leasing of acommercial servicefor military useis being
considered.

6.4.2 Overview of the Process

An overview of the DoD SC processis shown in Figure 4. Contractors may supply the technical
equipment characteristics datarequired by DD Form 1494 to the Program Office, who, in turn,
provides acompleted DD Form 1494 along with any applicable releasability instructionsto the
sponsoring Military Departmental FMO (AFFMA, NAVEMSCEN, or USACESO) for review and
comment. Once compl ete, the sponsoring Department then submits the application to the J-12
Working Group for review and comment. At the same time, copies may be sent to the NTIA SPS
for U.S. National approval. Releasable DD Form 1494s are sent to the CINCsfor coordination of
HNA. All commentsflow back to the sponsoring Department who drafts the MCEB guidance for
review by the J-12 group. Once allocation approval is obtained from the MCEB, the DISA/JSC
places pertinent data about the item and its allocation into the Spectrum Certification System
(SCS) database. The SCSis updated within one or two days of receipt of the information from the
sponsoring department. Updates of the SCS are distributed worldwide on a semi-annual basisto
DoD organizations and Military Departments.

SPONSORING CONTRACTOR
EMO —» PROGRAM OFFICE - " (Provides DD Form
. (Submits DD Form 1494) 1494 Informetion)
Releasable DD Form 1494 Data v
™ NTIA/SPS MCEB <«
(Comment) (JSC Distributes
Releasable DD Form 1494
# Data)
_>
J-12 WORKING < > CINC / HOST <
GROUP NATIONS
(Comment)
JSC
(Distributes DD Form, Updates CCEB NATIONS <
SCS Database, and Makes > (Comment)
Worldwide Distribution)

FIGURE 4. Overview of the Spectrum Certification Process.
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6.4.3 Submission of DD Form 1494

The DD Form 1494 is submitted at times commensurate with an acquisition item’s procurement
cycle. Thesetimesaredefined in DoDI 5000.2, DoDD 4650.1, and the DD Form 1494 itself. The
importance of timelinessin these submissions cannot be overstated. The forms must be submitted
in sufficient timeto allow for processing. With each allocation submission, data requirements with
respect to equipment technical characteristics and performance progressively increase. With the
final submission, all data blocks requiring technical data should be completed with measured data.
Calculated data generally is not acceptable.

6.4.3.1 Selection of Frequency Band

All magjor DoD acquisition programs are based on identified, documented, and validated mission
needs. Definition of the mission provides ameans for deriving the telecommunication needs of the
system and, therefore, serves as ameaningful basisfor preliminary preparation of spectrum sup-
port requirements. The International and National TOA s define the usable spectrum for specific
radio services in accordance with International treaties. Thisisa preliminary source for identify-
ing potential frequency band requirements based on theintended radio service, that is, communi-
cations, navigation, radiolocation, and so forth. Next, the requirement should be assessed in con-
junction with state-of-the-art technology to determine whether certain technical factors might lead
to the selection of specific frequency bandsthat areideally suited. A determination should be
made as to whether some bandsideally suited from atechnical standpoint might be impractical for
other reasons and should be rejected. Overcrowding might be one such reason, as might operating
restrictionsimposed by DoD, Federal, and International rules and regulations that govern the selec-
ted bands. Itisalso very important to consider where the system will be installed during the test-
ing and operational phases of itslife cycle.

Before finalizing the band sel ection process, areview should be made of existing frequency
assignments that are authorized for equipment operating in the area(s) intended for location of the
system. In addition, a survey should be conducted of the number of systemsin the DoD inventory
that may be impacted by the new or modified system. Once completed, the survey will provide
insight on potential impactsto other systemsin theintended environment that could result in rgec-
tion, or long, costly delay of approval of the frequency allocation application. The survey will
additionally provide insight as to whether the proposed system may be adversely impacted by
other systemsin the environment, which could lead to selection of another band option. Normally,
the frequency band selected will be one of those allocated to the radio service in question, as speci -
fiedinthe NTIA TOA. Bands other than those identified in the TOA, however, may be proposed
if operational, technical, and economic justifications are provided. Upon identification of the
appropriate operational frequency band, the DD Form 1494 can be initiated.

6.4.3.2 Completing the Form

The DISA/JSC has developed the SCS- Data Maintenance and Retrieval (SCS DM R) software
application to automate portions of the spectrum certification process by organizing and compiling
the information required by DD Form 1494. The SCS DMR software application and user manual
can be downloaded from the Internet by completing ar egistration form at www.jsc.mil. The SCS
DMR application provides the following capabilities:
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- Aidsin simplifying the entry and maintenance of spectrum certification datain a
structured database,

- Provides adatabase retrieval capability,

- Generates and prints the completed application, and

Outputsrecordsfor transfer to other users.

The DD Form 1494 is a multi -page document used to coordinate applications for equipment fre-
quency allocations, both Nationally and Internationally. The form, composed of the eight pages,
described below may be assembled in different order depending on the forum to which it isbeing
submitted for evaluation. The back of each page contains detailed instructions for completing each
question block.

- DaD General Information Page - Thefirst page of the application contains general infor-
mation concerning the nomenclature, use, number of equipment types that make up the
system, and the frequency requirements.

- Transmitter Equipment Characteristics Page - The second page documents transmitter
equipment characteristics. All technical characteristics required here, such as the tuning
range, output power, RF channeling capability, emission bandwidth, and so forth, are
evaluated in accordance with DoD requirements to determine suitability of the system for
operation in theintended EME.

- Receiver Equipment Characteristics Page - This page consists of information related to
receiver characteristics. Again, the receiver must be suitable to survive therigors of the
militarized EME. Therequired dataitems are evaluated against performance require-
ments to determine the ability of the equipment to discern and process desired signalsin
the intended operational environment. With amulti-receiver system, a copy of the
receiver page should be submitted for each different receiver.

- Antenna Equipment Characteristics Page - It isvery common for separate receiver and
transmitter antennas to be employed or for several different antennas to be associated
with the same transmitter. No attempt should be made to describe several antennas on
the same page. Usethe “Remarks’ block to describe any unusual characteristics of the
antenna, particularly asthey relate to the assessment of EMC, and to clarify any other
antennainformation provided.

- LineDiagram Page — Thisis one of two blank pages that theDD Form 1494 providesto
allow for further description of the system. This page provides space for aline diagram
to provide graphical illustration of the equipment.

- Continuation Page - The Remarks Continuation page is provided to continue any remarks
needed in reference to any of the other six pages. Continuation pages are allowed.
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- NTIA General Information Page - This page requires much of the sameinformation re-
quired by the DoD Generd Information page, however, it provides aformat acceptable to
the IRAC SPS along with other specific required information. The DoD General Infor-
mation page is removed prior to submission of the application to the SPS. The NTIA
page is used to begin U.S. National coordination with other Government Agencies viathe
SPSreview process. Any Agency that isamember of the SPS can impact approval of an
application based on the information provided, or not provided. Use of the continuation
and line diagram sheetsis strongly recommended to ensure that application information is
clear when submitted. Completenessisacritical factor is obtaining timely approval.

- Foreign Coordination General Information Page — This page isintended only for equip-
ment that will be operated outside the U.S, and Possessions. Foreign disclosure authority
isrequired for coordination to obtain spectrum support from countries where the equip-
ment may operate. Consequently, the release of technical information containedin DD
Form 1494 to these countries is necessary. Such information, however, may not be
released without first obtaining foreign disclosure approval. Action must be initiated to
obtain foreign disclosure authority in accordance with Military Department regulations
and policiesfor the release of appropriate data to the proposed host nations. A foreign
coordination version of DD Form 1494 istreated as a completely separate document from
aU.S. coordination version. This page should not be completed unless foreign coordina-
tion of the system isintended.

6.4.4 Frequency Assignments

Designated authorities, such as AFCs or Unified and Specified Commanders grant frequency
assignments. A frequency assignment will not normally be granted for equipment not having an
approved DD Form 1494. Proceduresfor obtaining frequency assignments are delineated in the
Serviceregulations. (See Appendix A).

6.4.5 Note-To-Holders

A “Note-to-Holders’ is a mechanism provided by the SC process to permit minor changesto an
existing frequency allocation in lieu of generating a new, separate allocation. The types of modi -
fications permitted include:

- Adding the nomenclatures(s) of equipment which have essentially identical technical and
operating characteristics as a currently allocated item,

- Adding comments that have been provided by the NTIA or host nations,
- Documenting minor modifications, or improvements to equipment that do not essentially
alter the operating characteristics (transmission, reception, frequency response) of an

item, or

- Announcing the cancellation or reinstatement of afrequency allocation.
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7. E3/SC TEST STRATEGY
7.1 General

Information isrequired to make risk assessments, to validate M& S, to determine compliance with
technical performance specifications, and to determine whether an item is operationally effective,
suitable, and survivable for itsintended use. A program must be structured to integrate all appli-
cable verification activities, including T& E and M& S, that will be conducted during an item’s life
cycle. Objectivesfor each phase of a program are to be designed to allow assessment of perform-
ance appropriate to each phase and milestone. However, until an item is actually tested, thereisno
assurance that it possesses the desired characteristics. Verification efforts usually occur at anum-
ber of stagesin aprogram, as described below:

Stage 1 - Subsystem/equipment qualification testing (including EMI) usually performed
in afactory, laboratory, or Open Area Test Site (OATS)

- Stage 2- Subsystem/equipment installation inspection (visual) to determine if anitem
was installed properly (that is, grounding, bonding, cable separation, and so forth)

- Stage 3 - Functional teststo determine whether subsystems/equi pment meet their per-
formance specifications after installation

- Stage4 - Intrasubsystem tests to show that equipment comprising afunctional subsys-
tem (that is, radar, fire control, machinery control, communications, and so forth) satis-
factorily operate together. Thiswill also show that the subsystem isfree from self-gen-
erated, or internal, EMI.

- Stage5 — Inter-subsystem/equipment (or intraplatform/system) testing and analysisto
demonstrate whether the items on t he platform/system are functioning so that the plat-
form/system can perform itsmission(s). Thiswill also verify that all subsystems/equip-
ment within the platform/system effectively operate without degrading each other’s
performance due to E3.

- Stage6 - Total platform/system test and analysis to verify that al subsystems/equipment
satisfactorily demonstrate their operational performance with all items operating in an
EME representative of abattle space scenario. These operational tests or analyses assess
intra-platform/system and inter platform/system interactions that can occur between
radar, communications subsystems, weapons subsystems, ordnance, and so forth. Tests
are not one-on-one interactions but, rather, afull operational test of all sensors and radia
tors operating in the EM E whether from own platform/system or othersin the vicinity.

Stages 1-4 are usually performed by the developing or integrating activity, whereas Stage 6 is
usually performed by the OTA. Stage 5 may be performed by either or both the integrating
activity or the OTA. Developmental and operational E3 testing and evaluations are performed
during the stages described above and should be conducted on all Defense acquisition items. In
addition, verification of specialized E3 requirements, such asfor p-static, lightning, EMP, HERP,
HERF, and HERO may be required on a case-by-case basis, as discussed in 7.2.4 of this document.
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It isintended that limitations of operational capabilities caused by E3 be minimized and that the
limitations and vulnerabilities that remain after deployment be documented. Plans must be formu
lated as early as possible to ensure that during T& E potentially adverse E3 and spectrum support-
ability problems are identified. Both developmental and operational testers must beinvolved early
to ensure that the test program can support the acquisition strategy, the harmonization of object-
ives, thresholds, and MOES/M OPs with appropriate quantitative criteria, and effective perform-
ance in the operational EM E is demonstrated.

7.2 Developmental Test & Evaluation (DT&E)

7.2.1 General

Developmental testing will demonstrate that the engineering design and devel opment processis
complete, that E3 risks have been minimized, and that the item will be in compliance with its con
tractual E3 specifications, based on tailored military standards (such asMIL-STD-461 or 464) or
commercial standards. Developmental testing will usually be planned and conducted by the devel-
oper in afactory, laboratory, or OATS. These tests include Production Acceptance Tests and
Evaluation and first article E3 testing after an item has been approved for full-rate production. A
final step in asuccessful developmental test program is certification that the itemisready for
OT&E.

7.2.2 Subsystems/Equipment

Developmental EMI requirements for subsystems/equipment, that is, conducted and radiated,
emission and susceptibility (immunity) requirements, are defined in MIL-STD-461. The standard
isdiscussed in greater detail in paragraph 4.2.3.2.2 of this handbook. Verification of the EMI
requirementsis also demonstrated by tests that are based on MIL-STD-461. The standard’s
Appendix should be consulted for detailed guidance on tailoring and performing the required tests.
Compliance with the equipment-level EMI requirements does not relieve the devel oping or inte-
grating activity of the responsibility for providing overall platform/system compatibility. Further-
more, if CI/NDI isinvolved, sufficient testing must be doneon the CI/NDI to ensure performance,
operational effectiveness, and operational suitability for the military application. Testing of
CI/NDI isdiscussed in paragraph 4.5.3 of this document.

7.2.3 Platforms/Systems

Developmental E3 requirementsfor airborne, sea, space, and ground platforms/systems, including
associated ordnance, are defined in MIL-STD-464. The standard applies to complete platforms/
systems, both new and modified. Verification of the tailored E3 requirementsis done by test, anal-
ysis, inspection, or some combination thereof, depending on the degree of confidencein the partic-
ular method, technical appropriateness, associated costs, and availability of assets. The standard’s
Appendix provides rationale and guidance for implementing t he requirements and verification pro-
cedures contained therein. The standard is discussed in further detail in paragraph 4.2.3.2.3 of this
handbook. Testing and/or analyses for intra-and inter-platform/system EMI, and EMV are univer-
sally applicable and are discussed below. Additional specialized E3 assessments, such as p-static,
EMP, lightning, HERP, HERF, and HERO may also be required and are also discussed in 7.2.4
below.
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7.2.3.1 Intra-Platform/System EMI Testing

The limits specified in MIL-STD-461 for subsystems/equipment are empirically derived levelsto
cover most configurations and environments. The limits have a proven record of success demon-
strated by the relatively low incidence of problems at the platform/system level. However, while
compliance with the EMI requirements assures a high degree of confidence of achieving platform/
system compatibility, it does not guaranteeit. Although tailoring may have been done, it may not
have accounted for all of the peculiarities of the intended installation. Non-compliance with the
EMI requirements often leads to operational problems. The greater the non-compliance, the higher
the probability that a problem will develop. Since EMI requirements are arisk reduction initiative,
adherence to them will afford a higher degree of confidence that the platform/system and its asso-
ciated subsystems/equipment will operate compatibly upon integration. Itisessential that within a
platform/system, subsystems/equipment be capable of providing full performance along with other
subsystems/equipment that are operating concurrently. EMI generated by a subsystem/equipment
must not degrade the overall platform/system effectiveness. Intraplatform/system EMI is one of
the basic elements of concern and is addressed in detail in MIL-STD-464.

7.2.3.2 Inter-Platform/System EMI Evaluations

Operational problems resulting from the adverse effects of electromagnetic energy from one plat-
form/system to another are well documented. These problems underscore the importance of pro-
viding the warfighter with platforms/systems that are compatible with their intended operational
EME. Joint service operations further increase the potential for safety and reliability problems,
particularly if the platforms/systems are exposed to an operational EME different from those for
which they were designed and tested. For example, Army platforms/systems, if designed to oper-
atein aland EME, may be adversely affected by exposure to the Navy’ s shipboard environment as
may be encountered in a Joint operation.

In addition, the threat presented by RF emitters around the world is becoming increasingly more
serious. Increased multi-National military operations, proliferation of both friendly and hostile
weapons, and the expanded use of the spectrum, worldwide, have resulted in an operational EME
not previously encountered. It istherefore essential that the EME be defined and used to evaluate
inter-platform/system performance. Tools such asthe JSC’s Joint E3 Evaluation Tool (JEET) des
cribed in Appendix C are available to support the required analyses. The EME in which military
platforms/systems and their associated subsystems/equipment must operate is created by amulti-
tude of sources. The contribution of each emitter may be described i ntermsof itsindividual char-
acterigtics, such as: power level, modulation, frequency, bandwidth, antenna gain (main beam and
side lobe), antenna scanning, and so forth. These characteristics are important in determining the
potential impact on performance. Many threats may be seen only infrequently. For example, a
high-powered emitter may illuminate a platform/system or one of its subsystems/equipment for
only ashort time due to its search pattern. And too, it may operate at afrequency where effects are
minimized. There are many different EME levelsthat can be encountered during an item’slife
cycle. MIL-STD-464 describes airborne, land-based, ship-based, air, and battle space EME levels
and addresses the requirement for inter-platform/system EM | in detail. In addition, MIL-HDBK-
235 contains friendly and hostile EME levels, aswell as emitter characteristics.
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7.2.3.3 EMV

Some inter-platform/system EMI testing may be performed under laboratory conditions where the
item under test and the simuated EME are controlled. Detection of undesired responses during
routine EMI testing might necessitate an EMV analysis to determine the impact of the laboratory
observed susceptibility on operational performance. Operational testing in the actual EME raely
iseffectivein theinvestigation or verification of susceptibilities because thereis much less control
on variable conditions, fewer functions can generally be exercised, and expenses can be high. The
results of EMV analyses and tests guide the possible need for modifications, additional analyses,

or testing. Theinter-platform/system environment is evaluated to determine which frequencies are
of interest from the possible emitters to be encountered when deployed, optimum coupling freqr
uencies, susceptibility of the subsystem/equipment, available simulators, and authorized test fregt
uenciesthat can beradiated. The evaluations require descriptions of the EME, both friendly and
hostile, which the item may encounter during itslife cycle. Based on t hese considerations and
other unique factors, afinitelist of test emittersisderived. For each test emitter, theitemisillumi-
nated and evaluated for susceptibilities. These tests are usually carried out in specialized test
chambers, that is mode stirred chambers, anechoic chambers, shielded or anechoic hangars, and so
forth, depending on the size of the item being tested.

7.2.4 Verification of Special E3 Requirements

Verification efforts for the following special E3 requirements are described in MIL-STD-464 and
areto be applied on acase-by-case basis, as noted in the ORD, TEMP, or contractual documents.

7.2.4.1 P-Static

The control of static charge accumulation is accomplished during the design and construction of
the aircraft and its associated subsystems/equipment. An aircraft must be verified to not pose a
hazard when exposed to p-static charging. Conductive coating resistance must be verified to fall
within the required range to prevent excessive accumulation of charge. In addition, the metallic
and composite structural members should be inspected to verify that they are adequately bonded
and that electrically conductive hardware and finishes are used.

7.2.4.2 Lightning

Verification of lightning requirementsis essential to demonstrae that the platform/system is pro-
tected from the lightning threat environment. During development, numerous tests and analyses
are normally conducted to sort out the optimum design. These evaluations may be considered part
of the verification process and must be properly documented. Flight testing of aircraft may occur
prior to verification of lightning protection control. Under this circumstance, the flight test pro-
gram should include restrictionsto prohibit flights within a specified distance from thunder storms,
usually 25 miles. Lightning flashes sometimes occur large distances from thunderstorm clouds
and can occur up to an hour after the storm appears to have left the area. There are many docu
ments that describe analysis and test approachesfor lightning. These include MIL-STD-464, MIL-
STD-1542, FAA Advisory Circular AC 20-136, and the Society of Automotive Engineers (SAE)
AE-4L Committee Report AE4L-87-3.
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7.2.4.3 EMP

For platforms/systems with an EMP requirement, verification is necessay to demonstrate that the
control measures that have been implemented provide the required protection. Verification that
the platform/system meets the EMP requirementsin MIL-STD-464 is accomplished by demon
strating that the transient level s at the subsystem/equipment interfaces of mission critical subsys-
tems/equi pment do not exceed the MIL-STD-461, or other tailored hardness levels, and that the
required design margins have been met. Mission critical items are those for which proper opera-
tioniscritical or essential to the operation of the platform/system.

A combination of analysis and test is usually required to verify platform/system performance after
being subjected to EMP. Analyses or models are necessary to determine the EMP field that can be
coupled into the platform/system without causing damage. Existing coupling dataon similar plat -
forms/systems may be used to estimate the voltages and currents generated by the EMP at each
interface of each mission critical subsystem/equipment. However, the complex geometry of afinal
platform/system design may be so different from that which was modeled that the electromagnetic
behavior can be substantially altered. There are anumber of ways to obtain platform/system excit-
ation for purposes such as quality control or hardening evaluation. Testing for EMP may be done
using an injection method where a pulse current isinjected into the penetrating conductors at
points outside the platform/system electromagnetic shielding barrier. Residual responses are mea
sured and the operation of the mission critical subsystems/equipment is monitored for upset or
damage. For example, in the case of an aircraft, single point excitation such as electrical connect-
ion of asignal sourceto aphysical point on the external structure of the aircraft, can be donein a
hangar and can reveal any obvious problemsin the airframe shielding. Asan alternative, aplat-
form/system level test can be performed on afunctioning platform/system using a high-level EMP
simulator in acontrolled test site. DoD has anumber of such sites available for EMP testing, as
described in Appendix C of this handbook.

The operational performance requirements for the platform/system must be met after exposure to
the EMPfield. Attheinstant of the EMP event, the electrical transients may cause some disrup-
tion of performance. However, immediately after the event, or within some specified time frame
driven by the platform/system operational performance requirements, theitem must function pro-
perly. EMP poses athreat only to electrical and electronic subsystems/equipment. There are no
structural damage mechanisms; however, EMP-induced arcing of insulators on antenna systems
can permanently damage the insulator, disabling the antenna.

7.2.44 EMR Hazards

It has been firmly established that sufficiently high electromagnetic fields can harm personnel,
ignite fuels, and fire EIDs. Precautions must be exercised to ensure that unsafe conditions do not
develop.

7.2.4.4.1 HERP

A HERP evaluation should be performed to determine safe distances for personnel from RF emit-
ters. Safe distances can be determined from cal cul ations based on RF emitter characteristics or by
measurement. Once a distance has been determined, an inspection isrequired of the areas where
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personnel have access together with the antenna’s pointing characteristics. If personnel have
access to hazardous areas, appropriate measures must be taken such as warning signs and precau-
tionsin servicing publications, guidance manual s, operating manuals, and the like. The safety
tolerance levelsfor EMR to personnel are defined in DoDI 6055.11.

Before a measurement survey is performed, cal cul ations should be made to determine distances for
starting measurements to avoid hazardous exposures to survey personnel and to prevent damage to
instruments. Safe distance calculations are often based on the assumption that far -field conditions
exist for the antenna. Consult your applicable Service publication in Appendix A of this handbook
for techniquesto calculate safe distances and for calculating the gains of certain types of antennas.
Since hazard criteriaare primarily based on average power density and field strength levels, caut-
ion needs to be exercised with the probes used for measurements because they have peak power
limits above which burnout of probe sensing elements may occur. When multiple emitters are pre-
sent and the emitters are not phase coherent, asis usually the case, the resultant power density is
additive. Thiseffect needsto be considered for both cal culation and measurement approaches. In
addition to the main beam hazard, localized hot spots may be produced by reflections of the trans-
mitted energy from any metal structure.

7.2.4.4.2 HERF

The existence and extent of afuel hazard is determined by comparing the actual power density to
an established safety standard. The volatility and flash points of particular fuels will influence
whether there is a hazard under varying EME conditions. The amount of current and, thus, the
strength of a spark across a gap between two conductors depend on both the field intensity of the
energy and how well the conductors act as areceiving antenna. Verification by inspection and
analysisis usually done, with testing limited tospecial circumstances. T.O. 31Z-10-4 and OP
3565 provide procedures for determining safe operating distances. Animportant issueisthat fuel
hazard criteria are based on peak power, while personnel hazard criteria are based, primarily, on
average power. Any areaon aplatform/system where fuel vapors may be present needs to be
evaluated. Restrictions on the use of some transmitters may be necessary to ensure safety under
certain operational conditions, such asrefueling operations.

7.2.4.43 HERO

Adequate measures must be taken to protect ordnance from EM energy and the effectiveness of
these measures must be verified to ensure safe and effective operational performance. HERO
testing should include exposure of the ordnanceto thetest EME in al life-cycle configurations,
including packaging, handling, storage, transportation, checkout, loading, unloading, and launch
from the host platform/system to determine its susceptibility characteristics. The ordnance should
be exposed to the test EM E while being exercised with operating procedures associated with the
aforementioned configurations. V erification methods must show that the ordnance device will not
inadvertently operate, initiate, or be dudded. Methods used to determine HERO susceptibility
characteristics require instrumenting the device using any number of possible techniques such as
thermocouple and fiber optic temperature sensors, RF voltage or current detectors, temperature
sensitive waxes, or substitution of more sensitive elements. Such instrumentation must not alter
the overall sensitivity or response characteristics of the ordnance.
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The test EME should simulate the operational EME to the maximum extent possible. Thisrequires
appropriate representation of the EME with respect to frequency, field strength or power density,
field polarization, and illumination angle. For radar EME, representative pulse widths, pulse repet-
ition frequencies, and beam dwell periods should be chosen to maximize response by the ordnance.
In the high frequency range, transmitting antennas should be the same type used to produce the
fieldsin operation. Determining resonance frequenciesis afundamental aspect of HERO testing.
Where possible, swept frequency testing isthe preferred means of determining resonance frequen
cies. Modestirred (reverberation) chambers can be used effectively for creating a contained,

swept frequency EME. Follow-on testing at adiscrete, high level EME isrecommended to deter-
mine actual susceptibility thresholds. After the susceptibility characteristics of the ordnance are
ascertained, the platform/system operational EME must be determined to ensure that potentially
hazardous EME levels are not present in areas where ordnance may be stored, handled, or used.
Appendix A of MIL-STD-464 should be consulted for detailed rationale, guidance, and procedures
to conduct HERO evaluations, as well as the JSC Ordnance E3 Risk Assessment Database
(JOERAD).

7.3 Operational Test and Evaluation (OT&E)

7.3.1 General

Historically, falure to adequately verify platform/system or subsystem/equipment performance in
an operational EME hasresulted in costly delays, mission aborts, and reduced operational effec-
tiveness. Therefore, in addition to the DT & E assessments described in paragraph 7.2, operational
evaluations for E3/SC should be performed to determineif the item is operationally effective and
suitable for the intended use. The user community or Services T& E Commands performs these
evaluations. OT&E will demonstrate operational performance in the presence of other operating
items and compliance with KPPs and COls described in the TEMP. It will aso identify any result-
ing limitations and vulnerabilities. These evaluations, which may include both tests and analyses,
may also be used to formulate operational procedures and tactics for theitem. OT& E should be
accomplished in asrealistic an operational EME as possible. It isimportant that resources and
assets required for verification of E3 requirements be identified early inthe program to ensure their
availability when needed. The following guidance appliesto operational E3 testing:

- Itemsused for verification should be production configuration, preferably the first article.

- Theitem should be up-to-date with respect to all approved engineering change proposals
and modifications (both hardware and software).

- EMI qudlification testing to either MIL -STD-461 or MIL-STD-464, as applicable, should
be performed before operational testing to provide a performance baseline and to identify
any areas that may require special attention during the operational testing.

- All items should be placed in modes of operation and, where applicable, in platform

unique azimuths and elevations, that will maximize potential indications of interference
or susceptibility, consistent with overall operational performance requirements.
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Any external electrical power used to operate the item should conform to the power
quality standards of the platform/system.

Any anomalies found should be evaluated to determine whether they are truly an E3 issue
or some other type of malfunction or response.

Any modifications resulting from verification efforts should be validated for effective-
ness after they have been engineered.

Margins need to be demonstrated wherever they are applicable.

Intra-Platform/System EMI Testing

Asnoted earlier, developmental testing of EMI requirementsisarisk reduction initiative. Adher-
ence affords a higher degree of confidence that the platform/system and its associated subsystems/
equipment will function compatibly in the operational EME. Subsystems/equipment should be de-
signed and integrated to coexist and to provide the operational performance required by the user.
However, varying degrees of functionality may be necessary depending upon the operational
requirements of individual items during particular missions. Certain subsystems/equipment may
not need to be exercised at the time of operation of other subsystems/equipment. Thefollowing
issues shoul d be addressed during operational intra-platform/system EMI testing:

Potential EMI source vs. victim pairs should be identified and systematically evaluated
by exercising the subsystem/equipment onboard the platform/system through the various
modes and functions while monitoring the remaining items for degradation. Both one
source vs. one victim and multiple sources vs. one victim conditions should be evaluated.

A fregquency selection plan should be devel oped for antenna-connected transmitters and
receivers. Thisplan should include:

Predictabl e interactions between transmitters and receivers such asthose at trans-
mitter and receiver fundamental frequencies, harmonics, intermodulation products,
other spurious responses, and cross modulation,

Evaluation of transmitters and receivers across their entire operating frequency
ranges, including emergency frequencies, and

Evaluation of EMI issues with subsystems/equipment, including ordnance.
Margins should be demonstrated for subsystems/equipment, including ordnance.

Operational evaluations of undesirabl e responses found in the laboratory environment
should be performed.

Testing should be conducted in an area where the ambient, or background, EME does not
affect the validity of the test results. A dense environment can hamper effortsto evaluate
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the performance of antenna-connected receiverswith respect to emissions of other sub-
systems/equipment installed in the platform/system.

- Testing should include al relevant external hardware such as weapons, stores, provis
ioned equipment (that is, those items installed in the platform/system by the user) and
support equipment.

- Verify that any external electrical power conformsto applicable power quality standards.

- All subsystems/equipment should be capable of simultaneous operation using power
supplied by the platform power. Power line distortion, harmonics, or transients should
not degrade the operation of the subsystems/equipment using that power.

A common issueinintra platform/system testing is the use of instrumentation during thetest. The
most common approach isto monitor subsystem/equipment performance through visual and aural
displays and outputs. To do this, it may be necessary to modify cabling and electronics; however,
these modifications may change subsystem/equipment responses and introduce unexpected prob-
lems. Care should be exercised when using such external instrumentation. The need to evaluate
antenna-connected receivers across their operating frequency rangesisimportant for proper assess-
ment. While it might be tempting to check afew channels of areceiver and conclude that there
was no EMI, this practice should not be used. The use of modern circuitry with microprocessor
clocks and power supply choppers necessitates that all antenna-connected outputs be monitored
during intra platform/system testing.

7.3.2.1 Additional Intra-Ship Concerns

The large number of high frequency transmitters, their high output power, and the construction
techniques and materials used on modern ships make the presence of intermodulation interference
(IM1) areality. On surface ships, the high frequency transmissions induce acurrent flow in the
hull. The various currents from the different transmitters mix in nornlinearities within the hull to
produce signals at sums and differences of the fundamental and harmonic frequencies of the inci-
dent signals. Tests and analyses to cortrol the 19" order and higher IM1 are required to effectively
manage the spectrum. Specific controls should be imposed to limit internal EM fields on shipsto
ensure that the variety of equipment used onboard, particularly CI/NDI, will be able to function
with little, or no, performance degradation. Testing needs to be performed with ship subsystems/
equipment operating under normal conditionsto detect the electric fields below deck and to verify
compliance with the applicable internal EME requirements.

7.3.3 Inter-Platform/System E3 Evaluations

Asnoted earlier, platform/system DT& E requirements are based on MIL-STD-464. In addition, a
thorough operational analysis, including M& S, may be required to verify performancein all EME
levels that may beencountered. The following list provides guidance on issues that should be
addressed during operational inter-platform/system E3 evaluations, both testing and analyses:

- Potential EMI source vs. victim pairs from friendly, Joint and Combined forces shoul d be
identified and systematically evaluated by exercising the subsystems/equipment on each
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platform/system through their various modes and functions while monitoring the remain
ing itemsfor degradation. Both one source vs. one victim and multiple sources vs. one
victim conditions should be evaluated.

- A freguency selection or EMCON plan should be developed for antenna-connected trans-
mitters and receivers on platforms/systemsin the intended operational EME. This plan
should include:

Predicabl e interactions between transmitters and receivers at fundamental freg
uencies and harmonics,

Evaluation of transmitters and receivers across their entire operating frequency
range, including emergency frequencies, and

Evaluation of ordnance susceptibility and associated control measures (frequency
and power management and spatial separation).

- Margins should be demonstrated for explosive subsystems and other relevant subsystems/
equipment.

- Operational evaluation of responsesidentified by M& S should be performed.

- Testing should be conducted in an area and at a time when the ambient, or background,
EME does not affect the validity of the test results. An environment with dense utiliza
tion of the frequency spectrum can hamper efforts to evaluate performance.

Testing should include all relevant external hardware such as weapons, stores, provision
ed equipment (that is, itemsinstalled in the platform/system by the user), and support

equipment.

7.3.3.1 Additional Ordnance Concerns

Inter-platform/system E3 testing involving ordnance should include preflight, captive-carry, and
free-flight configurations of the ordnance. Pre-flight testing should be conducted to ensure that
the platform/system successfully performs those pre-flight operations required during service use.
Operations, such as mission or target data uploading and downloading, should be performed while
exposing the ordnance to thetest EME. Captive-carry testing is conducted to determine surviv-
ability following exposure to the main beam, operational EME. Sincethistest simulatesthe ord
nance passing through the radar’ s main beam during takeoff from and landing on the host plat -
form/system, the ordnance should be operated asit normally would be for those flight conditions.
The duration of exposure to the EME from the main beam should be based on normal operational
considerations. Verification of ordnance survivability may, in many cases, be made utilizing the
ordnance built-in test function. However, if thisisnot possible, verification utilizing an appro-
priate test set is suggested. Free-flight testing of ordnance may be simulated utilizing an inert,
instrumented, ordnance device suspended in a quiet, EM -free environment, such as an anechoic
chamber. Use of the anechoic chamber is recommended to determine the RF points and aspect
angles associated with specific susceptibilities determined as described in 7.2.4.4.3 of this
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document. The free-flight test program consists of eval uating weapon performance during the
launch, cruise, and terminal phases of flight, while exposed to friendly and hostile EME

7.3.3.2 Additional Aircraft Concerns

A platform/system such as an aircraft often undergoesextensive development and integration tests
prior to inter-platform/system and formal acceptance testing. The EME that may be encountered
must be reviewed and the status of the aircraft with regard to the environment must be evaluated
prior to flight. EM | testing of the subsystems/equipment can be used as a baseline of hardness.
However, l[imited, inter-platform/system testing involving specific emitters may be necessary. If
such tests are not performed, restrictions on allowable operations, such as aircraft flight paths, may
need to be imposed.

7.4 Summary E3/SC T&E Checklist

Asnoted earlier, theitems procured must be in compliance with established E3/SC policies and
with the DT&E and OT& E requirements and COl's discussed earlier in this handbook. The
following checklist should be used when devel oping and eval uating the adequacy of a planned
verification program. Thelist should be used with those provided earlier in the handbook.

- Have developmental tests been planned to demonstrate compliance with the applicable
contractual requirements, based on tailored MIL -STD-461 or 464 requirements?

- Have OT&E efforts been planned to identify and verify performance in the operational
EME, or identify limitations in performance dueto E3? (Notethat all itemsare to be
operated simultaneously and tested in all modes, both on the platform and against those
same systems on other, or similar platforms.)

- Will sufficient data be taken to identify and resolve E3 risks?

- Havetests been planned to verify effectiveness of proposed spectrum control and usage?

- Have evaluations been planned to determine EMP hardness when required by the ORD?
- Havetests of HERO characteristicsin Joint EME been planned for ordnance?

- Issufficient data available to assess intra-and inter-system/platform EM1?

- Will tests provide adequate data for EMV analyses? Are items being tested in an EME
where susceptibility has been identified during alaboratory test?

- Areproperly trained test personnel available to operate the test equipment?

- WIill CI/NDI betested or analyzed against the applicable requirements of MIL-STD-4617?
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8. NOTES
8.1 Intended Use

This handbook provides guidance for establishing an effective E3/SC program.

8.2 Supersession

This document supersedes all previousissues of MIL-HDBK-237.

8.3 Changes From Previous Issues

Marginal notations are not used in thisrevision to identify changes with respect to the previous
issue dueto the extent of the changes.

8.4 Subject Term (Key Word) Listing

E3

E3/SC WIPT

EMC

EME

EMI

EMP

EMV

HERF

HERO

HERP

RADHAZ

Spectrum Certification
Spectrum Management
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A.1 General

This Appendix supplements the documents listed in section 2 of this handbook. It identifies many
pertinent DoD and U.S. commercial documentsrelative to E3/SC. Additional documents such as
those issued by the International Special Committee on Radio Interference (CISPR), the Inter-
national Electrotechnical Commission (IEC), and Industry associations are discussed in EPS0178
or are themselves listed in the documents included below.

A.2 Directives, Instructions, Regulations, and Manuals

DoD DIRECTIVES

DoDD 3222.3 DoD Electromagnetic Compatibility (EMC) Program

DoDD 4630.5 Interoperability and Supportability of Information Technology (1T)
and National Security Systems (NSS)

DoDD 4650.1 Management and Use of the Radio Frequency Spectrum

DoDD 5000.1 The Defense Acquisition System

DoD INSTRUCTIONS

DoDI 4630.8 Procedures for Interoperability and Supportability of Information
Technology (IT) and National Security Systems (NSS)

DoDI 5000.2 Operation of the Defense Acquisition System

DoDI 6055.11 Protection of DoD Personnel from Exposure to Radio Frequency

Radiation and Military Exempt Lasers
DoD REGULATIONS

DoDR5000.2-R Mandatory Procedures for Major Defense Acquisition Programs
(MDAPs) and Mgor Automated Information System (MAILS)
Acquisition Programs

CJCSI INSTRUCTIONS

CJCsI 3170.01 Requirements Generation System
CJCSI 3220.01 EM Spectrum Use in Joint Military Operations
CJCSI 6212.01 Interoperability and Supportability of National Security Systems

(NSS) and Information Technology Systems (ITS)

OTHER DoD DOCUMENTS

DFAR Supplement DoD Federal Acquisition Regulations Clause, Frequency
252.235-7003 Authorization Act
DoDISS Department of Defense Index of Specifications and Standards
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DoD 5010.12-L DoD Acquisition Management Systems and Data Requirements
Control List

DOT&E Memo Policy on Operational Test and Evaluation of Electromagnetic
Environmental Effects and Spectrum Management, 25 Oct 1999

NACSEM 5112 NONSTOP Evaluation Techniques

NSTISSAM Compromising Emanations Laboratory Test Requirements,

TEMPEST/1-92 Electromagnetics

NSTISSAM Compromising Emanations Field Test Evaluations

TEMPEST/1-93

NSTISSAM Red/Black Installation Guidelines

TEMPEST/2-95

USD(A&T) Requirementsfor Compl iance with Reform Legidlation for Infor-

Memorandum mation Technology (IT) Acquisitions (Including National Security

Systems), 1 May 1997
DEPARTMENT OF COMMERCE

NTIA Manual Manual of Regulations and Procedures for Federal Radio Frequency
Management

FEDERAL AVIATION ADMINISTRATION (FAA)

DOT/FAA/CT-89-2 Aircraft Lightning Handbook
FAA Advisory Protection of Aircraft Electrical/Electronic Systems Against the
Circular AC 20/136 Indirect Effects of Lightning

FEDERAL COMMUNICATIONS COMMISSION (FCC)

Code of Feceral RF Devices

Regulations (CFR)

47 Part 15

CFR 47 Part 18 Industrial, Scientific and Medical Equipment

OFFICE OF MANAGEMENT AND BUDGET (OMB)

OMB Circular A-11 Preparation and Submission of Budget Estimates

A.3 Standards

MILITARY STANDARDS

MIL-STD-188-125 HEMP Protection for Ground Based C4l Facilities Performing
Critical, Time Urgent Missions
MIL-STD-220 Method of Insertion Loss Measurement
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MIL-STD-449

MIL-STD-331

MIL-STD-461

MIL-STD-464
MIL-STD-469

MIL-STD-704
MIL-STD-1275
MIL-STD-1310

MIL-STD-1377

MIL-STD-1399
MIL-STD-1539 (AF)
MIL-STD-1541
MIL-STD-1542

MIL-STD-1576
MIL-STD-1605

DoD-STD-2106
MIL-STD-2169

MIL-HDBK-237C

Test Method Standard, Radio Frequency Spectrum Characteristics,
M easurement of

Fuze and Fuze Components, Environmental and Performance Tests
for

Interface Standard, Requirements for the Control of Electromagnetic
Interference Characteristics of Subsystems and Equipment (MIL -
STD-461E consolidates MIL-STD-461 and 462)

Interface Standard, Electromagnetic Environmental Effects Require-
ments for Systems

Interface Standard: Radar Engineering Design Requirements,
Electromagnetic Compatibility

Aircraft Electrical Power Characteristics
Characteristics of 28VDC Electrical Systemsin Military Vehicles

Standard Practice Document: Shipboard Bonding, Grounding, and
Other Techniques for Electromagnetic Compatibility and Safety

Effectiveness of Cable, Connector, and Weapon Enclosure Shielding
and Filtersin Precluding Hazards of Electromagnetic Radiation to
Ordnance, M easurement of

Interface Standard for Shipboard Systems
Electric Power, DC, Space V ehicle Design Requirements
Electromagnetic Compatibility Requirements for Space Systems

Electromagnetic Compatibility and Grounding Requirements for
Space Systems

Guidance on the Use and Test of Ordnance in Space and Launch
Vehicles

Procedures for Conducting a Shipboard Electromagnetic I nter-
ference (EMI) Survey (Surface Ships)

Development of Shipboard Industrial Test Procedures
High Altitude Electromagnetic Pulse Environment

AMERICAN NATIONAL STANDARDSINSTITUTE (ANSI)

ANSI/IEEE C63.2

ANSI/IEEE C63.4

ANSI/IEEE C63.12

ANSI/IEEE C63.14

Standard for Instrumentation - Electromagnetic Noise and Field
Strength, 10 kHz to 40 GHz - Specifications

Standard for Electromagnetic Compatibility — Radio- Noise
Emissions from Low Voltage Electrical and Electronic Equipment
in the Range of 9 kHz to 40 GHz - Methods of Measurement

Standard for Electromagnetic Compatibility Limits- Recommended
Practice

Standard Dictionary for Technologies of Electromagnetic Compati-
bility (EMC), Electromagnetic Pulse (EMP), and Electrostatic
Discharge (ESD)
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ANSIIEEE C95.1
ANSI/IEEE C95.2/
ANSN2.1
ANSI/IEEE C95.3

ANSI/IEEE C95.4
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Standard for Safety Levels with Respect to Human Exposure to
Radio Frequency Electromagnetic Fields (3 kHz- 300 GHz)

Radio Freguency Radiation Warning Symbol

Techniques and Instrumentation for M easurement of Potentially
Hazardous Electromagnetic Radiation at Microwave Frequencies

Safety Guidefor the Prevention of RF Radi ation Hazard in the Use
of Electric Blasting Caps

RADIO TECHNICAL COMMITTEE FOR AERONAUTICS (RTCA)

RTCA DO-160D

Environmental Conditions and Test Procedures for Airborne
Equipment

SOCIETY OF AUTOMOTIVE ENGINEERS (SAE)

AEA4L-87-3

SAE-J551

SAE-J1113

SAEARP 1173

SAE ARP 1972

Protection of Aircraft Electrical/Electronic Systems Against the
Indirect Effects of Lightning

Performance Levels and Methods of Measurement of Electromag-
netic Radiation from Vehicles and Devices

Electromagnetic Susceptibility Measurement Proceduresfor Vehicle
Components (Except Aircraft)

Test Procedures for Measuring the RF Shielding Characteristics of
EMI Gaskets

M easurement Practices and Procedures Recommended for Electro-
magnetic Compatibility Testing

NORTH ATLANTIC TREATY ORGANIZATION (NATO) STANDARD AGREEMENTS

(STANAGS)

STANAG 1008
STANAG 1234

STANAG 1307
STANAG 3516

STANAG 3614
STANAG 3659
STANAG 3731
STANAG 3855
STANAG 3968

Electrical Power Characteristics for Ships

Proceduresfor RADHAZ Control in Portsand Territorial Sea
Maximum NATO Naval Operational EME Produced by Radar and
Radio

EMC Test Methods for Aerospace Electrical and Electronic
Equipment

EMC of Installed Equipment in Aircraft
Bonding and In-flight Lightning
Bibliography on EMC

Lightning Qualification Test Techniques
NATO Glossary of EM Terminology
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STANAG 4234

STANAG 4236
STANAG 4237
STANAG 4327
STANAG 4435
STANAG 4436

STANAG 4437
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EM Radiation, 200 kHz — 40 GHz, Environment Affecting the
Design of Material for Use By NATO Forces

Lightning

EEDs

Lightning Test Procedures

EMC Test Procedures and Requirements for Surface Ships (Metallic)

EMC Test Procedures and Requirements for Surface Ships (Nor-
metallic)

EMC Test Procedures and Requirements for Submarines

A.4 Data Iltem Descriptions (DIDs)

DI-R-2055
DI1-R-2056
DI-R-2057
DI-R-2058
DI-R-2059
DI1-R-2060
DI-R-2068
DI-R-2069
UDI-R-22550
UDI-R-22551
UDI-R-22574
UDI-R-22577
UDI-R-23723
UDI-T-30708

DI-EMCS-80157
DI-EMCS-80199B
DI-EMCS-80200B
DI-EMCS-80201B
DI-EMCS-80849
DI-EMCS-80850
DI-EMCS-80851
DI-EMCS-81540
DI-EMCS-81541
DI-EMCS-81542
DI-NUOR-80156
DI-NUOR-80926
DI-NUOR-80928
DI-NUOR-80929

DI-MISC-81113
DI-MISC-81114
DI-MISC-81174

EMC Test Plan (MIL -STD-469)

EMC Control Plan (MIL-STD-469)

EMC Test Report (MIL -STD-469)

EMCON Test Plan (MIL-STD-469)

EMCON Test Report (MIL-STD-469)

EMCON Design & Development Plan (MIL-STD-469)
Spectrum Signature Test Plan (MIL -STD-449)
Spectrum Signature Test Report (MIL -STD-449)
EMP Hardening Plan

EMP Hardening Report

Radiation Hazard Report

Analysisof Interference Potential Report

EMI Test Report - Survey (MIL-STD-1605)
Antenna Pattern Report

Suspected RF Radiation Overexposure Report

EMI Control Procedures (MIL-STD-461)

EMI Test Report (MIL-STD-461)

EMI Test Procedures (MIL-STD-461)

Lighting Protection Plan (LPP) (MIL-STD-1795)
Lighting Protection Verification Plan

Lighting Protection Verification Report

E3 Integration and Analysis Report (MIL -STD-464)
E3 Verification Procedures (MIL-STD-464)

E3 Verification Report (MIL-STD-464)

Nuclear Survivability Program Plan

Nuclear Survivability Assurance Plan

Nuclear Survivability Test Plan

Nuclear Survivability Test Report

Radar Spectrum Management Test Plan (MIL-STD-469)
Radar Spectrum Management Control Plan (MIL-STD-469)
Frequency Allocation Data
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A.5 Guidance Documents, Handbooks, Specifications, and Studies

MIL-HDBK-235 Electromagnetic (Radiated) Environment Considerations for Design and
Procurement of Electrical and Electronic Equipment, Subsystems and
Systems

MIL-HDBK-241 Design Guide for EMI Reduction of Power Supplies

MIL-HDBK-253 Guidance for the Design and Test of Systems Protected Against the
Effectsof EM Energy

MIL-HDBK-263 Electrostatic Discharge Control Handbook for Protection of Electrical and

Electronic Parts, Assemblies, and Equipment (Excluding Electrically
Initiated Explosive Devices)

MIL-HDBK-274 Electrical Grounding for Aircraft Safety

MIL-HDBK-293 ECCM Considerations in Radar Systems Acquisitions

MIL-HDBK-294 ECCM Considerationsin Naval Communications Systems

MIL-HDBK-335 Management and Design Guidance for EM Radiation Hardness for Air
Launched Ordnance Systems

MIL-HDBK-419 Grounding, Bonding, and Shielding for Electronic Equipment and
Facilities

MIL-HDBK-423 HEMP Protection for Fixed and Transportable Ground Based Facilities

MIL-HDBK-1857 Grounding, Bonding and Shielding Design Practices

MIL-1-17161 Absorber, Radio Frequency Radiation (Microwave Absorbing Material),
General Specification for

SD-2 Buying Commercial and Non Developmental Items (CI/NDI)

SD-16 Communicating Requirements

EPS0178 Results of Detailed Comparisons of Individual EMC Requirements and

Test Procedures Delineated in Major National and International
Commercia Standards with Military Standard MIL-STD-461E

A.6 Service Documents

DEPARTMENT OF THE ARMY

ADS-37A-PRF Aeronautical Design Standard, E3 Performance and Verification
Requirements (Aviation and Missile Command Report)

AR 5-12 Army Management of the Electromagnetic Spectrum

AR-70-1 Systems Acquisition Policy and Procedures

AR-70-75 Survivability of Army Materiel and Equipment

AR-71-9 Material Objectives and Requirements

AR-73-1 Army Test and Evaluation Policy

DA PAM 70-3 Army Acquisition Procedures

DA PAM 73-2 T&E Master Plan, Procedures and Guidelines
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DA PAM 73-3 Critical Operational Issues and Criteria (COIC) Procedures and
Guidelines

FM-11-490-30 Electromagnetic Radiation Hazards

TR-RD-TE-97-01 EM Effects Criteriaand Guidelinesfor EMRH, EMRO, Lightning

Effects, ESD, EMP and EMI Testing of US Army Missile Systems
(Redstone Technical Test Center Report)

DEPARTMENT OF THE NAVY

SECNAVINST 2410.1 EMC Program Within the Department of the Navy

SECNAVINST 5000.2 Implementation and Mandatory Proceduresfor Major and Non-
major Acquisition Programs

OPNAVINST 2400.20 Navy Management of the Radio Frequency Spectrum

OPNAVINST 2410.11 Procedures for the Processing of Radio Frequency Applications
for the Development and Procurement of Electronic Equipment

OPNAVINST 2450.2 EMC Program within the Department of the Navy

OPNAVINST 3960.10 Test and Evaluation

OPNAVINST 5000.42 Research, Development, and Acquisition Procedures

OD 30393 Design Principles and Practices for Controlling Hazards of
Electromagnetic Radiation to Ordnance

OP-3565/NAVAIR 16-1- Volume - Technical Manual, Electromagnetic Radiation

529/SPAWAR 0967-LP- Hazards (Hazards to Personnel, Fuel, and other Flammable

624-6010 Material)

Volume Il - Technica Manual, Electromagnetic Radi ation
Hazards (Hazards to Ordnance)

NAVSEAINST 8020.7B Hazards of Electromagnetic Radiation to Ordnance (HERO)
Safety Program

NAVSEAINST 8020.17 Navy Explosives Hazard Classification Program

S9407-AB-HDBK -010 Handbook of Shipboard Electromagnetic Shielding Practices

DEPARTMENT OF THE AIR FORCE

AFOSH Standard 48-9 Exposure to Radio Frequency Radiation Safety Program
AFI 32-7061 The Environmental Impact Analysis Process

AFI 99-102 Operational Test & Evaluation

AFl 99-106 Joint test and Evaluation

AFMAN 33-140 Radio Frequency Spectrum Management

AFPD 63-1 Acquisition System

AFPD 99-1 Test and Evaluation Process

AFSCDH 1-4 Air Force Systems Command Design Handbook, EMC
TO 317-10-4 Electromagnetic Radiation Management
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MARINE CORPS SYSTEMSCOMMAND (MARCORSY SCOM)

MCO 2400.2 Marine Corps Management of the Radio Frequency Spectrum
MCO 2410.2 Electromagnetic Environmental Effects Control Program
MCO5104.2 Marine Corps Radio Frequency Electromagnetic Field

Personnel Protection Program

A.7 Specific Regulations, Directives and Instructions Affecting Policy

Federal and DoD regulations exist, as well as DoD directives and instructions, which set the E3/
SC policieswith regard to the acquisition and fielding of military C-E equipment. The following
paragraphs summarize the policies established by these documents.

A.7.1 Federal

A.7.1.1 Code of Federal Regulations

- TITLE47, CHAPTER I, PART 2, Subpart B, Section 2.103 provides regulations pertain
ing to Government use of non-Government frequencies.

-  CHAPTER I, PART 300, Sec. 300.1 indicates that Federal Agencies shall comply with
the requirements set forth in the NTIA Manual, which isincorporated by reference with
approval of the Director, Office of the Federal Register, in accordance with 5 U.S.C.
552(a) and 1 CFR part 51.

A.7.1.2 OMB Circular A-11

Section 34.1 states that the NTIA Department of Commerce must provide a certification by that
the RF required is avail abl e before estimates are submitted for the devel opment or procurement of
major C-E systems, including all systems employing space satellite techniques.

A.7.1.3 NTIA Manual of Regulations & Procedures for Federal Radio Frequency
Management

The entire NTIA manual is devoted to minimum Federal standards, regulations, and procedures for
RF management. It isavailable on: www.ntia.doc.gov/osmhome/redbook/redbook.html.

A.7.2 DoD

A.7.2.1 DFAR Supplement 252.235-7003

This document requires specific clausesin solicitations and contracts for developing, producing,
constructing, testing, or operating a device requiring a frequency authorization. The clauses
require contractors to obtain authorization for RF needed in support of the contract and associated
procedures.
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A.7.2.2 DoDD 5000.1

This directive provides policies and principles for DoD acquisition programs. It requires that
acquisition programs be managed to optimize total system performance, including consideration of
SM and the operational EME.

A.7.2.3 DoDI 5000.2

Thisinstruction establishes agenerd approach for managing acquisition programs. It notes that
information superiority and interoperability are key attributes of systems. In thisregard, the
instruction states that all programs shall be managed and engineered using best processes and
practices, shall be designed to be mutually compatible with other electric and electronic equipment
and the operational EME, and shall be certified at milestone reviews for spectrum supportability.

A.7.2.4 DoDR 5000.2-R

This document requiresthe following, asrelated to E3 and spectrum support:

- All électric or electronic systems shall be designed to be mutually compatible with other
electric or electronic systems/equipment and the operational EME. Ordnance and their
associated systems shall be designed to preclude inadvertent ignition and perform effec-
tively during or after exposure to the operational EME.

- Electromagnetic spectrum dependent systems and equipment, including CI/NDI, shall
comply with OMB Circular A-11 to determine spectrum supportability prior to initiating
cost estimates for development or procurement.

- All DoD components shall obtain spectrum utilization guidance from the MCEB in
accordance with DoDD 4650.1.

- Systems and equipment shall comply with applicable National and International SM
statutes, policies and regulations.

A.7.2.5 DoDD 3222.3

This document establishes the DoD EMC Program. It also provides policiesto ensure that all
electric and electronic systems are designed to be mutually compatible with other such equipment
in the expected operational EME and that EM C control is planned for and incorporated in al DoD
acquisitions. A proposed revision of DoDD 3222.3 isentirely devoted to the DoD Joint E3 pro-
gram and isin thefinal coordination process. The revision, which isawaiting signature:

- Updates policy for the DoD Joint E3 Program to ensure the DoD’ s effective use of
systemsin EME in support of national security and military objectives, and

- Assigns specific and joint responsibilities to DoD Components for various aspects of ES3.
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A.7.2.6 DoDD 4630.5

This directive provides policies and responsibilities for interoperability and supportability, includ-
ing spectrum supportability, of IT and NSS. The instruction requires interoperability and support-
ability requirements be determined during the requirements definition and validation process.

A.7.2.7 DoDI 4630.8

Thisinstruction establishes policies and responsibilities for ensuring interoperability and support-
ability of IT and NSS. Requirements are to be documented, coordinated, verified, and approved to
achieve interoperability and supportability. Systemsthat rely upon or use IT or NSS capabilities
areto betested and certified for spectrum supportability and E3 as part of their interoperability
assessment.

A.7.2.8 DoDD 4650.1

Thisinstruction provides policy, responsibilities, and procedures for the use of the electromagnetic
spectrum in DoD including spectrum certification, host nation coordination, and frequency
supportability.

A.7.2.9 CJCSI 3170.01

This instruction establishes policies and procedures for developing, reviewing, validating, and
approving the MNS, ORDs and CRDs. It states that safety issues regarding HERO and E3, as well
as spectrum supportability for systems and equipment shall be addressed during requirements
generation.

A.7.2.10 CJCSI 6212.01

CJCSI 6212.01 establishes policies and procedures for the J-6 Interoperability Requirements
Certification of the MNS, ORDs, and CRDs, and for the J-6 Supportability Certification of
C41SPs. Theinstruction contains assessment criteriafor the review of the MNS, ORDs, CRDs,
and C4ISPs. Furthermore, the instruction indicates that the J-6 Interoperability Certification
includes conformance with Joint NSS and I TS policies, which i ncludes the requirement to be
mutually compatible with systemsin the EME and not be degraded below operational performance
requirements dueto E3. It further requires all proposed NSS and I TS systems that include spect-
rum dependent hardware, including CI/NDI, document spectrum certification of the hardware.

A.7.2.11 DOT&E E3 Policy Memo

This memo dated 25 October 1999 provides policy for DOT&E, OTAsand PMs. The policy isin
tended to more clearly definetherole of OT& E inidentifying potentially adverse E3 and spectrum
availability situations.
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APPENDIX B

ACRONYMS AND ABBREVIATIONS
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B.1 General
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This appendix contains acronyms and abbreviations used throughout this handbook.

B.2 Acronyms and Abbreviations

ACAT
ACETEF
ACTD
AFB
AFC
AFFMA
AFFTC
AFRL
ANSI
ARDEC
ARL

ASD (C3I)

ASPECTS

ATC
ATD
ATEC
BEES
C4l
C4ISP
C4ISR
CCEB
CDRL
C-E
CECOM
CE Mark
CENELEC
CFR

Cl
CINC
CISPR
cJcsl
CNO
Cal
CRD
CwW
DID
DISA
DoD

Acquisition Category

Air Combat Environment Test and Evaluation Facility
Advanced Concept Technology Demonstration

Air Force Base

AreaFrequency Coordinator

Air Force Frequency Management Agency

Air Force Flight Test Center

Air Force Research Laboratories

American National Standards Institute

Armaments Research, Development, and Engineering Center
Army Research Laboratory

Assistant Secretary of Defense for Command, Control, Communi -
cations, and Intelligence

Automated Spectrum Planning, Engineering, Coordination, and
Tracking System

Aberdeen Test Center

Advanced Technology Demonstration

Army Test and Evaluation Command

Battle Force EMI Evaluation System

Command, Control, Communications, Computers, and Intelligence
C4l Support Plan

C4l, Surveillance, and Reconnaissance

Combined Communications-Electronics Board

Contract Data Requirements List
Communications-Electronics

Communication and Electronics Command

Indication of Compliance With European Directives
European Committee for Electrotechnical Standardization
Code of Federal Regulations

Commercia ltem

Commander in Chief

International Special Committee on Radio Interference
Chairman of Joint Chiefs of Staff Instruction

Chief of Naval Operations

Critical Operational Issue

Capstone Requirements Document

Continuous Wave

Data Item Description

Defense Information Systems Agency

Department of Defense
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DoDD Department of Defense Directive

DoDI Department of Defense Instruction

DoDISS Department of Defense Index of Specifications and Standards
DoDR Department of Defense Regulation

DOT&E Director, Operational Test and Evaluation
DT&E Developmental Test and Evaluation

E3 Electromagnetic Environmental Effects

EDM Engineering Development Model

EED Electro-Explosive Device

EID Electrically Initiated Device

EM Electromagnetic

EMC Electromagnetic Compatibility

EMCON Emission Control

EME Electromagnetic Environment

EMEGS Electromagnetic Environment Generating System
EMENG Electromagnetic Engineering System

EMI Electromagnetic Interference

EMP Electromagnetic Pulse

EMR Electromagnetic Radiaion

EMV Electromagnetic VVulnerability

EP Electronic Protection

EPG Electronic Proving Ground

EPS Engineering Practice Study

ESD Electrostatic Discharge

EU European Union

EW Electronic Warfare

FAA Federal Aviation Administration

FAAT First Article Acceptance Test

FCC Federal Communications Commission

FMO Frequency Management Office

FOC Final Operating Capability

FRP Full-Rate Production

HEMP High Altitude Electromagnetic Pulse

HERF Hazards of Electromagnetic Radiation to Fuel
HERO Hazards of Electromagnetic Radiation to Ordnance
HERP Hazards of Electromagnetic Radiation to Personnel
HNA Host Nation Approval

IEC International Electrotechnical Commission
|IEEE Institute of Electrical and Electronics Engineers
[IPT Integrating Integrated Product Team

IMI Intermodul ation Interference

I0C Initial Operating Capability

IOT&E Initial Operational Test and Evaluation

IPT Integrated Product Team

IRAC Interdepartment Radio Advisory Committee
ISO International Organization for Standardization
IT Information Technology
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ITS

ITU

JCS
JEET

JFP
JOERAD
JSC
JTIDS
KPP
LRIP
M&S
MAE
MAIS
MARCORSY SCOM
MCEB
MDA
MDAP
MIDLANT AFC
MNS
MOE
MOP

MS

MSC
NATO
NAVAIR
NAVEMSCEN
NAV SEA
NAWCAD
NDI

NRL

NSS
NSWCDD
NTIA
NUWC
OATS
OIPT
OoMB
OPLAN
ORD
OSAM
OSsD
OT&E
OTA

PM
PRIMES
PSA
P-Static
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Information Technology System
International Telecommunications Union
Joint Chiefs of Staff

Joint E3 Evaluation Tool

Joint Frequency Panel

JSC Ordnance E3 Risk Assessment Database
Joint Spectrum Center

Joint Tactical Information Distribution System
Key Performance Parameter

L ow-Rate Initial Production

Modeling and Simulation

Maximum Allowable Environment

Magjor Automated Information System
Marine Corps Systems Command

Military Communications Electronic Board
Milestone Decision Authority

Magjor Defense Acquisition Program
Mid-Atlantic Area Frequency Coordinator
Mission Need Statement

Measures of Effectiveness

M easures of Performance

Milestone

Mode Stirred Chamber

North Atlantic Treaty Organization

Naval Air Systems Command

Navy Electromagnetic Spectrum Center
Naval Sea Systems Command

Naval Air Warfare Center, Aircraft Division
Non Developmental Items

Naval Research Laboratory

National Security Systems

Naval Surface Warfare Center, Dahlgren Division

National Telecommunications and Information Administration

Naval Undersea Warfare Center

Open Area Test Site

Overarching Integrated Product Team

Office of Management and Budget
Operational Plan

Operational Requirements Document

Office of Spectrum Analysis and Management
Office of the Secretary of Defense

Operational Test and Evaluation

Operational Test Agency

Program Manager

Preflight Integration of Munitions and Electronic Systems
Principal Staff Assistant

Precipitation Static
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RADHAZ
RF

RTCA
RTTC
SAE

SCSDMR
SD
SLAD

SOwW
SPAWAR
SPS

STANAG
T&E
TACOM
TC
TEMP
TOA

u.S.
USACESO
usmcC
V/m
WIPT
WRC
WSMR
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Radiation Hazards

Radio Frequency

Radio Technical Commission for Aeronautics
Redstone Technical Test Center

Society of Automotive Engineers

Spectrum Certification

Spectrum Certification System Data Maintenance and Retrieval
Standardization Document
Survivability/Lethality Analysis Directorate
Spectrum Management

Statement of Work

Space and Naval Warfare Systems Command
Spectrum Planning Subcommittee

SPAWAR Systems Center

NATO Standardization Agreement

Test and Evaluation

Tank Automotive Command

Technica Committee

Test and Evaluation Master Plan

Table of Allocations

United States

US Army Communications-Electronics Services Office
United States Marine Corps

Volts per meter

Working Level Integrated Product Team
World Radio Conference

White Sands Missile Range
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APPENDIX C

E3/SC

TEST FACILITIES AND CAPABILITIES
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C.1 Army Facilities and Capabilities
C.1.1 Army Research Laboratory (ARL)

ARL has extensive resourcesto test and evaluate a system’s performancein an EME. These capa-
bilities can also be used to support the system analysis and evaluation process. Thefollowing are
some of the specific ARL capabilities:

C.1.1.1 Electromagnetic Analysis Facility

Located i n the Survivability/L ethality Analysis Directorate (SLAD), at White Sands Missile Range
(WSMR), NM, thisisamajor facility originally developed to perform special EMI investigations
on Army and foreign systems. The facility has three shielded anechoic chambers containing both a
radar cross section measurement system and an antenna pattern measurement range. The cham-
bers can accommodate virtually all Army weapon systems. The facility provides afull spectrum
facility capable of conducting diversetypes of el ectromagnetic investigations from 100 MHz to 18
GHz with electric field strengthsin excess of 200 Volts/meter (V/m). The antenna pattern meas-
urement system is capabl e of eval uating antenna systems over afrequency range from 100 MHz to
40 GHz. Thefrequency range of theradar cross section measurement systemis2-17.9 GHz. The
facility can be used for EMI investigations, radar cross section measurements, low and high power
microwave illuminations, antenna pattern measurements, radiated emission measurements, in-band
and out-of -band RF threat emulations, as well as specialized projects involving millimeter waves
and narrow pulse effects.

C.1.1.2 Electromagnetic Coupling Facility

This electromagnetic coupling facility located at the SLAD, Aberdeen Proving Ground, MD, sup-
ports the survivability analysis of developmental systems. System coupling characteristics can be
determined which can then be used by design engineersin hardening systems against the effects of
an EMP or other EME levels. Thefacility measures coupling levels when exposed to an externally
radiated, low power EME. Thelow level coupling response isthen scaled to determine the system
response to the actual high level EME. The facility can also use current injection techniques to
simulate the high level coupling to further analyze the system performance.

C.1.1.3 Special EMI Computer-Controlled Advanced Radar Emulator

Located inthe ARL/SLAD at WSMR, thisthreat emulator possesses the capability to generate
complex threat r adar waveforms. The emulator utilizes aresident threat database and a user-
friendly, microcomputer -based system controller to generate a broad output bandwidth from 0.05-
18 GHz. The systemis capable of current or future radar waveform generation through the emu-
lation of antenna patterns and radar scans. Waveforms and scans are programmed with parameters
obtained from an intelligence-generated threat database.
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C.1.2 Army Test and Evaluation Command (ATEC)/Development Test Command
Test Centers

C.1.2.1 Aberdeen Test Center (ATC)

The ATC Electromagnetic Test Facility, located at Aberdeen Proving Ground, MD, isalarge, free
standing shielded enclosure that will accommodate combat vehicles, artillery, tractor trailers, port-
able shelters, electric power generation equipment, and materials handling and construction equip-
ment. Thefacility size and structural integrity allow testing of large heavy pieces of equipment
and complete systems as well as bench testing of components and systems in a noise-free environ
ment. Thefacility has a double-walled design that provides a high degree of attenuation to mag-
netic, electric, and plane wave fields to assure excellent isolation from the outside EME. A series
of dolly-mounted anechoic RF absorber panels are used to improve the reflection characteristics of
the chamber. Thefacility contains state-of -the-art instrumentation, ancillary equipment, support
facilities, and experienced personnel needed to conduct EMI tests in accordance with both military
and commercial standards. It currently has the capability to conduct testsin accordance with the
following E3 military and commercial standards and has been certified as an acceptabl e test facil -
ity that meets European Certification Laboratory approved standard requirements.

- MIL-STD-461 and 464,
- SAE-J551 and SAE-J1113,

- C.I.SP.R. Publication 16, Specification for Radio Interference Measuring Apparatus and
Measurement Methods, and

- C.I.S.P.R. Publication 22, Limits and Methods of Measurement of Radio I nterference
Characteristics of Information Technology Equipment.

C.1.2.2 Redstone Technical Test Center (RTTC)

RTTC, located at Redstone Arsenal AL, isacomprehensivetest facility that can be utilized for E3
testing of tactical missiles and missile platform system. The E3 Test Branch provides afull spect-
rum of support to the Aviation and Missile Command Program Executive Officers and PMs, as
well as other DoD Agencies and contractors. Among the comprehensive E3 test capabilities des-
cribed below are the DoD unique capabilities to conduct lightning effects testing on live missiles
and munitions.

C.1.2.2.1 Electromagnetic Interference Test Facility

The EMI test facility consists of a 13-feet by 30-feet double-shielded, copper screen room, divided
into atest and acontrol room. Thefacility is capable of measuring emissions and susceptibilities
during subsystem/equipment tests asrequired by MIL-STD-461. To ensure that there are no prob-
lems when assembled into aweapon system, items may be tested to determine the EM effects bet-
ween subsystems, the effects of subsystems upon external systems, and the effects of external
systems upon the subsystem.
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C.1.2.2.2 Electromagnetic Radiation Test Facility

Thisfacility provides continuous wave (CW), amplitude modulation, frequency modulation, and
pulse modulation testing with several subsets of antennas covering2 MHz to 40 GHz. Testingis
conducted at outdoor ranges aswell asin a40-feet wide, 70-feet long and 22-feet high anechoic
chamber which incorporates a below ground fume removal duct system to allow operational
testing of ground vehicles. Test items up to 1,000 pounds, such asmissilesin simulated free-
flight environments, can be positioned in azimuth (full 360 degrees of rotation) and either pitch
or roll (+ 90 degrees). Thefacility also contains a 360 degrees of rotation turntable capabl e of
accommodating avehicle the size of an M-270 Launcher. RTTC aso has facilities and methods
for thetesting of classified hardware up to the SECRET- SPECIAL ACCESS REQUIRED level.

C.1.2.2.3 Lightning Test Facilities

Lightning testing at RTTC isdivided into two categories, direct-strike and near-strike tests. Test
criteriaare contained in MIL-STD-464 and RTTC Technical Report TR-RD-TE-97-01. Lightning
simulation generators capable of generating up to 3.6 million volts and 200,000 Amps are used for
thesetests. Direct-striketest criteriaare required for weapon system safety and to prevent perma
nent damage to electronic components. Near -strike lightning tests are required primarily for pro-
tection of EIDs and electronic components from detonation, burnout, destruction, and so forth,
particularly during alaunch sequence or when the electronics are active. Testing is conducted on
both inert and live tactical missile systems. The RTTC lightning test capabilities consist of several
distinct test facilities.

- Thelnert Lightning Test Facility is utilized for instrumented and go/no-go testing of
systemslimited to class 1.4 explosives.

- TheHazardous Lightning Test Facility iscomprised of two facilitiesthat are tailored for
test object size and explosive quantity. A Small System Lightning Test Stand is utilized
for testing live, tactical, man-portable, and other small missileitems. A Large System
Lightning Test Stand is utilized for testing large, live, tactical missile systemsand is
currently limited to 100 pounds of Class 1.1, 5,000 pounds of Class 1.2, 15,000 pounds
of Class 1.3, and unlimited Class 1.4 explosives. The Hazardous Lightning Test Facility
is capable of testing live, tactical missile systemsin the lightning environment. It also
has a portable environmental conditioning chamber capable of conditioning vehiclesto
both "hot" and "cold" temperature extremes.

C.1.2.2.4 Electromagnetic Pulse Facility

The EMPtest facility provides a sub-threat, high altitude, EM P environment to determine weapon
system safety and survivability and to analyze system EMP effects.

C.1.2.3 White Sands Missile Range

The Directorate for Applied Technology, Test and Simulation performs E3 testing at the Electro-
magnetic Radiation Effects Facility at WSMR and at Kirtland Air Force Base (AFB) in Albuquer-
que, NM. Thetest facility provides outdoor testing for combat systems, helicopters, and various
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types of combat sup-port and combat service support equipment. A lightning test facility is under
construction.

C.1.2.3.1 Electromagnetic Interference Facilities

These facilities are capable of performing the entire battery of MIL-STD-461 tests. Testingiscon-
ducted in one of two special facilities designed to reduce ambient background noise to a minimum.
Thefirstisan 18-feet long by 11-feet wide by 5-feet high anechoic chamber used for testing small
items. The second isalarge, shielded test cell with interior dimensions of 60-feet long by 40-feet
wide by 40-feet high. Thistest cell isused to test large items and those items requiring high capa
city air intake and exhaust. Two large intake fans and two large exhaust fans allow such items as
the M1 Abramstank to be tested in afully operational mode with engines running.

C.1.2.3.2 Electromagnetic Radiation Facilities

Using any or al of five separate transmitters, outdoor test facilities provide both RADHAZ and
inter-system EMI/EMC testing. Thefive available transmitters cover frequencies from 100 kHz to
18 GHz, at power levelsto 50 kW, depending upon the specific transmitter and test environment.
Maximum field intensities are typically on the order of 200 V/m. Higher field levels can be achie-
ved depending on frequency, size of theitem under test, and the relative position of the item.

C.1.2.3.3 Electromagnetic Pulse Facilities

EMPtesting is performed at Kirtland AFB using one of several threat level EMP simulators, either
the Horizontally Polarized Dipole Facility or the Vertically Polarized Dipole Facility. These facil-
ities can produce both horizontally and vertically polarized electric field strengths from 0.1 to 100
kV/m. Other facilitiesinclude alightning simul&or, a vertically polarized boundedwave EMP
simulator, and a Direct Drive Laboratory for the direct application of controlled electrical over-
stress signal sinto el ectronic components.

C.1.2.4 Ft. Huachuca- Electronic Proving Ground (EPG)
C.1.2.4.1 Blacktail Canyon Test Facility

EPG has a capability to perform EMI/EMC testing in accordance with MIL -STD-464 and 461 for
DoD platforms/systems and subsystems/equipment as well as various commercial EMI/EMC stan+
dardstests that may be required by the customer. Thefacility islocated at the Blacktail Canyon
area of Ft. Huachuca, AZ, a RF-isolated areawith arelatively low ambient RF level. Thislocation
isideal for openfield EMC/EMI testing efforts. Test equipment and fixtures necessary to conduct
testing include three automated receiver systems, 20 Hz to 40 GHz, which can be used to perform
radiated and conducted emission measurements of systems, subsystems, and components. The fac-
ility instrumentation suites provide three automated EMI data collection suites and two integrated
EMI susceptibility test systems allowing RF illumination of items under test from 10 kHz to 40
GHz at field level s greater than 200 V/m, depending upon test frequency. In addition to the fixed
facility, EPG hasreadily available portable systems, offering worldwide on-site support to the
customer.
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C.1.2.4.2 Electromagnetic Environmental Test Facility

Located in the main post areaof Ft. Huachuca, thistest facility isacomplex of experimental and
analytical capabilities that can be used to measure and analyze system performance in a broad
spectrum of intended EME. Thefacility assesses the ability of C4l systemsto operateintheir in-
tended EME and to assess the influence of the system on the EME. Thisfunction isaccomplished
by a combination of M& S, hardware-i n-the-loop testing, and field-testing. It isalso responsible
for devel oping and maintaining databases of equipment characteristics and simulated tactical
deploymentsto support EMC and EMV analyses and Army management of the electromagnetic
spectrum.

C.1.2.4.3 Virtual Battlefield Environment Facility

Thisisaclosedloop facility that generates actual RF and digital message signalsto provide areal-
istic EME to aitem under test. It emulates signal sthat the test item would expect to seeinitsin-
tended operational EME. These signals are computer-controlled and can represent the EME in any
part of theworld. Thefacility can create an electronic battlefield capable of simulating up to 1024
non-communications emitters (radar and sensors) in the 0.5- 18 GHz frequency range and 32 com-
munications emittersin the 0.5- 500 MHz frequency range. These can be either friendly or enemy
emitters. An enhancement isthe Joint Tactical Information Distribution System (JTIDS) network
linker unit. The network linker consists of amatrix switch that receivesinput from up to ten
JTIDSterminals. Thetest facility providesthe smulated EME to the JTIDS network. Thisallows
the JTIDS network to be tested in avirtual EME without going to the field.

C.1.2.4.4 Virtual Electromagnetic C4l Analysis Tool

EPG has developed a set of integrated computer programs called the Virtual Electromagnetic C4l
Analysis Tool to perform analysis and evaluation of C4l systemsin their intended operational
environments. The principal thrust isto provide C-E system analysis capabilities embedded in a
user-friendly graphical user interface. It can overlay results using Defense Mapping Agency digi -
tal terrain and digitized raster graphics maps, or commercial -off-the-shelf graphics visualization
and statistical analysistools. Thetool gives engineers and communicators a geographic informa
tion system that supports creation of simulated tactical deployments, military symbols, map dis-
plays for magnetic mediaor compact discs, line-of -sight profiles, and terrain high points display.
The measures that can be cal culated include el ectromagnetic propagation path loss, radio horizon,
received signal level, signal-to-noise, ration, bit error rate, electric field, percentage of time avail-
able, fade, and dilution of precision valuesfor global positioning system predictions. A foliage
propagation model is available for analyzing attenuation of link communications., as are a number
of other propagation models.

C.1.2.4.5 Mutual Interference Environments

For technical and operational tests, EPG can provide redlistic battlefield conditions simulating
"dirty" EME caused by mutual EMI of electronic equipment. Thisenvironment providesa virtual
"friendly jamming" environment for operational or technical testing of C-E within an approved
operational scenario. The effects of several thousand emitters, all sharing acommon hop-set, can
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be simulated with as little as 100-200 actual radiosthrough the use of propagation path loss
models, specially designed automatic keyers, and emitter placement algorithms.

C.1.3 Tank Automotive Command - Armaments Research, Development & Engi-
neering Center (TACOM-ARDEC)

The E3 team at TACOM-ARDEC provi des E3 technical support to local, DoD, and Foreign devel-
opers of systems and equipment. Guidanceis provided to ensure that developmental systemswill
not be susceptible to EME levels encountered during the system life cycle. The E3 team has sew-
eral research and engineering facilitiesto study and evaluate instrumented or live weapon systems
against awide range of severe man-made or natural EME. Additionally, the E3 team provides
technical and acquisition support to the Army Fuse Safety, Type Classification, and Material Re-
lease Boards, and the Foreign Intelligence Office and Tri-Service HERO Committee. A descrip-
tion of thefacilitiesfollows.

C.1.3.1 HERO Research and Engineering Facility

The HERO facility is designed to perform RF studies on Army-developed weapon systemsin
accordance with MIL-STD-464. All HERO studies are performed inside a heated and air-condit-
ioned shielded anechoic chamber. High power transmittersand TEM cells cover frequencies from
100 kHz to 40 GHz at power levelsto 30 kW, with maximum field intensities on the order of 200
V/m. Thefacility can be used for RF susceptibility investigations, RF shielding measurements, in-
band and out-of -band RF threat simulations, as well as specialized projectsinvolving millimeter
weapon technol ogy.

C.1.3.2 Electromagnetic Radiation, Operational Test Facility

Testing at thisfacility is performed inside an anechoic chamber using the same RF transmitters,
antennas, and fiber optic instrumentation asin the HERO facility described above. Studies are
performed in accordance with the criteriain MIL -STD-464.

C.1.3.3 EMI Test Facility

The E3 team maintains |aboratory capabilitiesfor EM emission studiesto evaluate Army elect-
ronics and electrical systems and subsystemsin accordance with MIL-STD-461. Testing is con
ducted inside an RFshielded anechoic room designed to reduce the ambient background noiseto a
minimum. The room size and structural integrity allow studiesfrom small to mid-size pieces of
equipment in a noise-free environment.

C.1.3.4 Helicopter Electrostatic Discharge Test Facility

Helicopter ESD studies are performed in accordance with the criteriain MIL-STD-464 and MIL -
STD-331. Instrumented, as well as go/no-go studies are conducted on inert and live tactical ammo
systemsin their shipping/storage and tactical configurations. Studies are also conducted on live
weapon systems and el ectronic subsystems to determine detonation, upset, burnout and destruction
levels.
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C.1.3.5 Personnel Electrostatic Discharge Test Facility

Personnel ESD studies are performed in accordance with the criteriain MIL-STD-464 and MIL-
STD-331. Studies are conducted on live weapon systems and el ectronic subsystems to determine
detonation, upset, burnout, and destruction levels. Instrumented and go/no-go studies are con-
ducted oninert and live tactical ammo systemsin their handling configuration.

C.1.3.6 EMP Test Facility

The EMP facility uses avertically-polarized, parallel plate chamber to simulate aHEMP environ
ment which is used to determine weapon system safety and survivability and to perform hardening
evaluations. Thefacility is capable of producing peak electric fields of 50 kV/m, which meet the
unclassified EMP threat in accordance with MIL-STD-461 and MIL -STD-464.

C.1.3.7 Bruceton and Langley Test Facility

Thisfacility performs No-Fire and All-Fire statistical values of EIDs such as detonators, primers,
and actuators. Constant current and capacitor discharge characteristics are determined that can
handle class1.3 and 1.4 explosives. Test datais computer-generated using an approved MIL-
STD-1576 computer program.

C.1.4 Aviation and Missile Command

RTTC facilities provide test and experimental support to the Missile Research Development and
Engineering Center. Facilitiesto support the testing of Army aircraft are provided by the Naval

Surface Warfare Center, Dahlgren Division (NSWCDD) located in Dahlgren, VA and the Naval
Air Warfare Center, Aircraft Division (NAWCAD) located in Patuxent, MD.

C.1.5 Communication and Electronics Command (CECOM)

CECOM Research and Development Engineering Center, Space and Terrestrial Communication
Directorate, Wireless Network Division provides E3 engineering expertise to implement Army E3
policy. Design and test guidance are provided to CECOM developers. A limited EMI/EMC test
facility isavailable to evaluate fixes, as necessary, and to evaluate CI/NDI. SM and frequency
allocation support is also provided for all CECOM devel opments and procurements.

C.1.6 US Army Center for Health Promotion and Preventive Medicine

The Center provides HERP support and radiation protective studies in support of health hazard
assessments, safety assessments, and safety releases. Teams are available to assess compliance
with applicable DoD and Army regulations regarding human exposure to RF radiation.
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C.1.7 Army Points of Contact

Army Research Laboratory (ARL)
Survivability/Lethality Analysis Directorate
ATTN: AMSRL-SL-BN

(Mr. R. Parsons)

Aberdeen Proving Ground, MD 21005-5068
(410) 278-8702

reparson@arl.army.mil

Army Spectrum Manager

ATTN: SFIS-FACGP

2461 Eisenhower Ave., Hoffman |, Suite 1200
(Mr. Arthur Radice)

Alexandria, VA 22332

(703) 325-8226
ARTHUR.RADICE@hqgda.army.mil

Aviation and Missile Command (AM COM)
Aviation and Missile RDE Center
ATTN: AMSAM-RD-A ESE
E3 for Helicopter Airworthiness
(Mr. F. Reed I11)
(256) 313-4886
ATTN: AMSAM-RD-M G-SD
SC Functions
(Mr. D. Smith)
(256) 876-1685
Redstone Arsenal, AL 35898

U.S. Army CECOM

S& T Communications Directorate

ATTN: AMSEL-RD-ST-WL-AA

(Mr. P. Major)

Fort Monmouth, NJ 07703

(732) 427-2415
MAJOR@MAIL1L.MONMOUTH.ARMY .MIL

Soldier and Biological Chemical Command
(SBCCOM)

Edgewood Chemical Biological Center
ATTN: AMSSB-REN-SN

(Mr. T. Saponaro)

Aberdeen Proving Ground, MD 21010-5424
(410) 436-2865

Space and Missile Defense Command (SM DC)
Survivability Division

ATTN: SMDCTC-WV

(Mr. R. Goodman)

P.O. Box 1500

Huntsville, AL 35807-3801

(256) 955-4669

Test and Evaluation Command (ATEC)
Aberdeen Test Center

Electromagnetic Interference Test Facility
ATTN: CSTE-DTC-R-SL-El

(Mr. M. Geiger)

Aberdeen Proving Ground, MD 21005-5059
(410) 278-2598

Test and Evaluation Command (ATEC)
Army Evaluation Analysis Center (AEC)
Survivability Division

ATTN: CSTE-AEC-SV

(Mr. J. Reza)

Ft Bliss, TX 79916

(915) 568-6539
rezgjose@USAEC.army.mil

Test and Evaluation Command (ATEC)
Electronic Proving Ground (EPG)

Test Support Branch

ATTN: CSTEEDTCWS-EP-TT

(Mr. D. Searls)

Ft Huachuca, AZ 85613-7110

(520) 538-4860

Test and Evaluation Command (ATEC)

Redstone Technical Test Center (RTTC)

E3 Test Branch (E3 for Missile System Functions

ATTN: CSTE-DTCGRT-E-EM

(Mr. J. Zimmerman, (256) 876-6386)

(Mr. J. Craven, (256) 842-2552)
jcraven@rttc.army.mil

Redstone Arsenal, AL 35898-8052

Training and Doctrine Command (TRADOC)
Nuclear and Chemical Agency (USANCA)
ATTN: ATNA-NU

(Mr. R. Pfeffer)

7150 Heller Loop

Springfield, VA 22150-3198

(703) 806-7860

Training and Doctrine Command (TRADOC)
Space and Information Superiority Directorate
ATTN: ATCD-H

(Mr. R. Minor)

Ft. Monroe, VA 23651-5000

(757) 727-2664

Tank-Automotive Command (TACOM)
Armaments RDE Center (ARDEC)
ATTN: AMSTA-AR-CCF-D

(Mr. D. Gutierrez)

Picatinny Arsenal, NJ 07806-5000

(973) 724-4667
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Test and Evaluation Command (ATEC)

White Sands Missile Range,

Electromagnetic Radiation Effects Facility (EMRE)
ATTN: CSTE-DTC-WS-DT

(Mr. J. O’ Kuma)

WSMR, NM 88002-5158

(505) 678-1165

Army Test and Evaluation Command (ATEC)
ATTN: CSTE-AEC-C3E

(Dr. Wayne Knight)

4501 Ford Ave.

Alexandria, VA 22302-1458

(703) 681-9446

KnightWayne@usaec.army.mil

US Army Center for Health Promotion and
Preventive Medicine (USACHPPM)

5158 Backhawk Road

ATTN: MCHB-TS-ORF

(Mr. J. DeFrank)

Aberdeen Proving Ground, MD 21010-5403
(410)436-3353

John.defrank @amedd.army.mil
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C.2 Navy Facilities and Capabilities
C.2.1 Naval Aviation System Team

C.2.1.1 Patuxent Naval Air Station

The Naval Air Systems Command (NAVAIR) Code 4.1.7, E3 Division, provides engineering
expertise for addressing the E3 requirements of aircraft systems, subsystems and support equip-
ment in the naval aviation’sfriendly and hostile operational EME. This support encompasses
aircraft, aircraft weaponry, aircraft subsystems, ground support equipment, naval shore facilities,
and air-capable ship installations. The Division manages frequency spectrum allocation coordi -
nation and efforts to control deliberate and non-deliberate EMR, to avoid breach of security and
detection by hostile forces, and to avert pollution of the spectrum by friendly users. E3 engineers
analyze and solve fleet-reported E3 problems. Division personnel cover awide range of electro-
magnetic disciplines dealing with EMI, EMC, EMV, RADHAZ, lightning, EMCON, high transient
threats, and p-static.

NAWCAD Code 5.1.7 at Patuxent River, MD, supports E3 research, development, and T&E. This
support encompasses supplying the test facilities and capabilitiesto conduct T& E of aircraft, air-
craft weaponry, aircraft subsystems, and ground support equipment. Division personnel cover a
wide range of electromagnetic disciplinesthat deal with EMI, EMC, EMV, EMP, high transient
threats, lightning, p-static, EMCON, and RADHAZ.

The MidAtlantic Area Frequency Coordination Office (MIDLANT AFC) isacomponent of the
Chesapeake Test Range for electromagnetic SM coordination for U.S. Navy and U.S. Marine
Corps Commandsin the Middle Atlantic Area. It isthe frequency manager for NAWCAD and
reportsoperationally to Commander in Chief, Atlantic Fleet. The mission of the MIDLANT AFC
isto ensure effective and compatibl e authorized use of the radio frequency spectrum by all of the
NAWCAD activities, tenants and their contractors. To accomplish thismission, the MIDLANT
AFC isauthorized direct coordination with Government and non-Government activities throughout
and adjacent to the Middle Atlantic area. For interference detection and resolution, the MIDLANT
AFC has alightweight, portable unit that can intercept from 0.5-2036 MHz and provide a direct-
ion-finding coverage between 1-1400 MHz. Also, two formal, state-of -the-art frequency monitor-
ing and interference control facilities are under development: one mobile and one fixed. The facil-
itieswill provide spectrum coverage from 2 MHz to 18 GHz, with areceiver system, spectrum
analyzer, pulse counter, recorder, and direction finder accurate to within one degree.

C.2.1.1.1 Air Combat Environment Test and Evaluation Facility (ACETEF)

The ACETEF isafully integrated, ground test facility allowing full-spectrum T& E of aircraft and
aircraft systemsin a secure, controlled, engineering environment. The state-of-the-art facility uses
simulation and stimulation techniques to provide test scenarios that will reproduce actual combat
conditions. Aircraft systems are deceived through a combination of simulation by digital compu-
ters and stimulation by computer-controlled environment generators that provide radio frequency,
electro-optical, and laser stimuli that closely duplicate real signals. The ACETEF complex hasa
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variety of individual labs that, when networked, can simulate virtually all aspects of aircraft
operations, and include:

- Shielded Hangar and Anechoic Chamber,

- Simulated Warfare Environment Generator,

- Electronic Warfare Integrated Systems Test Laboratory,
- Threat Air Defense Laboratory,

- Communication, Navigation, Identification Laboratory,
- Offensive Sensors Laboratory,

- Manned Flight Simulator, and

- Aircrew Systems Evaluation Facility.

C.2.1.1.2 Shielded Hangar and Aircraft Anechoic Test Facility Anechoic Chamber

L ocated with access to three runways, the Shielded Hangar provides a specialized environment for
testing that includes the Aircraft Anechoic Test Facility. Large enough to accommodate multiple
large aircraft, the Shielded Hangar has interior walls and doors covered with wire mesh and one
anechoic wall. These features allow E3 testing and EW suite integration. Inside the hangar, an
anechoic chamber provides a secure and realistic test environmentfor system stimulation for
tactical aircraft. The hangar also supports lightning and p-static testing on full-scale test articles.
The anechoic chamber, measuring 100 feet by 60 feet by 40 feet, can hold tactical aircraft and
helicopters.

C.2.1.1.3 Advanced Systems Integration Laboratory Large Anechoic Chamber

The Large Anechoic Chamber provides a secure test environment for system stimulation of
multiple tactical-sized aircraft viatwo 40-ton hoists, or alarge aircraft the size of an E-6 or B-2.
The anechoic chamber, measuring 180 feet by 180 feet by 65 feet, and can hold tactical aircraft
and helicopters aswell aslarge aircraft in a secure test environment utilizing the full capability of
ACETEF. The Large Anechoic Chamber is adjacent to the shid ded hangar and is connected to the
Aircraft Anechoic Test Facility described in C.2.1.1.2 above for multiple chamber connective
operation.

C.2.1.1.4 Anechoic Chamber

The enclosed chamber is used for T& E of antenna systems, antenna patterns, radar cross section
measurements, and partial, full-scale aircraft mock-ups. Data may be obtained from scale model
aircraft of missiles viaautomated measurements in an anechoic chamber. The radar scattering
return is measured from targets ranging from scale model aircraft to antennas and other compo-
nents. Diagnostic test procedures are used to indicate major flare spots to enable development of
treatments to alter the scattering return. Theindoor anechoic chamber is40 feet by 20 feet by 20
feet with a 6-foot cylindrical quiet zone.

C.2.1.1.5 Electromagnetic Environment Generating System (EMEGS)

The EMEGS s used to generate operational EME. Testing is conducted in the shielded hangar
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or anechoic chamber, or outside on either the Naval Electromagnetic Radiation Facility steel
ground plane or on the shielded hangar apron. The facility simulates the worldwide Fleet opera
tional EME and evaluates effects on an aircraft’ s critical functions, mission systems, and vehicle
systems. It can be used to support intersystem EMC, EMR, HERO, or any type of radiated sus-
ceptibility test. The facility supports military and commercial aircraft, unmanned air vehicle,
ground support equipment, and air-launched ordnance system testing.

C.2.1.1.6 Electromagnetic Transients Test and Evaluation Facility

Thisfacility providesthreat-level EMP, lightning, and p-static testing capabilities. A high per-
formance, fiber optic data acquisition and processing system designed for single-shot, fast rise-
time measurementsis available to collect data during testing. The High-Voltage Lab supports

mai ntenance, improvements, and the development of new capabilities. The horizontally polarized
dipole EMP simulator is used to conduct tests on avionics equipment and weapon systems. The
test results help determine the survivability and vulnerability of aircraft systemsto the EMP threat.
The vertically polarized dipole, which is co-located with the horizontal dipole, also simulates a
HEMP environment. It isafree-field simulator that usesa2 MV pulser to generate a double expo-
nential, vertically polarized field in the test volume.

C.2.1.1.7 Naval Lightning Laboratory

The Naval Lightning Laboratory at Patuxent River provides atest and evaluation capability to
address atmospheric effects, including lightning and p-static.

C.2.1.1.8 EMI Laboratory

The primary function of the EMI Laboratory isto provide MIL-STD-461 eval uation capabilities to
the Navy and DoD. The laboratory supports adiverse range of projects including hand-held equi p-
ment, electrical power systems, crash cranes, aircraft tow tractors, and aircraft and communication
shelters. The EMI laboratory also provides services such as engineering analysis, EMI consultat -
ion, troubleshooting, fleet support, document review, site survey, EMCON assessment, and other
programs that address many of the uncertainties associated with EM measurements.

C.2.1.2 Electromagnetic Interference Laboratory Lakehurst, New Jersey

Thislaboratory provides awide range of E3 testing, evaluation, and review, including MIL-STD-
461 compliancetesting. Thelab isused to perform emission tests from 20 Hz to 10 GHz, suscepti -
bility testsfrom 30 Hz to 18 GHz, radiated susceptibility tests up to 200 V/m, and EM P suscepti-
bility testsfor signalsup to 10 A line load and 50,000 V/m.

C.2.2 Naval Sea Systems Command (NAVSEA)

C.2.2.1 Naval Surface Warfare Center, Dahlgren Division (NSWCDD)

NSWCDD isthe surface Navy'slead laboratory for E3 T& E. Code J50 provides expertise and
leadership to ensuret he operational effectiveness of Navy and Joint systems exposed to the oper-
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ational EME. To accomplish this, NSWCDD conducts a multi-faceted program to achieve battle
group, platform/system, and subsystem/equipment EMC. NSWCDD participates in al aspectsof
E3, including the development of new technologies, acquisition, and solving fleet EMI problems.
The NSWCDD facilities available to perform E3 evaluations are discussed below.

C.2.2.1.1 Ground Planes

NSWCDD maintains various ground planes that provide a simulated ship deck environment for
conducting high power EMV and HERO testing. Transmitters provide the full range of power and
frequency to simulate the mission EME, which also can be generated at customer |ocations/facili-
ties. Supporting instrumentation provides state-of-the-art telemetry data collection and reduction
capability. NSWCDD has two unique ground plane facilities that permit evaluation of the effects
of aJoint tactical EME upon EEDs and other subsystems/equipment. Aircraft, missiles, gun
mounts, and fire control systems can be tested to evaluate their performancein afriendly or hostile
operational EME or they can be evaluated to determine their operability during in-service use.
These ground plane facilities provide a simulated ship, either weather or flight deck environment,
for conducting high power EMV and HERO testing. Transmitters provide the full range of power
and frequency to simulate the mission EME. If susceptibility occurs, points of entry, susceptibility
thresholds, and solutions areidentified. The facilities can provide awide range of service condi-
tionsin which electromagnetic eval uations can be accomplished.

Mobile radar, radio transmitters, and special generators with appropriate antennas for simulating
the ship EME are positioned around the edges of the ground planes. The transmitting equipment
operates over afrequency range of 2 MHz to 35 GHz, at power levelsranging from 15 kW cont-
inuous wave to 3 MW pulse power. Testing can also be conducted at customer facilities using
equipment in trailerswith the full range of power and frequency to simulate a mission EME.

Also located at NSWCDD isthe EMV laboratory, which provides telemetry collection, datare-
duction, and analysis for the ground planes, anechoicchamber, and mode-stirred chamber (M SC).
Theindividual test sites are connected to the laboratory through state-of-the-art, fiber optic data
links, which allow for EMI-free data collection.

C.2.2.1.2 Anechoic Chamber

Thisfacility provides a controlled, reflection-free environment for conducting EMV tests and
evaluation on abroad range of systems. The chamber is a shielded enclosure within which miss
iles and other test items are immersed in asimulated operational (hostile and friendly) EME. It
provides afull-threat level test chamber capable of evaluating electronic and weapon systemsin
their intended operational EME from 150 MHz through 60 GHz.

C.2.2.1.3 Mode Stirred Chamber (MSC)

The M SC provides specialized reverberation conditionsfor system susceptibility and shielding
effectivenesstesting. The MSC is areverberation chamber developed by NSWCDD that provides
atime-efficient, cost-effective way to evaluate the performance of large equipment using a
shielded enclosure in which very high fields can be safely generated for performing E3 testing in a
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simulated "real world," near-field EME. The MSC is used to conduct shielding effectiveness
measurements of enclosures, planar materials, gaskets, cable assemblies (including cableswith
associated connectors) and other shielding materials. The MSC is also used to make coupling
measurements, radiated emissions measurements, HERO testing, and EMV testing of systems,
subsystems, and components. Amplifiers are available in the facility to transmit swept or discrete
continuous wave signals from 100 MHz - 18 GHz into the chamber. High power cavities and
magnetrons from the ground planes can be positioned adjacent to the building and the power
routed into the chamber.

C.2.2.1.4 Naval Ordnance Transient Electromagnetic Simulator

Thissimulator creates an EMP environment similar to that produced on the Earth's surface from a
high-altitude nuclear burst. The facility provides athreat-level HEM P to evaluate susceptibility of
naval weapons and other systems having EMP survivability requirements, to verify EMC of sys-
tems, and to perform EMP hardening evaluations. Thefacility is capable of producing simul ated
HEMP and peak electric fields of 50 kV/m which meet the unclassified EMP threat of MIL -STD-
461, and can satisfy major elements of the classified MIL-STD-2169. The facility can also be used
to provide developmental or design validation by testing peak field strengths of up to 200 kV/m.

C.2.2.2 Naval Surface Warfare Center, Crane

The Naval Surface Warfare Center, at Crane, I ndiana, maintains 2 anechoic chambers.

C.2.2.3 Electromagnetic Engineering (EMENG) System

The EMENG isthe NAV SEA standardized tool that supports design decisions for the purposes of
optimizing the performance of topside electromagnetic radiating systems. The tool provides the
means to predict the topside EM E and to assess the impact of EMI on system performance. The
EMENG consists of numerous engineering models and databases including the Blockage Analysis
Model, Ray Tracing and Casting Model, Georgia Tech Multiple Obstacle Code, Georgia Tech
Coupling Model, and the Numerical Electromagnetic Code with the Numerical Electromagnetic
Engineering Design System Workstation.

C.2.3 Space and Naval Warfare Systems Command (SPAWAR)
SPAWAR has devel oped the following capabilities:

- Automated Spectrum Planning, Engineering, Coordination, and Tracking System
(ASPECTYS) which provides automated frequency management and Battle Group
communications planning capability for Navy and MarineCorps personnel world-
wide. ASPECTS hasthe following modules:

Frequency Management Module
Communications Planning Module

High Frequency Prediction Module

Spectrum Certification Module

Electromagnetic Compatibility Analysis Program
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- The Battle Force EMI Evaluation System (BEES) was developed as an operational
planning and performance assessment tool. BEES quantifies the effects of EMI on Battle
Force performance. It provides the capability to systematically assess the impact of pro-
posed or developmental systems on the effectiveness of the Battle Force. Itsstrengthis
its ability to evaluate many systems against any systems operating in the environment,
including military, commercial, and international emitters. In addition, BEES has the
capability to evaluate new equipment in adynamic EME.

C.2.3.1 SPAWAR Systems Center Charleston (SSC Charleston)

The E3 Branch Code 32 at SSC Charleston provides E3 servicesto Navy, DoD, and other custo-
mers. Specific functionsinclude conducting EMI investigations, recommending preventive and
corrective measures for EMI and RADHAZ, performing EMC and RADHAZ surveys and analy-
ses, conducting electromagnetic susceptibility testing on electronic equipment, and providing E3
certification for facility planni ng documents. The Branch maintains|aboratory test capabilitiesfor
MIL-STD-461 as well as commercial test procedures. A wide variety of tests can be performed,
including radiated susceptibility testing, transient testing (conducted and radiated), and EM P.

C.2.3.2 SPAWAR Systems Center San Diego (SSC San Diego)

Code 825 at SSC San Diego provides products, services, and support in the following areas:
- Electromagnetic modeling, simulation, and interference mitigation, and
- Systemsanalysis.

This division maintains and manages the following capabilities:

Antenna Characterization Range,

- AntennaPattern Range,

- Composite Materials Test Facility,

- GHz Transverse Electromagnetic Mode Cell,

- Multifunction Electromagnetic Radiation System Laboratory, and

- Numerical Modeling Facility.
Project areas supported include the design, devel opment, integration, evaluation, and modification
of communications, surveillance, and other electromagnetic systems. The following are examples

of tasks that are performed in those project areas:

- Antennadesigns and placements,
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- EMPand survivability testing,
- EMI and IMI testing,
- E3and EME analyses, and

- Shipboard design, including topside arrangement studies, antenna radiation patterns,
complex impedance/isolation measurements and predictions, and EMP protection.

C.2.4 Other Navy Activities
C.2.4.1 Naval Research Laboratory (NRL)

C.2.4.1.1 Advanced Technology Chamber

The NRL Advanced Technology Chamber is awelded-aluminum, shielded room that is5.33
meters by 4.64 meters by 2.73 meters and is used to conduct research on mode stirring techniques
for assessment of E3 to Navy platform electronic systems. The chamber, through arotating alumi-
num stirrer, introduces alarge number of different modes that characterize the distribution of the
electric and magnetic fields from 200 MHz through 40 GHz. The mode stirring providesfor a
randomly polarized field environment. The randomly polarized field allows atest artifact to be
subjected to a statistically uniform EME providing for repeatability in measurements. Large
electric field levels are possible with modest amounts of input power.

C.2.4.1.2 Compact Range Facility and Anechoic Chamber

The NRL Radar Division operates and maintains a Compact Range Facility and a smaller anechoic
chamber. The Compact Range, which produces far field conditionsin alimited space, enables
usersto characterize antennas that would normally need thousands of feet of space for proper mea
surements. These facilities are used to measure antenna characteristics, such as beam width, gain,
sidelobe levels, and polarization over afrequency range from 2 to 100 GHz. Thisrange can also
be configured to measure the radar cross section of antennas or other targetsfrom 2 to 18 GHz.
The largest object that can be measured in the Compact Range Facility must fit into a cylinder that
is8feet in diameter and 8 feet in length. Below 6 GHz, the diameter dropsto 6 feet.

C.2.4.2 Naval Undersea Warfare Center (NUWC) Newport

NUWC at Newport, RI, maintains an anechoic chamber and specialized, low frequency |aboratory
test capabilities.
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C.2.5 Navy Points of Contact

Chief of Naval Operations
CNO N61F (Mr. Scott Hoshar)
2000 Navy Drive

Pentagon

Washington DC 20350-2000
(703) 601-1222
hoshar.scott@hg.navy.mil

Naval Electromagnetic Spectrum Center
(NAVEM SCEN)

ATTN: (Code 113, Mr. Quan Vu)

2461 Eisenhower Avenue,

Hoffman I, Suite 1202

Alexandria, VA 22331-0200

(703) 325-2865
vug@navemscen.navy.mil

Naval Air Systems Command (NAVAIR)
AlIR-4.1.7, Bldg 2185, Suite 2160

(Mr. M. Dabulskis)

48142 Shaw Road

Patuxent River, MD 20670-1547

(301) 342-7967
dabulskismv@navair.navy.mil

Naval Sea Systems Command (NAVSEA)
SEA-05H3 (ATTN: Mr. R. Bradley)

1333 Issac Hull Ave SEE., Stop 7001
Washington Navy Yard, DC 20376-7001
(202) 781-3537
Bradleyhr@navsea.navy.mil

Space and Naval Warfare Systems Command
ATTN: SPAWAR 051-1E

(Mr. M. Stewart)

4301 Pacific Hwy

San Diego, CA 92110-3127

(619) 524-7230

stewartm@spawar.navy.mil

Naval Air Warfare Center Weapons Division
Code: 476400D

(ATTN: Mr. S. Tanner)

1 Adminigtrative Circle

China Lake, CA 93555

(619) 939-4669

tannersn@navair.navy.mil
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Naval Air Warfare Center Aircraft Division
Code5.1.7 (ATTN: Mr. J. Dawson)

48202 Standley Road, Hangar 144

Patuxent River, MD 20670-5304

(301) 342-4797

DawsonJL @navair.navy.mil

Naval Surface Warfare Center, Dahlgren
Division

EM Effects Division, Code J50

(Mr. B. Lucado)

17320 Dahlgren Road

Dahlgren, VA 22448-5100

(540) 653-3422

Naval Undersea Warfare Center
Code 343 (Mr. Craig Derewiany)
1176 Howell . Bldg 1319, Room 239
Newport, RI 02841-1708

(401) 832-5542

derewianycf @npt.nuwc.navy.mil

SPAWAR Systems Center Charleston
Code 323 (ATTN: Ms. K. Khdlil)

P.O. Box 190022

North Charleston, SC 29419-9022

(843) 974-4228
khalilk@spawar.navy.mil

SPAWAR Systems Center San Diego
Code D856 (ATTN: Mr. D. Tam)

San Diego, CA 92152-7305

(619) 553-3782
tam@spawar.navy.mil

Naval Ordnance Safety and Security Activity
NOSSA)

Explosives Safety, Code N716

(Mr. C. Wakefield)

Farragut Hall, Bldg. D323

23 Strauss Ave., Indian Head, MD

20640-5035

(301) 744-6082

wakefie dcl @navsea.navy.mil

Operational Test and Evaluation Force
(Mr. Steven Whitehead)

7970 Diven St

Norfolk, VA 23505-1498

(757) 444-5442

whitehes@cotf.navy.mil
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C.3 U.S. Marine Corps (USMC) Facilities and Capabilities
C.3.1 USMC Logistic Base, Maintenance Center, Barstow, CA
C.3.1.1 Mobile Electromagnetic Environmental Effects Shelter

The Shelter was designed to provide for detection of awide range of externally and internally
radiated and conducted emissions. It is capable of detecting externally and internally generated
EM emissionsin pulse, CW, modulated CW, and bursts of CW waveforms. The E3 system
operates over awide range of frequencies and received power levels. Test teams utilize the E3
system to solve operational E3 problems.

C.3.2 Marine Corps Points of Contact

Marine Cor ps Systems Command
ATTN: Code PSE

(Mr. P. Bharucha)

2033 Barnett Ave,, Suite 315
Quantico, VA 22134-5010

(703) 784-4532

Headquarters, U.S. Marine Corps
ATTN: C4l/CS

(MSGT J. Warren)

2 Navy Annex

Washington DC 20380-1775

(703) 607-5544

Marine Corps L ogistics Base
ATTN: Code 841-4

814 Radford Blvd.

Albany, GA 31704-1128

(912) 439-6579

Marine Corps Operational Test and Evaluation Agency (MCOTEA)
(Dr. Robert Bell)

3035 Barnett Ave.

Quantico, VA 22134

(703) 784-3141

bel Irs@nt.quantico.usmc.mil
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C.4 Air Force Facilities and Capabilities

C.4.1 Air Armament Center

C.4.1.1 Preflight Integration of Munitions and Electronic Systems (PRIMES)

The PRIMES Test Facility performsinstalled systemstesting of air-to-air and air-to-surface
munitions and el ectronics systems on full -scale aircraft and land vehicles. Thetestsirnclude
system level integration performance, weapon system effectiveness via the Guided Weapons
Evaluation Facility/PRIMES Link, and el ectromagnetic compatibility and vulnerability measure-

ments.

PRIMES has the following capabilities:

100-dB, RFisolated, anechoic chamber with a hoist lift capacity of 40 tons and capable
of testing al current U.S. Air Force and Navy fighter aircraft and helicopters

Hanger - a sheltered, non-anechoic testing environment with accessto all facility simu-
lation and instrumentation capabilities

Outdoor Ramp —an opentair flightline areafor testing of large aircraft, with accessto
all facility simulation and instrumentation capabilities.

Test Stations - shielded laboratories for subsystem level testing of fighter and bomber
el ectronics and weapon systems

EMI/EMC Chamber - semi-anechoic shielded enclosurefor testing to MIL-STD-461
and commercial EMI standards

The major PRIMES modeling and simulation systems include:

Real -time six-degrees-of-freedom flight motion simul ator for shooter and target motion
dynamics

Four target, closed loop radar target simulator with dynamic radar cross section, jet
engine modulation, electronic countermeasures, and clutter signatures

6174 open loop, multiplexed threat radar emitters
Weapons and aircraft simulators
Two, 10-channel, differential Global Positioning System constellations and jammers

Test instrumentation systems for umbilical and telemetry analyses.
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C.4.2 Air Force Research Laboratories (AFRL)
C.4.2.1 Information Directorate

The Newport Research Facility is used to evaluate antennas and antenna systemsin afar -field
"free space”" environment, to determine radiation pattern changes due to airframe effects, for the
measurement of antenna-to-antennaisolation, and to support advanced antenna measurement
technology development. Thisfacility provides the capability to conduct accurate measurements
of antennasinstalled on airframes (such as ~4, F-111, A-10, F-15, 16, 22, F-14, C-12,
RAH-66, B-1 sections), complex muti-beam and phased arrays, advanced ultralow sidelobe
arrays and multiple antenna systems.

The Stockbridge Research Facility islocated atop a 2300-foot hill. Real property consists of a
5800-square foot laboratory and 4000-square foot storage area on 300 acres of land. Thefacility
uses amodified AN/FPS-35 pedestal to mount and rotate large airframes such asthe B-52, KC-
135, AH-1, C-130, and B-1B. An antenna pattern measurement system is used to evaluate the
performance of large platforms. The system provides the capability for measuring antenna
patterns and antennaisolation (coupling) on large airframes mounted in an upright or upside
down configuration. Airframe modifications can be performed onsite to simulate numerous
aircraft types and configurations.

The Anechoic Research Facility provides the capability to simulate, measure, and improve the
EM performance of weapon, communication, command, control, computer, and intelligence
systemsin the EME in which they operate. It also performs electromagnetic effectsresearch
investigations of antenna/aircraft EM interactions and EM characterizations of advanced tech-
nologies. Intrasystem coupling and isolation can be measured. The measurement area consists
of two EM anechoic chambers, two reverberation chambers, RF sources, and instrumentation.
The two anechoic chambers (40ft x 32ft x 48ft and 12ft x12ft x36ft) provide a“free space” EME
for detailed evaluation. A reverberation chamber (32ft x17ft x12ft) providesa"quick look,"
evaluation capability for assessments of RF coupling and shielding effectiveness.

C.4.2.2 Sensors Directorate

The EMI Test Laboratory is capable of performing all of the standard test methods of MIL-STD-
461, including 200 V/m evaluations up to 18 GHz. The primary test chamber is 18 ft x 20 ft and
is semi-anechoic in accordance with MIL-STD-461. The adjacent control room is shielded and
is12ftx 16 ft. Available power is115 Volt, three phase, 400 Hz; 28 Volt DC; and 115 Volt,
single phase 60 Hz.

C.4.3 Air Force Flight Test Center (AFFTC)
C.4.3.1 Benefield Anechoic Facility

Thisfacility supportsinstalled systems testing for aircraft and avionics test programs requiring a
large, shielded anechoic chamber with RF absorption capability that simulatesfree space. The
chamber is 264 ft x 250 ft x 70 ft.
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The facility is used to investigate and eval uate anomalies associated with EW systems, avionics,
tactical missiles and their host platforms and is suitable for EM C evaluations where isolation
from the external EME isrequired. Tactical-sized, single or multiple, or large vehicles can be
operated in acontrolled EME with emitters on and sensors stimulated while RF signals are
recorded and analyzed. The largest platformstested at thisfacility have been the B-52 and C-17
aircraft. It also supportstesting of other types of systems such as spacecraft, tanks, satellites, air
defense systems, drones, and armored vehicles.

Test equipment generates signalswith awide variety of characteristics, simulating unfriendly,
friendly, and unknown surface-based, seabased, and airborne systems. With the combination of
signals and control functions available, awide variety of test conditions can be emulated. Many
conditionsthat are not available on outdoor ranges can beeasily generated from the aspect of
signal density, pulse density and number of simultaneous types.

C.4.4 738 Engineering Installation Squadron

The squadron provides measurement and specialized engineering servicesto include communi -
cationscircuit analysis, EMC, RADHAZ measurements, interference resolution and direction
finding, shielding effectiveness measurements, and EMP hardness verification testing. The
squadron has several mobile vans with tel escoping antenna masts and spectrum analysis suites
equipped to make sophisticated measurements on site. Examples of past projects are evaluating
the EME in the vicinity of large ground radar systems and ensuring that protective systemsfor
ground communications shelters provide the required levels of performance against the EMP
threat.
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C.4.5 Air Force Points of Contact

Air Force Frequency Management Agency
(AFFMA)
2461 Eisenhower Ave, Hoffman |, Suite 1203
Alexandria, VA 22331-1500
- For E3 Issues (Mg. D. Pierce)

(703) 428-1512

david.pierce@pentagon.af.mil

- For SC issues (Ms. S. Holiday)
(703) 428-1509

738 Engineering
(EIS)

738 EISIEEE

801 Vandenberg Ave Ste 234
Keeder AFB, MS 39534-2633
(228) 377-3920

738.ece@keed er.af . mil

Installation Squadron

Aeronautical Systems Center (ASC)
ASC/ENAE (Mr. J. Zentner)

2530 Loop Road West
Wright-Patterson AFB, OH 45433-7101
(937) 255-5078
john.zentner@wpafb.af .mil

Air Armament Center (AAC)
PRIMES Facility

46 TWITSP

401 Choctawhatchee Ave
Eglin AFB, FL 32542

(850) 882-9354

michael .del s@wpafb.af.mil

Air Armament Center (AAC)
Seek Eagle Office

AAC/SKP (Mr. J Brooks)

205 West D Avenue

Suite 348

Eglin AFB, FL 32542-6865
(850) 882-9551 x3304
john.brooks@eglin.af.mil
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Air ForceFlight Test Center (AFFTC)
Benefield Anechoic Fecility (BAF)

412 TW/EWWA

30 Hoglan Ave

Edwards AFB, CA 93524
(661)-277-0840
paterno.dubria@wpafb.af .mil

Air Force Operational Test and
Evaluation Center (AFOTEC)
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C.5 Joint Spectrum Center (JSC)

The JSC mission is “to ensure the effective use of the electromagnetic spectrum in support of
National security and military objectives.” There are three objectives associated with this
mission for which M&S and database resources are required: spectrum planning, systems
acquisition support, and operational support.

- Spectrum planning services and capabilities support the warfighter's spectrum
requirements by assisting in spectrum policy planning, SC, and frequency assignment
planning.

- Acquisition support services and capabilities optimize the performance of systems in
their intended operational EM Es while minimizing system acquisition cost and schedule.

- Direct operationa support to the warfighter provides SM and interference resolution
support to the warfighting CINCs and Military Departments.

Analysesin support of these objectives have astheir goal an evaluation of theimpact of E3 on
C4l, Surveillance, and Reconnaissance (C4I SR) systems, personnel, ordnance, or fuel. The
application of E3 analyses may be to identify optimum spectrum use, operational constraints, or
system design alternativesfor C41SR systems. For personnel, ordnance, and fuel, predictions of
RADHAZ distances are often required. E3 analyses must identify not only impactsto system
performance alone, but also the impact of system performance degradation in military missions,
or, mission effectiveness. These analysis requirements define the M& S tools of the JISC. Two
such tools are described below.

C.5.1 Joint E3 Evaluation Tool (JEET)

JEET examines potential E3 interactions between equipment scheduled for operational testing
and existing equipment in the DoD inventory. It identifiesthe systemsin the DoD inventory
with the potential to interfere with the subject equipment under test in aJoint EME. JEET usesa
pre-built database consisting of operational mode records downloaded from the JSC databases.
JEET calculates interference to noise and power density.

C.5.2 JSC Ordnance E3 Risk Assessment Database (JOERAD)

The JOERAD software system aidsin determining ordnance safety for any collection of ord
nance deployed in any Joint operational environment. It supports the performance of HERO
impact assessments, which are used to assist management of the conflict between ordnance and
RF emitters employed in a Joint operational exercise. JOERAD contains the ability to view,
guery, and maintain stored HERO susceptibility data.

In the Susceptibility module, the HERO information includesidentification and administration of
any ordnance item, the EID data associated with threat ordnance, and the Maximum Allowable
Environment (MAE) for the ordnance in a set of prescribed frequency ranges. To aid in the risk
impact assessment of ordnance, JOERAD also contains the ability to view and query nominal
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characteristics of emitters. The Equipment Characteristics Module of JOERAD provides system,
component, and antenna parameters and works with the Susceptibility module during impact
assessment processing. The complete JOERAD system contains an Integration Module to fur-
ther aid in the risk assessment process by comparing ordnance MAE data with the emitter data
for operational platforms.

C.5.3 JSC Points of Contact

Joint Spectrum Center

2004 Turbot Landing

Annapolis, MD 21402-5064

- E3 Engineering Division (J5) (410) 293-4958
(JEET: Mr. T. Duran)
(JOERAD: Mr. M. Grenis)

- SM IT Division (J6) (410) 293-4956
(Mr. T. Diep)

- Acquisition Support Division (J8) (410) 293-2609
(Mr. M. Williams)

web site: www.jsc.mil
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D.1 General

On June 29, 1994, the Secretary of Defenseissued a Directive requiring the military to use per-
formance-based requirements in procurements and to apply commercial specifications and stan-
dards whenever possible. This Appendix isintended to aid acquisition personnel to assess the
suitability of using equipment qualified to commercial EMI/EM C standards in specific military
applications. Thisgoal is consistent with the direction contained in DoDR 5000.2-R and Hand-
book SD-2.

This Appendix should be used in conjunction with the report resulting from EPS0178. The EPS
report provides the results of detailed comparisons between major National and International
commercial EMI/EMC standards and MIL-STD-461E. Differencesin limits, frequency ranges,
and test procedures were identified, and their potential significance was discussed in the study
report. In addition, guidance was provided in the report on judging the acceptability of a particu-
lar commercial standard for a specific military application.

D.2 Applicability Considerations

In general, the factors that need to be considered in evaluating the applicability of commercial
equipment for military applicationsinclude the following:

- System performance requirements,

- Impact on mission and safety,

- Operational EME,

- Platform installation characteristics, and
- Equipment EMI characteristics.

Given the complexity and number of factorsthat must be considered in the overall evaluation
process, the process may require the assistance of E3 personnel.

D.3 Detailed Requirements
D.3.1 Rationale for Requirements

The motivation behind the development of military and commercial EMC requirementsis simi-
lar. Both are concerned with controlling emissions from equipment that may couple to other
equipment with very sensitive interfaces, particularly antenna ports. Also, both are concerned
with providing adequate immunity against el ectromagnetic disturbances that may be present in
the environment, such as electromagnetic emissions, both intended and unintended, electrical
transients, and power line voltage distortions. The reason for the distinctions between the mili-
tary and commercial requirements occurs because of the military platform types, particularly
ships, aircraft, ground vehicles, spacevehicles, and ordnance. Typically, these platforms have a
heavy concentration of equipment including high-power transmitters and very sensitive recei-
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vers. Submarines and certain aircraft may also have special requirements because of the freg
uency ranges of many of their subsystems/equipment.

D.3.2 Evolution of Requirements

D.3.2.1 Military

The military first established EMI emission requirements for equipment in 1945 with the issu-
ance of JAN-1-225. Conducted and radiated measurements were imposed over the frequency
range of 0.15to0 20 MHz. Thefirst susceptibility requirement (expressed intermsof “immun-
ity” in most commercial standards) wasintroduced in 1950 with the publication of MIL-1-6181.
As el ectronics became more sophisticated and applications more widespread, the requirements
evolved and expanded significantly over time. A variety of documents were issued with broader
frequency ranges for emission requirements and an increased emphasis on various types of sus-
ceptibility requirements. In 1967, many of these documents were canceled or consolidated with
theissuance of MIL -STD-461/462. In the latest version, these two documents have been merged
intoone, MIL-STD-461E.

D.3.2.2 Commercial

The FCC hasimposed requirementsin the U.S. for many years on radiated characteristics from
equipment antennas. The FCC first introduced requirements on more general types of electronics
in 1979 for “computing devices’ in the CFR 47, Docket 20780. The requirements used today are
essentially the same and are limited to conducted emissions on power interfaces and radiated
emissions. The FCC does not yet mandate immunity requirements for general electronics. Sig-
nificant changes are occurring in the commercial world because of the EMC Directive 89/336/
EEC, which was issued by the European Union (EU) and became effective as of January 1, 1996.
Thisdirective requires equipment sold in Europe to meet both emission and immunity require-
ments. U.S. manufacturers who wish to sell their productsin Europe must meet these require-
ments. Thissituation has prompted greater interest in the U.S. in establishing voluntary immun-
ity requirements on equipment.

D.3.3 Summary of Relevant EMC/EMI Standards

Significant differences exist between the military and the various commercial standards, not only
in the ways that requirements are specified, but also in the test methodologies that are imple-
mented. These differences present major challengesin making comparisons and are treated in
detail inthe EPS. A summary of the major aspects of various standardsis presented below.

D.3.3.1 Military

MIL -STD-461E specifies requirements and limits based on platform types (that is, surface ships,
aircraft, and so forth), location of equipment in the platform (for example internal or external to
the structure), and unique platform features, such as anti-submarine warfare capability. Al-
though tailoring of the requirementsis encouraged for individual procurements, MIL-STD-461E
is structured to provide areasonable set of default requirementsif tailoring is not specified. It
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also provides a standardized test methodology, which is consistent among the various require-
ments. There are setup conditions that are common to all the tests, such as ground plane usage,
electrical cable construction and routing, and power line treatment.

D.3.3.2 Commercial

A variety of commercial standards are discussed in the EPS report. The most predominant are
those established by the European Community. Other standards are FCC regulations, RTCA
DO-160D, and those issued by ANSI.

D.3.3.2.1 International Standards

IEC, CISPR, and the International Organization for Standardization (1SO) have published the
most significant standards. CISPR standards primarily limit emissions, both conducted and
radiated that are capable of causing interference to radio, television, and other radio services.
The devices creating the emissions are categorized in variousways. The |[EC Technical Comm-
ittee (TC) 77 isconcerned with emissions below 9 kHz and has established basic immunity
measurement techniques over the entire frequency range. In addition, various |EC technical
committees concerned with specific products prepare EM C standards for these products. Simi-
larly, 1SO technical committees prepare EMC standards. Examplesare TC 20 for aircraft and
TC 22 for motor vehicles.

a. European Union (EU). The EU EMC efforts are extensive and complicated. The EU EMC
Directive specifies general requirements that equipment be designed and built to achieve the
following:

- The electromagnetic disturbance that the equipment generates should not prevent radio
and telecommuni cations equi pment and other apparatus from operating as intended.

- Theequipment has an adequate level of intrinsic immunity from electromagnetic
disturbancesto enable it to operate asintended.

The European Committee for Electrotechnical Standardization (CENELEC) islargely resport
sible for approving detailed standards that are acceptable for demonstrating compliance with the
EMC Directive. Most, but not all, CENEL EC standards are identical to, or contain only minor
deviations from, those devel oped by the IEC and CISPR. All of the European documents
discussed in the EPS report are either IEC or CISPR standards. All are not yet adopted by
CENELEC. Immunity test procedures covered in the basic |EC standards tend to be written so
that there isflexibility in applying them, depending on the particular application. Also, arange
of suggested limitsis generally given. The manufacturer or some other authority must specify a
particular level for certification. Another characteristic of these documentsisthat each tends to
stand alone regarding test methodology. They do not have the same consistency among test
setups as those specified in the MIL-STD-461E.

b. CE Mark. Products sold in Europe must comply with anumber of EU directives and

contain the “CE” mark as an indication of compliance. For electronic products, this mark
indicates compliance with both Low V oltage Directives, 73/23/EEC and 93/68/EEC, which
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address electrical safety, and the EMC Directive. Thefollowing discussion concentrates on
aspects of the EMC Directive. Severa paths can be followed for compliance. One approachisa
self-declaration where the manufacturer issues a*“ Declaration of Conformity” that the product
complies without third party participation. This declaration should be available upon request and
must list the specifications used to demonstrate compliance. When complications exist, atechni-
cal construction fileis produced containing the details of the methods for complying with the
EMC Directive. Itissubmitted it to a“Competent Body” for approval. The self-declarationis
apparently the most common path for itemsthat clearly fall under a particular generic or product
standard (see below). The self-declaration is more risky for the manufacturer in the event that
complianceis challenged. The CE mark indicates that a decision has been made by someone
that the equipment meets the broad intent of the wording in the EMC Directive. It does not
necessarily indicate what specific tests have been performed or what specific limits have been
met.

c. Generic Standards. The IEC hasissued a number of generic standards, |EC 61000-6-1, 2,
3, and 4, which specify emission and immunity requirements for two classes of equipment:
“residential,” which includes commercial and light industrial, and “industrial.” The generic
standards may be used when a“product” standard that addresses the particular item does not
exist. Thegeneric standardslist the individual test standards, generally IEC and CISPR
documents that are applicable, and the limits that apply.

d. Product Standards. These standards are prepared by product committees who determine
what requirements must be applied for a particular product or product family to meet the intent
of the EMC Directive. To determine the appropriate requirements, these committees review the
application of the product and its intended el ectromagnetic environments. The selected require-
ments generally will be derived from the IEC and CISPR standards.

D.3.3.2.2 United States National Standards

Inthe U.S., the FCC controls non-Government use of the frequency spectrum. Emissions below
9 kHz and immunity of equipment are controlled by avariety of commercial “voluntary”
standards.

a. FCC. For certain typesof non-transmitting electronics, most notably computers, the FCC
has issued requirements presently contained in CFR 47, Part 15, which are similar to CISPR 22.
The requirements are limited to conducted emissions on commercial AC power linesand radia
ted emissions. There are two sets of limits, one for residential areas and a second for industrial
areas. Separate FCC requirementsin CFR 47, Part 18 are applicable to industrial, scientific, and
medical equipment that intentionally uses RF energy inits basic operation. These aresimilar to
CISPR 11. Requirementsfor Part 18 are limited to radiated emission controls that are dependent
on the characteristics of the RF source.

b. ANSI. Test methodology for certifying equipment as meeting requirementsin CFR 47,
Part 15, isprovided in ANSI/IEEE C63.4, prepared by the American National Standards Comm-
ittee C63. In addition, ANSI/ IEEE C63.12 contains guidance in selecting immunity for three
classes of equipment: residential, industrial, and those in severe environments. Other C63 stand-
ards cover instrumentation, site and antenna calibration, and other rel ated topics.
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c. RTCA DO-160D. DO-160D isused by the commercial airline industry to qualify equip-
ment as part of FAA certification of aircraft. Among commercial standards, DO-160D isthe
commercial standard most similar to MIL-STD-461E. The test methodology addresses many
issues that are also important in MIL-STD-461E, including ground planes, electrical cabling, and
consistency among setups. DO-160D provides anumber of different categories that equipment
can be certified to, depending on the type of equipment, itsinstallation location, and the desires
of the equipment and aircraft manufacturers.

d. Other Commercial Standards. Many standards covering specialized topics are produced
under the auspices of various professional and trade organizations. Because of their specialized
nature, they are not specifically compared in the EPS report with MIL-STD-461E. The EPS
report, in some cases, provides abroad evaluation of the standards. As an example, the EPS
report notes that fourteen SAE J1113 series standards covering motor vehicles were screened for
homogeneity to requirements and test methods specified in MIL-STD-461E. The result was that
none of these standards could be accepted as replacements for MIL -STD-461E requirements
without modification of some performance parameter, but the test methodol ogy for each of the
fourteenisidentical to the corresponding MIL-STD-461E test method.

D.3.3.3 Differences Between Commercial and Military Standards

Major reasons for the most significant differencesbetween commercial and military EMC
standards are as follows:

- Requirements for submarines are unique because of critical dependence on the
reception of lower frequencies of electromagnetic signals.

- Thereisalarge concentration of electronic equipment, including high-power emitters
and very sensitive receivers, aboard ships and other military platforms. For thisreason,
military radiated emission limits are more severe than corresponding civilian limits.
The military also places high immunity requirements on devices exposed to nearby
intentional emitters.

- Military platforms have the general availability of grounded conducting surfaces such
as ground planes for mounting equipment, whereas most civilian equipment is mounted
on an ungrounded tabletop. However, this differenceis not pervasive, for example,
floor-mounted civilian equipment is frequently bonded to a ground plane.

- Some freguency ranges are more extensive in military requirements than they arein
commercial requirements, hence, if equipmentistested to meet civilian requirements,
additional testing may be needed for military use.

These significant differences make it impossible to find commercia qualified equipment that is
completely equivalent to equipment meeting military requirements. This means that a detailed
analysisisrequired to determine the adequacy of equipment tested to civilian requirements
versus the requirements of a particular military environment.
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D.3.4 Selection of Commercial Items for Military Use

In selecting CI for military purposes, the Program Office must relate the characteristics of the
anticipated EME to the characteristics of the equipment under consideration. In order to deter-
mineif aCl isadequate for a particular military application, it is necessary to accomplish the
following:

- Determine which commercial standards are applicable to the equipment,
- Evauate whether the commercial standards are adequate for the intended use, and

- Determine, if necessary, which additional requirements should be imposed.

D.3.4.1 Decision Process

Ideally, the overall decision process that should be used to eval uate the adequacy of any item
for an intended military applicationisillustrated in Figure D-1. The processis similar for both
military and commercial equipment. The performance requirements should take into account
whether the performance of the equipment is safety or mission critical. The process must cort
sider both the potential impact of externally imposed EMI on equipment and the impact of
emissions from the equipment to other equipment.

D.3.4.2 Anticipation of the Environment

In order to evaluate the applicability of commercial standardsfor military purposes, it is necess-
ary to define, asindicated in Figure D-1, the EME in which the equipmert will operate. Exam-
ples of areasthat may be considered to have particular environmental characteristicsinclude ship
topside, ship below deck, submarines, aircraft carriers, aircraft external, aircraft internal, ground
combat, and so forth. In atraditional military procurement, the acquisition personnel would
assess the anticipated use of the equipment and levy appropriate requirements from MIL-STD-
461, tailored as necessary to match the anticipated EME. The equipment would then be designed
to meet t hese requirements and would be tested accordingly. However, if existing Cl isto be
utilized, the availability of test data must be determined, whether the data describes the electro-
magnetic characteristics of that equipment, and how well those characteristics meet anticipated
needs. Thus, it ismost expedient to use MIL -STD-461 as the basic reference for establishing
EMI requirements as shown in Figure D-1. The procedure then deviates, depending on whether
the equipment isamilitary type or Cl. If thelatter, acomplex evaluation process should be
initiated. Guidance for such an evaluation isthe subject of the EPS report.
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