Title 40/CCA Capability Assessment: Component Self Assessment

Guidance Document
This document is a guidance document, intended to illuminate some of the critical success factors associated with effective Component CIO Title 40/CCA oversight.  As part of the Deputy CIO (DCIO) transition to risk-based oversight of Title 40/CCA compliance, the Component CIOs have been asked to complete a self-assessment instrument.  This document has been developed to serve as a source of focus and insight for the Component CIO’s as they grapple with the questions in the self-assessment.
Note please:  This is a beta version of this document.  We welcome your improvement ideas!  Please forward your suggestions to Tom Hickok at Thomas.Hickok.ctr@osd.mil.
The format of this document is to associate critical success factors with each of the four cornerstones.  “LOOK FOR” describes indicators of practices and activities that facilitate good IT investment outcomes.  “CAUTIONS” describe indicators of practices and activities that hinder good IT investment outcomes.
CORNERSTONE ONE:  ORGANIZATIONAL ALIGNMENT AND LEADERSHIP

Organizational alignment is appropriate placement of the CIO function in the Component, with stakeholders having clearly defined roles and responsibilities. There is no single, optimal way to organize a Component’s CIO function. Each Component must assess whether the current placement of its CIO function is meeting its organizational needs. Committed leadership enables officials to make strategic decisions that achieve enterprise-wide IT investment outcomes more effectively and efficiently.
CRITICAL SUCCESS FACTOR: Assuring Appropriate Placement of the CIO Function: 

LOOK FOR: 

* The CIO function has been assigned the appropriate degree of 

responsibility and authority for strategic planning, management, and 

oversight of the agency's purchases of goods and services, and this 

responsibility is consistent with the significance of acquisition to 

the Component’s missions. 

* Component leaders view the CIO function as a strategic asset in 

support of core agency missions and business processes. 
* Component CIO is organizationally placed so that the CIO can express an independent view.
* Agency managers and staff view the CIO function as a business 

partner rather than a support function. 

* IT investments are viewed from an enterprise-wide 

perspective. 

CAUTIONS: 

* Disconnects exist between where the CIO function is placed in 

the Component’s hierarchy and its role in achieving the agency's missions 

or supporting its operations. 

* Lack of coordination across the CIO function results in 

redundancy, inconsistency, and an inability to leverage resources to 

meet common or shared requirements. 

* Staff views the acquisition function merely as an administrative 

support function rather than as a business partner. 

CRITICAL SUCCESS FACTOR: Organizing the CIO Function to Operate Strategically: 

LOOK FOR: 

* The CIO function's mission is well-defined, and its vision 

for the future, core values, goals, and strategies are consistent with 

and support the agency's overall missions. 

* The current structure of the CIO function has been assessed 

in response to changes, such as in the missions, operating environment, 

budget, workforce, or technology. 

* Outcome-oriented performance measures are used to assess the success 

of the CIO function. These measures should be designed to gauge 

the contribution that the acquisition function makes to support the 

agency's missions and goals. 

CAUTIONS: 

* The Component lacks a clear definition of the CIO function's 

mission, vision, core values, goals, or strategies. 

* The Component has not assessed the role of the CIO function in 

response to significant changes. 

* The Component lacks a mechanism for addressing risks that arise in 

response to changing conditions. 

* Performance measures are not used to evaluate the usefulness of the 

CIO function to support the Component's missions. 

CRITICAL SUCCESS FACTOR: Clearly Defining and Integrating Roles and 

Responsibilities: 

LOOK FOR: 

* Each stakeholder in the Acquisition process has clearly defined roles 

and responsibilities. 

* There is a shared understanding of CIO role vis a vis other functions’ roles in 

acquisition activities, both at the Component and DoD enterprise levels.
* Key stakeholders are empowered to coordinate, integrate, and 

implement decisions about acquisitions. 

* The CIO function supports the agency's strategic-planning and 

decision-making needs at field and headquarters levels. 

CAUTIONS: 

* The CIO function's role is unclear. 

* CIO and other offices do not clearly communicate and 

cooperate. 

* There is little integration of acquisition planning among the 

different agency entities with a role in acquisitions. 

* Conflicts among stakeholders are left unresolved, thereby resulting 

in inefficient operations. 

* The agency's acquisition office is frequently bypassed. 

CRITICAL SUCCESS FACTOR: Clear, Strong, and Ethical Executive 

Leadership: 

LOOK FOR: 

* The Component has a CIO dedicated to ensuring that 

IT investments in the Component are managed well. 

* Senior leadership provides direction and vision, facilitates the 

development of common processes and approaches, and is involved in 

identifying and assessing risks associated with meeting IT investment 

objectives. 

* Senior leadership promotes a strategic, integrated, and Component-wide 

approach to acquisition, as appropriate. 

* Improvement initiatives involve stakeholders from across the Component. 

* Senior leadership and management set a positive and supportive 

attitude toward internal control. 

* Senior leadership and management support monitoring to assess the 

quality of internal control performance and to ensure that issues are 

promptly resolved. 

* Senior leadership and management have assessed risks the agency faces 

from external and internal sources in relation to acquisition 

objectives. 

* Actions taken to address risks are effectively implemented. 

CAUTIONS: 

* There is no CIO, or the officer has other significant responsibilities and may not have ensuring that  IT  investments are managed well as his or her primary responsibility. 

* Senior leadership has not defined a common direction or vision for 

the acquisition function. 

* Senior leadership does not continually support efforts to develop 

common processes and approaches. 

* Senior leadership does not adequately set and maintain the agency's 

ethical tone, provides little guidance for proper behavior, and fails 

to remove temptations for unethical behavior or provide discipline when 

appropriate. 

* Senior leadership has not comprehensively identified risks and 

considered all significant interactions between the agency and other 

parties. 

* Component management does not have adequate resources and support to 

implement common process and approaches. 

* Component personnel do not understand the importance of developing and 

implementing good internal controls. 

CRITICAL SUCCESS FACTOR: Effective Communications and Continuous 

Improvement: 

LOOK FOR: 

* Component leadership listens to its program units and other affected 

parties' needs and concerns and remains open to revising IT investment 

processes as appropriate. 

* Revisions to processes reflect appropriate incorporation of affected 

parties' needs and concerns. 

* Metrics used by Component leadership are targeted at demonstrating the 

impact and value of the CIO function and provide useful 

feedback to identify areas for improvement. 
* Component CIO has taken steps to ensure that the IT investment oversight processes are as streamlined, i.e., value added, as possible.

CAUTIONS: 

* There is inadequate communication from Component leadership regarding 

the effectiveness of the CIO function and how it supports 

Component missions. 

* There is no mechanism in place for stakeholders to provide 

suggestions for improvement to the IT investment process. 

* Little change is made to IT investment processes based on the needs and 

concerns expressed by affected parties. 

* Internal control monitoring does not occur in the course of normal 

operations, is not performed continually, and is not ingrained in the 

Component’s operations. 

* The Component has inadequate policies, procedures, techniques, and 

mechanisms in place to ensure effective implementation of management 

directives. 

* The Component has not implemented a program to continuously measure and 

assess the CIO function's performance in supporting the 

agency's missions or achieving acquisition goals. 

* Performance measures are in place but are not consistently utilized 

or communicated. 

CORNERSTONE 2: POLICIES AND PROCESSES: 

Implementing strategic decisions to achieve desired enterprise-wide outcomes 

requires clear and transparent policies and processes that are 

implemented consistently. Policies establish expectations about the 

management of the acquisition function. Processes are the means by 

which management functions will be performed and implemented in support 

of agency missions. Effective policies and processes govern the 

planning, award, administration, and oversight of IT investment efforts, 

with a focus on assuring that these efforts achieve intended results. 

CRITICAL SUCCESS FACTOR: Partnering with Internal Organizations: 

LOOK FOR: 

* The  Component has empowered stakeholders and holds them accountable for 

coordinating, integrating, and implementing effective IT investment 

decisions. 

* IT investment planning and strategy development support the agency's 

missions rather than focus on the needs of individual units. 

* Stakeholders work on an ongoing basis to define key business and 

IT investment drivers and to understand each other's needs. 

* Lessons learned are identified and shared among stakeholders. 

* The Component has structures in place that require appropriate 

coordination among stakeholders developing and implementing IT investment 

strategies. 
CAUTIONS: 

* There are only limited mechanisms for coordinating IT investments in 

the Component. 

* Stakeholders do not clearly communicate their needs or work together 

to identify solutions. 

* Lack of integration across the CIO function results in 

redundancy, inconsistency, and an inability to leverage resources to 

meet shared requirements. 

CRITICAL SUCCESS FACTOR: Assessing Internal Requirements and the Impact 

of External Events: 

LOOK FOR: 

* Component has established robust processes for the conduct of a Capability-based Assessment, as required under CJCS 3170

* Strategic IT investment plans are current and reflect anticipated 

budgetary resources. . 

* The Component  routinely establishes outcome-based performance measures linked to strategic goals for IT investments.

* Component routinely conducts analysis of alternatives for IT investments.
* Adequate and relevant data are available and used to make strategic 

decisions about what work the agency should perform in- house and to 

identify opportunities to compete work with the private sector. 

* Processes are redesigned on consistent basis to reduce costs, improve effectiveness, and maximize use of COTS
* There is an awareness of current and pending legislation and its 

potential implications on the Component’s IT investment policies, processes, 

and practices. 

* The Component has assessed and incorporated changes, as appropriate, to 

enable its acquisition processes to better respond to unforeseen 

external events and emergencies. 

* There is an awareness of the Component’s long-term budgetary outlook. 

CAUTIONS: 

*  IT investment planning is completed on an investment by investment basis 

rather than with consideration of Component-wide and DoD enterprise-wide needs. 

* The Component has not assessed its core competencies or identified 

opportunities to compete commercial-type activities. 
* The Component has not established routine sets of policies covering all of its IT investments.

* The Component has not set up and implemented a methodology for oversight of it’s ACAT III and below investments.
* The agency makes frequent changes to IT investment plans due to 

unforeseen expenses or budgetary shortfalls. 

CRITICAL SUCCESS FACTOR: Empowering Cross-Functional Teams: 

LOOK FOR: 

* The agency uses cross-functional teams to ensure that IT investments are properly conceived and managed.
* The Component systematically monitors IT investment performance and 

establishes controls and incentives for accountability. 

* Open, honest, and clear communication is encouraged among all 

parties, including team members, program officials, and contractors. 

CAUTIONS: 

* The agency makes limited use of cross-functional teams. 

* Project team members do not feel empowered to make decisions or 

invested in the project outcome. 

* Teams fail to use key elements of good project management techniques, 

including monitoring project performance and establishing controls and 

incentives to meet project goals. 

CRITICAL SUCCESS FACTOR: Managing and Engaging Suppliers: 

LOOK FOR: 

* The Component uses stringent supplier selection criteria while 

maintaining an appropriate level of competition among suppliers. 
* The Component takes advantage of agreements, such as the Enterprise Software Initiative (ESI), that leverage the Component’s buying power.
CAUTIONS: 

* Knowledge of its key suppliers is not shared across the Component and the DoD enterprise. 

* The Component does not take full advantage of the suppliers' 

intellectual capital, such as design or product ideas. 

* The Component continues to select the same suppliers without 

periodically assessing whether the goods and services offered are 

competitive in terms of price, quality, and performance. 

* The acquisition workforce lacks the skills, knowledge, and expertise 

to manage supplier relationships effectively. 

CRITICAL SUCCESS FACTOR: Monitoring and Providing Oversight to Achieve 

Desired Outcomes: 

LOOK FOR: 

* The Component has undertaken a workforce-planning effort to ensure that 

individuals who oversee IT investments have clearly defined roles and responsibilities and have the appropriate workload, skills, and training to perform their jobs effectively. 

* The Component regularly reviews IT investment oversight processes, identifies 

areas needing improvement, and establishes and implements corrective 

action plans. 

* The Component monitors the effectiveness of policies and processes, 

completes a cost benefit analysis when considering alternative policies 

and processes, and follows up on findings identified in monitoring 

efforts. 

CAUTIONS: 

* Personnel responsible for IT investment oversight have skills and 

knowledge gaps that inhibit their ability to properly oversee the types 

of contracts used by the agency. 

* The Component does not monitor whether its IT investments meet cost, 

schedule, performance, and quality requirements. 

* A significant percentage of contracts IT investments fail to meet cost, schedule, 

performance, and quality requirements. 

* The Component does not assign clear roles and responsibilities for 

overseeing IT investments. 

CRITICAL SUCCESS FACTOR: Using Sound IT Investment Strategies: 

LOOK FOR: 

* Capital and strategic plans are clearly linked. 

* The Component has completed a comprehensive needs assessment that 

considers the overall missions and identifies the resources needed to 

fulfill immediate requirements and anticipated future needs. 

* Gaps between current and needed capabilities have been identified. 

* The Component tracks the use and performance of existing IT assets. 

* The Component ensures it has adequate time, money, technology, and other 

resources in place before beginning major IT investments. 

CAUTIONS: 

* Capital investment decisions are made without strategic consideration 

of what assets the agency already has and what it needs or the 

resources needed to fulfill its long-term and short-term goals and 

objectives. 

* There is little consideration of alternatives to satisfy agency 

needs. 

CRITICAL SUCCESS FACTOR:  Evaluating and Selecting IT Investments using a Sound Approach
LOOK FOR:
* The Component develops an investment package that includes common 

categories of information, such as links to organizational objectives; 

solutions to organizational needs; project resource estimates and 

schedules; and project costs, benefits, and risks. 

* The Component requires appropriate levels of management review and 

approval, supported by proper financial, technical, and risk analyses. 

* Processes for ranking and selecting IT investments are based on 

pre-established criteria, a relative ranking of investment proposals and 

trade-offs, and an understanding of potential project risks. 

* A long-term capital plan guides implementation of organizational 

goals and objectives and helps decision makers establish priorities in 

the long run. 

CAUTIONS: 

* No framework exists to ensure appropriate levels of management 

review, analysis, and approval for IT investments before 

initiating. 

* IT investments are selected without using pre-established criteria and 

without consideration of project risks. 

* Year-to-year changes are made in the absence of a long-term capital 

plan, without consideration of strategic decisions. 

CRITICAL SUCCESS FACTOR: Employing Knowledge-Based IT Investment 

Approaches: 

LOOK FOR: 

* The Component embodies a knowledge-based approach to IT investments that is 

reinforced in its policies, implemented in its processes, reflected in 

individual acquisition decisions, and demonstrated through knowledge- 

based deliverables. 

CAUTIONS: 

* The Component does not use a knowledge-based process for developing new 

products. 

* The Component does not use the necessary controls, such as demonstrating 

knowledge-based deliverables, to gauge whether adequate knowledge has 

been attained before deciding to move a product to the next phase of 

development. 
CORNERSTONE 3: HUMAN CAPITAL: 

The value of an organization and its ability to satisfy customers 

depends heavily on its people. Successfully executing the CIO responsibilities to help the Component meet its missions requires valuing and investing in the CIO
workforce. Organizations must think strategically about attracting, 

developing, and retaining talent, and creating a results-oriented 

culture within the CIO workforce. 

CRITICAL SUCCESS FACTOR: Commitment to Human Capital Management: 

LOOK FOR: 

* Component CIO officials play a significant role in developing the 

agency's overall human capital strategy and ensure that it reflects the 

goals of the CIO function. 

* Component CIO officials develop, implement, and evaluate human capital 

approaches designed to meet customer needs and improve overall business 

performance. 

* Component CIO officials secure the support of managers at all levels 

for human capital approaches. 

*   Component CIO officials are held accountable for managing the 

CIO workforce effectively. 

* Component CIO employees are provided with resources for continuous 

learning efforts, competency-based appraisal systems, and retention and 

reward programs. 

CAUTIONS: 

* Component leadership views people as costs rather than as assets. 

*  Component leadership makes decisions about the workforce without 

considering how the decisions affect mission accomplishment. 

* Component leadership and management are not held accountable for 

managing the CIO workforce. 

* Business decisions proceed without consideration of the human capital 

needs they entail or human capital approaches necessary for success. 

CRITICAL SUCCESS FACTOR: Integration and Alignment: 

LOOK FOR: 

* Comprehensive strategic workforce planning efforts. 

* A strategic workforce plan that reflects the needs of the CIO 

function, including consideration of which functions to maintain in- 

house. 

* Strategies for recruiting, retaining, and developing CIO 

staff, including performance measures to evaluate the contribution 

these strategies make in supporting the Component’s CIO function 

and achieving its mission and goals. 

* A knowledge and skills inventory is used to identify current and 

future weaknesses and needs in CIO skills. 

CAUTIONS: 

* The Component does not fully recognize the link between its human 

capital approaches and organizational performance objectives. 

* The Component adopts human capital approaches without considering how 

well they support organizational and CIO goals and strategies 

or how these approaches may be interrelated. 

* What has the attrition rate been for the CIO workforce?

* Does the Component conduct exit interviews with departing CIO 

workforce employees to determine why people are leaving? If so, how are 

lessons learned used?

* What is the acceptance rate of applicants offered positions?

* How are training and development programs and results evaluated, and 

how does the Component track, report, and use this information?

CORNERSTONE 4: KNOWLEDGE AND INFORMATION MANAGEMENT: 

Effective knowledge and information management provides credible, 

reliable, and timely data to make acquisition decisions. Each 

stakeholder in the acquisition process ---  Principal Staff Assistant, Joint Staff, program management personnel, CIO personnel, and others --- need meaningful data to perform 

their respective roles and responsibilities. 

CRITICAL SUCCESS FACTOR: Tracking IT Investment Data: 

LOOK FOR: 

* Stakeholders generally agree that the Component’s information systems 

provide credible, reliable, and timely information that they can use to 

make informed decisions. 

* An effective Component-wide system integrates financial, IT investment, 

operating, and management information and allows decision makers to 

access relevant information easily and perform ad-hoc data analysis. 

* Knowledge and information management systems support strategic 

planning and performance improvement by enabling: 

- real-time benchmarking;

- Net-Centric applications
- "what-if' analysis and planning. 

* Metrics have been established and are used to assess the 

effectiveness of the IT investments, and measurements taken are 

credible. 

* Metrics established allow the Component to assess the CIO 

function's progress in adding value to IT investments, to include compliance with applicable laws, regulations, and best practices. 

CAUTIONS: 

* The Component has not collected the full set of information or data to 

make effective and fact-based decisions. 

* Incomplete data prevent the Component from maximizing information tools 

for strategic acquisition planning and analysis. 

* Data are not current, reliable, complete, or accurate. 

* The Component does not make needed data accessible to decision makers, 

leading them to rely on informal, ad-hoc systems to make acquisition 

decisions. 

* Decisions are not supported by demonstrable, underlying information. 

* Lack of integration among systems hinders a user's ability to access 

IT investment information in a timely manner. 

* Metrics established measure only inputs and outputs, not outcomes. 

* Measurements taken in support of metrics are not credible, leading to 

disagreements over numbers and the value of the assessment process. 

* This is to acknowledge the significant contribution of GAO report GAO-05-218G , “Framework for Assessing the Acquisition Function at Federal Agencies”, September 29, 2005.”
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