


 
PROCEDURE FOR RISK-BASED OVERSIGHT OF SUBTITLE III OF TITLE  

40 [CLINGER-COHEN ACT (Title 40/CCA)] COMPLIANCE  
 

 
BACKGROUND   
 
The DoD Component Chief Information Officers (CIOs) are responsible for 
implementing and overseeing the effective use of the best practices of Subtitle III of Title 
40, reference (a), hereinafter referred to as “Title 40/CCA”), for all Information 
Technology/National Security System (IT/NSS) investments being proposed, acquired 
and maintained within their Agency or as the lead Agency of a joint investment.   
 
Since the initiation of statutory certification requirements, DoD CIO, reference (b) has 
conducted detailed oversight of Title 40/CCA compliance of acquisition category 
(ACAT) I MDAPs and MAISs programs under DODI 5000.2, reference (c) and DoD 
CIO memoranda implementing annual Defense Appropriations Act certification 
requirements, reference (d).  Under this policy of risk-based oversight of CCA 
compliance, it is my objective to defer the level of DoD CIO oversight by using the 
following procedures. 
 
PURPOSE 

 
The purpose of the risk-based oversight policy is to enable the DoD CIO to identify and 
implement a cost-effective means for ensuring CCA compliance, by increasing reliance 
on oversight by the Component CIOs.   The Component CIOs will oversee programs 
within their portfolios commensurate with their demonstrated level of capability.  
 
APPLICABILITY  
 
These procedures apply to the Chief Information Offices (CIOs) of the Military 
Departments, the Defense Agencies, the DoD Field Activities, and all other 
organizational entities in the Department of Defense with an established Chief 
Information Office (hereafter referred to collectively as “the Component CIOs”).   
 
These procedures are applicable to all Major Automated Information Systems (MAIS) 
and Major Defense Acquisition Programs (MDAP), including those deferred to the 
Components.  These procedures are intended to be consistent with DoD Instruction 
5000.2.   
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PROCESS   
 
The process for executing this risk-based oversight of Title 40/CCA compliance is 
depicted in Figure 1. 
 

 
 
The process is initiated when the Component CIO conducts a self-assessment of Title 
40/CCA compliance oversight capability using the attached Title 40/CCA Capability 
Assessment.  Deficiencies uncovered by the self-assessment should be considered in the 
Component CIOs continuous process improvement (CPI) program, reference (e).  The 
self-assessment is forwarded to Director, Commercial Information Technology Policy 
(CITP) office within the DoD CIO office for review.  Representatives from the CITP 
office and Component CIO shall have a “feedback” meeting at which each will share the 
insights they have gained from the assessment process, and lay down a plan of action to 
gain the most benefit from mutually agreed findings.  The CITP representatives, based on 
their review and insights gained in the feedback session, will rate the level of sufficiency 
of the DoD Component CIO in each of the four cornerstones of the assessment on a 
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continuum from “fully sufficient,” “partially sufficient,” to “not sufficient.”  These terms 
are equivalent to the more familiar stoplight model of green, yellow and red where: 1) 
green means things are basically in good order, even if improvements are still possible; 2) 
yellow means that there are issues or action items that need to be addressed; and 3) red 
means that these issues are of a serious and/or urgent nature.   
 
The DoD CIO will factor program risk into the review process by conducting a Title 
40/CCA risk assessment, applying classification methods already established within the 
Joint Capabilities Integration and Development System (JCIDS), reference (f), and DoDI 
5000.2, e.g., dollar magnitude of the program and JROC interest.  As an example of a 
possible scenario, the DoD CIO might find a Component CIO capability to be partially 
sufficient, and would defer all programs except those of a certain size or of special 
interest.  The DoD CIO Title40/CCA risk assessment, together with the Component’s 
CCA Compliance Capability Profile, may result in a list of programs deferred to the 
Component CIO.    
 
The DoD CIO will monitor the effectiveness of the risk-based oversight process.  DoD 
CIO will engage in periodic consultations with the Component CIO offices; offer 
training, coaching, and consultation as appropriate, and will annually (at a minimum) 
revisit the list to determine if the deferred program list should be expanded or reduced.   
The Component CIOs may be required to periodically update their self-assessment.  
 
Note:  CCA Certification guidance is provided separately by the DoD CIO in response to 
annual Congressional Title 40/CCA certification mandate. 
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Networks and Information Integration/DoD Chief information Officer 
(ASD(NII)/DoD CIO) 

(c) DODI 5000.2, May 12, 2003, Operation of the Defense Acquisition 
System 

(d) Clinger-Cohen Act Compliance of Major Automated Information 
System (MAIS) for Fiscal Year (FY) 2007, dated January 10, 2007 

(e) Establishment of DoD-wide Continuous Process Improvement (CPI) 
Programs, dated May 11, 2006 

(f) CJCSI 3170.01E, Joint Capabilities Integration and Development 
System 

 
Attachment: Title 40/CCA Capability Assessment: Component CIO Self-Assessment 
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