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Purpose
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» Purpose: To encourage a dialog within acquisition
community regarding EA issues

Process: To share insights on the EA management
and related issues, in an open, constructive manner

» Goal: To identify and elaborate issues, insights, ideas

of value to the acquisition community (government
and industry)

Key insights and conclusions to be considered for
incorporation into curricula, and/or publication

1/14/2003

With the recent emphasis on Evolutionary Acquisition and Spiral Development from the DoD
Acquisition leadership, thereis great interest within the acquisition workforce regarding what these
terms mean, and how to apply these concepts to improve the acquisition process.

However, there no definitive “canon™ on what these terms mean, and how best to apply these
principles.

DAU is participating with OSD and industry to develop training on EA and SD, with the initial focus on
the “what” and “why” of EA. Developing awareness within the acquisition community of what EA is,
and why the Department isinterested in pursuing it.

This presentation is intended to stimulate dialog on the “how” of EA, which | feel isthe more
challenging and meaningful question.

This presentation reflects my views and opinions, which are not necessarily the views of DAU or the
Department of Defense.



The Acquisition Process
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Requirements/Acquisition Process

Enterprise Architecture

Analysis

of
Capability
Solution

Ongoing Mission Sets
Area Analysis

Oversight

Acquisition

Requirements
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Source: DRAFT Attachment 2 to SecDef Memo, Ops of the Defense Acquisition System, September 18, 2002

Thisis*hot off the presses’—part of the rapid iteration of the “interim guidance” replacing the rescinded DoD
5000.2 documentation. In my opinion, this chart is significantin that it depicts a continuum between Requirements
and Acquisition. By implication, the acquisition process has a major stake in the requirements process. Finally,
we're getting away from the idea that the acquisition process starts at the ORD.

Another important take-away is that it encourages, in my view, the consideration of non-material aternatives as
part of the overall process of satisfying User needs. This has always been ablind spot in the acquisition process—
that we' ve only narrowly considered the material alternatives without much regard for how that impacts the user in
the non-materiel aspects.

This opens the door to the overdue and very necessary dialog between the “ Requirements Community” and the
acquisition community. There are new conceptsin this diagram which need explanation:

DOTMLPF: thisis aterm that arises from the requirements community, and represents the spectrum of modalities
to satisfy operational needs—materiel solutions being only one—namely: Doctrine, Organization, Training,
Materiel, Leadership, Personnel, Facilities.

RA/MDA: Requirements Authority/Milestone Decision Authority—this represents the shared responsibility of the
requirements and acquisition decisionmakers regarding what requirements are validated, and how they are to be
satisfied.

ICD: Initial Capabilities Document—the original articulation of the capabilities required by the user, expressed in
atime-phased manner.

CDD: Capabilities Development Document—prepared at the conclusion of Technology Development, as a
precursor to System Development & Demonstration and Milestone B.

CPD: Capahilities Production Document—necessary for entry into Production and Deployment phase, and
Milestone C.



Definitions: EA
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Evolutionary acquisition is DoD’s preferred
strategy for rapid acquisition of mature
technology for the user. An evolutionary
approach delivers capability in increments,
recognizing, up front, the need for future

capability improvements. The success of the
strategy depends on the consistent and
continuous definition of requirements and the
maturation of technologies that lead to
disciplined development and production of
systems that provide increasing capability
towards a materiel concept.

1/14/2003  Source: DRAFT Attachment 2 to SECDEF memao, 5
Operation of the Acquisition System, dated 18 September 2002

Key concepts:

Incremental delivery of capability with future improvements
Continuous requirements definition

Maturation of technologies



Definitions: SD
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A process in which a “...desired capability is
identified, but the end-state requirements are
not known at program initiation. Those
requirements are refined through

demonstration and risk management; there is
continuous user feedback; and each increment
provides the user the best possible capability.
The requirements for future increments
depend on feedback from users and
technology maturation.”

1/14/2003 Source: DRAFT Attachment 2 to SecDef Memo, Ops of the Defense Acquisition System, September 18,2002 6

Key points:

End-state requirements not known at the outset.
Demonstration and risk management
Continuous user feedback

Issues:

Establishing a clear distinction between Evolutionary Acquisition and Spiral Development
Providing clear guidelines for applying EA and SD

Possible confusion over/conflict with established SD principles (in Software community)



When to Apply EA

Defense Acquisition Universit
* Requirements volatility

— Changing requirements

— High-level requirements

— Functional requirements
» Rapidly-evolving technology

» Rapidly-evolving threat

* Resource volatility

1/14/2003

Joint Logistics Commander’s EA Guide (1998) identified 6 conditions wherein EA was an appropriate
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approach:

Requirements Uncertainty: EA isfavored in environments where requirements are uncertain or are
likely to change over the development period. This dynamic wasobserved in C4l systems
development over the past decades.

Technology change: EA isfavored when technology islikely to offer significant increasesin
capability over the projected development timeframe.

User Involvement:
Schedule Urgency
Funding Instability

Other Constraints, such as interoperability, status of current system, availability of commercial
products, etc.

Classically, in the single-step to full capability, requirements, technology, threat, or resources would

change over the development period, requiring costly and inefficient re-planning and redesign.

Inits simplest terms, EA isan acquisition strategy that is less vulnerable, yet more responsive to these

sorts of changes. By so doing, inefficiencies due to unplanned rework, missed schedules, blown
budgets, and crisis management are reduced.

Thisisnot to say that EA iseasy or cheap to do.
It'skind of like how Churchill described democracy: “It's absolutely the worst form of government,

save all others’

So EA isadifficult and expensive way to acquire capability, but is ultimately less difficult and costly

than any other method (under the conditions described above).



Why an EA Process Template?
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Most EA literature and policy discusses EA in
general terms

PMs are left to figure out how to implement
EA for their programs

Not much “how to” or “why” information

available

This notional EA process template describes
key features and functions that must exist, in
some form, for EA to work

This is not a cookbook “one size fits all”
solution

1/14/2003

At this stage of the game, the big push isto get the word out to the acquisition community regarding the
“what” of EA.

So thefocusis on definitions, and the desired end state (faster delivery of capability to the warfighter),
with not much on the “how”.

So thistemplate is an attempt to break down the acquisition processinto its component steps and
describe how these steps are applied in the EA environment.

These steps are generally the same asin any systems engineering/systems acquisition process, but | will
attempt to describe how these processes will change for EA.

Thereason thisis called a“template” is because each program will have to adapt these processes to fit
their particular situation, so it’s not a prescriptive “cook book” where one can mindlessly apply the
steps in sequence and expect success. But | hope the template will alert you to issuesthat, if
successfully resolved, can improve your chances for success.



Key Features of This EA Approach
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» Acquirer & User collaborate in requirements definition
& domain analysis

— Key artifacts: Operational and System Architectures, and
time-phased requirements

Early assessment of architectures
Continuous management of cost and development

risk

Frequent feedback between acquirer and all
stakeholders throughout development & support

— Define, refine, and prioritize requirements based on OA, SA
Four major concurrent processes:

— Requirements Management

— Risk Management

— Production (including test & evaluation)

— Delivery, Support & Feedback
1/14/2003

To implement EA according to this template, significant changesto the structure of, and workflow
within the program office will be necessary. Thiswill be reflected in the contract structure and
strategy, and will also impact resource allocation and phasing.

To be successful, a much greater investment in establishing and maintaining relationships with users
and other stakeholderswill be necessary. This expanded participation will require substantial
resources.

For the purposes of thisdiscussion, | break out 4 major concurrent and highly coupled processes:

Requirements management—deal s with eliciting, elaborating, validating, prioritizing, time-
phasing, tracing and tracking requirements.

Risk management—deal s with assessing implementation risk of each requirement, identifying the
appropriate level of urgency, recommending appropriate mitigation strategies, and integrating the
risk mitigation strategy with the other three concurrent processes.

Production—ahighly efficient, optimized process for transforming risk-mitigated, high priority
reguirementsinto material solutions.

Delivery, Support, and Feedback—the process of transitioning the developed capability to the end
user, ensuring the user istrained and equipped to use the capability, that the maintainer istrained
and equipped to support the capability, and managing the incorporation of the user’s feedback into
the requirements process.



Requirements Management Process

EA Process Overview
(Single Iteration)

To Increment “n+1”

Production Prodess
System Increment “n”

Architecture
Code &UT

Integ'n Test

Delivery, Support & Feeﬁyack Process
System
Architecture

Hereisoneiteration of the EA process template. The four concurrent processes are show as
zones, the timeline projects from left to right. Though it isn’t explicitly shown, the systems
engineering process is suffused throughout this templ ate.

The key goal of the requirements management process isto ensure that a current, accurate,
validated, prioritized listing of user-focused requirementsis always available. Requirements
include functional capabilities required, interoperability, security, safety, reliability,
maintainability, environmental compliance, etc. etc.

The key goal of the risk management process is knowing the cost, schedule, and
implementation risk of each requirement, what risk mitigation steps should be undertaken to
reduce the implementation risk, the likelihood that a given requirement can be incorporated at
low risk within a given increment.

The key goal of the production processisto efficiently transform the requirements allocated to
agiven increment into an operationally robust, suitable, effective, supportable capability on
time, on schedule, and within budget.

The key goal of the Delivery, Support and Feedback processisto ensure the Users are
prepared to accept the capability, to deliver the capability, and to ensure the capability, once
delivered, will be supported. This process facilitates feedback from the users and other
stakeholdersinto the requirements process.

Implementing such a strategy would have to use amodular contract strategy.

10



Process:

Requirements Management
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Develop the OA
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» Operational Architecture
— Represents how the User operates
 current and future doctrine, technology,
tactics, techniques, & procedures.
» Time-phased: describes required capability
growth over time

— Focused on User, facilitated by Acquirer
— Coupled with domain modeling to allow
first-order tradeoffs on capability vs. cost
Output vS. time

» Balances “What is Needed” with “What is
Possible”

— OA must be validated by User, endorsed by
acquirer
» Both must “own” the OA and related System

Architecture)
1/14/2003 12

Why should the acquirer concern his/herself with the development of the OA?

Simply put, the OA isthe origin of all requirements that must be satisfied either with materiel or non-
materiel solutions.

Without access to some representation of how the User operates, there is no objective means to
determine the priority of requirements, determine the time-phasing of requirements, make the materiel
vs. non-materiel solution decision, understand how to derive detailed requirements from top-level
requirements, etc.

The OA can form the basis for acommon understanding of the capability required. Thisreducesthe
likelihood of miscommunication between user and acquirer. Thissimplifiesthe development of
operational test requirements.

There are automated tool s available to facilitate the creation of the OA, one of which being the IDEF
(Integrated Definition) process modeling methodology. IDEF isafamily of methods that supports the
modeling needs of an enterprise and its business areas. The most basic of these is IDEFO, which
supports function modeling, wherein the user states “what | do” in aformal symbolic language,
comprised of “inputs”, “controls’, “outputs’, and “mechanisms’, collectively referred to as|COMs.
More detailed models of interest include IDEF1, information modeling; IDEF1X, data modeling; and
IDEF3, process description capture, each of which can provide valuable insightsinto the user’s
processes, and the requirements derived from them. A significant benefit of undergoing arigorous
IDEF modeling exercise, isthat it helpsilluminate irrelevant, redundant, or counterproductive elements
of the user’ s processes. Thus, the IDEF processis a mechanism for process reengineering, an important
“sanity check” to achieve before embarking upon a materiel acquisition. Without having this “ sanity
check”, there is no guarantee that the technology investment will result in actual improvement in the
user’s performance.

12



Develop a Systems Architecture
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Conduct domain analysis & modeling
Architectaral Elenent concurrently with OA definition

|1 Establish, distribute the enterprise SA

Applization ! ) )
Specific SA describes functional “boundaries”

Fregraaming | | PO of the program, interaction rules, and
| Camman Ak cn | key interfaces
S— SA reflects goals of flexibility,
| Cemmon Systams [ merface | scalability, interoperability, robustness,
i security, etc.

. ap plicaion Pro_vides sca_lable frame\{v_ork vyithin
Arress Snabing which operational capability will evolve
Analysis & design of SA informs the
Dperating Srzem development of lifecycle cost model

1/14/2003 Graphic: Barry M. Horowitz, Ph.D.ESGTR-94-208, September 1994 13

Systems Architecture includes: “...the composition of hardware and software components, the structure that
interconnects them, and the rules by which they interact.”

ar chitectur e is the main determinant of a system’s characteristics. The efficiency of the ?/stem, and thusits
performance, depend on how the architecture handles resource utilization; architecture determines how the
system sustains operations when parts of the system fail. The architecture also determines how maintainable the
system is; that is, (1) how much effort isrequired to find and fix errors; (2) how easy it isto add new capabilities
through software; and (3) how much is required to move the software to different computer hardware. Although
they may be invisible to the user, these characteristics, which are all determined by _architecture , are very visible to
developers and maintainers who must modify and add to the operational capabilities of the system.

If the system is properly structured, then hardware components can be added or upgraded without expensive
changesto the rest of the system. A good _architecture allows a system designed to counter one threat to counter a
different threat through localized modifications to the software that change the functional capability of the system
or allow it to interoperate with other systems.

Barry M. Horowitz, Ph.D.
ESC-TR-94-208, September 1994

A substantial investment must be made in domain analysis and domain engi neeringbso that the full and ultimate
capability of the system can be defined, and the system architecture selected to enable that ultimate growth. Of
particular concern at this point is the adoption of acommercial or open systems architecture. Plansto incorporate
commercial-off-the-shelf (COTS) software and hardware will directly impact the selection of the systems
architecture, and vice versa (think Windows versus Unix).

Once devel oped, the SA should be made known to the user community, the T& E community, and the S& T

community, the security accreditation community, and others as gpplicable, as well as any potential industry
partnersthat may wish to devel op capability to integrate into the architecture.

The S& T community, in particular, should be advised of the systems architecture, so as they mature technologies,
they can do so mindful of the integration requirements the SA will impose.

One of the important artifacts that will evolve with the development of the OA and SA isthe C4l support plan.
This document identifies all information exchange requirements between the elements of the system, and between
the system and external entities.

13



Derive the Requirements
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O, « Requirements describe the
capability required in the
context of the OA

— Must be prioritized in order of
operational relevance & timing

Note dependencies between
requirements

= Temporal: Capability “n™ should
precede capability “n+1”

— Functional: Capability “Xx”
requires data or services from
capability “y”

_ » User Priority: key to allocating
1/14/2003 requirements to increments 14

System Requirements must always support, and therefore be derived from the operational requirements. Having
developed the OA as a collaborative effort between the user and acquirer, much of the hard work in requirements
development has been accomplished. The OA answers the perennia question: “Why do you need that?’
Historically, before it became OK for the acquirer and user to collaborate on requirements devel opment, the answer
would typically be “Because | say | need it”. Thistype of dialog, asyou can imagine, did not make for productive
Cost-as-independent-variable (CAIV) discussions.

The OA describes “what must | do”, the requirements describe “what | need’, and together they explain “What |
need, and why | need it”. With thisinformation, the linkage between requirements, capabilities, and mission
effectiveness is more clearly drawn, and meaningful discussions can be held regarding priority, dependency, and
impact of each requirement.

Priority and dependency are critical determinants of when a particular requirement will be satisfied. A high priority
requirement should be addressed before a low priority requirement. Historically, without a prioritized list of
requirements, developerstypically gravitate toward doing the easy stuff first. It rarely occurs that the most
important stuff is also the easiest to do, so theresult is delivering a 20% solution, and saying “trust me” for the
remaining 80%.

Dependencies are also important, particularly if ahigh-priority function is dependent upon services or data from
something rated “low”. Interoperability requirements often fall into this category, wherein the user may focus on
the those requirements that are meaningful in the context of their OA, but must rely on other systemsto provide
that functionality, and thus must share that priority.

Note that the degree of detail and specificity of the requirement will vary depending upon its priority. High-priority
requirements, which should be implemented earlier, must be wrung out in greater detail. Thiswill become evident
in subsequent steps.

In summary, the OA isthe origin, and the rationale for all requirementsin the SOW.

14
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Process:

Risk Management

In the following discussion | use an intuitive, but somewhat non-standard concept of risk. Therisk I'm
concerned about istherisk of not being able to figure out what is required and implement it according
to the specified schedule and budget.

The goal isto reduce therisk of satisfying any given requirement to nearly zero prior to committing to
production.

In this conceptualization, risk hastwo primary drivers: requirementsrisk: do | understand what is
required? Andimplementation risk: do | know how to build it? |s the technology mature and
available? Doesit conform to my systems architecture? Etc. etc.

For each of these general types of risk, different mitigation strategies apply. For requirementsrisk,
further elicitation/elaboration of requirementsis necessary. This must be done with the user, oftenin
studies, focus groups, or rapid prototyping sessions (the last, in particular, for “look and feel”
requirements, which Barry Boehm refersto as “IKIWISI” requirements. “I'll know it when | seeit”).

Implementation risk deals with technology maturity, and compatibility with the systems architecture,
which responds well to the spiral development process of iterative prototyping, assessment, and
refinement. One particular subset of implementation risk dealswith Commercial off-the-shelf (COTS)
products. Often agreat deal of effort isrequired to determine if apromising product can actually be
successfully integrated into the systems architecture.

15



Assess Cost & Risk
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» Conduct cost and risk analysis
Requirements — of each requirement

— to reflect current understanding
and technical maturity

— to identify further dependencies

Recognize schedule and
budget constraints
— Each requirement represents a

“claim” on resources: budget &
schedute

— PM must ensure commitments
don’t exceed resources for any
given increment

Provide input to budget &
resource planning

1.
2.
3.
4.
?
?
?
n.

1/14/2003

To attempt to implement a requirement without first assessing the clarity of the requirement, and the
likely cost and technical feasibility of the requirement is sheer madness. Y et thisis what we have
typically done. Often programs have committed to a program budget and schedule without the foggiest
notion of whether the specified requirements can be met within those constraints.

It's helpful to think of each requirement as a*“check” that must be written against the “bank” of time
and money. Aswith personal finances, bad things happen when more “checks’ are written than are
resources available to cover those demands.

Risk analysisisavery technical exercise that tends to ask nasty questions like “what do you mean by
thisrequirement?’, and “how to you intend to test this requirement?”’, and “how do you plan to
implement this requirement?’. But these are critical questionsto ask early in the program before
expectations are set regarding what isfeasible.

Note that priority and timing of the requirement will determine the degree of detail and specificity
necessary in determining risk and cost. Nearterm, high-priority requirements must be carefully
analyzed for cost and risk, whereas requirements that will not be addressed for several increments can
be more “fuzzy”.

Make no mistake, however, thisisadifficult and laborious exercise, and will result in multiple
iterations, going back to the OA, and validating the requirement against the operational rationale,
looking for easier and more cost-effective ways of achieving the same objective.

During thistime, investment in automated requirements tools, linked to the OA and SA, will prove
vital. Also, using automated means to creating “virtual teams” will provide necessary insight and
feedback from other key stakeholders such as testers, producers, and supporters.

16



Assess Cost & Risk (continued)
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_ PM establishes “risk
R:;Lci’rrgr'nzsgts thresholds” to
distinguish high-risk
ﬂ:gﬂ gicfs"t requirements from low-
risk requirements

['c')gv\*/‘g;z': + PM develops mitigation
strategies for high risk-

Low Risk high priority

High Cost  requirements

tgw E'Osskt  Aggressive, detailed risk
management ensures
affordability of build plan

1.
2.
3.
4.
?
?
?
n.

1/14/2003 17

Asaresult of the preceding analyses, ach requirement will have attributes of priority, cost and
risk. These attributes determine the specific development approach for each requirement.



Assess Cost & Risk (continued)
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» Each requirement
will have attributes
of priority, cost, and
risk

Attributes can be

expressed in a
2X2X2, 3-
dimensional matrix

Note that risk and
cost are generally
correlated

Low Risk High

1/14/2003

Conceptually requirements, characterized by their priority, cost and risk can be mapped to a 3
dimensional matrix. Requirements with similar attributes will cluster in the various regions within the
matrix.

Attributes of risk and cost are generally correlated. Thisisbecauseif the program intendsto satisfy a
risky requirement, resources must be allocated to mitigate the risk before it can be implemented.
Therefore, for simplicity and clarity’s sake, the 3-Dimensional matrix can be collapsed to 2 dimensions
of priority and risk.

18



Assess Cost & Risk (continued)
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Since cost and risk tend
to be correlated, the 3D
matrix can be simplified
into a 2D priority vs. risk
matrix

High Priority | High Priority : P :
Do Pl High Risk Risk/Priority matrix

provides a guide to
— implementation sequence

Low Priority | Low Priority — risk management
Low Risk High Risk strategies

— resource allocation
Low Risk High priorities

1/14/2003
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Thisrisk versus priority matrix isauseful tool to determine the development approach for all
reguirements. This approach will ensure that the program delivers the most important
capability to the user in the quickest time, and at the lowest cost.



Assess Cost & Risk (concluded)

Prioritized Defense Acquisition Universit
eq ts I, ————

Each requirement is
mapped to the risk/priority
matrix

Use this framework to
— Allocate requirements to
increments

Develop risk management
strategies

Facilitate resource planning

Conduct tradeoffs with
Users & other stakeholders

Low
1/14/2003

Thisrisk versus priority framework isthe major tool for the Program to determine what efforts
to undertake when. It also communicates clearly to all stakeholderstherationale for the
development approach. Specifically, thisframework describes:

The sequence of requirements to be implemented

What requirements will be subjected to risk mitigation

What requirements will be allocated to subsequent increments

How many requirements will be implemented in any given increment
Note that priorities and risks are relative, and will change over the implementation period

Astop priorities are satisfied, the requirements with lower priorities will rise in relative
importance priority

As technology progresses, high risk requirements will become feasible

As technology progresses and/or new threats emerge, low priority “nice to haves” may become
essential

Asdoctrine, policy evolve, the OA may have to be modified, giving riseto new, or re-
prioritized requirements

Asaresult of the fluid nature of relative risks and priorities, this priority/risk/cost matrix must
be reassessed regularly.

20



Mitigate Risks
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» For High-Priority/High-Risk

requirements
— Analyze origin of risk

e Technical immaturity?

e Poorly-specified requirements?
— Develop appropriate mitigation

strategy

* Rapid prototyping?

e Tech maturation?
Do not defer simply because
risk is high; but do not

implement until risk is
Risk-O-Meter reduced

High Risk

Mitigate Risks
Immediately--
Implement as soon
as feasible

Aond ybiHy

1/14/2003

Let’ stackle the toughest case first: High Risk, High Priority.

Thisiswhere Programs can get in trouble right off the bat. In the laudable desire to deliver an
“80% solution”, the PM may attempt to satisfy all the high priority requirementsin the initial
increment. But if these high-priority requirements are risky, the program will almost certainly
end up delivering far less capability than promised, take much longer to develop it, expend
more money to do it, and will destroy the program’s credibility in the eyes of the user and
other stakeholders.

So do you sweep all the risky requirements downstream, and just implement the easy stuff?
Many programs do that to “log an early win, to build confidence in the program”. However,
thistendsto result in a*“20% solution”, and the credibility of the program is again suspect.

Theright answer isto begin to mitigate the risk of the high-risk, high-priority requirements,
with the intent to implement them as soon as therisk is sufficiently mitigated to do so. This
ensures these high priority requirements are addressed as soon as possible, but the program is
not “betting the farm” that these will be delivered in the firstincrement.

A quick note on the concept of the “Risk-o-Meter”. Thisisatongue-in-cheek concept that
represents the multidisciplinary assessment of risk, that includes concepts like technical
maturity, producibility, maintainability, compatibility with the selected systems architecture,
scalability, etc. etc. The program and risk managers must consider all aspects of risk—
whatever will jeopardize the program’s ability to deliver an operationally effective and
suitable product to the warfighter.

21



Mitigate Risks (continued)
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Risk mitigation approach depends

High Priority upon nature of risk

High Risk Common sources of Risk
— poorly-specified requirements
— technical immaturity
Spiral Development a useful tool

— Rapid prototyping with User to resolve
requirements ambiguities

ad . .
H — lterative prototypes to resolve technical

maturity issues

H « Keep prototyping activities focused

‘ — Establish limits on cost and duration

- . ) A
— Tailor output to feed production line

‘ ¢ Exit Criterion: Low Risk

Ready for
1/14/2003 Production Line

Right at the start, the PM must implement effective risk mitigation activitiesto drive down the
implementation risk of these high-priority requirements.

Spiral development, asis shown here, isaflexible, risk-based method to quickly reduce the
uncertainties of producing the required capability.

The specific activities within the spiral will depend upon the nature of therisk. For example,

if the risk arises from poorly specified requirements, or an IKIWISI user interface, then the
Spiral will likely take the form of rapid prototypes that allow the User to review and correct.
The output of these activitiesis ahighly refined requirement set, and probably a prototype that
unambiguously reflectsthe user’ s priorities.

If the risk for a particular requirement results from technical immaturity, the spiral will likely
take the form of iterative prototypes that mature the technology, taking it from the lab to the
field, to an operationally-relevant environment.

Asis portrayed by the “Risk-o-Meter”, each spiral increases knowledge, and therefore reduces
the risk of implementing the requirement. When therisk is deemed sufficiently low, then the
requirement is approved for entry into the production pipeline, and is allocated to an
increment.

When structuring the risk mitigation strategy, ensure the output of the prototyping process, for
example, is aproduct that can efficiently feed the production line. Using production-
representative processes in the prototyping effort will help mitigate production risk. Thisis
not a“theoretical exercise”, the purposeisto prepare the requirement for incorporation into a
deliverableincrement.
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Mitigate Risks (continued)
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» For High-Priority/Low-Risk
requirements
— Allocate to increment based on
* Priority
Incorporate * Resource and other constraints

Soonest » Dependencies with other
requirements

Lo a Hi
Risk-O-Meter
Ready for
Production Line

1/14/2003

The high-priority, low-risk requirements should be incorporated as soon as schedule and budget
permit. These should pose little implementation risk, but still, it is wise to reserve some
schedule/budget margin for “unknown unknowns”, particularly in the early increments.
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Mitigate Risks (continued)
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Don’t commit to
production simply
based upon low risk

| User Priority should
Add if budget drive production

Permits-
otherwise sequence

defer Low priority-low risk
requirements should be
added only after higher
Low Risk ‘ priority requirements
oL\ l have been attended to

Risk-O-Meter

>
4
=
@)
=
o
=
o
—

1/14/2003

Resist the temptation to fill up the early-increment “job jar” with low-risk/low-priority
requirements. Even if these low-priority requirements appear simple, they introduce
complexity, and may increase the aggregate risk of theincrement. Rather, if possible, allocate
excess production resources to mitigate risk in high-risk/high-priority requirements.
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Mitigate Risks (continued)
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Low Priority/High Risk
requirements should be deferred,
but not discarded

Priorities and risks will change
over the implementation period
— As top priorities are satisfied, the
lower priorities will rise
— As technology progresses, risky
requirements will become feasible
As new threats emerge, low
priority enhancements may

Defer until risk
drops or
priority climbs

Low Priority

High Risk

become essential
: — As doctrine and policy evolve, so
Hi will the OA, giving rise to new, or
Risk-O-Meter re-prioritized requirements

1/14/2003

These are the risky requirements that are sufficiently low in priority that they don’t merit
aggressive risk mitigation with precious program resources. However, bear in mind that these
requirements will eventually bubble to the top in priority, and therefore will have to be
addressed. The best approach isto try to mitigate the implementation risk of these
requirements with OPM (Other People’s Money). For example, float alist of these long-term
requirements to the Science and Technology community, to seeif the labs can help mature the
technology such that it will be available when the program requiresit. Also, if thereisa
commercial market for the technology in question, keep track of how industry is maturing the
technology, or perhaps encourage defense contractorsto invest IR& D money to mature the
technology.

Another reason not to completely ignore these high-risk, low-priority requirementsis that the
world might change—new threats might emerge, user doctrine might evolve, or the technology
marketplace may leap forward, resulting in a dramatically different risk/priority rating.
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Mitigate Risks (concluded)
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High Pririty | - igh Priorty » Transfer only low-risk
Low Ris i i q ..
kb high-priority tasks to the
production line

oo Sy = — Addresses Users’ most
pressing needs

— Allows efficient production
processes to be used

A
10Hi — Enables predictable

'Reduction’ SN

Process
Risk-O-Meter increment deliveries

(important to Users)

Lo Hi

Risk-O-Meter R ady for
o = Production Line

1/14/2003 Risk-O-Meter

Users place a high value in predictability when it comes to fielding new technology. Training cycles,
deployment cycles, range time, and other features of the User’ scalendar are not, in general, flexible.
Delay in fielding, or delivering substantially less capability than planned causes disproportionate
disruption to the Users, incurs additional cost or operational risk, and erodes the User’s confidence in
the acquisition process. Therefore, the acquirer must place tremendous emphasisin the predictability of
delivery—making sure the expected capability is delivered on the date projected. To accomplish this,
only low risk, high priority requirements should be allocated to the production process. Not all of the
User’ s high priority requirements are low risk, however, so the Acquirer must take active steps to
mitigate the risk of these requirements. The Spiral risk reduction processis one method for
accomplishing this. Through iterations of the analyze, build, test, evaluate cycle, requirements
ambiguities can be resolved, and technical maturity can be enhanced. When therisk for satisfying a
particular requirement is mitigated in this method, it is only then ready for allocation to the
implementation process. The allocation decision includes rationalizing the requirement against
resources and competing requirements. But by having mitigated the risk, the high priority requirement
now is feasible with high predictability.
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Process:

Production
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Concept: The Production Line
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High Priori High Priori B 5o a —
LowRisk | HghRisk. If risks have been mitigated, highly efficient

production processes can be used
— Tasks have limited, well-defined scope
— Requirements are stable, low risk to implement

— Enables application of CM, EVM and other
metric-based management tools

— Facilitates process maturity, workforce stability
Focus is Schedule and Cost predictability

[Risk-O-Meter

LOH‘ Production

Risk-O-Meter

1/14/2003

Onceall the analysisis done, thisis how the processruns. High priority, low risk requirements are fed
into an efficient production process, where they are transformed into arobust, well-documented, stable,
supportable, operationally effective and suitable capability that is delivered to atrained, well-prepared
user. High priority, high-risk requirements are fed through a spiral development process which reduces
their implementation risk such that they can be fed into the production process with similar results.
Note that the risk mitigation process takes time, and so these requirements may not be incorporated in
the same increment as the lower risk ones.

The production process, since it only implements low risk requirements, can be very efficient, with a
stable, high expertise workforce, implementing mature development processes. Such a production
processisalso very predictable, delivering the expected output on time, and within budget, which is
very important to all the stakeholders.

Note this graphic depicts how Spiral and Waterfall development can be used to support an evolutionary
acquisition strategy.

Spiral development is used to rapidly mitigate the risk of high priority, but risky requirements. The
output of the spiral isawaterfall production process.

Waterfall development can efficiently turn low-risk, and risk-mitigated requirements into delivered
capability. Thiscan be done because the requirements are clear, the technology is mature, and the
development period is sufficiently short to prevent requirements from changing during the devel opment
period.
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Production Process
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Series of incremental builds

Incorporate high priority low risk
requirements

Efficient development processes
Reliable product
Predictable cost and schedule

High Priority| High Priority
Low Risk High Risk
1

Increment

Petailed Design| Detailed Design| Detailed Design|
ode & Unit Tes| ode & Unit Tes| ode & Unit Tes|
.

1/14/2003 Deliver 4 Deliver 4

In order to maintain the efficiency of the production process, the production “pipeline” must stay full.
This means that the planning for future increments must occur simultaneously with the production of
the current increment. This planning means allocating requirements to increments based upon priority
to the user, and the expected time for the risk to be mitigated sufficiently to allow implementation.

Here' sarule of thumb: When planning for increment “n”, allocate high priority, low risk requirements
toincrement “n” and if necessary, “n+1". Allocate high-priority, high-risk requirements that will
undergo risk mitigation immediately to increment “n+1" or “n+2" depending upon the anticipated time
toreducerisk. Allocate high-risk, high-priority requirementsthat are not yet being risk-mitigated to

increment “n+2" or later.

Deliver peiiver @ 29 peliver 4
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Process:

Delivery, Support & Feedback
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Key Concepts
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» Deliver on-time with promised capability
— Maintain credibility of acquisition process
« Support what is delivered
« Establish integrated corrective action &

requirements management process

— Little meaningful distinction between
“‘development” and “support”

— Establish regular feedback, requirements
development, validation, prioritization meetings

— Leverage training, testing, experimentation
opportunities to gather “ground truth” data

1/14/2003

Asmentioned before, predictability isacritical to the user, so the acquisition process must deliver what
ispromised when it is promised.

All the planning and risk mitigation is designed to provide the most useful capability at the earliest
possible time, with a high degree of predictability.

The product must be both supportable (a design requirement), and supported (requires planning and
resources).

Oncethe product isin thefield, the user will quickly identify everything that iswrong withit. Thisisa
good thing, and the acquirer must provide arobust and responsive mechanism to a) fix what breaks, b)
feed design deficiencies back into the requirements process, and c) track the evolving requirements of
the user as he/she uses the technology in ways never before imagined.



Delivery, Support & Feedback
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Low Risk High Risk
—— » Types of Feedback to Expect

— eCorrective (“fix what's broke”)
'b‘-:-"“ *Perfective (“the system would be better if..”)
“Serremmetf «Adaptive (reflects changes to OA)

 All impact requirements

e Additional requirements
e Clarification of existing requirements
e Re-prioritizing of requirements
» System requirements management process
must be sufficiently robust to accommodate
all feedback types—automation is a must!

1/14/2003

Note that changes in the post-deployment phase will be corrective (fix this, it’s broken), perfective (it
would work better if it did this), and adaptive (my new ops concept requires me to do this, can you add
this capability to the system?). From a systems engineering perspective, thereislittle distinction
between responding to requirementsin a devel opment versus support mode. Asaresult, it makes sense
to use the same process for addressing post-deployment requirements as was used to devel op the system
in thefirst place. This makes more sense when you consider inan evolutionary acquisition, the
development and support processes run concurrently.

And | mean the WHOLE PROCESS: from revalidating the OA, to ensuring the SA is still valid, to
refining, validating, and prioritizing the requirements, to risk and cost analysis, risk mitigation,
allocation to an increment, and commitment to the production line. Figure on having at least an annual
stakeholders meeting to revalidate the OA and overall requirements set. Y ou can also use this venueto
demo the new prototypes and to gain feedback from users on the current build.
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Supporting Increments
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 Corrective & Perfective mods
to previous increments
*++ provided in subsequent
increments
e Must factor these requirements
into future increment tasking

Deiver 4 Deliver 4

Planning, Training Support
a T

1/14/2003

Asageneral rule, corrective issues (errors, bugs, etc.), and perfective issues (better ways to accomplish
the mission) are high priority, and will displace additional functionality in subsequent increments (in
other words, if you have a choice between shipping a patch and adding a new cool capability, guess
which gets deferred to the next increment?). The program should plan for this dynamic when allocating
reguirements to increments. For each succeeding increment, the amount of capability out in thefield is
greater, so the number of corrective/perfective requirements will likely grow. Therefore, plan on
reducing the amount of new capability in later increments, to provide production margin for the
inevitable corrective and perfective effort.

Note that the program must plan for delivering the product to the user, so implementation of a materiel
fielding plan is necessary for each increment. Typically, users and support staff must be trained,
facilities must be established and prepared, help desks set up, etc. These plans must be developed in
parallel with the definition of the first increment, and be fully implemented with the delivery of the first
increment. Support will continue throughout the remainder of the development period, and must be
able to accommodate the addition of functionality as new increments are delivered.
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Summary
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Acquirer must collaborate with user in requirements
definition

Acquirer must stay engaged with user throughout
product lifecycle

Establish and distribute SA as first “deliverable”

Implement functionality in order of operational priority

using OA as reference
Mitigate risk of high-priority requirements using spiral
development

Send only low-risk high-priority requirements to
production line

Integrate test and support early and throughout
increment development

Institute formal support & feedback over lifecycle
1/14/2003

The success of EA depends largely upon the Acquisition Program M anager taking a proactive, risk-
focused approach. EA is management and resource intensive. It will demand extraordinary leadership
and management skills on the part of the acquisition workforce, and will demand vigorous support on
the part of the Defense Acquisition leadership.



Discussion

]

efense Acquisition Universit

35



Background
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« Evolutionary Acquisition (EA) as a formal
acquisition approach initiated ~1993

— Documented in Joint Logistics
Commanders’ (JLC) sponsored publication

— Primary applications in C4l community

Updated in 1995 and included in DoD
5000 series as an alternate program
acquisition strategy

Evolutionary Acquisition became preferred
approach in Jan 2001 update to DoDI
5000.2, Change 1

1/14/2003
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Policy
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* EA remains the preferred approach

e Guidance provided in the 5000 documents:

— DODI 5000.2 (April 5, 2002): Paragraph 4.7.3.2.3.3
Acquisition Strategy Considerations

— DOD 5000.2R (April 5, 2002): Chapter C1.4.4,
Evolutionary Acquisition
 Policy emphasized in 14 Jan 2002 UST(AT&L)
action memao:

— Directed Service Acquisition Executives to develop Cost
as Independent Variable (CAIV) and Spiral Development
or Evolutionary Acquisition Implementation Plans

— 100% of all Defense programs, by end of FY02
o Clarification in 12 April 2002 USD(AT&L) memo
— Defines EA, SD, and related terms

1/14/2003

4.7.3.2.3.3. Acquisition Strateqy Considerations

4.7.3.2.3.3.1. Theacquisition strategy shall define not only the approach to be followed in System Development and
Demonstration, but also how the program is structured to achieve full capability. There are two such approaches, evolutionary and single step to
full capability. Anevolutionary approach ispreferred. Evolutionary acquisition isan approach that fields an operationally useful and supportable
capability in as short atime as possible. Thisapproachisparticularly useful if softwareisakey component of the system, and the softwareis
required for the system to achieveitsintended mission. Evolutionary acquisition deliversan initial capability with the explicit intent of delivering
improved or updated capability in the future.

4.7.3.2.3.3.2. The approach to be followed depends on the avail ability of time-phased requirementsin the ORD, the
maturity of technologies, the relative costs and benefits of exe cuting the program in blocks versus a single step, including consideration of how best
to support each block when fielded (e.g., whether to retrofit earlier blocks, the cost of multiple configurations, how best to conduct new equipment
training, etc.). Therationale for choosing asingle step to full capability, when given an ORD with time-phased requirements, shall be addressed in
the acquisition strategy. Similarly, the rationale for choosing an evolutionary approach, when given an ORD with no time-phased requirements,
shall be addressed in the acquisition strategy. For both the evolutionary and single-step approaches, software development and integration shall
follow an iterative spiral development processin which continually expanding software versions are based on learning from earlier development.

4.7.3.2.3.3.3. In an evolutionary approach, the ultimate capability delivered to the user is divided into two or more blocks,
with increasing increments of capability. Deliveriesfor each block may extend over months or years. Block 1 providestheinitial deployment
capability (ausable increment of capability called for inthe ORD). There are two approaches to treatment of subsequent blocks

4.7.3.2.3.3.3.1. The ORD includes afirm definition of full capability, aswell asafirm
definition of requirements to be satisfied by each block, including an |OC date for each block. In this case, each block shall be baselined and the
acquisition strategy shall define each block of capability and how it will be funded, developed, tested, produced, and operationally supported.

4.7.3.2.3.3.3.2. The ORD includes afirm definition of the first block, but does not allocate to
specific subsequent blocks the remaining requirements that must be met to achieve full capability. In an evolutionary acquisition, the specific
requirements for Block 2 are defined in the ORD, based on the user'sincreased understanding of the delivered capability, the evolving threat, and
available technology, lead-time-away from beginning work on Block 2, and so on, until full capability isachieved. Reguirementsthat cannot be
fulfilled during a specific block development, with the approval of the requirements authority, may be delayed to the next block development. The
first block, and each subsequent block, is baselined in conjunction with the MDA authorizing work to proceed on that block. The acquisition
strategy shall definethe first block, of capability, and how it will be funded, developed, tested, produced, and supported; the full capability the
evolutionary acquisition isintended to satisfy, and the funding and schedule planned to achieve the full capability to the extent it can be described;
and the management approach to be used to define the requirements for each subsequent block and the acquisition strategy applicable to each block,
including whether end items delivered under earlier blocks will be retrofitted with later block improvements.
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Latest Policy Status
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« DoDD 5000.1, DODI 5000.2, and DOD
5000.2R rescinded as of 30 Sept 2002

 Interim Guidance: yet to be signed

« Bottom Line: DO WHAT MAKES
SENSE
— Apply EA and SD where appropriate

— Regardless of status of 5000, we still need
to meet the same standards

1/14/2003
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EA: 2 Approaches
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* ORD includes a Firm Definition of Full Capability as

well as afirm definition of Requirements to be

satisfied by Each Block: Acquisition Strategy
describes how each Block will be Baselined, Funded,

Tested, Produced and Supported

ORD includes a Firm Definition of the First Block but

Does Not allocate to subsequent Blocks the

remaining Requirements: Subsequent requirements
based on User’s increased understanding of Threat,

Available Technology

— MDA authorizes work to begin on subsequent Blocks in
consideration of above as well as Full Funding, Test and
Sustainment Strategy, etc.

1/14/2003  Source: DOD 5000.2R, 5 April, 2002
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